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Abstract. Although there is a wide range of tested risk assessment methods,
a common problem between these resides in the possibility of a bias in the
data collection process. This occurs specially in contexts where a determin-
istic source of information is unavailable. To avoid this limitation, this work
proposes a risk assessment process that classifies interview options based on
trust quantification with social network analysis.

1. Introduction

Risk assessment phase constitutes the basis of a successful risk management process, due
to the information generated at this stage will conduct actions and investments to avoid
risks in a organization operations. Thus it is becoming a key component of Enterprise
Risk Management and related Application Guidance [PriceWaterhouseCoopers 2008].

Although there is a wide consensus about the effectiveness of the risk assessments
for risks quantification, there are many methods to achieve it. Some of them are based
on deterministic data sources and others on interviews with human beings. As showed
in [Amaral et al. 2010], the interview based methods have a common inconvenience: the
results of risk assessment could be biased by the subjective nature of the human beings
opinions, affecting the final result and distorting the risks priority rankings.

By considering the interview based method a wide used method, this work ex-
plores the classification of interview opinions to reduce the bias of the risk assessment.
Our proposal is to use trust as a parameter for qualification of the opinions about the pos-
sible risks. The key of our solution is that if we are able to measure the perception of trust
in a human social network, we could use that quantification to assert if an opinion could
be considered as good or bad.

The rest of the work is organized as follows. Section 2 reviews related literature
and shows that there exist a direct relation between trust and risk. Section 3 explains
the directions of how social networks can be used for trust quantification and section 4
proposes the usage of social networks within risk assessment phase. In the section 5 we
explain the final considerations and future work.

2. Trust and risk

Risk in information security context is the likelihood that a threat could take advantage of
a vulnerability associated to an information asset, causing adverse effects in various areas
including economical and social scopes.



To avoid the negative effects of risks, the standard ISO/IEC 27005[ISO 2011]
presents a series of steps conducted by a risk committee to identify, assess and address any
risks through risk management process. These steps are: context definition, risk identifi-
cation, risk estimation, risk evaluation, risk treatment, risk acceptance, risk communica-
tion and risk monitoring and review. The standard also emphasizes the importance of risk
discovery by grouping the first three phases in a container phase called risk assessment,
which is in charge of the risks definitions and prioritization.

[Amaral et al. 2010] states that although diverse risk assessment methods have the
same objective and goals, some methods could derive in different results for the risk as-
sessment. To fill the gaps between different methods on information security context -i.e.
ISRAM, AURUM, ARIMA and FMEA-, they constructed a methodology that composes
the results between the different methods.

However, the deviation is not only influenced by the method, but also by the in-
formation received as input when this information is subjective, like the ones collected on
interviews with human beings.[Senik 2005] has highlighted the interviews, can provide
some facts that are not available on deterministic data, where the only way to assume that
a subjective data is well enough will depend on the trust levels of the source of information
[Ko et al. 2005].

In this sense, [Lund et al. 2010] explicitly express that trust is inherently related
to risk, and that an important part of managing trust is to comprehend the risks involved
in trust-based interactions. In these interactions the positive and negative outcomes cor-
respond to the trust measure opportunities and the build trust offers risks that should be
evaluated.

3. Constructing a trust metric for risk assessment

Despite the many possibilities that are enabled by the trust, its quantification is usually a
non-trivial process. It requires the creation of complex models to generate approximations
to reality. Thus, to construct a trust quantification process, it must be defined which
characteristics are desirable to get a meaningful trust quantification. A minimum set of
desirable characteristics for a trust quantification process are [Lukas and Walgenbach ]:

1. The quantification should take into account the presence of loss;

2. The quantification should avoid naivety; and

3. The quantification should evolve over time and increase in presence of non-
opportunistic behavior.

3.1. Trust quantification methods

Trust quantification methods were commonly started with single-run evaluations in the
organizational environment based on interviews and questionnaires, but it should not be
considered a reliable trust metric because there is no evolution over time.

From [Manchala 2000] we know that trust could be built over time upon measur-
able variables in form of chains of trust between participants in a transaction to evaluate its
risk. The e-commerce is a well known context that uses trust as basis to define deviations
between possible good or bad experiences.



However, chains of trust are based on individual reputations of the participants
that were constructed by reputation models, and many times those models present simple
implementations and have a very intuitive understanding.

[Pinyol and Sabater-Mir 2011] stated, these quantification methods could present
a lack of robustness, which has led to an increase in the research of the use of other trust
determination methods where social network analysis is a promising approach.

3.2. Social networks

From [Cross et al. 2002], the construction of knowledge into an organization -like trust
between colleagues- is a purely social process, and the speed for knowledge construction
depends on how much easy is the communication between people. In this context it is
also feasible to identify persons with important roles. Thus, it is possible to classify the
importance of a human being within an organizational context.

In a social network this importance could be formally defined as centrality, a mea-
sure of power or influence of agents based on their importance into a network. The central-
ity can be calculated by measuring degree centrality (number of connections), closeness
centrality (reach of the influence), betweenness centrality (bottlenecks constitutions) or
using more elaborated algorithms [Tsvetovat and Kouznetsov 2011].

Our proposal is to take advantage of centrality (more specifically trust centrality)
to classify the human opinions. The work hypothesis is that if it is possible to introduce
the notion of trust into the risk assessment process, it is also possible to reduce the biases
by giving priority to those opinions that are considered as more reliable. In practice we
propose the introduction of TrustWebRank algorithm [Walter et al. 2009] into the risk
assessment for information security context.

The motivations to choose TrustWebRank over other well-know social trust algo-
rithms are enumerated following:

e TrustWebRank is not based only ratings over past experiences but also on trust
that is present on the social network between agents.

e The evolution of trust perception is designed to map the natural trust evolution
between human beings.

e By using TrustWebRank a direct relationship between all human-beings is not
mandatory as long as they belong to the social network structure.

4. Trust aware risk assessment

4.1. Quantification with TrustWebRank

In its original definition, TrustWebRank is aimed to calculate the personalized trust for
every one of the agents into a set of agents 7 that conform a social network, quantifying
and classifying their direct trust perception -7;;- over its neighborhood agents ; where
Tz’j S (0, 1}.

With 7% = 0 and degree d = 0 (number of connections), TrustWebRank in-
troduces an indirect trust quantification based on feedback centrality over social net-
works relationships, where the indirect trust Tij is defined by the equation 1 including
three main characteristics: uniqueness of the solution, combination of direct and indirect



trust and normalization of trust. It also introduces a damping factor 5 which has a fixed
value of 0.8 (determined as a product of their experiments) with an iterative variant -i.e.
approximation- presented at the equation 2.

Ty=Sy+B8Y  SyTyvij (1) T =S+ B8 SuTfvij ()
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4.2. Introducing trust quantification into risk assessment

Given the diversity of methodologies available for risk assessments, and considering that
[ISO 2011] only describes the general parameters of a risk analysis but not a specific
implementation; in this work all considerations are made using [Amaral et al. 2010] as
assessment method, with special focus on the impacts of trust centrality over the risk
estimation.

In this method, risk identification is achieved with brainstorming between mem-
bers of risk committee to get a consensus about assets, threats and vulnerabilities (se-
lection of the members is discussed in a previous work [Primao et al. 2012]). Later, the
risk committee defines qualification for every element and generates a list of risk with a
composite risk index for every risk -i.e. risk estimation-. In the end that list is classified
according to the context and risk acceptance policies -i.e. risk evaluation-.

In the risk estimation, every member of the security committee answers accord-
ing to its knowledge, experience and competencies about p=probability, d=detection,
o=occurrence, ‘=impact and s=severity of every risk. And, to standardize the input for
the estimation, every participant choose only between qualitative adjectives with five pos-
sible values -i.e. very low, low, medium, high, very high- which are later converted to
every method’s scale.

Subsequently the original equations are normalized by multiplying the result of
every assessment methods for different factors in order to get similar results as is pre-
sented on the equations at 3. The results of every equation are combined using an arith-
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n

metic average where the composite risk index C'R/ is defined as CRI = where

M = group of results, m = individual result, n = number of methods.
The trust quantification is then proposed by introducing a new factor ¢ = trust, as

show in weighted equations at 4. However, different to previous variables, this factor is
not a product of interviews, it represents the centrality of the human beings.

Arima = ((pNi) *100)/5 Arima = ((pNi) *100) * t/5
Isram = ((p* 1) * 100)/25 3) Isram = ((p*1i) *100) = /25 @

Aurum = ((p * 1) * 100)/100 Aurum = ((p % 1) x 100) * t/100

Fmea = ((sx0xd) *100)/125 Fmea = ((s * 0% d) % 100) * t/125

4.3. Analyzing trust influence with a model

To analyze the trust influence, we suppose an organization that conduct a risk management
program in paralell to a trust management program, as suggested by [Lund et al. 2010].
From this we derive a graph with six agents a that have an initial estimated level of trust ¢.



We also assume a previous risk identification phase with six assets, twelve vulnerabilities
and twelve threats, representing twelve potential risks from 7, to r15. Among the six
agents, two have a higher coefficient of trust with range [0.7-0.9] and four have a medium
coefficient of trust between [0.5-0.7). Additionally we also suppose that the risks r3 and
rs5, are in real life imminent risks that should be treated as soon as possible. But due the
biased criteria, these risks are only considered in the range of [high - very high] by the
reliable individuals and between [very low - high) for the rest.

Using the original risk assessment with random values between the previously
described ranges, we got the results presented at the first half of Figure 1. Here it is
evident that r3 and r; do not reach higher priority because of the bias. Under those
conditions these risks could not be considered for investment if the risk mitigation budget
or the risk appetite does not cover the entire risk list.

Later, considering trust as a weighting factor, the bias is reduced as is presented
in the second half of Figure 1. Here the introduction of trust as a weighting factor for the
human opinions bias effectively reduced the bias using trust, where the risks considered
as imminent 73 and r5 where ranked as top-middle risk, demonstrating that is feasible the
introduction of trust with social networks into the risk assessment process.
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Figure 1. Original versus modified risk assessment

5. Final considerations

Throughout this work is evidenced the importance and the potential of the subjec-
tive data presenting inconveniences for risk assessments methods as described by
[Amaral et al. 2010] where bad opinions could represent bad risk assessment results.

To counteract this problem this work explored the possibility of using trust as
a metric to qualify human opinions, based on the affirmations of [Ko et al. 2005] and
[Lund et al. 2010] about the properties of trust as a decision factor for good of bad opin-
ions.



Based on the review of literature and modeling was possible to conclude that trust
quantification through social network analysis is a feasible approach to reduce bias. At
this time the trust-aware process is dependent on the availability of direct trust perceptions
that are supposed to be a product of a parallel trust management program. In future works
this relationship will be researched deeply, in order to integrate not only the metrics from
social networks analysis but the whole process.
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