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Abstract. Safety is an important quality attribute in the development of safety-
critical systems (SCS). This attribute can be achieved by improving safety
processes maturity to reduce accidents and safety incidents. In this work, we
present a safety module called Uni-REPM SCS for the Uni-REPM maturity
model. We describe the methodology used to develop the module, how we built
and validated it and further research and possibilities of collaboration.

1. Problem context and Motivation

Safety is an important quality attribute in many safety-critical domains (Varkoi, 2013)
that can be achieved by improving safety processes maturity (VILELA et al., 2020). In
this context, hazards related to requirements have been associated with many accidents
and safety incidents (LEVESON, 2011). Thus, companies should improve their safety
(Vilelaetal., 2020) and RE process (Svahnberg et al., 2015) with the purpose of overcome
the difficulties they face during the construction of SCS. However, companies lack of a
model to guide them on how to apply their efforts systematically to achieve safety goals
and to maintain continual improvements in safety implementation; and they face
difficulties in establishing priorities to safety actions/practices to be followed.

Considering that the development process is considered as one source of safety
risks and aiming to unify the development process and give guidance to companies, we
proposed Uni-REPM SCS which is a safety module for Uni-REPM (Universal
Requirements Engineering Process Maturity Model) (SVAHNBERG et al., 2015). The
latter is a well-established, adopted by companies and a complete RE existing model. Our
goal is to Improve the quality of safety requirements engineering process by developing
a safety module for Uni-REPM maturity model which is useful and suitable to domain-
independent systems in order to increase the safety processes maturity levels and further
develop safer systems. Handling safety concerns early in software development
contributes to ensure that safety problems do not propagate through subsequent phases
(SVAHNBERG et al., 2015). Moreover, high safety levels are typically better achieved
by addressing safety from the beginning; not by trying to add protection components and
additional complexities after the system has been developed (LEVESON, 2011).

2. Methodology

We adopted the design science research which is a well-established methodology used by
the literature to propose maturity models. Accordingly, we followed a 9-step
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methodology to construct the Uni-REPM SCS (Vilela et al., 2020): 1. Knowledge
Acquisition, 2. Problem definition, 3. Identification of information sources, 4. Definition
of module design/architecture, 5. Development of a draft model - process dimension, 6.
Development of a draft model - capability/maturity dimension, 7. Consolidate the
module, 8. Comparison with existing maturity models, and 9. Module evaluation and
refinements. This methodology was defined by considering the engineering design cycle,
a technology transfer framework and by adapting methodologies for creating maturity
models available in literature that inspired our model.

3. The Uni-REPM SCS Solution

The safety module follows Uni-REPM dual-view-approach (Vilela et al., 2020): Process
Area view (that defines three levels: Main process area (MPA), Sub-process area (SPA)
and Action) and Maturity Level view (with three maturity levels: Basic, Intermediate and
Advanced). The MPAs of Uni-REPM, which are the same for Uni-REPM SCS, as well
as the 14 safety new sub-process areas of Uni-REPM SCS are presented in Figure 1.
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Figure 1. Process (MPA) and subprocess (SPA) areas of Uni-REPM SCS.

At the low-level of module structure, we have “actions” that represent a specific
good practice. In Figure 2, we present an example of a safety action. By performing the
action, the organization can improve their process and gain certain benefits. The complete
description of the safety module and the 148 actions of Uni-REPM SCS can be found in
the project website http://www.unirepm.com as well as the tool we developed to perform
safety and RE maturity assessments. The tool implements web-based questionnaires
(Figure 3) in which an evaluator can select to which action if it is “Incomplete”,
“Complete” or “Inapplicable” as well as insert additional comments on the action. After
answering all questions, the tool determines and presents the evaluation results allowing
the visualization of the project maturity level as well the levels reached in each SPA and
MPA as well as graphical visualization of the results.

4. How we built and validated Uni-REPM SCS

We followed the technology transfer framework to validate Uni-REPM SCS and ensure
that the model quality is suitable for companies. First, we performed a static validation
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with 11 eleven experts (two industry practitioners and nine domain experts that work in
academia and have partnerships with industry) (VILELA et al., 2020). The 11 safety
experts provided their opinion regarding whether the knowledge in literature was
reasonably transferred and presented in Uni-REPM SCS. The module was evaluated in
relation to Coverage, Correctness as well as Usefulness and Applicability. The results
based on the opinion of 11 experts demonstrate that: (i) all SPAs and safety actions in
Uni-REPM SCS are considered desirable or essential by the majority of experts; (ii) the
great majority (72.73%) agree that the SPAs and safety actions are easy to understand,
(ii1) they consider the contribution of Uni-REPM SCS significant to industry and they
would adopt it case they would work in industry.

Main Process .
Main Process

Area Identifier Area N
rea Name Sub-Process
Area Name

DS Documentation and Requirements Specification

/ DS.SDO Safety Documentation

Many artifacts are generated during the development of a safety-critical system that are used
throughout the development to construct safety cases or documents with certification purposes.
Accordingly, all information related to system’s safety produced in Reguirements Engineering phase
must be recorded. This activity can alsc be done together with members from other phases that will

Sub-Process

Area Identifier

use the information later.

DS.5D0.al  Record safety decisions and rationale Level 1

Safety analysis encompasses trade-offs and decision making to provide safety to the Action Level

system. Therefore, all safety decisions and rationale for them must be documented

and included in the safety reguirements specification for later analysis and
Action Identifier certification.

Supporting action(s’

DS.5D0.a8 Maintain hazard and risk analysis results for the system
throughout the overall safety lifecycle

Figure 2. Partial view of Uni-REPM SCS assessment instrument.
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Figure 3. Partial view of Uni-REPM SCS assessment instrument.

The feedback results of the 11 safety experts from the static validation were
analyzed, response actions were decided and the model was refined and improved. After
the module refinement, we conducted a dynamic validation by applying the Uni-REPM
SCS in seven companies to evaluate their safety processes using the module. We
interviewed 7 practitioners being 3 from Brazil, 3 from Sweden and 1 from Germany with
an average of 11 years of experience in the development of SCS and work in different
domains. The results of the assessments in the 7 companies showed that: (i) none of the
seven companies satisfied all the actions of Basic level of Uni-REPM SCS being
classified as Incipient, but the latency analysis showed they are close to complete Uni-
REPM SCS actions; (i1) The practitioners did not perform any additional action(s) that is
(are) not covered in the model; (iii) There is no significant effect of applying Uni-REPM
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SCS when it is instantiated in different safety-critical domains; (iv) The module had a
good level of acceptance by practitioners; (v) The module lag analysis showed that the
module has a good applicability and the proposed safety actions are in fact used by the
SCS companies.

5. Using Uni-REPM SCS

Uni-REPM SCS is an independent domain safety maturity model, hence, any
safety-critical company would benefit from using our proposal. The safety module can be
applied to assess both an ongoing product development such as a new one. The companies
can evaluate themselves by registering in our website and answering the assessment
questionnaire (Figure 3). For now, we only have an English version of Uni-REPM SCS.

We envision some benefits to industry of adopting Uni-REPM SCS: Evaluation
regarding specific process areas in which the company may be most interested; Module
could be used as a diagnostic tool by enabling the determination of the current state (“as-
1s”) of companies processes; The safety maturity evaluation reveals areas of weakness
and improvement opportunities; Assessment instrument fully supported by online
software tool; Module can be used with any methodology of system development; and,
The module could be used in different types of companies.

7. Next steps/Further Research
We are open to possibilities of academia-company cooperation including projects to:

e conduct safety evaluations of the companies’ processes using the Uni-REPM
SCS;

investigate what is the module impact in the safety processes considering
before/after assessments of companies;

perform software safety improvements projects to make an analysis comparing
what are the practical gains for the projects of using this module, taking into
account how the projects were before and after using it;

conduct case studies to explore if practitioners can reconcile the actions in the
module with what they already need to do in order to comply with mandatory
standards in their application domain;

do Post-Mortem analysis: assess the safety maturity of ended projects and
correlate the maturity levels with the quality of the developed system.
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