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Abstract. Society has become more dependent on technology, so investments in
information security have become essential. In Brazil, the General Data Pro-
tection Law (Lei Geral de Protecdo dos Dados - LGPD) legislates information
security management. This work aims to propose an instrument to evaluate the
adequacy of loT solutions regarding the LGPD. The proposal evaluation took
place in a private institution linked to industrial innovation. The proposed mech-
anism can assist professionals in verifying the LGPD adequacy in loT projects.
The study identified LGPD compliance defects in an IoT solution deployed in
several industries all over the 23 Brazilian states. However, the results cannot
be generalized since we only evaluated it in a single company and one software
solution. Replications are needed to identify whether these results apply to other
companies and solutions.

1. Introduction

Nowadays, technology plays a central role in modern society. One technology
is gaining momentum in the industry, the Internet of Things (IoT). Garg and
Dave [Garg and Dave 2019] define IoT as mechanics to establish connections between
devices through the Internet. So IoT devices can connect the physical world to the digital
world. Devices like sensors and actuators can collect information from the physical world.
This information can be stored and processed by any computer. However, information in
IoT solutions may involve personal data, so this is sensitive information.

Considering this scenario, the concern about protecting people’s data has grown
over the years. Central and State Governments in many countries have enacted laws and
regulations to promote personal data protection [Wachter 2018]. A new law has recently
been sanctioned in Brazil addressing this issue. The General Law on Personal Data Pro-
tection, Law No. 13.709 of 14th August 2018, gives the Brazilian population rights and
guarantees how organizations must collect and process personal data, whether by physi-
cal or digital means. This regulation brings excellent benefits, allowing greater security of
personal data, and non-compliance with the law leads to penalties [Pinheiro 2020]. With-
out regulation, it would be easier to misuse personal data and excess data collection and



processing beyond what is necessary. It could cause inconvenience to individuals who
had their data collected [de Souza et al. 2020].

Data protection laws (including the LGPD) strongly impact any IoT solu-
tion [de Oliveira et al. 2019]. Since IoT devices can access sensitive data, thus it requires
protection instruments. Nowadays, any data protection instrument must be under the
basements and principles defined by the LGPD. In many cases, it is challenging to com-
ply with the LGPD since it does not provide technical definitions regarding the required
protection. The law specifies only good practices, leaving it to IoT creators to produce
mechanisms to ensure that any sensitive data accessed by the equipment is protected.

In light of the foregoing, this work presents a checklist to verify the adequacy of
IoT solutions with the LGPD. Our solution extends a checklist to assess general solutions
regarding the LGPD [Mendes et al. 2021]. Unlike the original checklist, our extension
considers only those facets specific to the IoT context.

2. Checklist for evaluating IoT solutions

Mendes et al. [Mendes et al. 2021] proposed a checklist to evaluate any information sys-
tem. However, this instrument was only tailored to general LGPD fundamentals. In
singular scenarios, more technical analysis is necessary. For instance, considering the
LGPD’s good security practices, it mentions that data controllers must create mecha-
nisms for data protection. Such scenarios are recurring when IoT devices are involved.
In addition, many authors report vulnerabilities and challenges in protection methods for
IoT devices [de Oliveira et al. 2019, Ribeiro and Nakamura 2019, Bernardi et al. 2020].
Considering what was said, an extension of the Mendes et al. [Mendes et al. 2021] check-
list was developed, targeting projects involving IoT. In this way, [oT analysts will be able
to carry out a complete evaluation of their system.

Table 1 presents an example of the checklist items. Due to space limitations, we
cannot present here the complete checklist. However, it is available online!. Our checklist
extension contains 27 extra items, being categorized into three parts, namely:

* Data security: It is related to the protection of personal data.

* Physical security: It is related to the physical part of the device, considering the
functionalities, protection against physical access, and ambient conditions.

* Access to the device: It is related to controlling access to the device, allowing
only authorized persons.

Table 1. Example of the proposed checklist

Cat. items Recommendations
DS-04 | Do devices use protection techniques to perform se- | When sharing data between devices, protection tech-
cure communication? niques need to be implemented.

DS-06 | Does the device properly route data to its destination? | Carry out checks to identify whether data is only be-
ing forwarded to its intended destination.
DS-09 | Does the device receive security updates? Security updates fix flaws, and the faster those flaws
are fixed, the risk of intrusion decreases.

Our checklist was developed as a spreadsheet template. Other authors also adopt
this approach on the same topic [Mendes et al. 2021]. This spreadsheet allows evaluators

Thttps://bit.ly/3vahZIC



to inspect IoT projects’ information. Each checklist item has three options: Yes, No,
or Not applicable. Option Yes means the evaluated system complies with this checklist
item. Option No means the system is not in conformity with the item. Finally, option Not
applicable means the item property does not influence the evaluated system.

Figure 1 exemplifies the process of filling out the proposed checklist. In this ex-
ample, code item DS02 was evaluated as No. So, evaluators may consider the item’s
recommendations to make their 10T project adherent to the LGPD.

Data security
ITEMS ANSWER |DEGREE OF SEVERITY | COMMENT

RECOMMENDATIONS

Using certifications proves that the device has
quality and safety levels determined by the
regulations. It is essential to have a certificate,
such as Anatel Cenrtification.

Iz the device certified to prove

DED quality standards?

yes

A brute force attack is a way to gain privileged
SEVERE access ltm:ugh numerous atlelrnpts One
solution is to create a mechanism to block
users after several invalid access attempts

Is the device safe from "brute
Dsoz2 force™ attacks and abusive login
attempts?

Figure 1. Checklist structure

The meaning of each column in Figure 1 is as follows:

* Code: An identification for each item. Each Code has the initials of its category
followed by a number. For example, DSOI is the first item in the Data Security
category,

* Items: The description of a checklist’s item. Typically, a question;

* Answer: This field must be fulfilled by the evaluator’s judgment of the item;

* Degree of severity: It is a way for evaluators to judge the level of nonconformity
with the LGPD. The severity ranges from Moderate, Severe, or Catastrophic. The
severity grade is adapted from [Nielsen 1994].

e Comments: A field where evaluators can take notes;

* Recommendations: It presents recommendations to solve the system’s noncon-
formity.

3. Evaluation results

Participants in this research first assessment were employees of a private innovation insti-
tute linked to industrial innovation. The evaluation was carried out in a project that pro-
vides an loT-based solution for industrial companies where personal and IoT equipment
data are processed. Our investigation tool was made available so they could apply it to the
projects they were working on at that time. Then, we held a focus group [Debus 1994]
with the participants. They reported the checklist brought some benefits, such as identi-
fying neglected safety situations and easily finding security flaws. Participants also sug-
gested changes to improve the structure and suggestions for new extensions, such as cloud
network systems. In addition, the evaluations the participants carried out in the industry
system through the checklist were analyzed. Then, a debate was held on each checklist
item, identifying 11 system security defects. Therefore, the checklist was able to identify
real problems in an industrial environment.

4. Conclusion and Future Works

To operationalize a mechanism for verifying the compliance of IoT projects with the
LGPD, we propose a checklist. This checklist was proposed based on the specific char-
acteristics of [oT devices. The checklist is an extension of another checklist focused on



verifying compliance with the LGPD in software projects. Together, the original checklist
and the extension help analysts and consultants verify LGPD compliance before, during,
and after the development of software projects where loT devices consume data.

The proposed checklist was evaluated through the perception of professionals
working on IoT projects in a private industrial innovation institute. In this evaluation,
according to the professional’s perception, the proposed checklist was able to help pro-
fessionals in the verification of the adequacy of the LGPD in projects involving IoT. Fu-
ture work should evaluate the checklist applied to new IoT-based software projects and
companies to assess the checklist in different contexts.
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