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Abstract. Background: Al and machine learning increasingly depend on large-
scale textual data, which often embeds personally identifiable and sensitive in-
formation. In this context, privacy-preserving processing of unstructured text
has become essential to mitigate disclosure and re-identification risks, espe-
cially in pipelines that rely on semantic representations and similarity measures.
Goal: This study aims to map state-of-the-art techniques for privacy-preserving
textual data analysis and to characterize how privacy mechanisms relate to
semantic similarity and the identification of infrequent (rare) textual patterns.
Method: We conducted a Systematic Mapping Study (SMS) following estab-
lished guidelines, retrieving peer-reviewed publications from four major digital
libraries (2010-2025). The selected studies were screened using inclusion/ex-
clusion criteria and a quality checklist, and the extracted data were synthesized
through frequency-based and thematic mapping aligned with three research
questions: (i) privacy-preserving techniques used in textual data analysis, (ii)
computational approaches (data science and language-model-based methods)
supporting such mechanisms, and (iii) techniques adopted for semantic simi-
larity and rare-event oriented text analysis under privacy constraints. Results:
The mapping shows that anonymization/de-identification, differential privacy,
and federated learning are among the most recurrent privacy-preserving ap-
proaches reported for text. It also highlights the prevalence of NLP pipelines
and transformer-based models (e.g., BERT variants and large language mod-
els) as supporting components, typically combined with classic semantic simi-
larity techniques such as vector-space representations, embeddings, topic mod-
eling, and cosine similarity. Rare-event detection appears less frequently, sug-
gesting an emerging gap and opportunities for future research on privacy-
aware pipelines for low-frequency phenomena in text. The results provide an
evidence-based overview to support the design of guidelines and best practices
for privacy-preserving text analytics in software intensive settings.

1. Introduction

The increasing reliance on Artificial Intelligence (Al) and Machine Learning (ML) sys-
tems has intensified the need to process large volumes of data, much of which is expressed
in textual form. While text enables rich semantic analysis, it also poses substantial privacy
risks, as unstructured language often embeds explicit and implicit personal identifiers. Re-
search on privacy-preserving techniques has traditionally addressed both structured and
unstructured data [Aghasian et al. 2020], yet applying these techniques to textual data
remains particularly challenging due to its high dimensionality and contextual sensitivity.
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In text-based scenarios, privacy threats are closely associated with disclosure
and re-identification risks. Prior work has shown that traditional privacy models,
such as k-anonymity, are often insufficient in high-dimensional or unstructured set-
tings [SWEENEY 2012, Lee et al. 2025]. Differential privacy has emerged as a promi-
nent alternative, offering formal guarantees against information leakage [Dwork 2006,
Cui et al. 2024]. However, enforcing such guarantees in textual data is non-trivial, as util-
ity is strongly influenced by text frequency, semantic similarity, and the presence of rare
or distinctive events.

Recent advances in natural language processing (NLP) and artificial intelli-
gence (Al) have further reshaped this landscape. Modern text analytics increas-
ingly rely on deep neural architectures, including transformer-based models and Large
Language Models (LLMs) [Souza et al. 2023, Zhao et al. 2025]. At the same time,
emerging paradigms such as agentic and multi-agent Al systems [Acharya et al. 2025,
Duan and Wang 2024], together with supporting infrastructures like the Model Context
Protocol (MCP) [Anthropic 2024, Khoei et al. 2025], have expanded the scale and auton-
omy of text processing pipelines. In parallel, significant research efforts have addressed
anonymization and de-identification in text [Lison et al. 2021, Giampaolo et al. 2023,
Murin et al. 2024, Asimopoulos et al. 2024], as well as techniques for detecting rare or
infrequent events in textual data [Shyalika et al. 2024, Abubakar et al. 2024]. Despite this
progress, these research streams remain fragmented, particularly regarding how privacy
guarantees interact with semantic similarity and rarity analysis.

From a conceptual perspective, privacy is commonly defined as an individuals
right to control self-disclosure and the extent to which personal information is revealed
[Federative Republic of Brazil 2025]. This notion underpins core data protection princi-
ples, such as data minimization, anonymity, and informed consent [Kluge Corréa 2024].
Nevertheless, many benefits of data-driven technologies depend on collecting and ana-
lyzing sensitive information [Mendes and Vilela 2017]. In textual datasets, this tension is
amplified, as language frequently conveys contextual and rare attributes that can expose
individuals even after partial sanitization. Protecting sensitive content in unstructured text
before it is shared with untrusted parties therefore remains a central challenge in contem-
porary privacy research [Zhao and Chen 2022].

Data mining aims to discover patterns and construct models from observed data
[Fayyad et al. 1996]. Privacy-preserving techniques inevitably alter the original data,
which may weaken the correspondence between learned models and the underlying phe-
nomena. In statistical learning, this trade-off between privacy and utility has become in-
creasingly critical, particularly when large-scale confidential data are processed or shared
under regulatory constraints [Zhou et al. 2009]. Stronger privacy guarantees often reduce
analytical value, highlighting the need to better understand how existing techniques bal-
ance confidentiality and utility in textual data analysis.

Against this background, this paper presents a Systematic Mapping Study that
synthesizes existing research on privacy-preserving techniques for textual data analysis,
with particular attention to semantic similarity and rare-event-oriented methods under
privacy constraints.



2. Systematic Mapping Study (SMS)

We conducted a Systematic Mapping Study (SMS) following the protocol proposed by
Kitchenham and Charters [Barbara and Charters 2007], with the objective of identifying
and organizing prevailing techniques for privacy-preserving analysis of textual data. The
SMS methodology provides a structured, transparent, and replicable process for systemat-
ically identifying, classifying, and synthesizing existing research within a defined domain.
According to Kitchenham and Charters [Barbara and Charters 2007], the SMS process is
organized into three main phases: Planning, Conducting, and Reporting.

The SMS was conducted with the objective of identifying contemporary
and state-of-the-art practices in privacy-preserving techniques applied to textual data
[Mendes and Vilela 2017]. The review is guided by the overarching problem of how
unstructured textual data can be protected when used in artificial intelligence models,
while preserving analytical utility and ensuring the privacy of individuals. Specifically,
the study examines how personal data in text can be safeguarded through the adoption
of privacy-preserving techniques, data science methods (e.g., vectorization and represen-
tation learning), and Al-based approaches, including LLMs and agent-based models. In
addition, the review investigates which techniques are employed for semantic similarity
analysis and rare-event detection in textual data under differential privacy constraints.
Identifying the privacy-preserving techniques that have been applied in text analysis is
therefore central to addressing this research problem.

To operationalize this objective, it was decomposed into three interrelated research
questions (RQ):

RQ.1: What Privacy-Preserving Techniques are applied in textual data analysis?
This question investigates the intersection between data privacy and textual data.
We looked at privacy concerns and techniques to preserve privacy in texts.

RQ.2: Which Data Science, LLM and Agent-Based Al Techniques are used to im-
plement privacy-preserving mechanisms in text analysis?
This research question examines how three strands of computational approaches
as data science, LLLMs, and agent-based Al are leveraged to design and implement
privacy-preserving mechanisms in text analysis.

RQ.3: What techniques are employed for semantic similarity and rare events detec-
tion in text data considering differential privacy?
This question investigates how privacy-preserving methods, especially Differen-
tial Privacy (DP), are integrated into text analysis tasks that require semantic sen-
sitivity comparing meanings of sentences, documents, or embeddings, identifying
infrequent but significant textual patterns.

Search String Petticrew and Roberts [Petticrew and Roberts 2008] propose that re-
search questions should be structured using five elements, commonly referred to as
PICOC: Population, Intervention, Comparison, Outcome, and Context. This framework
is widely adopted in secondary studies to support the formulation of research questions
and the systematic construction of search strategies.

As described in Table 1. PICOC at Zenodo, the Population was defined as tex-
tual datasets containing facts or events with sensitive content. The Intervention element
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encompasses privacy-preserving techniques combined with data science methods, large
language models, and agent-based Al approaches applied to semantic similarity analysis
and rarity detection in textual data. The Comparison element of the PICOC framework
was not specified for this study, as the objective of the SMS is to survey and synthesize
existing approaches rather than to benchmark alternative techniques. Consequently, no
explicit comparison criteria were defined, as documented in Table 1. PICOC.

The Outcome element targets improvements in privacy-aware textual data analy-
sis while preserving analytical utility. As summarized in Table 1. PICOC, the expected
outcomes include protection of sensitive information, preservation of semantic richness,
identification of rare or distinctive textual patterns, and an improved balance between pri-
vacy guarantees and data usability. The Context element focuses on sensitive or high-risk
application domains in which textual data analysis requires strong privacy safeguards.
These contexts include Al-driven natural language processing in regulated environments,
legal and compliance analytics, and scenarios involving re-identification risks under dif-
ferential privacy principles, as detailed in Table 1. PICOC.

Based on the defined PICOC elements, a search string was constructed by com-
bining Population, Intervention, Outcome, and Context components using Boolean opera-
tors. This strategy enabled systematic querying across multiple digital libraries to capture
studies addressing privacy-preserving text analysis, semantic similarity, privacy utility
trade-offs, and applications in regulated or sensitive domains.

The search string was iteratively refined through exploratory searches to assess
result relevance and identify additional keywords. The final generic search string, together
with database-specific adaptations, is openly available in Zenodo at Search-String. The
digital libraries selected to execute the search string were the ACM Digital Library, IEEE
Xplore, Scopus, and Web of Science. The decision to use these four databases was guided
by recommendations from Kitchenham et al. [Brereton et al. 2007], who identify them
as core sources for secondary studies in Software Engineering. In addition, Merrouni
et al. [Merrouni et al. 2016] highlight that ACM, IEEE, and Scopus host a substantial
portion of high-quality research in computer science. The search string was adapted to
the syntax of each digital library, and access to all databases was provided through the
CAPES Periodicals Portal using institutional credentials.

To select relevant studies, we applied predefined Inclusion Criteria (IC), whereby
studies were included if they satisfied the conditions described in Table 2. Inclusion
Criteria. Similarly, Exclusion Criteria (EC) were applied to remove studies that met any
of the conditions listed in Table 3. Exclusion Criteria, both openly available in Zenodo.
While the inclusion and exclusion criteria ensured topical relevance, an additional quality
assessment was conducted to verify the methodological soundness and evaluative rigor
of the selected studies. For this purpose, we adopted a quality assessment checklist, with
evaluation criteria defined in Table 4. Study Quality Assessment Criteria.

Each study was assessed using a simple scoring rubric for each quality criterion:
High (3) when the criterion was clearly and comprehensively addressed; Medium (2)
when it was partially addressed with limitations; Low (1) when it was weakly addressed;
and Absent (0) when it was not addressed. A study was excluded if it failed to achieve
at least a High score in QAC-1, which evaluates relevance to privacy, semantic similarity,
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or rarity dimensions, or at least a Medium score in QAC-2, which assesses the clarity and
rigor of the research methodology. In addition, a minimum overall cutoff score of 2 was
required for inclusion in the final set of studies.

Conducting To manage and operationalize the Systematic Mapping Study, we used
Parsifal [Parsifal Developers 2025], a free and open-source web platform specifi-
cally designed to support secondary studies in software engineering. Parsifal is
aligned with the methodological guidelines proposed by Kitchenham and Charters
[Barbara and Charters 2007] and supports the main activities of an SMS, including study
screening, collaborative reviewing, and duplicate detection. In particular, the platform
facilitates efficient navigation through titles and abstracts during the selection phase and
ensures traceability of decisions throughout the review process. Figure 1 presents the
number of studies retained at each stage of the mapping.
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Figure 1. Remaining papers after each step of the SMS.

The literature selection protocol began with an initial pool of 2140 papers (202
from ACM, 1132 from IEEE, 569 from Scopus, and 237 from Web Of Science). These
underwent a sequential screening process to determine their eligibility. In the first stage,
articles were excluded following title and abstract analysis. In the second stage, a full-text
review to align with the research scope. Furthermore, other studies were deemed ineli-
gible due to significant deficiencies in textual quality that precluded a coherent analysis.
The remaining articles were subjected to in-depth data extraction to identify and catalogue
relevant techniques, methods, processes, frameworks, or tools. This process culminated
in a final corpus of 86 studies that met all established inclusion criteria.

Data Extraction: The data extraction stage in a SMS refers to the process to en-
sure that the data required to address the research questions is systematically retrieved and
structured, thereby supporting subsequent stages of analysis and synthesis. This process



makes it possible to map existing strategies and to examine their suitability for mitigating
risks of information leakage. By consolidating insights across studies, we were able to
assess how these methods are being applied, identify patterns of adoption, and consider
their implications for the governance of sensitive data in texts. The principle of integrity
entails methodological rigor, explicit criteria, and ethical responsibility in documenting
and justifying each step of the review, while replicability requires sufficient detail in re-
porting search strategies, screening, and coding so that other researchers can reproduce
the process and verify results.

A data extraction protocol was developed a priori to ensure that the data collection
process remained systematically aligned with the guiding research questions of this SMS.
The extraction aimed to capture key dimensions of the object of study. For the opera-
tionalization of data collection, these fields were integrated into a structured form, which
guided the systematic cataloging of essential information from each selected source. The
primary rationale for this approach was twofold: first, to ensure rigor, consistency, and
comparability across the corpus of analyzed studies, and second, to create a structured
dataset that would be amenable to subsequent analysis. For each included study, the
following information were extracted as the fields in Table 5. Data Extraction Form avail-
able at Zenodo. The synthesis of the included studies followed a mixed-methods approach
comprising both qualitative and quantitative elements: narrative synthesis, tabular com-
parison, thematic mapping and meta analysis.

3. Results and Discussion

This review was expected as result obtain source studies to base and support our outcome
of providing the following key contributions: 1) A map of state-of-the-art techniques for
semantic similarity and rarity analysis in textual data, including methodological classi-
fications and application contexts; 2) An evaluation of how these methods are integrated
with privacy-preserving technologies, such as differential privacy, anonymization, fed-
erated learning, and secure computation frameworks; and 3) Identification of current gaps
and opportunities for future research, particularly in the application of Large Language
Models (LLMs) and autonomous Al agents in the processing of sensitive or privacy-
critical textual information.

In this way, we conducted the data extraction process for the selected studies using
a structured and objective protocol, rigorously aligned with the predefined inclusion and
exclusion criteria. Subsequent analysis facilitated the systematic mapping of each study
to the conceptual framework developed for this research, which was derived from the re-
search questions. This framework encompasses the principal techniques, methodologies,
processes, theoretical models, and tools identified across the corpus of studies.

3.1. RQ.1: What Privacy-Preserving Techniques are applied in textual data
analysis?

In RQ.1, we explored the intersection between data privacy and textual data, with par-
ticular attention to identifying privacy concerns and examining the techniques employed
to preserve privacy in textual corpora. The SMS aimed to answer the question of which
Privacy-Preserving Techniques are applied in textual data analysis by cataloguing them
in tabular form, thus providing a frequency-based overview of the current research land-
scape in privacy technologies. Table 6. Privacy-preserving Techniques (RQ.1) in Zenodo
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presents concepts, processes, and frameworks related to privacy-preserving techniques in
the first column and the respective studies in the second column. The terms are listed
alphabetically. By examining the table, it is possible to identify which concepts appear
most frequently in the selected studies.

The studies investigated techniques that fall into four main categories: data trans-
formation based and cryptographic techniques; statistical and differential privacy tech-
niques; federated and distributed learning techniques; and semantic, ontological, and hy-
brid techniques. The most frequent approaches were Anonymization, De-identification,
and Federated Learning, as shown in Figure 2. Other relevant ones include Differential
Privacy, Encryption, and K-Anonymity, as shown in Table 6. Privacy-preserving Tech-
niques (RQ.1) in Zenodo.

Anonymization 10
De-identification 8
Differential Privacy 4
Federated Learning 4

K-Anonymity —m——3
Encryption — m— 3
Pseudonymization — j—
Data Sanitization ———————O
Homomorphic Encryption — e 2
Data Perturbation — s ‘ ‘ ‘ ‘ ‘

0 2 4 6 8 10

—
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Figure 2. Top 10 most frequently cited privacy-preserving techniques in the SMS
(RQ.1).

Anonymization was frequently cited in the studies as a foundational approach to
privacy preservation, especially in structured datasets and clinical text corpora. Closely
related to anonymization are pseudonymization, de-identification, and data sanitization,
which share semantic overlap in how these terms are used. However, in certain con-
texts, particularly in legal definitions such as those found in the GDPR [Union 2025] and
LGPD [Federative Republic of Brazil 2025], these concepts differ.

The use of textual data is relevant in numerous domains, and data sharing is es-
sential. However, it raises serious privacy concerns when the data contain personal in-
formation [Hassan et al. 2019]. Data anonymization aims to preserve privacy while al-
lowing data dissemination preventing individual identification and maintains analytical
utility [Giampaolo et al. 2023]. Although several techniques have been developed for
anonymizing structured data, automatic anonymization of unstructured textual data re-
mains unresolved and far from being fully achieved [Hassan et al. 2019]. Privacy models
are difficult to apply to unstructured data, such as free text. Traditionally, text anonymiza-
tion has been performed manually, a costly, time-consuming, and error-prone pro-
cess [Lison et al. 2021]. Text anonymization typically involves identifying sensitive ele-
ments that are removed or generalized to protect individual privacy [Hassan et al. 2019].

Asimopoulos et al. [Asimopoulos et al. 2024] compared new approaches with tra-
ditional text anonymization methods and observed that, with the rapid advancement of
deep learning, particularly the emergence of transformer-based architectures, there has
been increasing interest in applying these models to text anonymization tasks.

Text de-identification and pseudonymization are complementary for safeguarding
individual privacy through the transformation of personal data. De-identification involves
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removing identifiable information, particularly in sensitive domains. Pseudonymiza-
tion, in contrast, replaces personal identifiers with pseudonyms that are not directly
linked to the original data [Volodina et al. 2023]. The GDPR explicitly identifies
pseudonymization for obscuring an individuals identity in data processing and recognizes
pseudonymization as a practical measure to demonstrate compliance with key obligations,
such as data protection by design [Volodina et al. 2023].

Federated Learning (FL) [Khan et al. 2024, Liu et al. 2020] represents a dis-
tributed machine learning paradigm designed to enable model training while mitigating
privacy risks. FL [Asif et al. 2024, Lim et al. 2020, Tan et al. 2023] allows multiple edge
users to train a global model without exchanging raw data, thereby preserving user pri-
vacy. The training process involves iterative local model updates and global aggregation.

In this context, Liu et al. [Liu et al. 2020] explain that traditional centralized learn-
ing methods typically involve three sequential stages: data preprocessing, data integra-
tion, and model construction. The process usually includes sample selection, outlier elim-
ination, feature normalization, and feature combination. The subsequent phase involves
directly sharing datasets among entities to generate a unified global dataset for train-
ing. This centralized approach poses significant challenges under modern data protec-
tion frameworks, as the exchange of raw data across organizations can disclose sensitive
information and may violate privacy regulations such as the GDPR. Privacy-preserving
techniques identified in the SMS for textual data analysis (RQ.1) are classified in clusters
in the file Table 6. Privacy-preserving Techniques (RQ.1) openly available in Zenodo.

RQ.1 Summary: Anonymization, De-identification, and Federated Learning were
the most frequently applied privacy-preserving techniques in textual data analysis.
While anonymization remains the cornerstone approach, its automation in unstruc-
tured text continues to pose challenges. Cryptographic and Differential Privacy
methods enhance confidentiality but may impact data utility. Federated Learning
aligns with privacy by design principles through decentralized training. Semantic
and ontology based methods are emerging to enable context aware and adaptive
privacy preservation.

\.

3.2. RQ.2: Which Data Science, LLM and Agent-Based Al Techniques are used to
implement privacy-preserving mechanisms in text analysis?

For RQ.2, we examined how three strands of computational approaches, Data Science,
LLMs, and Agent-Based Al are leveraged to design and implement privacy-preserving
mechanisms in text analysis. The SMS enabled us to identify which Data Science, LLM,
and Agent-Based Al techniques are used to implement privacy-preserving mechanisms
in textual contexts. Table 7. Privacy-preserving Techniques (RQ.2) openly available in
Zenodo presents concepts, processes, and frameworks related to these techniques in the
first column and the corresponding studies in the second column. The terms are listed
alphabetically. By examining the table, it is possible to see which concepts are most
frequent in the selected studies.

The studies reported techniques spanning: Transformer based LLMs; Statistical
and Sequence Models; Deep Neural Models; Federated and Agent Based Systems; Sym-
bolic and Rule Based Approaches; and Formal Anonymization Techniques. The most
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frequently approaches include general-purpose NLP, BERT and its variants (e.g., BERT,
BioBERT, BlueBERT, DeBERTa, RoBERTa, LaBSE), LLMs, NER, Generative Adver-
sarial Networks (GANs), and Agent-Based/Multi-Agent Artificial Intelligence (Al), as
shown in Figure 3.
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Figure 3. Top 10 most frequently cited computational approaches in the SMS
(RQ.2).

Regarding the impact of privacy-preserving mechanisms on ML and Al perfor-
mance, the field has often equated state-of-the-art models with ever-expanding training
datasets, sometimes to the detriment of data privacy. This has fostered a narrative in
which data privacy and high-performing Al appear fundamentally at odds. However, this
dichotomy can be challenged: even relatively simple anonymization preprocessing steps
need not significantly compromise predictive performance, while still providing mean-
ingful protection of individual privacy [Languré and Zareei 2025].

LLM-oriented pipelines offer another avenue. Gupta et al. [Gupta et al. 2024] ex-
plore cryptographic preprocessing, using customized encryption and hashing protocols, to
anonymize personal identifiers before any interaction with LLMs, thereby directly miti-
gating the risk of exposing sensitive information. Table 7. Privacy-preserving Techniques
(RQ.2) openly available in Zenodo.

RQ.2 Summary: NLP, BERT variants, and general LLMs are the most recurrent
approaches supporting privacy-preserving text analysis, with NER and GANs ap-
pearing as targeted components. Statistical/sequence models and deep neural ar-
chitectures complement LLM pipelines, while federated and multi-agent systems
enable decentralized processing with reduced data exposure. Symbolic and rule-
based methods (e.g., knowledge graphs, SPARQL) provide interpretable, policy-
aligned controls. Simple anonymization preprocessing can preserve competitive
ML performance, mitigating the supposed privacyutility trade-off. Cryptographic
preprocessing before LLM interaction strengthens protection of identifiers without
materially degrading downstream tasks.

. J

3.3. RQ.3: What techniques are employed for semantic similarity and rare events
detection in text data considering differential privacy?

RQ.3 led us to investigate how privacy-preserving methods, especially Differential Pri-
vacy (DP), are integrated into text analysis tasks that require semantic sensitivity, such as
comparing the meaning of sentences, documents, or embeddings, as well as identifying
infrequent but significant textual patterns (rare events).
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The SMS was conducted to identify which techniques are employed for semantic
similarity and rare events detection in text data under differential privacy considerations.
Table 8. Privacy-preserving Techniques (RQ.3) in Zenodo presents concepts, processes,
and frameworks related to these tasks: the first column lists the techniques (in alphabetical
order) and the second column reports the corresponding primary studies. By examining
these tables, it is possible to observe which techniques are most frequently adopted in the
selected literature.

Across the studies, we observed six broad families of approaches: (i) vector-based
and embedding techniques; (ii) topic modeling and probabilistic approaches; (iii) similar-
ity and distance measures; (iv) classification and clustering algorithms; (v) text prepro-
cessing and linguistic techniques; and (vi) graph-based and network approaches. The
most frequently reported techniques include Word Embeddings, Vector Space representa-
tions, Clustering, Latent Dirichlet Allocation (LDA), Cosine Similarity, TFIDF, Support
Vector Machines (SVM), Part-of-Speech (POS) Tagging, Graph Creation, Short Text Un-
derstanding,GloVe, and Word2Vec, as shown in Figure 4.

Word Embeddings

Latent Dirichlet Allocation (LDA)
Vector

Cosine Similarity

Latent Semantic Analysis
Word2Vec

Named Entity Recognition (NER)
Clustering

Graph Creation

TF-IDF

Part-of-Speech (POS) Tagging

12

12

R
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Number of Cited Studies

Figure 4. Top 11 most frequently cited semantic comparison techniques in the
SMS (RQ.3).

Table 6. Privacy-preserving Techniques (RQ.1) openly available in Zenodo shows
that in this SMS, we identified a diverse techniques employed across the surveyed studies,
applied in varying configurations, sometimes in isolation and, in other instances, in com-
bination with other approaches. This variation reflects the evolving and interdisciplinary
nature of the field. Some studies introduced novel techniques, methods, or processes
that contribute original perspectives or solutions to the research landscape. To emphasize
these contributions, we have highlighted the studies presenting such novel approaches in
Table 9. Innovative Techniques in Zenodo, as they may be seeds for future research and
work. We note a disproportionate number of techniques for semantic similarity when
compared to rare-event detection or explicitly privacy-preserving pipelines. Semantic
similarity is a widely used building block in numerous NLP tasks, such as text cluster-
ing, information retrieval, recommendation, classification, summarization, and question
answering in chatbots and APIs, and thus functions as a general purpose utility supported
by a rich ecosystem of methods, processes, and tools. By contrast, rare-event detection in
text often requires specialized datasets, custom evaluation pipelines, and domain-specific
knowledge, which can constrain the volume of publishable results observed in our review.

Regarding privacy-preserving mechanisms, we identified a considerable number
of applied techniques that interface with DP-aware workflows. However, many studies
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still frame privacy (e.g., GDPR/LGPD compliance) primarily as a constraint on otherwise
application-driven pipelines, rather than as a first-class optimization objective. This im-
balance, more emphasis on NLP application goals than on protection strategies, likely re-
flects the maturity and pervasiveness of semantic NLP tooling versus the still-developing
ecosystem of DP-aware methods for rare-event detection in text.

RQ.3 Summary: Semantic similarity is far more prevalent than rare-event detec-
tion in DP-aware text pipelines, reflecting its role as a general-purpose NLP build-
ing block. The most common techniques include embeddings and vector spaces,
LDA and related topic models, cosine similarity and TFIDF, and classic classifiers
(e.g., SVM) with clustering. Rare-event detection remains less reported, likely due
to scarce datasets, domain specific evaluation, and higher labeling cost. DP ap-
pears more often as a constraint layered onto existing pipelines than as a primary
optimization target. Integrating DP into semantic similarity is feasible with modest
utility loss; extending it to rare-event detection requires tailored data and evaluation
protocols.

3.4. Threats to Validity

As with any empirical or literature-based investigation, this study is subject to several
limitations that may affect the validity and generalizability of its findings. The following
paragraphs outline threats to validity and the measures adopted to mitigate them, in line
with the methodological standards of literature reviews [Barbara and Charters 2007]. In-
ternal Validity: Potential bias may have arisen during study selection, data extraction,
and interpretation. To minimize this risk, a detailed protocol was defined a priori, in-
cluding explicit inclusion and exclusion criteria, a PICOC-based search strategy, and a
structured quality assessment checklist. The use of the Parsifal platform ensured trace-
ability, deduplication, and documentation of the review process. Calibration exercises
were conducted before the main screening to align interpretations among reviewers and
reduce subjective bias.

Construct Validity: Key concepts, such as privacy-preserving technique, seman-
tic similarity, and rare-event detection, may vary in definition across primary studies.
To address this, a harmonized taxonomy was established, grouping related methods into
conceptual families (e.g., transformation-based, cryptographic, differential privacy, fed-
erated learning). Terminological inconsistencies were resolved through cross-referencing
technical definitions with regulatory frameworks such as the GDPR and LGPD, ensuring
conceptual alignment across sources.

External Validity: The scope of this study is restricted to textual data and natural
language processing contexts, which may limit the transferability of findings to other
unstructured data types such as images or audio. The analysis also primarily reflects
publications indexed in four major digital libraries (ACM, IEEE, Scopus, Web of Science)
and written in English or Portuguese, which may introduce regional or linguistic bias.
However, these databases cover the most relevant venues in software engineering and
data privacy, ensuring a representative sample of the field.

Conclusion Validity: Given the heterogeneity of study designs and evaluation
metrics, quantitative aggregation (meta-analysis) was not feasible. Instead, data syn-



thesis was performed using frequency counts and qualitative interpretation. While this
approach limits statistical generalization, it strengthens interpretative validity by empha-
sizing recurring methodological patterns rather than isolated findings. Moreover, studies
were weighted by methodological quality, ensuring that conclusions reflect robust and
well-documented evidence.

Scope-Specific Considerations: The review revealed an imbalance between re-
search on semantic similarity and rare-event detection under differential privacy. This
asymmetry likely reflects the current maturity of the field rather than a methodological
shortcoming. We therefore interpret it as an analytical insight into emerging research gaps
rather than a limitation of this study. Additionally, given the rapid evolution of LLMs and
Al-based privacy mechanisms, some findings may become outdated as the technology
landscape advances; nevertheless, categorizing results into conceptual families ensures
long-term interpretability.

4. Conclusion and Future Work

This study presented a Systematic Mapping Study that synthesized and organized the
current body of knowledge on privacy-preserving techniques for textual data analysis.
The results show that a broad range of approaches has been proposed to mitigate pri-
vacy risks in text-based Al pipelines, with particular emphasis on anonymization and
de-identification strategies, differential privacy mechanisms, and federated learning. The
mapping further reveals that most solutions rely on established NLP and semantic simi-
larity techniques, such as vector-space representations, embeddings, and topic modeling,
while explicitly privacy-aware support for rare-event detection in text remains compara-
tively underexplored.

By consolidating evidence across primary studies, this review provides a struc-
tured overview of how privacy-preserving mechanisms are currently applied to unstruc-
tured textual data, highlighting both dominant practices and emerging gaps. In particular,
the imbalance between well-established semantic analysis techniques and the limited at-
tention given to rare-event detection under privacy constraints points to important oppor-
tunities for future research in sensitive and regulated domains.

As future work, we plan to derive a structured framework of guidelines to support
the selection and application of privacy-preserving techniques throughout the textual data
lifecycle, including data collection, processing, storage, and dissemination. In addition,
systematic comparative studies are needed to empirically assess trade-offs between pri-
vacy guarantees and analytical utility, as well as the suitability of different techniques
across application contexts and regulatory environments.
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