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Abstract. Security in public spaces is a fundamental factor for citizens and can
be provided by digital tools such as remote sensing. However, the security of
such tools is also an important issue, and violating this security can lead to the
susceptibility of loss of security in public spaces. This work presents a use case
where an authentication solution is applied to ensure security in a smart light-
ing system in public squares. The use case, the adversary and its motivation,
the threat modeling of the system, and a general discussion about this study are
presented. As a result, a threat model with countermeasures is presented, and
security aspects brought about by the use of the adopted multi-factor authenti-
cation mechanism with reputation are discussed.

1. Introduction
Security in Internet of Things (IoT) devices has been a concern and research subject over
the last few years [Deep et al. 2019]. According to some authors [Yi et al. 2015, ?, ?], the
number of available devices tends to grow exponentially, which brings some complexities
to using these devices to access services, especially services to citizens. These difficulties
are related to aspects of transmission technology and security aspects of the use of such
systems.

In smart cities, one of these concerns is citizen security and how this can be af-
fected if a city service suffers a security breach because it is not correctly implemented
or well configured for its best use [Miessler 2015, Tiburski et al. 2019]. An example is
the flood measurement service in Rio do Sul - SC1, which presents real-time information
on the river level through a web panel, and this information is used to make decisions
about whether or not to evacuate their homes. If such a service becomes unavailable, the
population may have access to less information and thus hinder decision-making at the
right time.

Therefore, security for citizen services in smart cities is highly relevant and not
optional. Even if some parts of the system, such as sensors, do not have the comput-
ing power to guarantee a level of security using encryption or very robust transmission
protocols, a security guarantee is necessary for this type of service.

Some related works, even briefly, on smart lighting are worth mentioning. In
the work of Biundini et al. [Biundini et al. 2024], a solution is presented that uses Lo-
RaCELL, a solution that adopts LoRaWAN in transmitting data from a set of sensors.

1https://defesacivil.riodosul.sc.gov.br/index.php?r=site\%2Findex



Figure 1. Methodology

Also, we have the work of Srinivasan et al. [Srinivasan et al. 2024] that applies this con-
cept of smart lighting to agriculture. Finally, Marsi et al. [Masri et al. 2024] present the
design of a physical smart pole using ESP and discuss aspects such as energy consump-
tion and other metrics. As a result, although a limited number of works, we can note
that this is an area of significant importance for Smart Cities and sustainability in public
lighting.

In this work, we will use a fictitious case of Smartlight for a public environment:
a square. The square is a public environment where citizens can walk, take their fami-
lies, socialize with neighbors and other residents of the region, and, in other words, have
moments of leisure in the community. However, this environment can be targeted by
people of bad character who want to commit crimes (i.e., using drugs in public places,
encouraging drug use, or even selling illicit substances).

The paper is organized as follows: section 2 presents the methodology used to
develop this paper. Following, section 3 presents the development of this paper in four
phases: subsection 3.1 presents the use case, subsection 3.2 presents an adversary model-
ing, and subsection 3.4.1 presents the threat modeling. The section ends with a discussion
of the results in subsection 3.4. Finally, section 4 presents the conclusion and the set of
proposed future works.

2. Methodology
This work occurs in four stages with four results (Figure 1). Each stage has its specific
result. All stages were developed using the Open Science concept [Hosseini et al. 2025,
Mirowski 2018, Pordes et al. 2007] and are described in a repository in the Open Science
Framework (OSF) [Foster and Deardorff 2017, Von Bertalanffy 1968]. To access any file
related to the development of this work, follow the link2.

In the first stage (a), the parts that make up the smart public light system are
described. The relationship between the parts of the system is established, as well as
how the sensor is composed in terms of its subsystems. The limitations of the type of

2https://osf.io/eb329/?view_only=0f38930a22764bfab1ed6f41b62a9dfa



network protocol used and the type of restricted device used are specified. In addition, it
is discussed how the use of MFA R [Bezerra et al. 2023a, Bezerra et al. 2023b] impacts
the system’s security.

Moving on to the second stage (b), the adversary is modeled. Aspects of its inten-
tions to violate the system and benefits related to these violations are brought up. Some of
its capabilities as an agent on the intelligent lighting system are also listed. Consequently,
a general modeling of an adversary is obtained to analyze possible threats to be modeled.

Next, the threat modeling of the system (c) and the description of the attack sur-
faces are carried out. In this stage of the work, general threats to the system, the com-
ponents, and communication are modeled, and specific threats to the components are
classified and prioritized, concluding with the proposal of countermeasures. This is the
main contribution of the analysis of this work.

Finally, the results are commented on, and improvements are proposed for future
iterations. Security aspects that were resolved by MFA R are discussed and compared to
other forms of resolution. Security aspects of the service and for citizens are followed
by other complementary analyses that can take place in this system for its continued
improvement.

3. Development

3.1. Public Square Lighting Use Case

To better understand the security problems in the TM, a use case of smart lighting service
for municipal squares is proposed here. This service aims to save energy through the
Internet of Things for monitoring and acting in the regulation of the lighting intensity
of the squares of a given city C. As a public lighting service monitored with IoT, it is
classified in the Smart Cities area of activity.

The service proposes to solve the following problem. At night, the city squares au-
tomatically light up with their maximum luminosity, wasting energy when it starts at dusk
and dawn when it is not yet completely dark. Still, as a problem, it can be highlighted that
even without citizens walking in the squares, lighting continues at its maximum potential,
consuming energy unnecessarily. A smart lighting service was proposed (hypothetically)
to save energy in the city C.

During the dawn and dusk periods, brightness sensors that detect the assessment
of sunlight are used to calibrate the brightness intensity required for the square (P ). This
way, during the transitions of the sun’s luminosity, the city saves energy by C. Another
feature is the detection of passersby. When no people are walking around the square P ,
the intensity of the square’s lighting drops by 50%, causing significant energy savings.

As for the network architecture the service uses, its data is transmitted using LP-
WAN. The decision-making on the intensity of the square’s lighting is made in a Fog
Node (part of the Fog Computing architecture). If there is network unavailability for a
certain period, the service will be bypassed, and the lighting will work at its maximum
during this period.

The IoT device consists of four main elements (Figure 2): the LPWAN network
device, restricted hardware (i.e., esp32), the lighting actuator, and a photoelectric sensor.



Figure 2. Description of the architecture used in the smart lighting service -
on the left is the sensor with its four layers (network, processing, actuator and
sensor - from bottom to top) and on the right is the Fog Node with its two main
layers (network and service).

Figure 3. Overview of modeling the smart lighting use case. Square P1 has no
passers-by, Square P2 has an opponent, and Square Pn has two passers-by. All
communicate via LPWAN with the Fog Node (FN).

The LPWAN network device provides low power, long-distance link at a low cost to im-
plement the service. On the other hand, the restricted hardware allows the implementation
of the project at a reduced cost for citizens. The lighting actuator allows the configuration
of the required lighting intensity according to the evaluation of the Fog Node. Finally, the
photoelectric sensor captures the amount of sunlight falling on the square and regulates
intensity for better use of natural light.

However, a security breach in this system can favor different adversaries. This
work will describe the illicit drug dealer (advd). This adversary’s goal is to sell his prod-
uct in an environment with low lighting, making it more difficult for the police to identify
it. For this adversary, it is important to circumvent the system without interrupting its op-
eration because the lighting will adopt maximum intensity once the system is interrupted.
In this way, it is important for the adversary that the Fog Node receives wrong measure-
ments of the amount of incident sunlight and the number of passersby. If this happens,
the opponent can achieve financial gain and remain unaccountable.

This work, MFA R is used as an authentication solution that can respond ade-
quately to the adversary’s attacks. Since it is multi-factor authentication, MFA R makes
the types of threats associated with this type of adversary more difficult. Also, through
reputation score and built-in security features, this authentication mechanism can, in a
lightweight manner (without using cryptography), provide a robust solution to security
problems in authentication for Smart Cities. This way, the proposed lighting scenario will
exemplify the threat modeling workflow for complex distributed security mechanisms.
Finally, it will be possible to validate whether the workflow meets the threat modeling



needs for this type of mechanism in potential Smart Cities scenarios.

Through this use case, the threats listed in the work will be analyzed, and the
countermeasures implemented in MFA R to avoid them will be discussed. Using scenar-
ios makes it easier to understand how countermeasures work, the costs of carrying out a
threat, and the limitations found in the LWPAN and Constrained Devices scenario in the
area of Smart Cities.

For comparative purposes, each lighting item (pole) must be considered as a de-
vice that must be authenticated; the gateway that will provide the authentication will be in
a building of the power utility, communication is done through an LPWAN link, and only
the adversary modeled in this section will attempt to breach system security. Through
these premises, it is possible to analyze the desired aspects of security and authentication
for this fictitious use case.

Some definitions are important at this point for a better formalization of the use
case. In this section, we will define the parts of the use case, such as the fog node, square,
sensors, subjects, adversary, and the system as a whole.

FNi = {decision mechanism,MFA R, lpwan link} (1)

Starting with the fog node (1), it consists of three parts: the decision engine, the
MFA R, and the LPWAN link. The decision engine is the software part that analyzes
the system behavior and decides when to turn on/off the lights on the street lamps. The
MFA R is the component responsible for service-side authentication and ensures the iden-
tification of the sensors in the system. Finally, using a low-cost link, the LPWAN link is
responsible for data transmission.

sensori = {pedestrian counter, phoeletric sensor,

light actuator, constrained device,MFA R, lpwan link}
(2)

In turn, the sensor (2) is composed of six parts. The pedestrian counter checks
how many pedestrians pass near the pole and starts a timer when no more pedestrians
pass. The photoelectric sensor captures the amount of light that the region where the pole
is receiving. The light actuator interacts by turning the power of the lighting pole on/off
according to the decision made in the fog node. The MFA R is responsible for authenti-
cating the sensor in the system and performing authentication enforcement processes, if
necessary. Finally, the link lpwan connects the sensors to the service running on the fog
node (FNi).

polei = lighti, sensori (3)

The pole (3) is defined by the pair of lighting and sensor. Lighting is the funda-
mental element of the pole and allows it to illuminate the area around it. The sensor is
the component that, associated with the lighting, will make the pole intelligent and thus
provide a more economical and appropriate service to the citizen.



Pedestrians =
n∑

j=1

pedestriani (4)

advi = malicious(pedestrian) (5)

Pedestrians (4) can be defined as people passing through a square at a given time.
Even though the system does not directly control pedestrians, their presence is a fun-
damental part of the decision-making process in the square’s lighting process. No less
important is the definition of the adversary (advi), which is defined as a malicious pedes-
trian (5).

squarei = Pedestrians, Poles (6)

cityi =
total∑
j=1

squarei (7)

region =
total∑
j=1

cityi (8)

As for the definition of places, we have the definition of square (6), city (7), and
region (8). A square is defined as a set of posts and pedestrians. A city is defined in our
system as a delimited set of squares. A region, in turn, is a set of cities.

system = {region, FN} (9)

As a final definition, the system is understood as the fog node and region pair. In
other words, each system must be responsible for a region and have a fog node for this
given region. Thus, one of the consequences of this definition is that an adversary from
a specific square in a specific city can access and threaten the system of an entire region.
Another consequence is that once the adversary is identified, he will be removed from the
system that serves all the cities in the region.

3.2. Adversary Model

This adversary was designed with the desire to breach the system in order to become
immune and invisible to cameras or police officers. This way, he could not be identified
from afar by authorities and could escape and blend in with other people. So, his primary
purpose is to circumvent the system so that it turns off and reduces the amount of light
emitted so that it can go unnoticed.

It can be assumed that the adversary has advanced networking knowledge or can
hire someone with this knowledge to breach the system. He follows the Dolev-Yao pre-
cepts [Dolev and Yao 1983]. In this way, he can try to breach the device’s security in the
transmission or even try to access the system on the fog node.



Table 1. List of use case symbols

Symbol Mean

lighti public lighting system
pedestriani a person walking in the square
Ci City
Pi Square
advd adversary
Pedestrian set of pedestrians
squarei ith square
polei ith pole
Poles set of poles
sensori ith sensor

Figure 4. General Attack Tree

3.3. Threat Modelling

This subsection will present the artifacts brought by the threat modeling performed. The
following will be presented:

1 General Attack Tree;
2 Data Flow Diagram;
3 Components Attack Tree;
4 Classification and Prioritization;
5 Countermeasueres.

The General Attack Tree brings to light general system problems and does not
consider specific component details. This type of analysis looks at the system as a black
box and is the first approach in system security analysis. As shown in Figure 4, problems
such as unauthorized access, spoofing, man-in-the-middle (MTIM), and jamming can
generally affect the system.

As for the DFD (2), which presents the system components and how they com-
municate, this is an important step to understand better the dynamics of communication
between the exchanged parts and how this can affect the system’s security as a whole, it
is also at this stage that the internal components of the system are exposed, if necessary.



As we can see in Figure 5, the sensor exchanges information with the Fog Node in three
moments. The Fog Node saves the data locally, so there are no problems with remote
access to the Fog Node data repository.

The first message (mfar auth) encapsulates the sensor authentication process on
the fog node using MFA R. This process occurs in three stages and continues by monitor-
ing the published data to guarantee continuous security for the system and the authenti-
cated sensor. The following message is the illumination data, which carries the lighting
sensor data and the auth code generated in the MFA R authentication process. The last
message is sent from the fog node to the sensor, which sends the configuration data so the
system can adequately illuminate the square.

Figure 5. Data Flow Diagram

Next, we have threat modeling in the components. In this scenario, we will an-
alyze the Sensor and Fog Node threats. As we can see in Figure 6, The threats to the
fog node component are specific, as in the case of Data Violation, which is a specific
violation of this component and is not transparent to users who do not know the system
architecture. In this way, threat modeling, considering internal aspects of the system (gray
box), provides important information for decision-making during threat mitigation, even
if these are implicit.

STRIDE and CVSS were used for classification and prioritization, respectively.
With STRIDE, we can classify threats according to their acronyms: Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege. With
CSVV, threats are prioritized with a value from 1 to 5 (where 1 is the least priority and 5
is the most priority).

The table 2 presents us with an overview of all the threats in our use case, separated
by Attack Surface. Three attack surfaces are presented: the general, the sensor, and
the fog node. Some threats that appear in general are not repeated in the components.
However, we will only comment on them once. In general, spoofing and impersonation
of the fog node can cause problems for the entire system by injecting false data and
leading to incorrect lighting configuration. Another important problem is improper access
to the system, which can cause damage to the system’s continuity if someone violates the



Figure 6. AD Sensor

Attack Surface Threat Classification Prioritization

General Sensor Spoofing S 5
Unauthorized Access E 5
MITM T I 3
Jamming D 1

Sensor Fog Node Impersonation S 3
MITM T I 3
Jamming D 1

Fog Node Sensor Spoofing S 5
MITM T I 3
Data Violation I E 3

Table 2. Threats classification and priorization

security of the fog node. MITM attacks can occur in various parts of the system and
are mainly related to data transmission and access to transmitted data. Finally, jamming
attacks are less of a priority.

In a real implementation case, this table would be more extensive and should con-
sider details of the chosen technologies and programming languages, platforms, operating
systems, etc.; However, these details will be abstracted in our fictitious use case.

Attack Surface Threat Countermeasure

General Sensor Spoofing MFA R authentication
Unauthorized Access MFA R authentication

MITM
LoRaWAN characteristics and
MFA R authentication

Sensor Fog Node Impersonation MFA R authentication
Data Violation Firewall and DB configuration

Table 3. Countermeasures

In its last stage, a set of countermeasures to mitigate the threats raised is expressed
in Table 3 and Figure 7. The countermeasures are presented visually in the figure and in



Figure 7. Countermeasueres

greater detail in the above table. Regarding the countermeasures used, we can see that
MFA R already meets the security needs of the system. This type of solution is pro-
vided by the way this mechanism works. It provides two-factor authentication and a third
factor that provides continuity through evaluating the published data. In this way, we
can guarantee that it is impossible to use the system without two levels of authentica-
tion [Bezerra et al. 2023b] and that the data will be continuously evaluated. If there are
nonconformities in the system’s operation, the enforcement process will ensure that the
sensor has to authenticate again or exit the system.

In summary, a multi-factor authentication mechanism with reputation is an ade-
quate solution for security in Smart City systems that use restricted devices and low-power
networks for data transmission. In addition to not consuming much battery for data trans-
mission and not requiring large processing and memory capacities to execute its authenti-
cation processes, this solution is secure and linked to protocols such as LoRAWAN, which
can guarantee security at various stages of the system’s operation.

3.4. Results and Discussion

This section discusses the impact of threats found throughout the process in the use case
presented in Section 3.1. Furthermore, solutions and Countermeasures for possible Sys-
tem Violation are discussed, considering threats from an overview (black box analysis)
and specific threats for each of the components of the mechanism (grey box analysis).

In short, this part of the work presented the CMs and how they were materialized
in the project. Although not all of them have become implementations of security de-
vices, the recommendations and assumptions listed also serve as mitigations. It follows
with the exposition of the relationships between threats and countermeasures to allow the
visualization of how mitigations happen in practice.



3.4.1. Threats and Use Case Analysis

A correction was made between the threats and their consequences for the security of this
system. In addition, general and component-specific threats were analyzed—previously
expressed through the outlined ADTs. Now, see below the practical consequences of not
implementing countermeasures in this scenario.

Starting with unauthorized access to the lighting system. This threat would allow
the opponent to dim or even turn off the lights remotely. Thus, with the remote control
of the lighting in the public square, the adversary could commit incognito crimes without
being held accountable by law. As shown in Table 2 with CVSS, this is a significant threat
to the model and has high priority.

To spoof the sensor, the opponent could control the luminosity of a specific pole.
That way, he would create a safe place and commit crimes without being easily noticed
by passersby or patrolling police.

Also, as a man-in-the-middle, the adversary could capture, replay, and fabricate
data when trying to breach the system’s security. Such an attack would require an oppo-
nent with greater computational skills, which is less likely − but not impossible. However,
some problems related to data transmission integrity in LPWAN are well resolved, such
as the LoRAWAN protocol that addresses this issue.

Data violation attacks were not covered in detail. This type of attack is quickly
resolved by configuring database access. For instance, some banks may restrict which IPs
can access each database or even restrict it to only a particular network segment. Another
option is to reinforce this security with an appropriate firewall configuration.

Thus, the use case showed the challenges of implementing a public service. Many
of the security challenges are related to implementing the service without an adequate
authentication mechanism and the restrictions imposed on the CD and LPWAN environ-
ment. As a result, it can be said that even with this scenario’s current challenges, security
and authentication in public services are essential factors.

3.4.2. Result Analysis

With a smart environment prepared for this situation, a delinquent citizen may feel threat-
ened and try to violate the system’s security to avoid being punished by law. Our use case
involves an intelligent system of pole lamps for lighting public squares. This system aims
to save money and only turn on the lighting when the sensor integrated into a Fog Node
processes the information on adequate lighting for the presence of passersby and how to
act on the lighting.

Likewise, deciding when to turn off this lamp is crucial in providing the service.
The idea is that the city can save money by not always leaving the lamp on with its
maximum lighting potential (lighting intensity) when necessary. In this way, when there
are no passersby, the system can reduce the lamp’s light intensity in the monitored area.

This directly affects our adversary in question since if he can sell drugs, for exam-
ple, the environment should be poorly lit and not easily seen from afar. As a result, the



drug dealer would be exposed to the light since the system would identify his presence
and activate more excellent light.

4. Conclusion and Future Work
This work successfully presented the use case of smart lights for public squares in Smart
Cities using a multi-factor authentication mechanism with reputation. During the work,
we were able to understand which parts make up this type of system, what the intentions
of the adversary modeled in this case are, the threats that this adversary can execute, and,
mainly, how they can be eliminated using adequate authentication.

Together with other works that expose MFA R through experimentation such as
[Bezerra et al. 2023b, Bezerra et al. 2023a] or that provide an analysis of security aspects
of message protocols [dos Reis Bezerra and Westphall 2020], it can provide better clari-
fication on how the mentioned mechanism works.

In future work, it would be important to perform a simulation using a network tool
such as Omninet++ or ns3 to evaluate the network performance of the proposed use case.
Another aspect of possible evaluation is the possibility of analyzing the energy consump-
tion of the devices involved and deciding on the best configuration. No less important is a
qualitative analysis of the data, which involves collecting metrics in a simulated environ-
ment, or preferably a real one, to refine the analysis. Finally, it would also be important to
formally verify the security protocol in conjunction with the LoRAWAN security protocol
in a tool such as ProVerif. This would guarantee the security aspects of the protocol in
conjunction with MFA R.
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