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Abstract. In wireless sensor networks (WSNs), energy consumption and data
quality are two important issues due to limited energy resources and the need
for accurate data. In this scenario, information fusion techniques (also reffered
to as data fusion or data aggregation) have been used to distributedly process
sensor data to save energy — by reducing the overall communication load — and
increase accuracy — by removing noisy measurements of correlated data. The
thesis herein summarized presents a study about how information fusion tech-
nigues can be used in WSNs to improve data accuracy and reduce the energy
consumption. The main contributionsinclude: (1) an information-fusion frame-
work for WSNs; (2) a novel algorithm that applies information fusion to detect
when a routing tree needs to be rebuilt; (3) a novel routing strategy, based on
role assingment, which maximizes the gains of an information-fusion applica-
tion; and (4) a critical survey about information fusion in W3Ns.

1. Introduction

Wireless Sensor Networks (WSNSs) are composed of a large number of nodes with sensing
capability [Akyildiz et al. 2002]. The applicability of such networks includes several ar-
eas such as environmental, medical, industrial, and military applications. Usually, WSNs
have strong constraints regarding energy resources and computational capacity. In addi-
tion, these networks demand self-organizing features to autonomously adapt themselves
to eventual changes resulting from external interventions, reaction to a detected event, or
requests performed by an external entity.

In general, WSNs are deployed in environments where sensors can be exposed
to conditions that might interfere with the sensor readings or even destroy the sensor
nodes. As a result, sensor measurements may be more imprecise than expected, and the
sensing coverage may be reduced. A natural solution to overcome failures and imprecise
measurements is to use redundant nodes that cooperate with each other to monitor the
environment. However, redundancy poses scalability problems caused by potential packet
collisions and transmissions of redundant data. To overcome such a problem, information
fusion is frequently used. Briefly, information fusion comprises theories, algorithms,
and tools used to process several sources of information generating an output that is, in
some sense, better than the individual sources. The proper meaning of “better” depends
on the application. For WSNs, “better” has at least two meanings: cheaper and more
accurate [Nakamura et al. 2007b].

*Thesis available at: http://www.dcc.ufmg.br/pos/cursos/defesas/46D. PDF.
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The thesis, herein summarized, aims at providing a general discussion for infor-
mation fusion in WSNs, allowing us to identify open issues, understand the requirements
and the implications regarding information fusion and the resource-constrained WSNSs.
Then, we choose specific issues to provide new solutions based on information fusion.
The main contributions can be summarized as:

1. A survey about information fusion in WSNs. This is not the thesis central con-
tribution. However, the survey provides an ample view of information fusion in
the domain of WSNs. As a result, the survey allows us to identify open issues and
opportunities to use information fusion in WSNSs.

2. Diffuse: an information-fusion framework. By assessing the solutions identi-
fied in the survey, we propose a framework, called Diffuse, to apply information
fusion in WSNs. This framework encompasses the main functions and activities
of a general fusion process, and a specific API that implements some useful algo-
rithms for WSNs. The Diffuse framework has an ample applicability and should
be seen as a tool for helping the designer to reason about what types of informa-
tion fusion and what methods should be used, furthermore, how these methods
should be used to accomplish an information-fusion task or application.

3. Using information fusion to achieve reliability in data routing. This contribu-
tion consists in specifying a data routing protocol that applies information-fusion
techniques to achieve reliability in an environment with failures. In this case, in-
formation fusion plays a supporting role in the data routing task, illustrating how
to use information fusion in a different application domain. This contribution is
designed by using the Diffuse framework.

4. A role assignment and routing strategy for event detection. Solutions of in-
formation fusion for event detection usually evaluate the detection efficiency, but
communication aspects are often put aside. This contribution comprises a data
routing strategy that specifies the communication behavior during the detection
and notification phases. Hence, it aims at providing an example of how we should
design internal tasks in WSNs having in mind an information-fusion application.

The rest of this paper is organized as follows. Section 2 discusses the contributions
directly resulted from the thesis research. In Section 3, we summarize a few additional
contributions resulted from the carried out research and the interaction with other mem-
bers of our research group. Section 4 presents our conclusions, while Section 5 discusses
some future directions.

2. ThesisKey Contributions

In this section, we list the thesis key contributions in the order they appear in the original
thesis document [Nakamura 2007]. For the sake of space, we do not provide extended
details about each contribuition. Please check the thesis document [Nakamura 2007] for
the details about the algorithms and implementations related to each contribution.

2.1. State-of-the-Art

Despite not being the thesis central contribution, this comprehensive survey about infor-
mation fusion in WSNSs is worth to be mentioned. The survey provides an ample view
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of information fusion in the domain of wireless sensor networks. It shows the meth-
ods and architectures that have been proposed and their corresponding benefits and lim-
itations. Every method and architecture is contextualized by making references to the
available literature about WSNs. As a result, the survey allows us to identify open is-
sues and opportunities to use information fusion in WSNs. Additional contributions re-
sulted from the identified state-of-the-art include a survey [Nakamura et al. 2007b], pub-
lished in the ACM Computing Surveys, and two invited chapters [Nakamura et al. 2005b,
Boukerche et al. 2008a].

2.2. The Diffuse Framework

By assessing the architectures, models, and methods identified in the survey, we propose
the Diffuse framework [Nakamura et al. 2007a] to guide the use of apply information-
fusion techniques in WSNs. This framework encompasses the main functions and activi-
ties of a general fusion process, and an API that implements useful algorithms for WSNs.
The Diffuse framework has an ample applicability and should be seen as a tool for helping
the designer to reason about what types of information fusion, what methods should be
used, and how these methods should be used to accomplish an information-fusion task or
application. Although its applicability is ample, as a proof of concept we show how the
Diffuse framework can be used to achieve reliability in tree-based routing protocols (see
next contribution). However, in the thesis document [Nakamura 2007], we also illustrate
how we can use the framework in other scenarios, such as how to adapt the routing tree
to improve data aggregation and avoid low-energy areas (nodes).

The elements of the architecture
in Figure 1 are described in the fol- Signal Feature State Decision
lowing. The Information Fusion API ‘ f ‘ f ‘ f ‘ f
|nCIUdeS the baSlC fUS|0n methods de_ Signal Processor | Feature Processor }  State Estimator Decision Maker
manded by sensor networks, which are Information Fusion AP1

used by the other framework compo-
nents. The API is organized in three
sub-components: Aggregation, Estima-

tion, and Inference functions. In the Sig-
nal Processor, input signals measured
by sensor nodes may embed some noise.
The Signal Processor is responsible for choosing the proper information fusion methods
to filter the noise and/or predict the signal behavior. Sensors provide measurements or
signals that describe a measurable property of the sensed entity. However, to use such
data, we usually translate signals into features that better describe the monitored entity.
Thus, the Feature Processor translates signals into features. As an example of an input
feature, the energy map may be used to detect the need for a topology rebuilding aiming at
energy balance. The State Estimator applies inference methods to determine the state of
a monitored entity based on the features describing the sensed entity. Inference methods
commonly adopted are the Bayesian Inference, Neural Networks, and Dempster-Shafer
Evidential Reasoning. The Decision Maker takes as input the state of the monitored
entity, and decides which action should be taken in response to the identified state.

Figure 1. Diffuse architecture.
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2.3. The Topology Building Algorithm

This contribution consists in specifying a data routing protocol [Nakamura et al. 2005d,
Nakamura et al. 2005a, Nakamura et al. 2005c] that applies information-fusion tech-
niques to achieve reliability in an environment with failures. In this case, information
fusion plays a supporting role in the data routing task, illustrating how to use information
fusion in a different application domain. This contribution is designed by using the Dif-
fuse framework. In this solution, we estimate the data traffic (by using a moving average
filter), extract features (assessing decays in the traffic level) that are translated into fail-
ure probabilities, then we use the Dempster-Shafer inference to decide whether or not we
should rebuild the routing tree. The idea is to rebuild the routing tree only when neces-
sary and save resources, in contrast to the proactive strategy that periodically rebuilds the
routing tree even when no failures occur. The solution is implemented in two versions:
Snk-Centered, in which the sink node detects failures and rebuilds the whole routing tree,
and Source-Centered, in which the source node closest to the failure detects such an event
and partially rebuilds the routing tree.

Figure 2 shows the performance of our solution compared to the proactive rebuild-
ing strategy (Periodic Scheme). As we can see, when the number of failures increases
(Figure 2(a)), the Sink-Centered scheme gets closer to the Periodic scheme. The reason
is that the Sink-Centered scheme rebuilds the whole routing tree, and so does the Pe-
riodic scheme. However, since the Source-Centered scheme only partially rebuilds the
routing tree, is performance is superior in the same situation. However, when the num-
ber of failures is constant and the network size increases (Figure 2(b)), both Sink- and
Source-Centered schemes are always superior to the Periodic scheme. For networks with
169 nodes, the traffic overhead generated by the Source-Centered Diffuse is nearly 85%
smaller than the traffic generated by the periodic rebuilding.
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Figure 2. Performance of the Diffuse-based solutions: (a) under different failure
ratios; (b) under different network sizes.

2.4. ThelnFRA Algorithm

Solutions of information fusion for event detection, usually evaluate the detection effi-
ciency. However, communication aspects are often put aside. This contribution comprises
a data routing strategy that specifies the communication behavior during the detection and
notification phases. Such a strategy must consider the fusion requirements imposed by
the application to guarantee the desired quality of service (QoS). Hence, this contribu-
tion aims to provide an example of how we should design internal tasks in WSNs having
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in mind an information-fusion application. The proposed solution, called Information-
Fusion-based Role Assignment (INFRA) [Nakamura et al. 2006a, Nakamura et al. 2006b,
Nakamura et al. 2008], reactively assigns roles to build a routing tree that maximizes
data aggregation [Nakamuraetal. 2004]. This is essentially the Steiner Tree prob-
lem [Hwang et al. 1992]. Thus, the INFRA algorithm is actually a reactive and distributed
heuristic for the Steiner Tree [Nakamura et al. 2006a]. In a nutshell, the InFRA algo-
rithm builds a routing tree that finds the shortest paths that maximizes route overlapping,
and whenever two routes overlap, the data from these routes are aggregated into a single
data (information fusion), therefore, saving energy. Theoretical results demonstrated in
the thesis document [Nakamura 2007] show that this heuristic has O(1)-approximation
ratio when the network diameter remains constant and, in large-scale networks it has a
k-approximation ratio, where £ is the number of simultaneous events.

Figure 3 compares the InFRA algorithm with the reactive CNS (routing tree cen-
tered at the nearest source) and the reactive REFAT (a simple shortest-path tree). This
figure shows that the INFRA is more scalable than the other algorithms. The reason is that
the InFRA reduces the data transmissions by increasing data aggregation (Figure 3(a)).
However, the most important result is that, as the network size increases, the INFRA
spends less energy to process the data packets generated by source nodes (Figure 3(b)).
Particularly, when the network size is 1024, even though InFRA has greater overhead, it
spends nearly 70% of the energy used by REFAT.
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Figure 3. Performance of the INFRA algorithm: (a) packet transmissions; (b)
energy efficiency.

3. Additional Contributions

During the thesis research, we have identified the possibility to colaborate with other re-
searches by adding an information-fusion perspective. The results of such collaborations
are summarized in the following.

3.1. Algorithmsfor Estimating Nodes' L ocation

Node location algorithms (or localization algorithms) for WSNs are usually distributed
algorithms that compute nodes’ location based on a set of reference nodes (nodes aware
of their locations) [Boukerche et al. 2007]. As a consequence of errors in the location of
such references nodes (e.g., due to GPS limitations) and limitations of distance estima-
tion methods, localization algorithms present non-negligible errors [Oliveira et al. 2005].

SBC 2008

45



i :I" Anais do XXVIII Congresso da SBC 12 2 18 de julho
E.I.I:‘ CTD - Concurso de Teses e Dissertagdes Belém do Pard, PA

Thus, information-fusion methods for value estimation are natural candidates for improv-
ing localization algorithms. In this context, we have applied information-fusion methods,
such as the Least-Squares [Nakamura et al. 2007b], to compute a node location based on
several references [Oliveira et al. 2007, Boukerche et al. 2008b, Boukerche et al. 2008d,
Boukerche et al. 2008e, Boukerche et al. 2008c]. In particular, we have contributed for
locatization in vehicular networks by illustrating how we can apply information fusion in
different fases of the location estimation process [Boukerche et al. 2008e].

3.2. Data Reduction Algorithms

The data explosion problem caused by several redundant nodes leads to energy waste, and
information fusion has been adopted as a leading solution to reduce the effects of such a
problem [Nakamura et al. 2007b]. We have adapted data-stream techniques, namely Data
Sketching [Aquino et al. 2007b] and Data Sampling [Aquino et al. 2007c], to process a
stream of sensor data to reduce the data volume and preserve a desired data quality in
WSNs [Aquino et al. 2007a].

3.3. Data Routing Algorithms

In the data routing segment, we have also contributed to the Multi algo-
rithm [Figueiredo et al. 2004] by applying information fusion methods, namely the mov-
ing average filter [Nakamura et al. 2007b], to improve the event-detection estimation
model [Figueiredo et al. 2007] that is used to decide which routing strategy, proactive
or reactive, should be chosen to enroute data from source nodes towards the sink node.

4. Conclusions

In the thesis here summarized, we have provided an ample perspective of information
fusion in WSNs by surveying the available state-of-the-art. This survey allows us to un-
derstand how information fusion has been used in WSN, and how it can still be used to
address open issues of WSNs. Based on the discussion the survey presents, we have pro-
posed a general framework, called Diffuse, to assist in the design of information fusion
tasks in WSNSs. Thus, we do understand that the Diffuse framework is a key contribution
of this thesis. Another contribution of this thesis is the mechanism we propose to make
tree-based routing algorithms more reliable by reconstructing the routing topology only
when critical failures occur. In some cases, the traffic generated by this mechanism, which
results from the use of the Diffuse framework, is 85% smaller than the traffic generated
by the Periodic Rebuilding, which is one of the current solutions adopted to rebuild the
routing topology. The final key contribution is the INFRA algorithm. The InFRA algo-
rithm saves energy by searching for the shortest paths that maximizes data aggregation,
and by starting the assignment process only when an event is detected, therefore, saving
energy during the periods of inactivity. In some cases, the INFRA algorithm uses only
70% of the energy spent by a reactive shortest-path tree.

5. Outlook

Regarding the Diffuse framework, we believe it gives us the opportunity for several other
applications. For instance, we could use Diffuse to apply information fusion methods
and reduce the errors of the current methods for estimating the location of the nodes in
a WSN. Possibly, the field of WSNs more suitable for using the Diffuse framework is
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actually the design of applications, especially in event-based scenarios. The reason is that
filters, feature maps, and inference methods are natural candidates for improving data ac-
curacy and making decisions and inferences about the environment being perceived. A
very promising extension of this work is the integrated use of Diffuse to provide a reliable
and energy-efficient routing algorithm for a network executing an information-fusion ap-
plication that also uses the Diffuse framework to detect events and make inferences about
the environment. For instance, an environmental application to monitor and track animals
in process of extinction.
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