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Abstract. Integrating Alternative data in credit scoring risks revealing sensitive
consumer traits. To prevent privacy violations, this study proposes an automated
screening tool that categorizes textual variable descriptions into an eleven cat-
egory taxonomy. To overcome labeled data scarcity, the methodology generates
a synthetic dataset using the Gemma4 31B model. Because regulations demand
transparency, the architecture relies exclusively on explainable machine learn-
ing models. Validation on empirical data showed high clustering cohesion, and
Logistic Regression achieved 73.02% accuracy. This workflow guarantees the
interpretability required for safe financial governance.

1. Introduction
Young populations and inhabitants of developing countries often lack a formal finan-
cial history. This absence limits the ability of classical evaluation models to estimate
accurate risk scores [Guo et al. 2016, Björkegren and Grissen 2018]. To overcome this
limitation, many financial institutions now integrate Alternative data sources into their
training datasets. This approach aims to map the routine behavior and local credit
culture of each individual [Mwesigwa et al. 2026b, Tounsi et al. 2017]. The combina-
tion of these new metrics with the technological advancements of Big Data has trig-
gered a profound transformation in the field of risk assessment and default prediction
[Hurley and Adebayo 2017].

The unrestricted use of alternative data presents a technical challenge. This in-
formation can act as proxy variables. These variables indirectly reveal sensitive con-
sumer traits [Schwarcz and Prince ]. This risk demands attention given the advancement
of data protection laws like the LGPD in Brazil [Brasil 2018] and the GDPR in Europe
[European Union 2016]. Current legislation imposes limits. It treats each type of infor-
mation differently. A macroeconomic variable operates under flexible usage rules. A



health-related variable faces severe restrictions. Processing it improperly constitutes a
privacy violation. Introducing a variable into the algorithm without identifying its dis-
criminatory weight is risky. It can compromise the legal and technical validity of the
entire prediction model.

To address this risk, this study proposes building a screening tool to act as a pre-
ventive governance filter. The system functions as an automated classifier, designed to
identify the nature of a new variable before integrating it into credit models. The method-
ology uses the taxonomy of [Çallı and Coşkun 2021] to structure this initial classification.
The original model divides financial risk variables into ten categories: Socioeconomic,
Demographic, Values Attitudes and Behavioral, Institutional and Financial, Personal-
ity, Situational, Educational, Macroeconomic, Health-Related, and Alternative. Mapping
variables into these groups beforehand allows for the scalable separation of freely usable
information from data requiring legal justification. This separation prevents protected
attributes from accidentally affecting the prediction model.

Despite its utility, the original taxonomy covers only the theoretical aspect of the
problem. Real-world database implementation also requires metadata processing. The
study introduces an eleventh category called Operational to meet this requirement. This
new class exclusively organizes system attributes, such as identification keys and times-
tamps. This addition provides the structural dimension necessary to ensure the automatic
auditing of the real data flow.

Moving beyond the theoretical dimension to build this automated architecture in-
troduces technical and regulatory obstacles. For the filter to classify new information
automatically, the training process requires real examples. The initial challenge, there-
fore, is the scarcity of labeled datasets. Because banks and financial institutions keep
data dictionaries isolated to comply with regulatory requirements, the Alternative vari-
ables available in the literature present heterogeneous nomenclatures and highly diverse
descriptions [Mwesigwa et al. 2026a]. Beyond this training data challenge, the growing
complexity of Artificial Intelligence applications raises critical concerns regarding gover-
nance in the financial sector [Kurshan et al. 2021]. The literature warns against the risks
of opaque models. Consequently, adopting algorithms with intrinsic explainability be-
comes indispensable to ensure auditing capabilities, human oversight, and compliance
with new regulatory guidelines [Anomah 2026].

To resolve the barriers of data scarcity and the need for transparency, the method-
ology of this work proposes a three-stage workflow. First, the project addresses the lack
of data by generating a synthetic training set using the Gemma4 31B language model
[Team et al. 2024]. The process grounds the sampling directly in literature concepts
through the few-shot prompting technique [Brown et al. 2020]. Second, the BAAI/bge-
large-en-v1.5 model [Xiao et al. 2024] vectorizes these textual inputs to capture the re-
quired semantic context. A Batch Hard Triplet Loss function [Hermans et al. 2017] cali-
brates this model to maximize the separation between taxonomy categories and improve
the internal cohesion of each class. Finally, the architecture employs three classical algo-
rithms to perform the final classification of the variables: Logistic Regression, Random
Forest, and Support Vector Machine [Fabian 2011]. Selecting these models over complex
neural networks offers the intrinsic explainability and mathematical traceability strictly
necessary for an implementation that complies with current data protection legislation.



2. Related Work
The current technology market features established privacy protection solutions. The in-
dustry widely adopts tools like Microsoft Presidio [Microsoft 2026], Google Cloud DLP
[Google 2026], and Amazon Macie [Amazon Web Services 2026]. These systems locate
personally identifiable information and execute anonymization routines. They function at
the data instance level. This means they scan actual customer inputs, like identification
numbers or physical addresses.

This characteristic dictates their intervention phase and foundational technology.
These solutions secure populated databases or in-transit memory streams. They rely on
named entity recognition and fixed patterns to detect data leaks. This corrective model
fulfills its security role. However, it requires organizations to collect the data first.

The architecture proposed in this paper complements existing enterprise systems
to bridge this technical gap. Rather than inspecting physical user records, the methodol-
ogy focuses on preventive governance. Conventional platforms search for fixed formats
within raw data. The proposed filter evaluates the variable description to extract its se-
mantic meaning. This strategy establishes a defensive layer directly at the project design
phase. It protects credit models from inappropriate attributes long before any data collec-
tion begins.

3. Methodology
The proposed architecture is a transparent multiclass classification model designed to
categorize textual descriptions into eleven macro-categories. Ten of these categories are
derived from the taxonomy established by [Çallı and Coşkun 2021], comprising the fol-
lowing classes: Socioeconomic, Demographic, Values Attitudes and Behavioral, Insti-
tutional and Financial, Personality, Situational, Educational, Macroeconomic, Health-
Related, and Alternative. This theoretical framework is complemented by an eleventh
class, designated Operational, which represents a methodological expansion introduced
by this study to address real-world data structures.

To improve the understanding of this architecture, Figure 1 was created to il-
lustrate the project’s pipeline, which consists of three main modules: Synthetic Data
Training, Test Data Consolidation, and Inference & Evaluation. In addition, to en-
sure full transparency and facilitate reproducible research, the complete source code
and execution instructions for this model are publicly available in a GitHub repository:
https://github.com/ThisAnonymousUser/feature-distribution.

3.1. Synthetic Data Generation

Training this classification architecture is inherently constrained by the scarcity of open,
labeled, and balanced datasets across all variable macro-categories. Consequently, to en-
able this proof of concept, a synthetic dataset was generated. This step serves strictly as an
instrumental mechanism to compensate for the lack of empirical data, thereby facilitating
the robust training of the predictive model.

Variable synthesis was performed using the Gemma4 31B model with 8-bit quan-
tization [Team et al. 2024]. The temperature parameter was explicitly set to 0.4 to ensure
semantic stability and reduce hallucinations during generation. Context was established



Figure 1. Diagram of the proposed transparent multiclass classification architec-
ture, detailing the synthetic data training pipeline, the empirical test data
consolidation process, and the final evaluation phase.

via few-shot prompting [Brown et al. 2020], grounding the sampling process directly in
the theoretical concepts derived from [Çallı and Coşkun 2021].

The ten macro-categories proposed by [Çallı and Coşkun 2021] encompass only
the theoretical dimension of the problem and fail to account for the technical structure
of real-world databases. Consequently, to ensure the proper classification of all variables
within production environments, it is necessary to introduce an eleventh macro-category,
designated Operational. The scope of this category is strictly limited to grouping system
metadata, such as primary identifiers, hashes, timestamps, and processing flags.

Subsequently, a text normalization routine was applied to the generated data.
Specifically, all sentences were standardized by converting them to lowercase and re-
moving special characters, thereby creating a clean, synthetically labeled training dataset
for supervised learning.

The quality of the generated vector space and the cohesion across the eleven
classes were evaluated using four clustering metrics: the Silhouette Score, the Davies-
Bouldin (DB) Index, the Calinski-Harabasz (CH) Index, and Intra-class Cosine Similarity.
Specifically, the Silhouette Score [Rousseeuw 1987] measured the proximity of elements
within the same class relative to those in the nearest neighboring class, while the Davies-
Bouldin (DB) Index [Davies and Bouldin 1979] evaluated the ratio between the internal
dispersion of the clusters and their inter-cluster separation. In turn, the Calinski-Harabasz
(CH) Index [Caliński and Harabasz 1974] was employed to assess the ratio of between-
cluster to within-cluster variance, providing a measure of cluster separation. Furthermore,
Intra-class Cosine Similarity [Salton et al. 1975] was used to verify the consistency of the
semantic orientation among text vectors belonging to the exact same category.



3.2. Embedding Model

The architecture processes the textual descriptions of the variables rather than relying
on their isolated labels, ensuring the model captures the semantic context required for
accurate classification. As a practical example, if a variable appears in the original dataset
under the label age, the model receives its full contextual description as input: age of the
individual in years.

The vectorization of these inputs is performed by the foundational model
BAAI/bge-large-en-v1.5 [Xiao et al. 2024]. The generated vector space is subsequently
aligned with the eleven macro-categories through fine-tuning using the Batch Hard Triplet
Loss function [Hermans et al. 2017]. By specifically penalizing the hardest triplets within
the batch, this optimization process maximizes inter-class separation and enhances intra-
class cohesion, ultimately yielding a highly calibrated embedding matrix.

3.3. Classifier Training

In the supervised modeling phase, training was conducted on the synthetic dataset, which
had been previously labeled across the eleven macro-categories, using predictive features
derived from the calibrated embedding matrix. This process employed three classical
supervised classification algorithms: Logistic Regression, Random Forest, and Support
Vector Machine (SVM) [Fabian 2011]. Using these established algorithms rather than
complex opaque networks ensures the intrinsic explainability required for financial com-
pliance.

3.4. Performance Evaluation

To evaluate the architecture’s generalization capacity, the testing phase employed
three real-world empirical datasets: Adult [Becker and Kohavi 1996], the Pros-
per Loan Dataset [Prosper Marketplace 2014], and Mortgage Data (HMDA 2017)
[Federal Financial Institutions Examination Council 2025]. These specific datasets were
chosen because they simultaneously provide both the target labels and detailed textual
descriptions for their variables.

As these datasets lack native labels that map to the expanded taxonomy, a rig-
orous hybrid annotation protocol was adopted. Initially, variable classification was per-
formed autonomously by both the Gemma4 31B [Team et al. 2024] and Qwen 2.5 32B
[Yang et al. 2024] models. Instances of divergence between the predictions of these two
models were referred to a committee comprising three human validators, with the final
ground-truth label determined by majority vote.

4. Results

4.1. Synthetic Data Evaluation

The quantitative evaluation of the embedding space generated for the synthetic dataset
demonstrated high internal cohesion and distinct separation across the evaluated macro-
categories. As detailed in Table 1, the clustering metrics confirm that the generated groups
are compact and well-separated. Specifically, the high Intra-class Cosine Similarity indi-
cates a robust semantic alignment among vectors belonging to the same synthetic class,
validating the quality of the data generation phase.



Table 1. Evaluation metrics for the embedding space generated from the syn-
thetic dataset.

Metric Value Obtained
Silhouette Score 0.768
Davies-Bouldin (DB) Index 0.344
Calinski-Harabasz (CH) Index 1742.9
Intra-class Cosine Similarity 0.946

4.2. Visual Analysis of Data Projection

To visually assess the calibrated embedding model’s ability to align textual represen-
tations from different domains, the vectors from the synthetic (training) and empirical
(testing) datasets were jointly projected into a two-dimensional space. Dimensionality
reduction was performed using the UMAP algorithm [McInnes et al. 2020], as shown in
Figure 2.

In both the local-focused and global-focused projections, eleven well-defined clus-
ters emerge, corresponding directly to the theoretical macro-categories. Notably, the syn-
thetic samples (circles) and the real samples (black-outlined diamonds) occupy the exact
same regions within each respective cluster. This substantial overlap indicates that texts
from both sources share similar semantic representations in the vector space, with no
isolated subclusters emerging based on data provenance.

4.3. Predictive Performance of the Models

Table 2 presents the overall accuracy achieved by the classifiers across the evaluated
datasets.

Table 2. Overall accuracy of the classification models across the test datasets.

Model Adult HMDA 2017 Prosper Loan Dataset Complete Set
Logistic Regression 0.6667 0.6333 0.7778 0.7302
Random Forest 0.6667 0.5667 0.7778 0.7143
Linear SVM 0.6667 0.6000 0.7778 0.7222

Logistic Regression demonstrated the best overall performance and the highest
predictive consistency across the individual evaluations. Interestingly, all three models
achieved identical accuracy on both the Adult and Prosper Loan datasets. In contrast, the
HMDA 2017 dataset presented the most complex generalization scenario, yielding the
lowest accuracy across all tested algorithms.

The classification report and confusion matrix (Figure 3) further detail the perfor-
mance of the best model on the complete test set in each category. It showed balanced
results in the Macroeconomic class (precision and recall of 0.83 in 6 instances) and in the
Demographic class (precision of 0.73 and recall of 0.89 in 9 instances). The Operational
category showed more moderate results, registering a precision of 0.67, a recall of 0.59,
and an F1 score of 0.62 in 17 instances.

For the majority class, Institutional and Financial with 64 instances, the algorithm
achieved a high recall of 0.97 but a lower precision of 0.74. This discrepancy indicates



Figure 2. Two-dimensional UMAP visualization of the alignment between the syn-
thetic (train) and empirical (test) domains. The panels contrast the preser-
vation of local structure (n neighbors=15, top) with the capture of global
structure (n neighbors=100 and init=’pca’, bottom) within the embed-
ding space.



Figure 3. Heatmap detailing the absolute distribution of true positives, false neg-
atives (omissions), and false positives (false alarms) within the complete
test set.

a concentration of false positives. Conversely, the Socioeconomic category recorded a
precision of 0.78, but its low recall of 0.39 across 18 instances highlights a substantial
rate of false negatives.

Furthermore, the classifier failed to correctly predict any instances for the Alter-
native and Values Attitudes and Behavioral classes, which comprise 10 and 2 instances
respectively. Both categories resulted in a precision and recall of 0.00, generating pure
false negatives. Finally, the Situational, Personality, Educational, and Health-Related cat-
egories were completely absent from the test dataset. While the latter three received no
predictions, the model incorrectly predicted one instance from the Institutional and Fi-
nancial class as Situational, generating a single false positive.

5. Discussion

The results indicate that the embedding model properly clustered the eleven macro-
categories. The Silhouette Score of 0.768 and the Davies-Bouldin Index of 0.344 show
that the classes are well-separated with low internal dispersion. Furthermore, the Calinski-
Harabasz Index of 1742.9 reinforces this geometric distance between the clusters.



On the other hand, the Intra-class Cosine Similarity reached 0.946. This high
index indicates that the Gemma4 31B model generated samples with little vocabulary
variation. The lack of natural noise found in real texts reduces semantic diversity during
training, which hinders the architecture’s generalization in specific contexts. This lim-
itation explains the performance drop on the HMDA dataset, where accuracies ranged
from 0.5667 to 0.6333 due to its strict governmental and regulatory pattern. This scenario
differs from the broader Socioeconomic and financial descriptions of the Prosper Loan
Dataset, which achieved the best performance in the evaluation (0.7778), while the Adult
dataset also showed satisfactory generalization (0.6667).

The evaluation on the complete test set indicated a satisfactory overall perfor-
mance for the architecture. The results showed a technical alignment among the classi-
fiers, with Logistic Regression achieving a global accuracy of 0.7302, closely followed by
the Linear SVM (0.7222) and Random Forest (0.7143). This equivalence demonstrates
that the embedding matrix establishes stable decision boundaries, allowing simple linear
algorithms to reach the same efficiency as more complex models.

Since Logistic Regression achieved the best performance in this stage, with an
accuracy of 0.7302, the detailed error analysis will focus on its confusion matrix, shown
in figure 3. The evaluation reveals an imbalance in the separation of certain categories,
indicating that the linear model tends to allocate the most difficult and ambiguous cases to
the dominant classes. The Institutional and Financial class attracted the highest volume of
errors in the set, recording 22 false positives, which shows that its classification criterion
became too broad in the vector space. In contrast, the Socioeconomic class presented an
overly strict boundary, reflecting 11 false negatives against only 7 correct predictions, with
a recall of 0.39. This imbalance directly impairs the segmentation of residual categories,
as evidenced by the complete lack of correct predictions in the Alternative class, with 10
false negatives across 10 samples, and the Values Attitudes and Behavioral class, with 2
false negatives in 2 instances.

However, this difficulty with residual or highly abstract clusters does not invalidate
the architecture, which demonstrated strong generalization and success in retrieving the
other categories. The Macroeconomic and Demographic classes showed high predictive
performance and well-defined boundaries; the former reached a precision of 0.83, cor-
rectly classifying 5 out of 6 available instances with only 1 omission, while the latter was
retrieved highly efficiently, with a recall of 0.89. In addition to these results, the model’s
practical viability was reinforced by its performance on the newly introduced Operational
class, which recorded 10 correct predictions and an F1-Score of 0.62.

Finally, the global evaluation demonstrates the method’s viability. The main ad-
vantage of the proposed architecture is its modular structure, which allows for the isolated
replacement of the synthetic data generator or the embedding model without compromis-
ing the rest of the pipeline. This flexibility facilitates future experiments with new en-
coders and the injection of targeted noise to increase diversity within higher-level seman-
tic categories, aiming for accuracy levels above 0.9. Furthermore, by delegating the final
prediction to classical algorithms, the trained model operates deterministically. Unlike di-
rect classification via generative models, which lack interpretability and require complex
post hoc linguistic and gradient analyses to explain their decisions [Ribeiro et al. 2024],
this approach ensures the mathematical traceability of decision boundaries. This delivers



the exact level of auditability required for safe implementation in production environ-
ments, aligning directly with the legal and ethical considerations necessary for robust
data governance, algorithmic accountability, and reliable AI systems in highly regulated
domains [Alvarenga et al. 2026].
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