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ABSTRACT. The growing demand for higher Internet speeds is placing significant strain on general-purpose proces-
sors, particularly in handling network processing tasks. This trend has driven the shift toward the offloading of such
tasks to specialized hardware. SmartNICs alleviate CPU load by efficiently managing network processing while pro-
viding programmability and customization. However, mastering the deployment and utilization of SmartNICs poses a
significant challenge due to the steep learning curve involved. In this study, we test and evaluate the performance of
NVIDIA’s Bluefield-2 SmartNIC under a range of conditions, with the objective of achieving 100Gbps throughput on a
single server. Our results demonstrate that specific libraries can enhance the processing of common traffic types, such
as TCP and UDP, by up to tenfold, thereby enabling the system to reach 100Gbps line rate.
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1 Introduction

As Moore’s Law [1] and Dennard scaling [2] have
reached their limits, addressing the challenges of in-
creasing bandwidth and communication speed solely
through enhanced processor capacity is no longer vi-
able [3, 4]. The physical limitations of transistors and
the stagnation in processing power growth have in-
troduced significant obstacles, particularly in packet
processing and managing network traffic flows. Today,
the majority of data processed by computers originates
from the Internet, driven by the proliferation of cloud
services, content delivery networks (CDNs), and web-
based solutions. Consequently, a large portion of CPU
tasks is now devoted to infrastructure and network-
ing. Furthermore, software-based solutions on Inter-
net servers are increasingly struggling with through-
put and latency, falling behind hardware-optimized
counterparts. Companies providing fast and reliable
online services face time constraints and must rely on
proprietary, often opaque solutions to process packets
efficiently. The outlook for the coming years remains
uncertain, as port speeds continue to rise (e.g., innova-
tions from Cisco and Huawei), while processor speeds
show no signs of overcoming their current plateau.
To address these challenges, domain-specific pro-
cessors have emerged, designed specifically for infras-
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tructure tasks and routines. The primary concept is to
offload tasks that CPUs do not excel at, similar to the
successful integration of graphical processing units
(GPUs) for specialized tasks. This approach has led to
the evolution of an already essential piece of hardware
in modern computers: the Network Interface Card
(NIC). Originally responsible for handling layer 1 and
layer 2 tasks, NICs have gradually offloaded more ker-
nel responsibilities related to packet processing. The
new generation NICs have been enhanced, incorporat-
ing hardware accelerators for executing common net-
work tasks such as implementing TCP Offload Engine
(TOE), checksum calculations, and other higher-level
protocols within the network stack.

Recently, those cards evolved once more to contain
a general purpose processing unit now called Data Pro-
cessing Unit (DPU). That innovation brought the pos-
sibility of the NIC, now called SmartNIC, to manage
their own accelerators and to spare the host CPU.

SmartNICs, or Smart Network Interface Cards,
are typically constructed using FPGA (Field-
Programmable Gate Array), ASIC (Application-
Specific Integrated Circuit), or SoC (System-on-a-
Chip) architectures. FPGA-based models offer greater
programmability but tend to be more complex and
costly, whereas ASIC models are simpler and more
cost-effective but generally less efficient. SoC-based
SmartNICs incorporate general-purpose processors,
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allowing them to manage infrastructure tasks [5].

In this paper, we analyze the DPU NVIDIA’s
Bluefield-2 SoC SmartNIC [6] and evaluate its ability
to process various types of packets. Our contribution
focuses on testing the Bluefield-2’s offloading capa-
bilities, programmability, and performance using a
packet generator at 100Gbps line-rate speed. While
the manufacturer provides some benchmarks, we offer
complementary measurements by utilizing different
packet types and protocols. We compare throughput
with and without its features, and discuss our impres-
sions of its programmability. Our findings reveal that
when network processing occurs in the kernel, there
is a drastic packet loss of 99.8%, indicating that most
traffic is dropped.

This paper is organized as follows: In section 2,
we review related work on SmartNICs, with a focus
on performance-based analyses. In section 3, we out-
line our methodology and measurement environment
for utilizing and programming the Bluefield-2. In sec-
tion 5, we present our results on measuring its network
processing capabilities and compare these results to
other established solutions. In section 6, we discuss the
outcomes of our experiments. Finally, in section 7, we
provide our conclusions and final remarks.

2 Related works

The evolution of SmartNICS has been drive by the in-
creasing demands of modern networks, being brought
by the exponentially growth of its speed. Traditional
NICs were initially designed to handle simple packet
forwarding, relying on the OS kernel for most net-
working tasks. As the traffic surged, this model be-
came inefficient. This limitation caused the develop-
ment of offloaded NICs, that came with some of the
tasks that the CPU struggled to deliver efficiently im-
plemented in hardware, such as TCP offloading, check-
sum offloading and direct memory access (DMA). The
need for even more advanced processing lead to the
creating of SmartNICs. These specialized cards not
only handle network tasks but also offload more com-
plex functions like encryption, firewalling, and stor-
age, providing a great relief to the CPU.

There are multiple types of SmartNICs that han-
dle network tasks using various architectures and tech-
niques. Kfoury et al. [7] provides a broad background
of each technology and describe its architectures, de-
velopment environments and advantages.

In Figure 1, we can see how the traditional, of-
floaded and Smart NICs differ in terms of components
and complexity. While the traditional NIC were re-
sponsible for only implementing the physical and data
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layer. As there were a need to spare the CPU of some
of the network duties, some accelerators begun to ap-
pear at the card, such as the TCP offload engine, given
rise to what is called an Offload NIC. The increase of
network connections and the need of more process-
ing programability, gave space to the creation of the
SmartNIC, which now contains their own CPU cores
to manage the domain-specific accelerators and also
implements a traffic manager that can provide Quality
of service (QoS) functionalities and steers traffic to the
other execution engines.

Kfoury et al. [7] also stated that offloading infras-
tructure tasks, typically handled by data centers, to
SmartNICs can free up as much as 30% of process-
ing capacity for user applications. Additionally, Cloud
providers can be even more benefited from that of-
floading as their product involve renting CPU process-
ing time [8].

Liu et al. [9] is the first who conduct tests using
the BlueField-2, including saturating the line-rate of
100Gbps and using stress-ng [10] tool to stress test mul-
tiple components, such as the embedded CPU, mem-
ory as well as the kernel network stack. They also
make some burst tests using pktgen [11], a kernel space
tool that is capable of quickly inserting UDP packet
in the IP network stack. Their findings shows that
“offloading functions to the SmartNIC requires care-
ful consideration about the resource usage and oper-
ations”. Our approach utilizes more packet diversity
and does not utilize that type of approach of generat-
ing data, which can stress other components and verify
if there is some changes while utilizing different types
of packets.

The emergence of programmable networks cre-
ated opportunities for independent protocol cus-
tomization, leading to the development of the P4
language[12]—a standard for programming network
devices without requiring new hardware. Because of
that, there is an effort for implementing that type
of technology inside of the SmartNICs. The problem
being that its optimizations rely on low-level program
tuning, where P4 abstractions operate at one level
above.

Xing et al. [13] implements an automated perfor-
mance optimization framework for P4 programmable
SmartNICs while evaluating its execution against not
optimized P4 programs. However, their research focus
on benchmark the Bluefield-2 only while utilizing the
DPDK flow pipeline, which does not consider the more
low-level hardware implementations that the Smart-
NIC can offer, such as compression and deep packet
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Figure 1. Evolution of SmartNICs, reproduced from Kfoury et al. [7]

inspection.

Luizelli et al. [14] provides a foundational in-
sight into SmartNICs and a hands-on tutorial for the
BlueField-2 giving instruction and examples of how
to use NVIDIA’s DOCA. Additionally, they present
some concerns on the standardization of SmartNICS,
which can hinder a wider adoption of the technology.
There is also a problem about how to understand
which section is supposed to be offloaded, and with
which acceleration hardware, calling for a need of
better development tools that supports those newer
technology.

There are an abundant of works that offloads
plenty of end host functions onto SmartNICS [15-23],
which includes cloud functions, load-balancing, state-
ful TCP, high performance distributed transactions
and others. Those works talks about how they utilized
the SmartNICs to solve their specific problems and
how well they performed related to more usual and
already established solutions. Although those works
wrap around a similar topic as covered in this paper,
our objective is to create a way to measure packet pro-
cessing and to compare it with how normal processing
units does the same type of work.

3 Lab and Tools

In Figure 2, we show the setup of our lab. It was de-
ployed using two BlueField-2 E-Series DPU 100GbE
Dual-Port QSFP56 interface cards. Each card includes
an 8-core Arm87 processor, integrated BMC, PCle
Gen4 x16, 16GB on-board DDR4, and 1GbE OOB man-
agement. The Py, and P; interfaces on each card are
cross-connected using multi-mode optical fiber. The
host system is powered by an AMD EPYC 7282 16-
Core Processor running Ubuntu 22.04. In this setup,
both Cards (SNIC-1 and SNIC-2) are connected within
the same host.

We needed a software capable of generating traffic
with different protocols and sizes, and a software that
can create a great throughput in order to stress test if
the card can keep up with the line rate. To do that, our

HOST

Figure 2. BlueField-2 Setup

solution was to use TRex [24], a realistic traffic gener-
ator that permits to emulate traffic from layer 3 up to
layer 7 and to fully customize the packets. Addition-
ally, TRex, uses DPDK, that permits it to scale up to
200Gbps using one server. As most of the traffic gen-
erators, it comes with a server and a client that needs
to be installed into the borders of the measurement,
and to establish a send speed that the client will try to
send to the server.

In order to see how the main differences of process-
ing the traffic in the CPU against offloading it into the
SmartNIC off path, we needed to use the OvSwitch pro-
gram that comes with the cards, in order to activate or
not the Offload, that changes the path which the pack-
ets will travel and the devices that will process them.

4 Methodology

In our experiments, we changed the throughput val-
ues based on the percentage of the maximum line-rate
possible (100Gbps) with 100%, 75%, 50% and 25%. Fur-
thermore, our measurements were conducted for 10
seconds using 8 threads on the host, where the traf-
fic generator server and client was running. To test
the performance of the SmartNIC, four distinct packet
sizes and types were utilized in the experiments:

« UDP Small packet: A very small packet with a
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size of 64 bytes was used. This packet size is typi-
cal for testing scenarios that require minimal pay-
loads.

IMIX: A more balanced approach was taken with
variable packet sizes ranging from 64 to 1500 bytes.
IMIX (Internet Mix) represents a more realistic traf-
fic profile by mixing various packet sizes to simu-
late real-world network conditions.

UDP Jumbo Packet: This larger packet, also re-
ferred to as a jumbo frame, had a size of 9216
bytes. Testing with jumbo frames allows the eval-
uation of SmartNIC’s performance when handling
larger packets, which are typically used in high-
throughput networks.

SYN attack: A packet of size 64 bytes was used to
simulate a TCP SYN attack, which targets connec-
tion stacks by overwhelming the system with con-

nection requests. This test assesses the robustness
of the SmartNIC in protecting against such attacks,
and additionally uses a stateful transport protocol.

These tests provide a perspective on how the
SmartNIC handles different types of network traf-
fic, from small and large packets to simulated attack
traffic.

5 Results

This section discourse about the results of our exper-
iments on the packet processing of the Bluefield-2
SmartNIC. We found how each type of protocol change
the offloading aspects of the SmartNIC and how it can
affect the performance.
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Figure 3. BlueField-2 Offload comparison using UDP small
packets

We can observe for the majority of the time, when
the offload is disabled, less than 1% of the packets are
received by the host, which means that the process-
ing queue is getting full and the processor is not able
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Figure 4. BlueField-2 Offload comparison using SYN pack-
ets

to handle all the traffic in time, generating a lot of
packet loss. Meanwhile, the use of the offloaded ver-
sion, makes it able to process most of the traffic, more
than 50% at all the cases and without the use of the
host CPU time.

When handling very small TCP and UDP packets
in figure 3 and 4, the card does shows a increased
packet loss, wich 30% for UDP packets and 40% for TCP
SYN attacks. That happens because of the overhead
that processing a single packet creates. On the other
hand, when handling a more optimistic UDP jumbo
packet 5, where the size of the packet is way greater,
the Bluefield-2 is able to have almost no packet loss
when considering offloading.
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Figure 5. BlueField-2 Offload comparison using UDP jumbo
packets

It is clear that offloading is necessary for being able
to process network packets at a high speed proposed
by the SmartNIC. That happens because handling that
data inside the operating system kernel can pose some
issues. First of all, most of the time, the path inside of
the kernel relies on interruptions to be able to handle
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IMIX Packets (60, 590, 1514 bytes)
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Figure 6. BlueField-2 Offload comparison using IMIX pack-
ets

multiple processes and threads. By doing that, a lot of
overhead is generated for processing a great number of
packets. Second of all, as a general purpose processor
is not specifically suited for network processing, it lags
behind more accelerated and hardware implemented
approaches, as they are custom made for that purpose.
Although there is a need to use the offloading to
be able to fully utilize the SmartNIC potential, which
means that it does not provide a CPU level of program-
ability at line-rate. There are still some customization
that the NVIDIA development kit permits and that
were not explored in this article. It includes some C
APIs that enable programmers and administrators to
implement programs that will use the proper acceler-
ators, like direct memory access, hardware implemen-
tations of compression algorithms, and security based
approaches that comply with zero trust standards.

6 Discussion and Findings

Our results show that offloading the network packet
processing can greatly up to 70% on small packets (64
bytes) and up to 90% on bigger packets (9216 bytes), in-
crease throughput and avoid possible packet losses in
the way. On the other hand, not offloading network
tasks to BlueField-2 can lead to almost no through-
put and reduced scalability. This negatively impacts
overall performance, especially in high-traffic, com-
plex network environments.

Liu et al [9] performed experiments aimed at
evaluating the available processing headroom on the
SmartNIC’s processors while the card is fully engaged
in transmitting network data at maximum speed. Un-
like our approach, they introduced varying delays
between packet bursts to simulate a scenario where
computations are applied to the network stream. That
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way, their experiments provide a more optimistic sce-
nario, where they were still able to process 1 GBps not
using the offloading capabilities and with a packet size
of 128 bytes and a burst of 25 packets. In comparison,
our results shows an rate of only 0.042 GBps while
not using the offloading. That means that steering the
traffic to the ARM processor of the Bluefield-2 is not
enough for packet processing.

Unlike traditional NICs, the BlueField-2 offers ex-
tensive customization and programmability within its
network processing stack. This enables efficient traffic
steering to the DPU, routing through multiple acceler-
ators, and even packet inspection—both headers and
content. All of this is achieved while offloading inten-
sive processing tasks from the host CPU, optimizing
performance and freeing up resources. However, this
complexity means that developers often find a steep
learning curve, and there is a scarcity of comprehen-
sive training resources and tutorials. That fact is that
programming those cards often requires specialized
knowledge of networking, their specific (DPU) and it’s
proprietary SDK DOCA, which can be seen as a ven-
dor lock-in, as makes it hard for new users to fully
leverage the hardware’s capabilities and creates a chal-
lenge to migrate to other SmartNICs and adopt new
technologies. Moreover, Bluefield-2 emphasizes ready-
to-use offloading functions for networking, diving into
the hardware at a very granular level isn’t as easy and
straightforward as with programmable platforms like
P4 [13].

To conclude, we can say that the SmartNICs rep-
resents a big change on the actual network cards in-
terface, and that it has the potential of being a great
inclusion for increasing throughput at the same that
that it gives flexibility and programmability. But it is
safe to say, that it is not possible to process at line-rate
speeds while running a fully custom code without us-
ing their offloading capabilities and exploring their ac-
celerators.

7 Conclusion

The reduction in processing power scaling necessi-
tates the development of new hardware solutions to
compensate for this limitation. SmartNICs emerge
as a promising solution, enabling the fast and pro-
grammable processing of infrastructure tasks, while
reducing the load in the main host system. Despite
some existing challenges in adoption and integration,
SmartNICs hold significant potential to become a cru-
cial component in modern networking infrastructure.
Their ability to offload tasks and enhance perfor-
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mance in scalable and flexible ways makes them a key

technology for addressing future network demands.
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