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Abstract—IoT technologies have been enabling real-time moni-
toring of resources, such as water and electricity consumption,
and therefore leveraging the development of smart buildings.
Preventing resource wastage is a major concern in the man-
agement of household, commercial, and industry environments.
Decision-making on such a context depends on how reliable
are the sources of incoming data. The enforcement of security
aspects in such systems is challenging because of the decentralized,
distributed, and resource-constrained devices. This paper presents
an authentication and authorization approach for low-cost IoT
devices, that is based on HTTP and SSL protocols (known as
HTTPS). The proposed solution includes a lightweight API that
addresses the approval of motes and sends security tokens, so we
assure that only legitimate and authorized devices are registered
in the system and guarantee that every incoming data come from
those authorized devices. This approach is tested at the context
of the SPARC project’s smart water metering infrastructure.
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I. INTRODUCTION

In 2015, the United Nations General Assembly (UNGA)
set the “2030 Agenda”, which is a set of goals to guide
the world toward a path of sustainable development, focusing
on socioeconomic and environmental dimensions [1]. In this
context, sustainability is the balance between meeting human
needs and preserving natural resources, utilizing them without
compromising the ability of future generations to meet their
own needs. Potable water is one of the natural resources that
deserves most attention and care for its preservation [2].

However, it is estimated that by 2025, over half of the world’s
population will suffer from water scarcity in their homes.
Research conducted in 2022 by the World Health Organization
(WHO), the United Nations Children’s Fund (UNICEF), and
the World Bank concluded that 25% of the population still
lacks access to clean water [3], and at least 1.42 billion people
– including 450 million children – live in areas of high or

extremely high water vulnerability [4]. The climate changes,
escalating each year, exacerbate the intensity of droughts and
floods, leading to water insecurity, disrupting water supply, and
devastating communities [5]. Meanwhile, rapid urbanization
further strains cities’ capacity to provide water for millions
living in informal settlements and slums.

Taking into consideration human interaction with nature,
several laws aimed at protecting water resources have been
developed. In 1981, U.S. Law No. 6,938/81 was enacted, which
deals with the National Environmental Policy - PNMA and
establishes in its article 4 that it shall aim: ”[...] VI - at the
preservation and restoration of environmental resources with a
view to their rational use and permanent availability, contribut-
ing to the maintenance of an ecological balance conducive to
life [6]. The United Nations formally recognized that clean
drinking water and sanitation are essential for human dignity
and well-being [7].

In environments such as buildings, one can observe that
structural problems are the main causes of water wastage,
invisible leaks, structural issues in masonry boxes, or misuse
of water. There is a high rate of wastage also in houses in
peripheral areas, due to the precariousness of the installations.
Brazil is privileged in terms of hydric availibility, However,
currently, the total water withdrawal in Brazil is estimated
at 64.18 trillion liters per year, divided as follows: irrigation
(50.5%), urban supply (23.9%), and industry (9.4%). Other uses
considered were animal use (8%), thermoelectric plants (5%),
rural supply (1.6%), and mining (1.6%) [8].

Internet of Things (IoT) technologies have been enabling
real-time monitoring of resources, such as water and elec-
tricity consumption, and therefore leveraging the development
of smart buildings. The IoT concept refers to interconnected
devices that collect, analyze, and exchange information in real
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time, wherein sensors and actuators blend seamlessly with the
environment around us [9], [10]. Linking the use of IoT to the
pillars of sustainability and resource management plays an im-
portant role in building an ecologically sound future. Preventing
resource wastage is a major concern in the management of
household, commercial and industry environments. Decision-
making on such a context depends on how reliable are the
sources of incoming data.

The enforcement of security aspects in such systems is chal-
lenging because of the decentralized, distributed, and resource-
constrained devices. It is a challenge to protect IoT systems
from attacks that usually aim at building botnets or other
dangerous purposes. If an attacker takes control of a metering
device, it can send false data to the servers and try to gain
access to the server by injecting malicious code or benefit from
failures in data collection protocol.

This article aims to present the design, prototyping and
implementation of a secure and cost-effective option that can
be implemented in smart buildings for industry, commerce and
residential environments. The proposed solution comprises a
set of devices, embedded software and security mechanisms,
integrated along with an API and dashboard to process, store
and display relevant information about water consumption but
that is also able to host other monitored data about electricity
consumption and gas concentration.

II. RELATED WORKS

The rise of new sustainable development measures and the
growing efforts to find effective natural resource management
solutions, many emerging technologies have been proposed.
Some of them promote the interconnection of all things to
achieve efficient monitoring and control of resources, such
as [11]. The ’smart management’ of resources through IoT
enables the assurance of adequate water supply and contributes
to the use of technology for the prediction of possible extreme
events, efficient utilization of these resources, and practical
management in supply systems [12].

A recent project carried out by researchers from the Federal
University of Ouro Preto (UFOP) in 2021 [13] proposed an
intelligent system aimed at measuring water consumption and
consequently detecting leaks in the hydraulic network based
on the collected data. Additionally, the presence of wireless
protocols could also be observed, as this tool in residential
environments, and especially in schools, can mitigate and
provide accurate resolution of leaks and consumption analysis.

The work presented in [14] describes a project at Eurı́pides
University Center of Marı́lia, using Arduino and flow sensors
for the proper water rationing, discussing the potential use
of IoT in water resource management. In the context of
water supply problems in various regions of Brazil, a solution

for monitoring residential water consumption was presented,
consisting of measuring modules at the consumption points of
the residence. A web application receives information from the
sensors and makes it available to the end-user in the form of
consumption graphs for the specific points in the residence.

In the University of Campinas, a smart campus project
produced an IoT application for smart monitoring of water
distribution [15]. Their work had the goals of detecting leaks
and predicting water consumption, being part of a set of other
IoT-enabled technologies for enhancing academic community
daily routine.

In the work presented in [16], a solution is presented for
controlling and monitoring energy consumption and automating
academic services, such as student attendance through facial
recognition. The FIWARE middleware was integrated into the
solution architecture to handle heterogeneous communication,
storage, and processing of context data.

The authors in [17] discuss how traditional network se-
curity cannot be directly used in IoT networks due to its
limitations on computational capabilities and storage capacities.
In their paper, they have focused on surveying IoT security,
particularly on their authentication mechanisms. The authors
highlighted enormous attacks and technical methods on the IoT
authentication mechanism. Additionally, they discussed existing
security verification techniques and evaluation schemes of IoT
authentication.

In [18], the authors propose an efficient secured group-
based lightweight authentication scheme for IoT based E-health
applications; their scheme authenticates and establishes secure
channels through sensor nodes and base station. The proposed
method with a feature of the group-based node reduces distance
and consumed energy, as well as leads to reduced communica-
tion cost.

III. SMART WATER METERING DEVICE

The proposed IoT-based water metering solution was de-
signed in the scope of the SPARC (Smart Prediction and
Analysis of Resources in a Connected Campus) project. It
employs water flow sensors, that measure the flow of liquid
through piping, allowing us to use this data to analyze the usage
of water resources.

The union of these sensors with IoT technology is an
fundamental element to make it possible to use it in large scale.
Processing such data enables to prevent water leaking, predict
consumption and charges and apply active management, e.g.,
by deploying devices that are able to block the water flow. A
large variety of flow sensors available can be integrated in this
approach, empowering data collection from many sources of
the same building and thus enabling better predictions of any
type of water wastage.
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The device case is made with a custom 3D printed model.
The use of the 3D printing technology allows us to quickly
prototype, develop, test and adapt the device to any situation
in addition to facilitate the device production and replication.
The device case requires 39.24g of filament to be printed.
As shown in Figure 1, it uses the following components: 3D
printed case, ESP8266 NodeMCU microcontroller, P4 connec-
tor, power switch, and a 0.96 inches monochrome oled display.
The flow sensor is attached externally. Some types of sensors
can be attached, requiring only little code adaptions to work
properly. The sensor employed in the current prototype is the
YF-S201, measuring the flow range between 1-30 L/min.

The final size of the SPARC mote prototype is 5 cm x 7
cm x 4.5 cm (without the flow sensor), which is a small size
that allows us to fit the device in almost any location. In this
way, it is possible to deploy devices throughout every building,
collecting and analyzing data for the most diverse management
purposes.

Fig. 1. Assembled SPARC Mote Device

The choice of ESP8266 NodeMCU as the processing com-
ponent for SPARC is mainly due to being an inexpensive
microcontroller with WI-FI integration and the required dig-
ital pins for connection of remaining components. The data
connections are made using D1, D2 and D7 pins, where the
D1 and D2 pins refers to SLC (signal clock) and SDA (signal
data) of the oled screen and D7 is connected to the flow sensor
data pin. The power comes from a P4 power input, which
connects to the ground pin (directly) and the Vin pin (through a
power switch), as shown in Figure 2. The SPARC mote device
enables real-time sectorized water metering, by deploying a
single mote in each point of water usage, each floor/building
of a campus/company, being each device independent from the
others, but connecting via Wi-Fi network to the server (made

with [19]) which hosts the API for device authentication and the
dashboard for data visualization. This solution design enables
to distribute the devices efficiently, ensuring that all necessary
areas are being monitored.

Fig. 2. SPARC Mote Assembly Schema

IV. AUTHENTICATION AND AUTHORIZATION METHOD

The data transmission happens using HTTP and TLS pro-
tocols (HTTPS), however, before allowing data transmission
from a mote device to the server, a custom authentication and
authorization protocol must be used, as seen in Figure 3. The
authentication depends on the device’s MAC (medium access
control) address, which is unique, and an API token which is
modified every time the device authenticates. The API token
is based on uuid4, an universal identifier based on RFC 4122
standard [20].

In order to start the authentication process and register a
device, the device must first send its own MAC and IP addresses
to the server, which will create a pending approval process
that needs to by authorized by the system administrator. After
approved, the device will need to make another request to get
the token to authenticate when sending data to the server. If
the device is not approved by the system administrator but tries
to send data anyway, the data will not be processed, but the
request will be stored in the logs containing the device’s MAC
address, IP, ID and request time.

Once the device is authorized, effective data transmission
may begin. Using HTTPS, through the POST method, the
device sends its token and the data collected in the last 5
minutes. It is worth highlighting that both token and sensor
data are encrypted due to the TLS protocol, so the system is
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Fig. 3. Authentication Protocol

protected against evesdropping and intruders attempting to send
data reusing a legitimate device’s token, also known as person-
ification attacks. The server always checks if the combination
of MAC address and token match its authentication database.
Figure 4 depicts an example of the authentication and autho-
rization log which may be viewed by system administrator.

As soon as data is successfully transmitted, the mote device
shows a success icon on device’s display and begins to collect
consumption data again, updating the display every 5 seconds
with the most recent measurement and summing up the con-
sumption until another 5 minute window is completed, so new
data is sent to the server. Once the volume of water usage of the
last 5 minutes is received in the server, the total consumption
is also calculated and stored with the date and time when data
is received.

The SPARC server receives data from the water metering
motes and stores the ID of the associated device, last collected

volume of the device, total collected volume of the device and
the date and time (UTC-0) which the server received the data,
as shown in I. Such data comprise a reliable source for analysis
services, enabling to predict consumption, water leaks and
make better decisions about how we use our water resources.
If false measurements were introduced my malicious users,
the management of the affected facilities would be severely
affected, disturbing the capture of a real picture of consumption
patterns in that environment, causing waste of time searching
for non-existing anomalies or delaying the detection of actual
leaks and other problems. Our secure method for device register
and data transmission also prevents dangers from accepting
transmissions from any host in the network, which could
facilitate server intrusion.

Some performance tests were proposed in order to measure
the maximum capacity (throughput) at server and client-side
devices. For such an experiment, an ESP8266 microcontroller
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Fig. 4. SPARC authentication log

Device ID Last Collected (L) Total (L) Date and Time
01 1 0.07 0.07 15/06/24 18:45
02 1 0.33 0.4 15/06/24 18:50
03 1 0.10 0.5 15/06/24 18:55
04 1 0.6 1.1 15/06/24 19:00
05 1 0.05 1.15 15/06/24 19:05

TABELA I
EXAMPLE OF DATA RECEIVED BY THE SERVER

was configured as the client (monitoring mote device) and
a Raspberry Pi 3 model B was configured as the server,
considering a fog computing context.

The ESP8266 device has managed sending up to 15 requests
per second to the server. Raspberry server has observed a 20%
peak of CPU utilization and an increase of 12% in memory
usage. The server was able to process up to 85 requests/s.
Finally, in this environment, the MySQL Database was used,
due to its versatility and robustness. However, Django supports
other models such as MongoDB, Postgress, and MariaDB.

V. CONCLUSION

Even though the project has a solid foundation built, we
are always looking for improvements. In this way, some of the
future improvements are the support for multiple sensors on the
same device and an smaller version of the prototype, without
the Oled Display.

Another feature that we are planing to add is an SD card inte-
gration. This way, that will be possible to store the collections
temporarily locally and handle connection problems, sending
unsynced collections when reestablish the internet connection.
This feature will require us to migrate the responsibility for
handling date and time from the server to the mote.

In this way, such technology can directly and indirectly
influence the conservation of the environment. Additionally,
it encourages the innovation of similar technologies with the
same approach. Since it is a sustainability-focused project,
the source code of the project can be found on GITHUB
- https://github.com/Morea-IFS/morea-ds-web - as a way to

encourage and mainly spread sustainable ideas through tech-
nology.
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