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Abstract—The maritime shipping industry is increasingly 

using the Internet of Things (IoT) to improve the management 
of bills of lading, enabling real-time tracking and data sharing. 
However, IoT faces challenges such as technical complexity, 
data security risks, and high costs. This paper examines the 
applications and limitations of IoT in this context, highlighting 
areas where improvement is needed. While specific solutions are 
not discussed, the paper suggests that future technologies like 
blockchain may complement IoT, offering a direction for 
further research and development. 
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I. INTRODUCTION 

In global trade, maritime shipping plays a crucial role as 
the most important mode of transportation [1]. With the rapid 
development of digital technologies, the Internet of Things 
(IoT) is emerging as a key tool for enhancing efficiency and 
transparency in shipping processes, particularly in the 
management of bills of lading [2]. Through IoT technology, 
real-time tracking of goods, status monitoring, and data 
sharing have become more accessible [3]. However, despite 
the significant advancements IoT has brought to the 
management of bills of lading, it still faces various challenges 
in practical application, such as technical complexity, data 
security risks, and high implementation costs [4].  

In this context, exploring solutions to these issues has 
become a key concern in the maritime industry. As emerging 
technologies like blockchain and artificial intelligence gain 
attention, there is growing speculation that these technologies 
to IoT. While this paper will not delve into specific solutions 
offered by these new technologies, it will focus on analyzing 
the application and limitations of IoT in bills of lading and 
propose potential directions for future technological 
development. This work is ongoing, with the aim of providing 
a framework and basis for further technical research. 

A. Internet of Things Overview  

The Internet of Things (IoT) refers to the interconnection 
of physical devices, sensors, and software through the internet, 
enabling intelligent interaction and data sharing between 
devices. The core components of IoT include sensors, network 
connectivity, data processing, and cloud computing [5]. These 
components collectively form na ecosystem that can collect, 

transmit, and analyze data in real time, allowing devices to 
make decisions automatically without human intervention.  

Over the past few decades, the development of IoT has 
rapidly advanced, with applications ranging from smart homes 
and industrial automation to healthcare [6]. Particularly in the 
logistics and transportation sectors, IoT technologies have 
been widely adopted to monitor the status of goods, optimize 
transportation routes, and enhance supply chain efficiency [7]. 
By collecting and analyzing real-time data, businesses can 
better understand their operational status, enabling more 
precise decision-making. 

In the maritime sector, the introduction of IoT has 
transformed traditional cargo management models, making 
real-time tracking and monitoring possible. This not only 
increases the transparency of transportation but also enhances 
the security of goods [8]. As IoT technology continues to 
advance, its application in the management of bills of lading 
is expected to deepen further.  

B. Bill of Lading 

A bill of lading (B/L) is defined as a document which 
evidences a contract of carriage by sea and the taking over or 
loading of the goods by the carrier, and by which the carrier 
undertakes to deliver the goods against the surrender of the 
document. A provision in the document that the goods are to 
be delivered to the order of a named person, or to order, or to 
bearer, constitutes such an undertaking under the United 
Nations Convention on the Carriage of Goods by Sea 1978.5 
[9]. 

As well as being a contract between the parties concerned, 
it serves as a receipt is-sued by the carrier when he takes 
possession of the goods. It contains all the information all 
parties need to know about the cargo. The signature on this 
document by the carrier means that the goods have been 
received in “perfect condition”, i.e. they are in the same 
condition as when they left the shipper's premises. 

Traditional B/Ls are paper documents, which makes them 
susceptible to damage, loss, or tampering. When issues arise, 
new B/Ls must be issued and sent again, often leading to 
delays. A common problem is that B/Ls often arrive later than 
the cargo, causing a backlog since the original B/L is required 
to claim the goods. This delay can incur demurrage fees, and 



 

 

despite these fees being unpaid, customers can still claim their 
cargo, making fee recovery difficult. 

The application of the IoT has helped mitigate some of 
these challenges. Through real-time monitoring and data 
sharing, IoT can enhance the transparency and efficiency of 
bill of lading management. For instance, real-time tracking of 
goods reduces disputes and provides a more reliable basis for 
cargo release [10]. Nevertheless, IoT alone has not completely 
addressed all the pain points in bill of lading management, and 
it still requires integration with other technologies to ensure its 
global applicability and reliability. 

C. Limitations of IoT in Bill of Lading Management 

Despite the great potential of the IoT in bill of lading 
management, there are several limitations in its practical 
application. First, the complexity of the technology is a 
significant barrier. IoT systems require extensive deployment 
of sensors, data processing devices, and network 
infrastructure across the entire supply chain, which is often 
challenging for shipping companies and logistics providers to 
implement [11]. Additionally, issues related to the 
interoperability between different systems complicate and 
increase the cost of IoT's global implementation [12]. 

Secondly, data security and privacy concerns are major 
challenges for IoT adoption. Bills of lading involve large 
amounts of sensitive information, including cargo details, 
transaction records, and financial data. IoT devices transmit 
this data in real time over networks, but the variety of devices 
and the lack of uniform security standards make IoT systems 
vulnerable to cyberattacks and data breaches [13]. In an IoT 
environment, if sensors or network nodes are compromised, 
the entire supply chain’s data could be subject to tampering or 
exposure, causing significant financial and reputational 
damage to all parties involved. 

Moreover, the high cost of implementing IoT is a practical 
concern. Deploying, maintaining, and upgrading IoT systems 
require substantial financial investment, which can be a 
significant burden, particularly for small and medium-sized 
shipping companies [14]. Beyond the cost of equipment and 
infrastructure, data storage, analysis, and processing costs are 
also considerable. Even though IoT can lead to long-term 
efficiency gains and cost savings, the initial financial and 
technological barriers remain a critical challenge. 

Lastly, IoT still lacks adequate support in terms of legal 
and standardization frameworks. While many international 
organizations and industry associations are working to 
promote the standardization of IoT technology, there is 
currently no consistent global legal recognition or 
understanding of its use, data protection, and liability [15]. 
This legal and regulatory uncertainty further hinders the 
widespread application of IoT in bill of lading management. 

D. Outlook for Future Technologies 

While the IoT has shown great potential in bill of lading 
management and improved certain efficiencies, its limitations 
suggest that future development will require the integration of 
additional technologies. Blockchain technology, known for its 

decentralization, immutability, and high transparency, is 
considered a powerful complement to IoT management [16]. 
The combination of blockchain and IoT could further address 
issues related to data security, privacy protection, and system 
interoperability. 

Blockchain can provide a secure and transparent 
distributed ledger for all data transmitted in IoT networks, 
ensuring the integrity of cargo status and ownership 
information [17]. The decentralized nature of blockchain also 
eliminates trust issues in traditional bill of lading management, 
as all parties involved can view and verify the status and 
ownership of goods in real time, reducing the risk of disputes. 
This feature is particularly beneficial in complex supply chain 
networks in international trade [18]. 

Additionally, artificial intelligence (AI) and big data 
analytics are important directions for future technological 
development. By analyzing the vast amount of data collected 
from IoT devices, AI can identify potential transportation 
issues, optimize routes, and predict logistics demand [19]. 
This intelligent analysis can help increase the automation of 
B/L management, reducing human intervention and errors. 

However, the introduction of any technology must 
overcome technical, legal, and business model barriers. 
Governments and international organizations need to 
collaborate to develop unified legal frameworks to ensure the 
global recognition and promotion of blockchain and IoT 
applications [20]. As these technologies mature and integrate 
in the future, the efficiency, security, and transparency of bill 
of lading management will further improve, creating a more 
intelligent and automated supply chain management system. 

II. CONCLUSION 

The introduction of IoT has significantly improved the 
efficiency and transparency of bill of lading management, 
particularly in cargo tracking and information sharing. 
However, despite the widespread application of IoT in 
logistics management, it still cannot fully address all issues in 
bill management, especially challenges related to data security, 
system interoperability, and legal compliance. Future bill 
management needs to go beyond existing technologies and 
explore new solutions to achieve more efficient, secure, and 
transparent shipping processes. 

As electronic bill of lading (e B/L) technology evolves, the 
gradual replacement of traditional paper bills of lading has 
become a trend in the industry. Electronic bills of lading offer 
significant advantages in processing speed, reducing human 
errors, and preventing document loss. However, the global 
implementation of electronic bills of lading still faces 
numerous obstacles, including the lack of uniform legal 
frameworks, varying degrees of recognition of electronic 
documents by different countries, and practical operational 
issues in cross-border transactions. Therefore, how electronic 
bills of lading can seamlessly integrate into the existing global 
trade system will be an important direction for future research 
and practice. 



 

 

Future work will primarily focus on analyzing the 
differences in processes and operations between electronic 
bills of lading and traditional physical bills of lading, 
exploring their varying performances in data handling, 
security measures, and transaction transparency. Additionally, 
the research will attempt to introduce new technological 
solutions, such as blockchain and smart contracts, to further 
optimize the application of electronic bills of lading and 
ensure their efficient circulation within the global supply 
chain. Through this technological exploration and process 
optimization, it is hoped that future efforts will address the 
technical and legal bottlenecks surrounding electronic bills of 
lading in international trade, facilitating their widespread 
adoption. 

Future research directions will not only include 
technological improvements but also involve analysis of 
international legal and regulatory frameworks, as well as 
comparative studies of electronic bill adoption in various 
countries. This will provide theoretical foundations and 
practical guidance for the standardization and digital 
management of global supply chains, ultimately achieving a 
comprehensive transformation of bill management and 
advancing the digitalization of global trade. 
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