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Abstract—This study investigates the effectiveness of Machine
Learning (ML) and Deep Learning (DL) models in detecting
SQL Injection (SQLi) attacks. Using a labeled dataset, techniques
such as TF-IDF with n-grams and SMOTE for class imbalance
were applied. The models evaluated include Naive Bayes, Random
Forest, Support Vector Machine (SVM), and a Bi-LSTM network.
Results indicated that the Bi-LSTM achieved the best performance
(accuracy of 98.15%), followed by Random Forest and SVM.
The research demonstrates that DL-based approaches, combined
with appropriate preprocessing, are effective for SQLi detection,
surpassing traditional models in accuracy and generalization
capability. It is concluded that these techniques are promising for
deployment in real-world environments, provided computational
costs and practical implementation challenges are taken into
account.

Keywords—SQL Injection, Machine Learning, Deep Learning,
Bi-LSTM, TF-IDF

I. INTRODUCTION

The growth of digital services in recent years has trans-
formed the way individuals and organizations interact with
computational systems. Web applications have become respon-
sible for banking transactions, academic records, healthcare
systems, institutional communication, and various other critical
processes. This increasing digitization has amplified both the
volume and sensitivity of transmitted data, making databases
essential for modern applications [1]. Consequently, ensuring
the integrity, confidentiality, and availability of information has
become crucial for the operation of services and institutions.
However, this technological advancement has brought substan-
tial challenges in the field of information security, particularly
concerning protection against unauthorized access, malicious
alterations, and data leaks [2]. Studies show that the majority
of web applications are still deployed without mechanisms that

guarantee security. According to Edgescan [3], approximately
1 in 3 vulnerabilities detected in web applications, APIs, and
infrastructure were classified as critical or high, highlighting
the need for more effective protective measures. This situation
is exacerbated by the lack of rigorous input validation pro-
cesses, creating openings for attacks targeting database query
manipulation. Such issues often reflect unintentional negligence
by developers, who prioritize functionality over security [4],
[5]. Additionally, the increasing adoption of technologies such
as cloud computing, 5G, and the Internet of Things (IoT)
has considerably expanded the attack surface, generating new
exploitation vectors for malicious actors [6]. The current con-
text, therefore, necessitates proactive, automated, and adaptive
solutions for detecting and mitigating vulnerabilities in web
applications.

Among the various vulnerabilities affecting web applications,
SQL Injection (SQLi) stands out as one of the most recurrent
and exploited over time. This type of attack occurs when
user-provided inputs are insecurely incorporated into SQL
statements, allowing arbitrary commands to be executed on the
database. Between 2021 and 2024, SQLi attacks were associ-
ated with a series of significant security breaches on widely
used platforms such as WooCommerce, BillQuick, Django,
MOVEit, Fortra FileCatalyst Workflow, and Ivanti Endpoint
Manager. These incidents resulted in consequences such as
data theft, malware installation, compromise of confidentiality,
integrity, and availability of information, authentication bypass,
remote code execution, and negative impacts on reputation
and regulatory compliance [7]. The problem largely lies in
the absence of effective input validation mechanisms and the
direct concatenation of user-supplied data in SQL statements
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[8]. Even a simple login interface can become vulnerable if the
data is not properly handled.

Despite numerous warnings and the existence of established
best practices, such as the use of parameterized queries and
prepared statements, SQLi continues to rank among the top se-
curity risks according to rankings like the OWASP Top Ten [1].
This persistence is not only due to negligence in implementing
preventive measures but also to the evolution of attacks, which
have become increasingly sophisticated, capable of bypassing
static filters and simulating legitimate traffic [9]. Furthermore,
the public and open nature of web applications allows malicious
actors to exploit them extensively, including through automated
bots and obfuscation techniques that disguise malicious queries
as legitimate [10] apud [11].

This scenario reveals that approaches based solely on fixed
rules and signatures are insufficient to handle the current
complexity of attacks. Since SQLi no longer relies solely
on rudimentary techniques but includes evasion strategies and
exploitation of logical vulnerabilities, it becomes evident that
more flexible and intelligent detection methods are required.
The challenge, therefore, is not only to identify previously
known patterns but also to recognize subtle, adaptive, and
disguised variations of malicious behavior.

Given the persistence of SQL Injection and the limitations
of traditional defense methods, the scientific community and
industry have increasingly invested in machine learning (ML)
and deep learning (DL) approaches as more effective alterna-
tives. These techniques enable the analysis of large volumes
of data and the identification of anomalous patterns based
on features extracted directly from SQL queries, even when
they do not match previously known signatures [12]. Unlike
static mechanisms, ML-based models can be trained with
real examples of attacks and legitimate queries, learning to
distinguish between them autonomously and adaptively [6].

One of the main advantages of these approaches is their gen-
eralization capability, allowing the detection of novel attacks or
sophisticated variants. Additionally, techniques such as TF-IDF
vectors with n-grams or semantic embeddings like Word2Vec
have been explored to capture syntactic and semantic nuances
in SQL statements, enriching model inputs and improving
accuracy [8]. However, model performance can be impacted
by issues such as class imbalance, as attack instances often
represent a minority in datasets. In this context, oversam-
pling algorithms like SMOTE have been used to enhance
the representation of the minority class and improve model
generalization [13], [14].

The evolution of techniques also includes the application
of deep models, such as LSTM networks and stacked ar-
chitectures, which can capture contextual dependencies and
temporal patterns in token sequences [15]. Recent studies

indicate that the combined use of preprocessing techniques,
data balancing, and DL models can significantly increase
detection rates and reduce false positives, offering a promising
approach for SQLi detection in real environments [16]. Thus, a
comparative analysis between traditional ML models and more
recent DL approaches presents a relevant strategy to identify
more effective and applicable solutions for web application
security.

Despite advances in detection models, the practical adoption
of ML and DL techniques still faces significant challenges.
One of the main obstacles is dataset imbalance, where attack
records constitute a minority of samples. To address this issue,
techniques like SMOTE are widely employed to generate
synthetic instances of the minority class, improving model
generalization capabilities [13], [14]. Another critical aspect
is the vector representation of SQL queries. Strategies such
as TF-IDF with n-grams are effective in pattern extraction
but may fail to capture the underlying semantics of SQL
statements, which compromises the distinction between benign
and malicious queries [6]. Models such as Bi-LSTM networks,
on the other hand, can process these sequences contextually
but require greater computational resources and are sensi-
tive to hyperparameter configurations [15]. Factors such as
feature selection, prevention of overfitting, and feasibility in
production environments also impact performance. Therefore,
careful construction of the data pipeline, class balancing, and
appropriate architecture choice are essential for the success of
these approaches [16].

Considering these challenges, a comparative evaluation of
different ML and DL models applied to SQLi detection is
necessary. Current literature exhibits gaps regarding joint anal-
ysis of traditional algorithms, deep neural networks, and data
preparation techniques in a single experiment [6]. Models
such as Random Forest and SVM are recognized for ro-
bustness and strong performance with balanced datasets and
well-defined vectors. Architectures like Bi-LSTM, however,
can identify subtler patterns, advantageous against obfuscated
attacks, though they require higher computational effort and
careful parameter tuning [15]. In this context, this study
proposes a systematic comparison of different models and
preprocessing strategies, such as SMOTE and TF-IDF with n-
grams, to evaluate which combinations offer the best balance
between performance and practical feasibility. This approach
aims to contribute to the scientific community by providing
guidance for informed decisions in developing automated SQLi
detection mechanisms. The study combines experimental rigor
with critical result analysis to pursue safer and more efficient
applications in real-world web system environments.

In this context, this study is justified by the relevance of
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SQL Injection as a threat and the growing sophistication of
attack techniques, which often overcome traditional signature-
based detection mechanisms. The use of ML and DL tech-
niques emerges as a promising alternative, as it enables the
identification of complex patterns and anomalous behavior
in SQL queries not captured by conventional approaches.
However, despite the broad application of these technologies
in related cybersecurity fields, their use in SQLi detection
still lacks systematic investigations regarding effectiveness and
applicability in realistic scenarios. Therefore, this work is
justified by the need to compare different modeling strategies
in a structured manner, providing technical support for more
effective decisions in protecting database-based systems.

Based on this motivation, the following hypothesis is formu-
lated: more sophisticated DL models, such as Bi-LSTM, when
combined with appropriate preprocessing techniques, perform
better in detecting SQL Injection compared to traditional ML
models. To test this hypothesis, the present study was designed
with the general objective of investigating and comparing the
performance of various ML and DL models in SQLi detection,
applied to a labeled set of SQL queries.

Specifically, the study aims to: (i) evaluate the effectiveness
of data preprocessing techniques, such as SMOTE for class
balancing and TF-IDF vectorization with n-grams, in improving
model performance; (ii) implement and analyze traditional ML
models, such as Naive Bayes, Random Forest, and Support
Vector Machine, in classifying SQL statements as legitimate or
malicious; (iii) explore the capability of a DL model based on
a Bi-LSTM architecture for SQLi detection; and (iv) perform
a systematic comparison between models, considering perfor-
mance metrics, observed limitations, and practical applicability
in production environments. The study structure is organized to
ensure experiment replicability and critical analysis of results
in the context of existing literature.

II. THEORETICAL BACKGROUND

SQL Injection is a widely recognized attack technique that
exploits vulnerabilities in web applications to manipulate SQL
queries sent to the database. The attack occurs when user-
provided inputs are not properly validated, allowing malicious
commands to be inserted into queries and executed on the
application backend [8], [17]. As a result, the attacker can
access confidential data, modify or delete information, and
even execute administrative commands. The origin of this
vulnerability is often associated with the direct use of user
input in SQL statements without secure mechanisms such as
parameterized queries or Object-Relational Mapping (ORM).
Although this threat has been known for decades, it remains
among the top risks identified by OWASP due to its ease of

execution and potential impact on data integrity and system
security [18].

SQL Injection attacks are commonly categorized into three
groups: In-band SQLi, Inferential SQLi, and Out-of-band SQLi.
The In-band type is the most direct, using the same communica-
tion channel to send the malicious payload and receive results.
Within this category, Error-based attacks exploit error messages
to gain information about the database structure, while Union-
based attacks use the UNION clause to extract additional data
[18]. Inferential SQLi, also known as Blind SQLi, does not
return data directly but allows information to be inferred by
observing application behavior. It is divided into Boolean-
based, which uses logical conditions to test hypotheses, and
Time-based, where the response is inferred through intentional
delays using functions like SLEEP() [19]. Finally, Out-of-band
SQLi is used when traditional channels are unreliable, lever-
aging external means such as HTTP requests to an attacker-
controlled server to transmit data indirectly. Each technique has
distinct characteristics and requires specific mitigation strate-
gies, making understanding them essential for the development
of effective detection and prevention mechanisms [18], [20].

SQLi prevention traditionally involves secure coding prac-
tices, such as using Prepared Statements, Stored Procedures,
and rigorous input validation. However, the complexity of
applications and the constant search for new vulnerabilities
make automated detection an active area of research.

A. Machine Learning in Threat Detection

Machine Learning (ML) is a subfield of artificial intelligence
that aims to develop algorithms capable of learning automati-
cally from data without relying on explicit programming. This
adaptive capability makes ML a valuable tool in cybersecurity,
especially in dynamic and complex environments such as vir-
tual attack defense systems [21]. By processing large volumes
of data, such as network traffic logs, security events, and user
behavior patterns, ML models can identify anomalous patterns
and anticipate malicious behavior [16]. One advantage of these
approaches is their applicability across different paradigms:
supervised, unsupervised, and reinforcement learning, each
with specific purposes in information security contexts [6]. Ad-
ditionally, ML-based systems have demonstrated efficiency in
detecting previously unknown threats, such as zero-day attacks,
using pattern recognition and anomaly detection techniques [6].

The main ML algorithms employed in this study include:
• Naive Bayes: a widely used probabilistic method based

on Bayes’ theorem, assuming independence between input
attributes. Its simple model, known as the ”independent
feature model,” facilitates the classification of large text
volumes efficiently, though with limitations in representing
attribute dependencies [22].
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• Random Forest: an ensemble learning algorithm com-
posed of multiple decision trees. Each tree performs an
individual classification, and the final result is determined
by majority voting. This approach provides greater sta-
bility and generalization, especially useful for detecting
structural variations in malicious SQL queries [22].

• Support Vector Machine: employs a mathematical ap-
proach that seeks to construct a hyperplane with the largest
possible margin between different classes. It is partic-
ularly effective for binary classification tasks and high-
dimensional environments, widely adopted for separating
legitimate and malicious patterns [23].

B. Deep Learning and Recurrent Neural Networks (RNNs)

Deep Learning (DL) is a subarea of ML that leverages deep
neural network architectures to identify complex patterns in
large volumes of data. Its strength lies in automatically ex-
tracting relevant representations from raw data without manual
feature engineering. This approach has shown significant results
in cybersecurity, particularly in scenarios where attacks involve
nonlinear patterns and temporal features that are difficult to cap-
ture with traditional methods [24]. Recurrent Neural Networks
(RNNs) are particularly suitable for sequence analysis, as they
consider temporal dependencies in data, such as the succession
of commands in an SQL query. In intrusion detection systems,
RNNs and their variants can identify anomalous behavior over
time, even when masked by normal activity, which is essential
for detecting persistent and sophisticated attacks like APTs [6].

1) Long Short-Term Memory (LSTM): LSTM networks rep-
resent an evolution of traditional RNNs, addressing short-range
problems such as vanishing gradients. They are effective in
identifying long-term patterns, maintaining memory of relevant
past events for classifying new inputs. This characteristic makes
LSTM models particularly useful for detecting distributed SQL
Injection, such as Blind SQLi attacks [6].

2) Bidirectional LSTM (Bi-LSTM): The Bi-LSTM architec-
ture extends the LSTM model by allowing sequences to be
processed in both directions, past-to-future and future-to-past,
providing a richer contextual understanding. This capability is
crucial for SQL query analysis, where token positions influence
meaning. Studies show that combining Bi-LSTM with vector-
ization techniques such as TF-IDF is effective for detecting
malicious patterns in SQL queries [20].

C. Text Preprocessing and Data Balancing Techniques

The success of predictive models heavily depends on proper
data preparation. In the context of SQLi detection, queries must
be transformed into numerical representations understandable
by algorithms. Preprocessing includes steps such as text clean-
ing, removal of irrelevant words, and tokenization, followed by

vectorization techniques like TF-IDF. Additionally, since attack
occurrences are often less frequent than legitimate queries,
balancing methods are essential to prevent classification bias.
One of the most widely used is SMOTE, which increases the
minority class proportion by generating new synthetic samples
based on existing ones [17]. This strategy enhances model
generalization and avoids biased predictions, especially when
combined with robust classification algorithms.

1) TF-IDF (Term Frequency-Inverse Document Frequency):
The TF-IDF technique calculates the importance of a term
within a document, considering its frequency and rarity across
other texts. In SQLi detection, it highlights tokens that fre-
quently appear in attacks but are rare in legitimate queries.
This vectorization model is efficient and widely used in text
classification tasks, making it a suitable choice for semantically
representing SQL queries [17].

2) SMOTE (Synthetic Minority Over-sampling Technique):
SMOTE generates new minority class instances by interpolating
between real samples. This approach helps balance the dataset,
reducing prediction bias. When applied alongside classifiers
such as Random Forest or neural networks, it significantly
improves model accuracy and F1-score [13], [14].

D. Related Work

The study by [20], entitled “A Novel SQL Injection Detec-
tion Using Bi-LSTM and TF-IDF”, proposes a SQL Injection
detection model based on a combination of TF-IDF and Bi-
LSTM neural networks, addressing the limitations of traditional
blacklist-based methods. The study assumes that malicious
SQL queries can be distinguished by specific linguistic patterns,
even when attempts are made at syntactic obfuscation. Through
textual preprocessing, TF-IDF vectorization, and sequential
modeling with Bi-LSTM, the model achieved strong perfor-
mance metrics, including 99% accuracy and F1-score, accord-
ing to the authors. The research emphasizes the importance
of semantic vector representation combined with deep models
that exploit token sequences. Additionally, it highlights that
bidirectional networks can capture contextual relationships that
traditional models, such as Naive Bayes or SVM, cannot.
The similarity with the present work lies in the choice of
the Bi-LSTM model and the use of TF-IDF as a vectoriza-
tion technique, demonstrating methodological alignment and
reinforcing the benefits of this hybrid approach. However, the
present analysis advances by also incorporating data balancing
techniques using SMOTE and performing a comparison with
classical ML models, providing a broader view of the relative
performance across approaches.

The study by [25], entitled “Detecting SQL Injection Web
Attacks Using Ensemble Learners and Data Sampling”, inves-
tigates SQL Injection attack detection in highly imbalanced
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scenarios using ensemble classifiers such as Random Forest,
XGBoost, and CatBoost. The novelty of the research lies in
handling highly imbalanced datasets, including attack occur-
rence rates below 1:100,000, simulating real network traffic
conditions. To address this challenge, the authors employed
random undersampling and evaluated model performance using
the AUC metric. The study shows that ensemble-based classi-
fiers consistently outperform traditional methods such as Naive
Bayes or Logistic Regression in highly sparse attack scenarios.
The relevance of this work lies in its practical and realistic
approach, prioritizing model robustness in production environ-
ments. In the present article, this perspective is complemented
by the use of SMOTE for oversampling and a comparative
analysis of different ML and DL models, including Bi-LSTM.
The combination of these studies underscores the importance of
considering class imbalance as a critical dimension in modern
intrusion detection systems.

In the article “Classification of SQL Injection Attacks using
Ensemble Learning SVM and Naı̈ve Bayes”, [17] propose a
SQL Injection detection model based on the combination of
SVM and Naive Bayes classifiers through ensemble learning.
Using a dataset composed of five attack types (error-based,
union-based, boolean-based, time-based, and benign), the au-
thors performed a multi-level classification approach to differ-
entiate attack types. The model combination achieved superior
accuracy (92.9%) compared to individual application of SVM
(93.98%) and Naive Bayes (73.50%). This result highlights the
potential of ensemble learning in improving model robustness
and generalization in environments with high attack variability.
The present study also employs models such as SVM and Naive
Bayes, in addition to Random Forest, and conducts a structured
performance comparison. However, it differentiates itself by
integrating a Deep Learning approach based on Bi-LSTM, as
well as applying modern balancing and textual vectorization
techniques, expanding analytical scope and applicability in real-
world, imbalanced datasets.

The study by [26], “An Investigation of Machine Learning
Algorithms for High-bandwidth SQL Injection Detection Uti-
lizing BlueField-3 DPU Technology”, analyzes the feasibility
of executing SQLi detection models on DPUs (Data Processing
Units), targeting high-traffic datacenter environments. The nov-
elty lies in evaluating 20 machine learning algorithms with a
focus on inference time and accuracy. The Passive Aggressive
classifier achieved notable performance with 99.78% accuracy
and 0.3µs latency per sample, demonstrating suitability for
embedded real-time inspection systems. Although the study
does not directly address DL models or textual vectorization
techniques, it stands out for emphasizing computational effi-
ciency and feasibility of deployment on specialized hardware.

The present article complements this perspective by focusing
on accuracy and robustness in imbalanced environments with
large text volumes, exploring techniques such as SMOTE, TF-
IDF, and Bi-LSTM networks. Thus, while [26] contributes to
discussions on deployment and infrastructure performance, the
present study deepens the analysis of algorithm performance
relative to linguistic characteristics of the data, forming a
complementary set of approaches.

The article by [19], “Random Decision Forest Approach for
Mitigating SQL Injection Attacks”, proposes a Random Forest-
based approach to identify malicious SQL queries through
structural analysis of sentences. The study defines a scoring
system for query components (keywords, special characters,
and logical patterns), assigning weights according to associated
risk. This heuristic modeling is subsequently used as input
to the Random Forest algorithm. The model achieved 95%
accuracy and 97% precision, reinforcing the effectiveness of
decision trees in binary detection problems. The similarity with
the present work lies in the adoption of Random Forest as one
of the evaluated techniques; however, here this technique is
applied with TF-IDF vectorization and compared with other
classical and neural models. The main limitation of [19] is the
use of manually defined features, which may restrict model
generalization. The present study advances by adopting NLP
techniques for automatic feature extraction, promoting greater
adaptability and scalability.

The study by [22], “Semantic Query-Featured Ensemble
Learning Model for SQL-Injection Attack Detection in IoT-
Ecosystems”, proposes a machine learning solution with se-
mantic feature extraction from SQL queries using Word2Vec
(CBOW and Skip-Gram). After semantic vector extraction, the
study applies attribute selection and normalization to reduce
redundancy and improve accuracy. The final classifier is a het-
erogeneous ensemble with nine algorithms, including Random
Forest, Naive Bayes, and SVM, resulting in 98% accuracy and
an AUC of 0.999. The study highlights the application of se-
mantic vectors in IoT environments, considering computational
constraints and data imbalance. Conceptually, the approach
aligns with the present study, which also applies balancing
methods and supervised learning to textual SQL datasets.
However, the present work differentiates itself by using TF-IDF
with n-grams instead of embeddings and evaluating Bi-LSTM
performance to capture contextual dependencies. Both studies
demonstrate complementary advances, with the present article
more focused on model comparison and textual preprocessing
strategies.

III. METHODOLOGY

This section details the methodology employed for SQL
Injection attack detection, including the dataset description,
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data preprocessing steps, implementation of Machine Learning
and Deep Learning models, and evaluation metrics. This study
was conducted entirely with free software: all experiments were
run on a Debian 12 Linux server using the scikit-learn library
in Python. The objective is to provide a clear and replicable
experimental process.

A. Dataset
For this study, the “Biggest SQL Injection Dataset” available

on Kaggle [27] was used. This dataset consists of SQL queries
categorized as benign or malicious (containing SQL Injection).
The dataset was chosen for its breadth and representativeness
of real SQLi attack scenarios and is widely used in research.
The original dataset has a considerable volume of data, which
is crucial for robust training of Machine Learning and Deep
Learning models.

B. Data Preprocessing
Data preprocessing is crucial to ensure SQL queries are suit-

able for model training. The following steps were performed:
1) Cleaning and Normalization: Initially, SQL queries un-

derwent basic cleaning, including removal of irrelevant char-
acters and whitespace normalization. Although the dataset was
relatively clean, this step ensures input consistency.

2) Text Vectorization (TF-IDF with N-grams): To convert
textual SQL queries into a numeric format understandable
by ML and DL algorithms, TF-IDF (Term Frequency-Inverse
Document Frequency) was applied. The TfidfVectorizer from
the scikit-learn library was configured to consider unigrams and
bigrams (ngram_range=(1,2)). Including bigrams allows
capturing sequential word patterns frequently found in SQLi
attacks (e.g., “OR 1=1”, “UNION SELECT”), which is more
effective than analyzing isolated words. max_features was
set to 10, 000 to limit the vocabulary to the 10,000 most relevant
terms, reducing dimensionality and noise.

3) Handling Class Imbalance: The SQL Injection dataset is
inherently imbalanced, with significantly more benign queries
than malicious ones. To mitigate bias towards the majority class
and ensure effective attack detection (minority class), SMOTE
was applied. SMOTE was used on the training set (Xtrain, ytrain)
to generate synthetic minority class examples, balancing class
distribution before model training. This step was essential for
improving recall and precision in attack detection.

C. Machine Learning and Deep Learning Models
For comparative analysis, four distinct models were imple-

mented and evaluated:
1) Naive Bayes: A simple yet effective probabilistic classi-

fier commonly used in text classification tasks. MultinomialNB
from scikit-learn was employed, suitable for term-count data
(e.g., TF-IDF vectors).

2) Random Forest: An ensemble learning algorithm based
on decision trees. RandomForestClassifier from scikit-learn
was used, known for robustness and capability to handle high
dimensionality and complex feature interactions.

3) Support Vector Machine: A powerful classification algo-
rithm seeking the optimal hyperplane to separate classes. SVC
from scikit-learn was configured with a linear kernel, suitable
for high-dimensional data like TF-IDF vectors.

4) Bidirectional Long Short-Term Memory: An advanced
RNN architecture implemented using TensorFlow/Keras. The
Bi-LSTM model captures sequential and contextual dependen-
cies in SQL queries. The architecture consisted of:

• Embedding Layer: Converts input tokens into dense
vectors of embedding dim = 128, capturing semantic
relationships among words.

• Two Bidirectional LSTM Layers: The first with 64 units
and return_sequences=True to stack LSTMs, and
the second with 32 units. Bidirectional layers process
sequences both forwards and backwards, capturing full
query context.

• Dense Layer: Hidden layer with 64 neurons and ReLU
activation to learn high-level representations.

• Dropout Layer: With rate 0.5 to reduce overfitting.
• Output Layer: Single unit with Sigmoid activation for

binary classification (0 benign, 1 malicious).
The model was compiled with the adam optimizer

and binary_crossentropy loss, using accuracy as
a metric. Training was conducted over 10 epochs, with
batch_size 32 and validation_split 0.2. EarlyStop-
ping with patience=3 was applied to monitor val_loss
and halt training if no improvement occurred, preventing over-
fitting and optimizing training time.

D. Evaluation Metrics
Model performance was assessed using the following classi-

fication metrics on the test set (Xtest, ytest):
• Accuracy: Proportion of correct predictions (true positives

+ true negatives) out of total samples. General perfor-
mance metric.

• Precision: Proportion of true positives among predicted
positives. Indicates ability to avoid false positives.

• Recall: Proportion of true positives among actual posi-
tives. Indicates ability to identify all real attacks.

• F1-Score: Harmonic mean of precision and recall. Useful
when there is imbalance or a need to balance both.

• Classification Report: Table summarizing precision, re-
call, and F1-score for each class, along with support
(number of actual occurrences in the test set).

All metrics were calculated using accuracy_score and
classification_report functions from scikit-learn.
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Table I
CLASSIFICATION MODEL PERFORMANCE ON TEST SET

Model Accuracy Prec. (C0) Recall (C0) F1 (C0) Prec. (C1) Recall (C1) F1 (C1)
Naive Bayes (NB) 0.9216 0.90 0.95 0.92 0.95 0.90 0.92
Random Forest (RF) 0.9805 0.96 1.00 0.98 1.00 0.97 0.98
Support Vector Machine 0.9739 0.95 1.00 0.97 1.00 0.95 0.97
Bi-LSTM 0.9815 0.97 1.00 0.98 1.00 0.97 0.98

IV. RESULTS

This section presents results obtained from applying various
ML and DL models for SQL Injection detection. Performance
metrics for each model are compared, discussing implications
in light of theoretical foundations and related work, as well as
observed limitations.

A. Model Performance

Models were evaluated using accuracy, precision, recall, and
F1-score on the test set. Table I summarizes overall model
performance, with detailed classification reports..

1) Naive Bayes: Despite its simplicity, Naive Bayes
achieved 0.9216 accuracy. This result is notable, considering
the model benefits from SMOTE preprocessing and TF-IDF
with n-grams. Precision and recall for both classes (benign and
attack) were balanced, indicating reasonable pattern distinction.
However, as expected, more complex models outperformed it.

2) Random Forest: Random Forest showed significantly
higher performance with 0.9805 accuracy. This corroborates
literature on the effectiveness of ensemble methods for complex
classification. High precision and recall for the attack class
(1.00 and 0.97) indicate excellent capability to identify real
attacks (low false negatives) and correctly classify attacks (low
false positives). Its robustness in handling high-dimensional
data and reduced susceptibility to overfitting contributed to this
outcome.

3) Support Vector Machine: SVM also demonstrated robust
performance with 0.9739 accuracy. Like Random Forest, SVM
benefited from TF-IDF n-gram vectorization, enabling a feature
space where classes are more separable. High precision and
recall for both classes confirm SVM’s effectiveness in SQL
Injection detection, reinforcing its relevance in binary classifi-
cation problems.

4) Bi-LSTM: The Bi-LSTM achieved the highest accuracy
at 0.9815. This marginal advantage over Random Forest high-
lights the ability of bidirectional recurrent networks to capture
complex contextual dependencies in text sequences. Its strong
performance, with precision and recall of 0.97 and 1.00 for
benign, and 1.00 and 0.97 for attack class, suggests Deep
Learning excels in understanding SQL query semantics, crucial
for detecting sophisticated SQLi attacks. Bi-LSTM’s ability

to learn feature representations directly from data without
extensive manual feature engineering is a significant advantage.

V. DISCUSSION

Results clearly demonstrate the superiority of advanced
models (Random Forest, SVM, Bi-LSTM) over Naive Bayes
for SQL Injection detection, highlighting the importance of
algorithms capable of capturing complex relationships.

Class imbalance handling with SMOTE was critical for
success. Significant performance improvement after SMOTE
application shows that balancing training classes is essential to
prevent bias toward the majority class and failure in detecting
the minority class, which is of greater interest in cybersecurity.

Including n-grams in TF-IDF also improved performance,
especially for traditional ML models. Considering word se-
quences allows the vectorizer to capture syntactic and seman-
tic patterns characteristic of SQLi attacks, such as UNION
SELECT or OR 1=1, which would be less evident analyzing
isolated words.

Although Bi-LSTM had the highest accuracy, the difference
from Random Forest was minimal. For this dataset and prepro-
cessing, ensemble learning models are competitive alternatives
to Deep Learning models, especially given lower computational
complexity and shorter training times. However, for more
complex attacks or larger, diverse datasets, Bi-LSTM’s ability
to learn hierarchical, long-term representations may provide a
pronounced advantage.

A. Limitations

• Dataset Dependence: Model performance is intrinsically
tied to dataset quality and diversity. Although the Biggest
SQL Injection Dataset is comprehensive, generalization to
completely new attacks or highly obfuscated techniques
may be limited.

• Bi-LSTM Computational Cost: Despite EarlyStopping
optimization, Bi-LSTM training required significantly
more processing time compared to traditional ML models,
which may be important in resource-limited environments.

• Interpretability: Deep Learning models like Bi-LSTM
are often considered “black boxes”, complicating under-
standing of decision-making. In security contexts where
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explainability is desired for forensic analysis or threat
understanding, this is a limitation.

• SMOTE on Text Data: While effective, SMOTE applied
directly to vectorized (TF-IDF) or sequence data may
generate semantically invalid or noisy synthetic examples.
More sophisticated NLP balancing approaches, such as
class weighting or text generation techniques, could be
explored in future work.

Overall, results confirm the effectiveness of ML and DL
approaches for SQL Injection detection, particularly Random
Forest and Bi-LSTM. Data preprocessing, especially class bal-
ancing and n-gram vectorization, was important for optimizing
model performance. Observed limitations highlight avenues for
future research and improvement.

VI. CONCLUSION

This article investigated and compared the performance
of different ML (Naive Bayes, Random Forest, SVM) and
DL (Bi-LSTM) models in detecting SQL Injection attacks in
SQL queries. The study demonstrated the efficacy of these
approaches, particularly when combined with preprocessing
techniques such as SMOTE for class balancing and TF-IDF
with n-gram vectorization.

The proposed objectives were achieved. Experimental anal-
ysis showed class imbalance handling is crucial for model ro-
bustness, significantly improving performance metrics, particu-
larly detection of the minority class (SQLi attacks). Including n-
grams in TF-IDF vectorization also enhanced model capability
to capture complex contextual patterns in queries.

In terms of performance, ensemble learning (Random For-
est) and Deep Learning (Bi-LSTM) consistently outperformed
Naive Bayes. Random Forest and Bi-LSTM achieved 0.9805
and 0.9815 accuracy, respectively, demonstrating exceptional
ability to identify SQL Injection attacks with high precision
and recall. Although Bi-LSTM had a slight accuracy advantage,
Random Forest proved a highly competitive alternative with
lower computational complexity.

Key contributions include empirical validation of ML and
DL approaches for SQLi detection on a comprehensive dataset,
demonstration of critical importance of class
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