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ABSTRACT
The SecureOps Lab was established to tackle cybersecurity chal-
lenges in Cyber-Physical Systems (CPS), Operational Technology
(OT), and the Internet of Things (IoT). Despite the opportunities
these technologies offer, their complexity makes them vulnerable to
cyber attacks. The lab combines physical and virtual environments
to develop, validate, and verify resilient security solutions, simulat-
ing real-world scenarios to ensure practical and robust outcomes
using the Technology Readiness Level (TRL) framework. As a con-
trolled environment, the lab explores vulnerabilities, tests defense
mechanisms, and enhances resilience in security solutions. This
work presents initial results and discusses a case study involving a
Proof of Concept (PoC) of the Purdue Model using Fortinet’s IoT
Solution.
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1 INTRODUCTION
The integration of Cyber-Physical Systems (CPS), Operational Tech-
nology (OT), Internet of Things (IoT), and Industrial Internet of
Things (IIoT) has transformed industrial processes, enhancing au-
tomation and efficiency. However, this connectivity also increases
cybersecurity risks, potentially leading to severe disruptions, finan-
cial losses, and safety concerns. Addressing these vulnerabilities
is essential for modern industrial operations, requiring resilient
security solutions against evolving cyber threats.

To meet these challenges, SENAI São Paulo’s Competence De-
velopment Center (CDC) in Advanced Manufacturing and Cyberse-
curity established the SecureOps Lab, a network of advanced labs
that develop and validate security solutions for industrial applica-
tions. This initiative enhances resilience in CPS, OT, and IoT by
conducting Proof of Concepts (PoCs) and testing models in con-
trolled environments, contributing scalable solutions for both large
and small enterprises.

The SecureOps Lab focuses on three main goals: i)Advancing Re-
silience Technologies through Technology Readiness Levels (TRL),
progressing from theory to practical application with measurable
outcomes. ii)Emphasizing Human Factors by integrating user train-
ing and awareness to reduce errors and strengthen security prac-
tices. iii) Incorporating Privacy Measures like homomorphic en-
cryption, ensuring data protection within an interconnected in-
dustrial context. Through its structured approach, the SecureOps
Lab bridges industry and academia, fostering skilled cybersecu-
rity professionals and contributing viable security frameworks for

industrial adoption. This paper presents a PoC case study of the
Purdue Model using Fortinet’s IoT Solution, illustrating practical
applications and challenges in securing industrial infrastructures.
The paper is organized as follows: Section 2 covers key concepts;
Section 3 examines related work; Section 4 details our methodol-
ogy; Section 5 describes the lab setup and case studies; Section ??
discusses findings; and Section 7 outlines conclusions and future
directions.

2 BACKGROUND
CPS are interconnected devices that interact with each other and the
physical world, integrating computation, communication, control,
and monitoring techniques. These systems have gained attention
due to their potential benefits to society, the economy, environment,
and citizens [6] [7]. Advances in Information Communication Tech-
nology (ICT) have driven research in fields like IoT, CPS, and Social
Computing, reshaping information science and human activities
[8].

Operational Technology (OT) refers to hardware and software
systems designed to monitor and control devices, processes, and
physical events in industrial environments. Unlike IT, which is
data-centric, OT focuses on the direct control and manipulation
of physical operations. It includes industrial control systems such
as SCADA, distributed control systems, and PLCs, critical for in-
dustrial operations’ reliability and security [9]. Key components
include PLCs, RTUs, HMIs, and safety systems like SIS, which en-
sure compliance and risk management, and protocols like Modbus,
PROFINET, and Ethernet/IP, fundamental for network architecture
[9].

The IIoT integrates the internet, advanced computing, and OT,
using interconnected devices that collect, analyze, and exchange
data to optimize operations. This digital ecosystem, built on CPS and
advanced technologies, differs from traditional IoT by focusing on
industrial applications requiring robustness and security [10]. The
IIoT blends IT and OT, presenting unique security challenges due
to interconnectivity and critical infrastructure. Its growth reflects
increased productivity and reduced costs, with the market expected
to nearly double from 2021 to 2023 [10].

The Purdue Model provides a structured framework for organiz-
ing industrial network components, spanning from physical devices
to enterprise-level operations across six levels [19] [20]: i) Level 0:
physical processes (sensors and actuators); ii) Level 1: basic control
(PLCs); iii) Level 2: area supervisory control (HMIs and SCADA); iv)
Level 3: site operations; v) Level 4: production data integration with
business logistics; vi) Level 5: enterprise network (data analytics,
corporate management).
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The interconnected nature of IoT devices makes them vulnerable
to security threats, compromising the integrity of systems. Attack-
ers may target these systems to steal data or control operations [10].
The integration of IT and OT, alongside the scale and complexity
of IIoT, introduces an expanded attack surface, with vulnerabilities
in industrial control systems, sensors, and communication proto-
cols. These convergences facilitate industrial innovation but also
expose systems to cybersecurity risks [10], potentially leading to
data loss, operational disruptions, financial losses, and safety risks.
Addressing these challenges requires robust cybersecurity mea-
sures tailored to the IIoT, securing communication channels and
ensuring ecosystem resilience against advanced threats [10] [11].

3 RELATEDWORKS
Previous studies highlight gaps in IoT threat detection using ma-
chine learning, such as detecting zero-day threats and adapting
to changing network traffic patterns [11][10]. There’s a need to
improve machine learning effectiveness in unsupervised environ-
ments and manage the complexity and volume of IoT data. Deep
learning models, while promising, require substantial resources,
which may not be feasible for IoT devices. The SecureOps lab aims
to address these gaps, for example, by using federated learning to
identify context-aware threats like describe by [13].

The proposed approach aims to reduce false positives and nega-
tives in IoT threat detection. The complexity of IoT attacks and the
need for privacy-friendly data integration from multiple devices
pose challenges [11]. These gaps offer opportunities for research
on robust, adaptable, and efficient threat detection methods, crucial
for IoT security. These issues are being addressed in the SecureOps
Laboratory. CPS and cybersecurity research is growing worldwide.
The CPS Security Laboratory Network Project [1] focuses on cyber-
security in critical infrastructures. The SecureOps Lab at SENAI São
Paulo [1] has a broader focus, including advanced manufacturing.
In DeCPS [2] aims to enhance CPS and IoT security using advanced
technologies. The Gachon University CPS Security Research Center
[3] focuses on cybersecurity in critical infrastructures. The CyPSi
Lab at the University of Delhi [4] has a broad scope, while the
CPS Lab at the University of Jeddah [5] explores a wide range of
technologies.

These research laboratories, each with its unique focus, collec-
tively advance CPS security, resilience, and technological innova-
tion, addressing complex industrial and societal challenges. The
SecureOps Lab plays a critical role by integrating advanced tech-
nologies to enhance industrial security, efficiency, and resilience.
Its key contributions include a broad technological scope, support
for practical applications, workforce innovation, and a strong em-
phasis on operational security, rapid response, and strengthening
the resilience of industrial environments.

4 METHODOLOGY
The methodology addresses five research objectives within the
context of the CDC of SENAI São Paulo for enhancing security in
industrial systems. Each objective corresponds to different levels
of Technology Readiness Level (TRL) [12]. The following Figure 1
presents the research methodology of SENAI’s CDC, which utilizes
the Technology Readiness Levels (TRL). This approach provides a

structured framework for the development and implementation of
technologies, progressing from theoretical conception to practical
application in operational environments.

Figure 1: Methodology using TRL

Below, we detail the proposed methodologies for each of the
research lines:

(1) Anomaly Detection in Industrial Control Systems
(TRL 2-3): Develop and implement AI algorithms to iden-
tify anomalous behaviors in industrial control systems us-
ing simulated and real datasets. Train and validate machine
learning models, including deep learning techniques, to pre-
dict and identify suspicious activities, enhancing control
systems’ ability to mitigate cyber attacks.

(2) Resilience of Critical Infrastructures (TRL 3-4): De-
velop methods incorporating system redundancies, isola-
tion techniques, and rapid service recovery post-attack.
Simulate attack scenarios to test and refine solutions, maxi-
mizing resilience without compromising operational effi-
ciency.

(3) Authentication and Access Control in Industrial IoT
(TRL 4-5): Explore innovative authentication mechanisms
using blockchain and biometrics. Conduct prototyping and
practical testing to ensure security and usability in indus-
trial environments.

(4) Security in Machine-to-Machine (M2M) Communica-
tions (TRL 4-5): Develop secure communication protocols
for M2M communications in industrial settings. Analyze
and enhance existing protocols, focusing on data integrity
and confidentiality. Validate protocols through field tests
under various network conditions.

(5) Vulnerability Assessment and Penetration Testing
(TRL 6-7): Develop methodologies and tools for contin-
uous vulnerability assessment and penetration testing on
industrial systems. Create an adaptable testing framework
to identify and mitigate vulnerabilities proactively.

TRL estimate the maturity of a technology from basic principles
(TRL1) to proven systems (TRL9).We use TRL to guide development,
ensuring technologies are appropriately tested before progressing.
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This systematic approach manages deployment risks and ensures
technologies meet necessary requirements before integration. Each
methodology addresses specific security challenges in industrial
systems, advancing the TRL and ensuring solutions are practical
and effective. Collaboration with industry experts and continuous
feedback will align solutions with the sector’s needs [12][14]. Each
research line methodology is designed to address specific challenges
in the security of industrial systems, progressively advancing the
TRL and ensuring that developed solutions are practical, effective,
and implementable in real industrial environments. Throughout the
development, collaborations with industry experts and continuous
feedback will be essential to align the solutions with the real and
dynamic needs of the sector.

5 IMPLEMENTATION
To enhance the understanding of how the CDC tackles challenges
related to CPS, OT, and IIoT, Figure 2 illustrates the high-level rela-
tionship between the CDC’s topic approaches, research interests,
and the abstraction layers of the CPS field. This visualization aids
in clarifying how security strategies are applied in an integrated
manner across the different layers that make up cyber-physical
systems. Ahead, you will find a detailed description of how these
subgroups function within CPS.

Figure 2: CDC Approach for CPS Cybersecurity

The Application Layer focuses on user interfaces and applica-
tions that directly interact with the CPS, OT, and IIoT. It encom-
passes monitoring tools, control software, and other components
that operate machinery or process data. Security in this layer is
vital as it often presents visible and accessible attack surfaces for
cyber threats. The Data integration layer involves aggregating and
processing data from multiple sources within the CPS, OT, and

IIoT. This includes sensor data, operational data, and external data
inputs that are crucial for the system’s decision-making processes.
Ensuring the integrity and security of this data is essential, as any
manipulation can result in incorrect decisions, potentially leading
to operational disruptions or safety hazards.The Connectivity layer
is composed fir CPS, OT, and IIoT components and the external
world. It involves network interfaces, communication protocols,
and other mechanisms for data exchange. Security measures in
this layer are crucial to prevent unauthorized access and protect
data during transit from interception or alteration. It is also where
network resilience and redundancy are addressed to maintain sys-
tem operations in the face of potential cyber attacks.The Physical
Processes layer refers to the physical components and actions con-
trolled by the CPS, OT, and IIoT, such as motors, valves, and other
mechanical parts. It is where the "physical" aspect of cyber-physical
systems comes into play. Security in this layer involves ensuring the
safety, authorization, and intended execution of commands by these
components. It also includes protecting the physical components
from direct sabotage or manipulation.

5.1 SecureOps Laboratories
The SecureOps Lab is physically located in two SENAI units situated
in the Vila Mariana neighborhood of São Paulo city and in the
downtown area of São Caetano do Sul. Both units have facilities
that enable the simulation of an industrial environment (SENAI Vila
Mariana1) and handle cybersecurity challenges (SENAI Sao Caetano
do Sul2). This combination allows researchers to interact within
the proposed methodology, developing theoretical concepts from
the state of the art to real-world implementation with industrial
use cases.

5.1.1 Industry 2.0. The Industry 2.0 brought transformations and
challenges that require innovative monitoring and control solutions
with sensor-based technologies. Developed devices from SENAI,
can be installed on industrial equipment to modernize the pro-
duction process. However, the integration of these devices raises
cybersecurity concerns. The SecureOps Lab studies the security
of these devices and their communications, serving as a test en-
vironment to evaluate the effectiveness of security protocols and
strategies, which is included in the physical approach as depicted
in Figure 2 of the methodology.

5.1.2 Industry 3.0. The transition into Industry 3.0 brought about
the integration of digital technology and automation into manufac-
turing processes, setting the stage for significant advancements but
also introducing new challenges such as system interoperability,
data management, and the need for skilled workforce adaptation
[16]. In this context, Figure 3 illustrates the FMS 200 SMC plant
[17], a component of the SecureOps Lab. This setup is crucial for
bridging the gap between theoretical solutions and their practical
application within the industry. By employing the FMS 200 SMC
plant, the SecureOps Lab enables the testing of proposed solutions
in real-world scenarios, facilitating the validation and verification
of their applicability and effectiveness in actual industrial settings.
This approach not only enhances the reliability of new technologies

1SENAI Manufacture - https://eletronica.sp.senai.br
2SENAI Informatics https://sp.senai.br/unidade/informatica/
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but also ensures that they can be seamlessly integrated into existing
industrial ecosystems.

Figure 3: Didactic Industry 3.0 Implantation

5.1.3 Industry 4.0. Smart 4.0 is a modular educational platform
designed to facilitate the teaching and understanding of Industry
4.0 technologies [15]. It integrates IoT and OT components to sim-
ulate real industrial processes. This platform includes modules like
Storage, Manipulator, Manufacturing and Separation, which work
together to represent the full cycle of an automated production line.
Key IoT features include environment for virtual process simula-
tions, cloud-based platforms for data handling, and IoT devices for
connecting sensors and actuaries to the internet. The Figure 4 dis-
plays a comprehensive plant setup featuring all integrated modules
and the Figure 5 display details about specific module. This visual
representation provides a clear overview of how different compo-
nents function together within a unified system, highlighting the
interactions and connectivity between modules. This integrated ap-
proach is essential for demonstrating the cohesive operation of the
entire plant, which is crucial for understanding the full capabilities
and efficiencies that can be achieved through such a configuration.

On the operational side, Smart 4.0 employs robust OT technolo-
gies such as SCADA systems for real-time data acquisition and con-
trol, PLCs for managing physical operations, and MES to monitor
and document production processes. These components are essen-
tial for teaching how modern factories operate and are managed,
providing students with hands-on experience using cutting-edge
technologies that drive today’s smart factories. This combination
of IoT and OT allows Smart 4.0 to offer a comprehensive and realis-
tic educational tool in the field of industrial automation and data
management.

5.1.4 SecureOpsMain Lab. In the main laboratory of SecureOps,
an advanced integration of technologies optimizes the operation
and monitoring of machinery. Yashkawa’s articulated robotic arms
are connected to Siemens Programmable Logic Controllers (PLCs),
facilitating a constant and accurate exchange of data regarding the

Figure 4: SMART Didactic Industry 4.0 Implantation

Figure 5: PoC using Fortinet Solution for IoT cybersecurity

robots’ positioning and functionality. This information is sent to a
Gateway (IBBX), which acts as a central point for data collection.
Simultaneously, EMCO CNC machines are monitored by a variety
of sensors measuring vibration, temperature, electrical data, and
pressure. All collected data, from both the PLCs and the CNC sen-
sors, are directed to the same Gateway, which then forwards them
to cloud storage using AWS services. This setup not only ensures
efficient and secure operations but also facilitates remote data anal-
ysis and management. The logical topology is clearly demonstrated
in Figure 6, and Figure 7 is an actual photograph of the lab.

In the Main SecureOps Lab network scenario, a complex inter-
play of communication protocols ensures robust data handling
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Figure 6: Main SecureOps Lab Implementation

Figure 7: Photograph of Main SecureOps Lab

and operational control. Programmable Logic Controllers (PLCs)
communicate using the PROFINET protocol, a standard that sup-
ports real-time automation requirements and integrates seamlessly
with industrial network equipment. Meanwhile, various sensors
distributed across the facility transmit data using the MQTT pro-
tocol, a choice favored for its lightweight nature and effectiveness
in IoT environments with bandwidth constraints. The network is
segmented into multiple virtual local area networks (VLANs). This
segmentation is crucial for managing the different types of traffic
and securing sensitive areas of the network. By isolating different
parts of the network into VLANs, SecureOps can control which
devices communicate with each other, thereby reducing the risk of
overloading the network and improving overall performance.

6 DISCUSSION
The Purdue model PoC using Fortinet highlighted challenges in
integrating legacy systems not designed for cybersecurity. Upgrad-
ing these systems can be costly and disruptive. To mitigate this, a
detailed assessment and phased migration plan are essential. En-
capsulation solutions can protect legacy systems during gradual
replacement, and virtualization can isolate old systems to minimize
operational impact. Implementing the Purdue model introduces

operational complexity due to detailed network segmentation, po-
tentially causing configuration errors and coordination issues. Con-
tinuous team training and collaboration between IT and OT are
crucial. Network automation tools and detailed procedures can
manage complexity and reduce errors. Despite challenges, using
Fortinet’s IoT solution provided valuable insights into the environ-
ment, aided by event visualization in the FortiAnalyzer tool.

The costs of implementing the Purdue model can be high, includ-
ing hardware, software, and training expenses. This highlights the
need for affordable solutions for small industries. Organizations
should adopt a holistic approach with clear policies, collaboration
incentives, and interdisciplinary teams. Workshops can help align
IT and OT cultures. The long lifecycles of many industrial devices
make vulnerability management and system updates challenging.
Patch management solutions and a strict vulnerability policy are
crucial. Security-by-design practices can mitigate long-term chal-
lenges. With the Fortinet Solution, Purdue model-based measures
were implemented without major disruptions. The PoC was key
for testing new implementations, allowing benefits to be assessed
in a lab before production deployment.

The Purdue model, ISO 27001:2022, NIST CSF 2.0, IEC 62443
standard, and TISAX work together to enhance synergies between
IT and OT, establishing a comprehensive security framework across
different infrastructure layers. At levels 0 and 1, these standards
focus on protecting devices (ISO 27001:2022: A.13.1.1) and ensuring
data security (NIST CSF 2.0: PR.DS-2, PR.DS-4), aligning with IEC
62443’s emphasis on securing industrial components [21][23][22].
For level 1 (Basic Control), they address user access to control
systems (ISO 27001:2022: A.9.1.2) and monitoring activities (ISO
27001:2022: A.12.4.1), reinforcing TISAX requirements for trace-
ability and access management. At level 2 (Process Control), the
focus shifts to protection against malicious code (ISO 27001:2022:
A.12.3.1) and implementing robust defenses for vulnerable systems,
closely aligning with IEC 62443’s guidelines for safeguarding con-
trol system components and TISAX’s focus on maintaining secure
industrial operations [21][23][22][24].

At level 3 (Supervision and Operation), the emphasis is on main-
taining well-documented procedures (ISO 27001:2022: A.12.1.1) and
ensuring network information integrity (ISO 27001:2022: A.12.4.3),
supported by security event analysis (NIST CSF 2.0: DE.AE-3) and
alignedwith IEC 62443’s requirements for continuousmonitoring of
operational processes [21][23][22][24]. At level 4 (Production Man-
agement), priorities include incident management (ISO 27001:2022:
A.16.1.1), business continuity planning (ISO 27001:2022: A.17.1.2),
and enhanced incident response (NIST CSF 2.0: RS.RP-1, RC.CO-
3), aligning with TISAX’s emphasis on incident handling and op-
erational resilience. Finally, at level 5 (Corporate Management),
the focus shifts to establishing security policies (ISO 27001:2022:
A.6.1.1), protecting records (ISO 27001:2022: A.18.1.3), and manag-
ing external dependencies and partners (NIST CSF 2.0: ID.BE-5).
This approach is reinforced by strong governance (NIST CSF 2.0:
ID.GV-1), IEC 62443’s standards for secure interconnections, and
TISAX’s requirements for secure collaborations within the supply
chain.
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7 CONCLUSION
The SecureOps lab, equipped with advanced industrial equipment,
serves as a crucial platform for cybersecurity research and develop-
ment. It conducts comprehensive testing and simulations of cyber-
attack scenarios on ICS, facilitating PoC trials to validate cyberse-
curity measures. The lab also refines communication protocols like
MQTT and PROFINET, enhancing their resilience against security
threats. By adopting the Purdue model, ISO 27001:2022, NIST CSF
2.0, IEC 62443 and TISAX guidelines, the lab has built a robust se-
curity infrastructure that strengthens the synergy between IT and
OT, boosting organizational resilience. Additionally, the lab fosters
research collaborations with industry and academia, promoting
innovation in industrial cybersecurity and safeguarding operations
against evolving threats.

Future research could explore privacy-preserving cryptographic
methods like homomorphic encryption and integrate blockchain
technology to enhance data security and trust. Developing plat-
forms for secure threat intelligence sharing and using machine
learning to synthesize data could enhance the collective cybersecu-
rity landscape. Additionally, creating low-cost security solutions
for small industries and establishing testing frameworks for secur-
ing IoT devices in realistic environments can further strengthen
resilience against current and future threats.
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