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Abstract
Availability analysis is an essential aspect of evaluating a system’s
response to different demands. State models and combinatorial mod-
els provide a framework for quantitatively assessing availability,
helping to identify hot spots and implement risk mitigation strate-
gies. This work proposes developing and validating state space
models and combinatorial models to analyze the availability of
a Moodle installation in a LAMP stack. Validation of these mod-
els allows the construction of study scenarios to improve system
uptime and user experience. With the creation of models in Relia-
bility Block Diagrams (RBD) and Continuous-Time Markov Chains
(CTMC), it was possible to validate a proposed scenario, achieving
an availability of 99.65% with a confidence level of 95%.
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1 Introduction
The rapid advancement of technology and challenges from the
COVID-19 pandemic have driven the growth of distance learn-
ing platforms. Learning Management Systems (LMS) integrate tra-
ditional teaching with digital resources, providing personalized
learning experiences [7]. Moodle stands out as the most popular
open-source LMS, supported by a wide user base and easy deploy-
ment on a LAMP stack (Linux, Apache, MySQL, PHP) [1, 2, 15].
Reliability, availability, and resilience are critical for maintaining a

high-quality learning environment. Availability analysis helps iden-
tify system weaknesses and improve resilience, using state models
to assess system performance and mitigate risks quantitatively [12].
The complexity of LMSs like Moodle requires combinatorial models
to evaluate component interactions and failure scenarios. Some

work has been proposed for the availability evaluation of different
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kinds of systems. Jogi and Sinha [9] evaluated the performance of
databases, including MySQL, in write-intensive operations. The
study presented an application that used Tomcat and compared
the performance of databases in terms of Transactions Per Second
(TPS). The aim was to analyze the performance of various database
systems. Wannapiroon et al. [17], in turn, developed a Cloud Learn-
ing Management System (CLMS) for Higher Education Institutions.
The system was divided into modules and evaluated as excellent in
efficiency and user satisfaction, with high scores on functional and
security tests. Its tests include functional requirements testing, func-
tional testing, usability testing, security testing, and performance,
but no availability tests were carried out. The authors of the study

[11] analyzed the interaction between PHP and MySQL in a Digital
Asset Management System. The system was designed to ensure
data security and integrity, using PHP for server logic and MySQL
as the database. The implementation included security measures
to protect stored data. Different from previous works, our work

presents a methodology for evaluating the availability of Moodle,
a topic not covered in depth by other articles. The methodology
includes creating RBD and CTMC models and providing a detailed
framework for availability analysis. Model validation through fault
injection and repairs in specific system components (hardware,
software, Apache, MySQL, PHP) guarantees the accuracy of the
proposed models. This practical approach adds a layer of reliability
that complements the more theoretical evaluations found in other
studies.

The paper is organized as follows: Section 2 describes the proposed
architecture and methodology. Section 3 details the availability
models used in this analysis. Section 4 discusses a case study. Finally,
Section 5 presents the conclusions and suggestions for future work.

2 Proposed Architecture and Methodology
In this section, we detail the proposed architecture andmethodology
for evaluating the availability of a Learning Management System
(LMS) deployed on a LAMP stack.

2.1 Proposed Architecture
The architecture adopted for this study is presented in this subsec-
tion. Figure 1 illustrates the proposed architecture. It consists of two
servers connected to the Internet through a switch, which provides
access to the network and enables communication between the
machines.

https://orcid.org/0000-0002-3970-2769
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Figure 1: Proposed architecture.

Machine A, a Linux 22.04 LTS server, runs fault injectors and repairs
with exponentially distributed times across components of Machine
B. The injectors are Python scripts, and Machine A also monitors
the status (available or unavailable) of Moodle LMS hosted on Ma-
chine B. The fault injection scripts independently introduce failures

and repairs across Machine B’s hardware, OS, Apache, MySQL, and
PHP, ensuring reliable execution of each process. Machine B, also

a Linux 22.04 LTS server, hosts the LAMP stack and Moodle LMS
version 4.3. Its availability depends on the continuous operation of
critical components—hardware, OS, Apache, MySQL, and PHP. If
any component fails, the system becomes temporarily unavailable.
Machine A injects faults and repairs in each component of Machine

B at exponentially distributed times and monitors Moodle’s sta-
tus every five seconds, logging timestamps with ”UP” or ”DOWN”
based on component availability. This log data will later calculate
Mean Time to Failure (MTTF) and Mean Time to Repair (MTTR) to
assess system availability.

This configuration allows you to monitor how long Machine/Server
B has been available or unavailable, which allows the application
of the models to be created.

2.2 Methodology and Overview
The proposed methodology consists of seven steps, each designed
to systematically evaluate the availability of the Learning Manage-
ment System (LMS) deployed on a LAMP stack.

The first step involves defining the base scenario, which serves as a
reference for the entire investigation. This base scenario includes all
variables and initial conditions that will be considered throughout
the study [3]. This step is crucial for ensuring the results are relevant
and applicable to the study context [13].

The next step is configuring the environment where the experi-
ments will be conducted. This includes preparing all the necessary
resources, tools, and conditions. The server is instantiated with the
LAMP stack in this phase. Proper environment configuration is
vital for ensuring the validity and reliability of the data collected.
Figure 2 presents the proposed methodology’s flowchart.

After configuring the environment, the experimentation and data
collection phase begins, where faults are injected into and repaired
within the system components (hardware, operating system, Apache,

Figure 2: Proposed methodology.

MySQL, and PHP) according to the methodology illustrated in Fig-
ure 2. The times for fault injection and repair follow an exponential
distribution to simulate conditions of unpredictability, as detailed
further in Section 2.1. Machine A monitors the availability of the
Moodle service every five seconds, recording this data in a log file
that is subsequently used to calculate the Mean Time to Failure
(MTTF) and Mean Time to Repair (MTTR), which are essential met-
rics for determining overall system availability. During this phase,
a Python script running on Machine A generates exponentially
distributed times for faults and repairs for the target component,
checking if the failure time has been reached. If a failure occurs,
the system enters a fault state; thereafter, a repair time is generated,
and once reached, the component is restored, with a new failure
time then set (see Figure 3).

(a) Failure process

(b) Repair process

Figure 3: Failure/Repair Injection Diagram.

After data collection, the next step is to propose models using
Reliability Block Diagrams (RBD) and Continuous-Time Markov
Chains (CTMC) to explain or predict observed phenomena. These
models require validation to ensure accuracy, which involves com-
paring the results generated by the models with those from the base
scenario. Only models that produce data within a 95% confidence
interval proceed to further evaluation, while others are refined
to improve alignment with the base scenario. In the evaluation

stage, the validated models undergo a thorough analysis to confirm
that they reliably represent the base scenario and are robust in the
research context. This final stage consolidates the methodology,
summarizing the main findings, and noting any limitations of the
study, which serve as a basis for future research directions.
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3 Availability Models
This section presents the two availability analysis models employed
in the case study and defines the basic parameters for model vali-
dation.

3.1 RBD Model
Based on the architecture proposed in Section 2.1, an RBD repre-
sentation of the system components was modeled. The model is
based on five blocks in series, as follows:

• HW (Hardware): Refers to the physical equipment necessary
to run the Operating System and services needed for Moodle;

• OS (Operating System): The base software that manages the
hardware and offers essential services for the other compo-
nents;

• Apache: The web server that handles HTTP requests and
delivers content to users;

• PHP: A server-side scripting language used to run Moodle’s
dynamic pages;

• MySQL: A relational databasemanagement system that stores
and manages Moodle data.

Reliability Block Diagrams (RBDs) are used to represent and ana-
lyze the availability of complex systems by decomposing the system
into individual components, each represented as a block. The con-
nections between these blocks indicate the functional dependencies
among components. A series configuration is applied to systems
where every component must function correctly for the system to
operate. In such a configuration, the failure of a single component
results in the failure of the entire system, reflecting the critical
dependency on each component’s functionality.

In this work, it is assumed that the system is available only if
all components are active simultaneously (configured in a series
arrangement). As a result, a sequential representation of the com-
ponents is required, as illustrated by the RBD model in Figure 4.

Figure 4: RBD – Moodle.

The serial configuration emphasizes the critical dependency of each
component in theMoodle architecture. For example, if the hardware
(HW) fails, the operating system (OS) cannot operate. If Apache is
down, HTTP requests cannot be processed. If PHP fails, Moodle
cannot execute its logic, and if MySQL fails, Moodle cannot access
or store data. Thus, the integrity of each component is crucial to
the system’s full functionality.

3.2 CTMC Model
Continuous-time Markov Chains (CTMCs) model systems with
stochastic behavior and state transitions over time [12]. In the
CTMC model, Moodle is represented by states and exponentially
distributed transition rates, allowing detailed analysis of dynamic

processes such as component failures and repairs. This approach
enables rigorous calculations of metrics like system availability.

CTMCs are ideal for systems where temporal dynamics and stochas-
tic behavior are essential, such as maintenance and repair scenarios.
They model failure events, recovery processes, and their durations,
providing a detailed view of how these factors impact system avail-
ability. To facilitate reliability analysis, a CTMC model was derived
from the Reliability Block Diagram (RBD) of Figure 4, in which the
LAMP stack is represented as a single aggregated component. This
model integrates the failure and repair parameters of the individual
stack components. The component states are outlined in Table 1.
The combination of these unified components is referred to as the
APP.

Table 1: CTMC – Description of states

State Description System

UUU Hardware, OS, APP available Available
UUD Hardware, OS available; APP unavailable Unavailable
UDD Hardware available; OS, APP unavailable Unavailable
DDD Hardware, OS, APP unavailable Unavailable

Figure 5: CTMC – Moodle.

In this CTMC model, 𝜆 represents the failure rate and 𝜇 the re-
pair rate of the system components. Their values, incorporating
the acceleration factor discussed in Section 4, are presented in Ta-
ble 7. The states follow a sequence where U represents UP and D
represents DOWN, corresponding to Hardware, OS, and APP.

The system’s availability is the probability of being in the UUU
state, represented as 𝐴𝑠 = 𝜋 (𝑈𝑈𝑈 ) , where 𝜋 (𝑈𝑈𝑈 ) is the steady-
state probability of being in the UUU state. In this state, the system
is available. If a failure occurs in any LAMP component with a rate
𝜆𝑎𝑝𝑝 , the system transitions to the UUD state. From this state, the
system can be repaired at a rate 𝜇𝑎𝑝𝑝 , returning to the UUU state.
A failure in the operating system with rate 𝜆𝑜𝑠 sends the system
to the UDD state, which can be repaired at a rate 𝜇𝑜𝑠 . Hardware
failures with rate 𝜆ℎ𝑑𝑤 can occur from either UUD or UDD, leading
to the DDD state, which can only be restored by a hardware repair
at a rate 𝜇ℎ𝑑𝑤 .
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The availability model of the system can be evaluated using Equa-
tion 1, which was generated using the Mathematica tool [8] in
conjunction with the Mercury tool [16].

𝐴 =
(𝜆hdw + 𝜆os + 𝜇app) 𝜇hdw (𝜆hdw + 𝜇os)

(𝜆app + 𝜆hdw + 𝜆os + 𝜇app) (𝜆hdw + 𝜇hdw) (𝜆hdw + 𝜆os + 𝜇os)
(1)

The steady-state probability can be computed by solving the linear
system composed of balance equations, as well as by using the sum
of probability properties.

4 Case Study
In this section, we present a study designed to validate and eval-
uate the architecture proposed in Section 2, aiming to verify the
suitability of the availability models discussed in Section 3 about
real-world scenarios. We present three case studies that demon-
strate the practical application of the proposed model in detail.
Initially, we explore the validation process and the adopted exper-
imental approach, presenting the methods used to guarantee the
accuracy of the model and the initial results obtained from the
simulations. Next, we analyze the system’s availability, focusing on
its ability to remain operational. Finally, we conduct a sensitivity
analysis to quantify the impact of different configurations on model
performance. We offer a sensitivity ranking and graphs of para-
metric variations, providing detailed insights into each parameter’s
influence and facilitating model optimization.

4.1 Case study I – Validation and experimental
approach

To validate the proposed availability architecture, our analysis in-
volved a detailed study of the server log file, which tracks the status
of the Moodle server. This file contains a sequence of entries with
timestamps and server status every five seconds, providing essen-
tial data for the analysis. By examining all instances of Moodle’s
availability and unavailability, we were able to calculate the Mean
Time to Failure (MTTF) – the average time between two consecu-
tive failures, and the Mean Time to Repair (MTTR) – the average
time required for the system to recover from a failure.

Due to the high failure time values, a case study for validation
becomes infeasible without adjustments. The works in [4], [5], and
[6] highlight this challenge in validation scenarios and demonstrate
the need for using an "acceleration factor" for components with
high failure times. Our study applied an acceleration factor of 1000
time units to the MTTF, resulting in the values shown in Table 7.

Table 2: Input Parameters – Acceleration Factor

Component MTTF (h) MTTR (h)

Hardware 8.76 1.67
Operational System 2.88 1

MySQL 1.44 1
Apache 0.7884 0.5
PHP 0.7884 0.5

The Moodle server was monitored for six days, yielding substan-
tial data for analysis. During this period, the log file continuously
recorded the server’s status. The server experienced 94 failures and
recoveries. To calculate the real MTTF, the acceleration factor was
undone by reducing the component parameters by the same factor
of 1000. The resulting Mean Time to Failure (MTTF) was 332,672
hours, and the Mean Time to Repair (MTTR) was 1.152 hours. We
calculated an availability (A) of 𝐴 = 0.996583.

Adopting the validation method proposed by [10], we calculated
the confidence interval for availability based on the number of
failures and repairs, incorporating a degree of freedom to derive
an F distribution closely matching the collected data. Applying the
test scenario values to the modeled environment, we arrived at the
results in Table 3.

Table 3: Base values for degree of freedom

F Distribution Value

Degree of freedom 94
Lower critical value – L 0.6658
Upper critical value – U 1.502

From the lower and upper critical values, we calculated the avail-
ability confidence interval [10] as follows:(

1
1 +𝑈 ,

1
1 + 𝐿

)
=

(
1

1 + 1.502
,

1
1 + 0.6658

)
(2)

The calculated lower and upper confidence intervals (CI) were
(0.99487, 0.99772). We calculated the average failure, repair, and
availability times for the experiment. We obtained an availability
of 0.99658. Comparing these results with the models proposed in
Figure 5, we found an availability of 0.99750, as shown in Table 4.

Table 4: Experiment Confidence Interval

CI - 95% Experiment Model

(0.99487 – 0.99772) 0.99658 0.99750

The data from the Moodle server falls within the 95% confidence
interval of the RBD and CTMC models for availability and related
metrics. This alignment validates the test environment, confirming
that it can be used to develop new study models and obtain other
metrics.

4.2 Case study II – Availability Evaluation
To evaluate the case study, we calculated the system availability
using the MTTF and MTTR values of the components, expressed
in hours, as shown in Table 5, based on studies by [4], [5], and [6].

The metrics for this evaluation were obtained using the Mercury
tool. The calculated metrics include MTTF, MTTR, availability,
number of nines, uptime, and downtime. Table 6 summarizes the
results for the initial model.
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Table 5: System Components

Component MTTF (h) MTTR (h)

Hardware 8760 1.67
Operational System 2880 1

MySQL 1440 1
Apache 788.4 0.5
PHP 788.4 0.5

Table 6: RBD Model Results

Metric Value

MTTF (hours) 270.81150
MTTR (hours) 0.67786
Availability (%) 0.99750
Number of 9’s 2.60260

Uptime (hours in the year) 8743.92581
Downtime (hours in the year) 21.88695

Mercury was also used to evaluate the CTMC model. To calculate
the metrics, we determined each component’s failure and repair
rates. Table 7 presents these values, calculated as the inverse of
failure and repair times.

Table 7: CTMC Input Parameters

Rate Description Value ℎ−1

𝜆ℎ𝑑𝑤 Hardware Failure Rate 1/8760
𝜆𝑜𝑠 Software Failure Rate 1/2880
𝜆𝑎𝑝𝑝 Application Failure Rate 1/0.30948
𝜇ℎ𝑑𝑤 Hardware Repair Rate 1/1.67
𝜇𝑜𝑠 Software Repair Rate 1
𝜇𝑎𝑝𝑝 Application Repair Rate 1/0.607

The results obtained for the CTMC model are shown in Table 8.

Table 8: CTMC Model Results

Metric Value

Availability 0.99750
Downtime (hours per year) 21.86728

Unavailability 0.00249
Uptime (hours per year) 8738.13271

Number of 9’s 2.60270

4.3 Case study III – Sensitivity analysis
In this case study, we conducted a sensitivity analysis [14] using
the CTMC model (Figure 5). The differential sensitivity analysis,
characterized by the sensitivity index 𝑆𝜆 (𝑌 ), indicates the impact
of parameters 𝜆 and 𝜇 on system availability. Table 9 shows this
analysis’s results, ranking each parameter’s sensitivity.

Table 9: Sensitivity Analysis Results

Parameter Sensitivity Value

𝜆𝑎𝑝𝑝 −1.9597 × 10−3
𝜇𝑎𝑝𝑝 1.9592 × 10−3
𝜇𝑜𝑠 3.4702 × 10−4
𝜆𝑜𝑠 −3.4665 × 10−4
𝜇ℎ𝑑𝑤 1.9060 × 10−4
𝜆ℎ𝑑𝑤 −1.9043 × 10−4

Sensitivity analysis identified the application (APP) as the most
critical component for system availability, particularly in terms of
failure and repair rates (𝜆𝑎𝑝𝑝 and 𝜇𝑎𝑝𝑝 ). Optimizing these param-
eters can significantly improve system reliability. Figures 6 and 7
show the variation of availability about𝑀𝑇𝑇𝐹𝑎𝑝𝑝 and𝑀𝑇𝑇𝑅𝑎𝑝𝑝 ,
respectively.

Figure 6: Variation of 𝐴 vs𝑀𝑇𝑇𝐹𝑎𝑝𝑝

Figure 7: Variation of 𝐴 vs𝑀𝑇𝑇𝑅𝑎𝑝𝑝

Similar behavior is observed in the operating system repair rate
(𝜇𝑜𝑠 ) shown in Figure 8, where increasing the repair time decreases
system availability.

Finally, we analyzed the influence of the operating system failure
rate (𝜆𝑜𝑠 ) in Figure 9, noting diminishing returns in availability
improvement as𝑀𝑇𝑇𝐹𝑜𝑠 increases.

Sensitivity analysis is fundamental in identifying critical compo-
nents that impact system availability, enabling resource optimiza-
tion and strategic decision-making for maintenance and system
improvement.



1st Workshop on Resilience Engineering in Computer Systems, Nov 26–29, 2024, Recife, BR Teixeira et al.

Figure 8: Variation of 𝐴 vs𝑀𝑇𝑇𝑅𝑜𝑠

Figure 9: Variation of 𝐴 vs𝑀𝑇𝑇𝐹𝑜𝑠

5 Conclusion
It was imperative to explore the implementation of Moodle, one
of the leading LMS platforms, to create and study an availability
model. This was a crucial step in our research as it allowed us to
define the main parameters of interest through techniques that
measure its ability to provide the service correctly.

Based on previous studies that separately measured failure and
repair times for LAMP stack components, hardware, and software,
it was initially necessary to create two availability models using
RBD and CTMC.

We also performed a sensitivity analysis to identify the metrics
that most impact system availability. We focused on failure rates
(𝜆𝑜𝑠 and 𝜆𝑎𝑝𝑝 ) and repair rates (𝜇𝑜𝑠 and 𝜇𝑎𝑝𝑝 ), as the parametric
sensitivity analysis indicated that these rates are the most influen-
tial in the system. We deepened the investigation through graphs
that examined the relationship between system availability and
these failure and repair rates. This analysis highlighted the system
components that require special attention to improve availability.

Finally, validating the proposed models and specifically adopting
a model based on CTMC aids in proposing scalable future archi-
tectures, as it can represent part of the components or the entire
system. In future work, metrics such as the associated cost can also
be calculated.
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