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Abstract. This paper presents an approach to ease dataflow analysis in Compu-
tational Science and Engineering (CSE) applications that invoke serverless func-
tions. By capturing provenance data while executing CSE applications within a
serverless environment, the approach organizes this information into an integrated
database that users can query at runtime. Since serverless platforms typically lack
native support for provenance tracking, the proposed solution helps users under-
stand and analyze the behavior and outcomes of their CSE applications. We detail
the main features of the approach as implemented in the DENETHOR tool and eval-
uate its effectiveness with a real-world CSE application. The results demonstrate
that DENETHOR enhances analytical capabilities via its provenance database.

1. Introduction

Over the past few decades, the number of Computational Science and Engineering (CSE) ap-
plications has grown rapidly [Rude et al. 2018, de Oliveira et al. 2019]. These applications
are multidisciplinary, typically developed by experts from various scientific knowledge do-
mains [Kamble et al. 2017]. CSE applications are found in several fields, including Bioinfor-
matics [Ocafia and de Oliveira 2015] and branches of engineering [Guerra et al. 2012]. De-
spite their differences, these applications share common characteristics: (i) they rely on com-
plex software stacks, (i) involve multi-step executions based on mathematical models and
simulations, and (iii) frequently invoke third-party libraries and frameworks—often struc-
tured as dataflows [de Oliveira et al. 2019]. Moreover, each execution can run for extended
periods. As a result, these applications often require high-performance computing (HPC)
environments to deliver results within a feasible time.

Throughout the life cycle of a scientific experiment [Mattoso et al. 2010], a single
CSE application may be executed multiple times to confirm or refute a hypothesis, often
requiring the exploration of different parameter configurations or input datasets. Each ex-
ecution involves configuring numerous parameters—many of which are difficult to define a
priori. As aresult, users may be unsure whether a given parameter combination will yield the
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desired outcome. Since such executions can be time-consuming and require several comput-
ing resources, monitoring and debugging capabilities become a top priority. These features
allow users to identify potential issues during execution and understand their root causes.

Users can already take advantage of existing approaches for monitoring their CSE
applications in both local and HPC environments [Silva et al. 2018, Pimentel et al. 2017].
Some of these solutions also support the analysis of the data derivation path during dataflow
execution, i.e., the analysis of provenance data [Herschel et al. 2017]. By examining prove-
nance data, users can assess the current execution status and track the evolution of specific
parameters or metrics of interest, such as p-value, accuracy, precision, and other domain-
specific parameters. This analysis is typically performed over a defined time window rather
than relying solely on the most recent values of these metrics.

Although these approaches represent a step forward, they are not designed to mon-
itor certain classes of CSE applications that explore novel environments and computing
paradigms. For instance, since 2009, many applications have migrated to the cloud, adopting
the Software-as-a-Service (SaaS) model [Bux et al. 2015]. This transition has been fostered
by cloud providers offering virtual machines (VMs) pre-configured with software, storage
services, and other infrastructure components [Wen et al. 2021], simplifying CSE application
development in the cloud. However, configuring and maintaining the entire (and complex)
software stack still demands substantial human effort from users, primarily due to ongoing
software updates and the challenges of managing dependencies.

Hence, the adoption of serverless functions—such as AWS Lambda'—has emerged as
a way to simplify the development and deployment of distributed systems, particularly CSE
applications that process large volumes of data [Hellerstein et al. 2019]. This paradigm frees
users from infrastructure management, allowing them to focus on application logic while the
cloud provider handles the container-based execution (e.g., Docker). Figure 1 illustrates an
abstract example of serverless function invocations within a CSE application. The application
consists of four steps, denoted as A;, As, Az, and A4, where three of these steps invoke
distinct functions (A; invokes f7, A5 invokes fs, and A4 invokes f3). Each function invocation
involves loading data into a data store. Once the data is available, the function is triggered
for execution. After execution, the output is stored in the data store, making it accessible to
subsequent functions or users on their local machine. Due to these advantages, several CSE
applications have started to adopt this paradigm [Hautz et al. 2023, Elshamy et al. 2023].

At first glance, serverless computing simplifies the development of large-scale CSE
applications. However, as noted in [Khochare et al. 2022], this paradigm introduces lim-
itations, including cold starts, message indirection, and the lack of provenance support.
Since the execution environment is a “black box” from the CSE application’s perspective,
capturing detailed runtime information becomes challenging. To the best of our knowl-
edge, only a few approaches [Datta et al. 2022, Satapathy et al. 2023, Huang et al. 2024,
Ben-Shimol et al. 2025] have proposed solutions for capturing provenance in serverless ap-
plications, and none specifically target the unique needs of CSE applications and their as-
sociated dataflows. To address this gap, we propose in this paper a lightweight approach
named DENETHOR?, designed for runtime capture, management, monitoring, and analysis of
distributed provenance data generated by CSE applications in serverless computing environ-

'https://aws.amazon.com/pt/pm/lambda/
2The name DENETHOR is inspired by Denethor, son of Ecthelion and the Steward of Gondor, a fictional
character from J.R.R. Tolkien’s The Lord of the Rings.
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Figure 1. An example of implicit dataflow in a serverless CSE application.

ments. DENETHOR captures and stores function parameters along with the associated input
and output data files for each invocation, thereby reconstructing the implicit dataflow within
the CSE application. Importantly, DENETHOR allows users to specify which parameters are
relevant for analysis, thereby avoiding the overhead of collecting unnecessary data. This
selective capture enhances both performance and usability. By maintaining a detailed prove-
nance trail of the application’s dataflow, DENETHOR enables users to trace data dependencies,
reproduce experiments, and diagnose issues during execution.

All captured provenance data is represented using the W3C PROV stan-
dard [Moreau and Groth 2013], ensuring interoperability and seamless data exchange with
other PROV-compliant systems. DENETHOR can operate in hybrid environments, captur-
ing provenance from serverless, local and VM-based executions. Furthermore, its compli-
ance with the PROV standard enables integration with other provenance-capturing tools like
NoWorkflow [Pimentel et al. 2017] and DfAnalyzer [Silva et al. 2018] to create a compre-
hensive view of local and distributed scientific executions. Provenance data is stored in a
centralized database, which serves as a map of the application’s execution. This enables users
to analyze the entire dataflow of the CSE application over time. To evaluate the effectiveness
of DENETHOR, we have chosen a real-world CSE application designed for mining frequent
subtrees in phylogenetic databases. The results demonstrate that DENETHOR enhances the
ability to analyze outputs and eases monitoring and debugging.

The remainder of the paper is organized as follows. Section 2 discusses related work.
Section 3 presents important concepts such as the serverless paradigm and provenance data.
Section 4 presents the DENETHOR architecture and its characteristics. Section 5 shows the
DENETHOR evaluation with a real-world CSE application. Finally, Section 6 concludes the
study and discusses future work.

2. Related Work

Monitoring and analyzing the execution of CSE applications in distributed environ-
ments is not a new challenge. Several approaches have been proposed, such as Mag-
pie [Barham et al. 2004] and DTrace [Cantrill et al. 2004], to address it. However, these sys-
tems focus on monitoring the execution environment rather than the data derivation path, i.e.,
unaware of the CSE application’s implicit dataflow. Another limitation is that many of these
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monitoring systems lack support for serverless architectures. On the other hand, some recent
approaches have focused on capturing provenance in serverless environments and applica-
tions [Kiar et al. 2019, Datta et al. 2022, Satapathy et al. 2023].

Clowdr [Kiar et al. 2019] is a serverless platform for executing neuroscience experi-
ments on both HPC and cloud environments. It captures provenance data to support analysis
and avoids redundant executions following the W3C PROV. However, Clowdr is specific for
neuroscience and requires users to adopt its execution platform, which may be a barrier for
researchers used to specific frameworks. ALASTOR [Datta et al. 2022] is a tool that captures
provenance data to trace malicious behavior in serverless applications. It monitors function
invocations, data accesses, and storage operations to build a global provenance graph to au-
dit executions and detect attacks. Despite its contributions, ALASTOR does not adopt the
W3C PROV, limiting interoperability. It also lacks runtime provenance analysis, critical for
long-running CSE applications.

Similarly to ALASTOR, DisProTrack [Satapathy et al. 2023] focuses on debugging
through provenance data. It combines system and microservices logs to build a prove-
nance graph. However, it does not follow the W3C PROV model, using custom relation-
ships (e.g., listen, bind, connect) that reduce applicability to other domains. FaaSRCA
[Huang et al. 2024] is a root cause analysis method for serverless applications. It captures
provenance and integrates platform- and application-level observability data via a Global Call
Graph, addressing the dynamic nature of serverless environments. [Ben-Shimol et al. 2025]
presented a threat detection model that leverages cloud-native monitoring tools to identify
anomalies in serverless functions. While it does not capture the complete provenance graph
(Just some subset), it uses such data to detect potential compromises.

Xtract [Skluzacek et al. 2019] is a serverless-based system designed for automated
metadata extraction from large volumes of scientific data. The extracted metadata provides
structure and context, improving the organization and traceability of scientific data lakes.
Xtract operates as a FaaS and supports metadata extraction from centralized servers and the
edge. As manual metadata extraction becomes impractical at scale, Xtract orchestrates spe-
cialized extractor functions within dynamic workflows, enabling more effective data man-
agement and enhancing the value of scientific repositories. Finally, [Wen et al. 2025] pro-
pose SCOPE, a serverless-oriented performance testing approach, to provide precise and re-
liable tests. SCOPE determines the number of repetitions required for an experiment through
accuracy and consistency checks that use non-parametric confidence intervals that the user
collects. The data can be collected through logs, scripts, or approaches like DENETHOR.

3. Background
3.1. A Brief Tour Through Serverless Computing

Serverless is a computing paradigm where users focus only on application logic while the
cloud provider manages the backend infrastructure [Hellerstein et al. 2019]. This approach
suits scientific applications, as users often lack infrastructure expertise but can implement
the application’s logic, such as a mathematical model or a specialized algorithm. Serverless
computing is typically categorized into two models: (i) Backend as a Service (BaaS) and (ii)
Function as a Service (FaaS), each with its own pros and cons.

Under the BaaS model, users access external services via APIs, such as database ser-
vices. In contrast, FaaS requires users to implement server-side logic. Applications run in
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containers managed by the cloud provider. As containers are stateless, handling data persis-
tence can be challenging. A common workaround is deploying DBMSs as functions. Unlike
the TaaS model, where users manage the full VM lifecycle, FaaS abstracts infrastructure
management. Users only need to build a container image with the application and its de-
pendencies. Once deployed, the cloud provider handles function invocation and execution.
Moreover, beyond its deployment simplicity, FaaS offers faster startup times. While a func-
tion typically starts within milliseconds to seconds, launching a VM can take 30 seconds.

Despite its advantages, serverless computing presents limitations. A key challenge
is debugging, as the lack of provenance support makes it difficult to trace errors and un-
derstand the execution flow. Privacy is another concern. Since serverless functions run on
shared infrastructure managed by the cloud provider, sensitive data may face risks due to po-
tential cross-tenant interference, despite isolation mechanisms. Cost-effectiveness is also not
always clear. Using a VM may be more economical for high-frequency or memory-intensive
tasks. Choosing between serverless and traditional models requires carefully analyzing the
application’s resource and usage patterns.

3.2. Provenance in a Nutshell

Provenance [Herschel et al. 2017] refers to metadata that describes how a specific piece of
data was produced, capturing its data derivation path. Its main purpose is to record this path
in a structured, queryable format. Provenance is widely used to evaluate data quality and
support reproducibility in scientific applications, as it provides detailed context, including
input parameters, execution times, and errors found. This paper uses provenance data to
better understand how CSE applications invoke serverless functions, enabling monitoring
and intervention when execution results deviate from expectations.

The W3C proposes a recommendation for representing provenance data called W3C
PROV [Moreau and Groth 2013]. This recommendation includes a family of documents that
introduce a data model (PROV-DM), an ontology (PROV-O), a human-readable notation
(PROV-N), and additional guidelines. The goal is to enable interoperability of provenance
data across PROV-compliant systems. Provenance is described using three core components:
(1) Entities, (i1) Activities, and (iii) Agents. An Entity denotes a physical or abstract object,
such as a file or a parameter. An Activity represents an operation that acts upon entities, such
as a serverless function invocation, and can include execution time and error details. An
Agent is the user responsible for triggering the activity.

In addition to Entities, Agents, and Activities, the W3C PROV model defines a set
of relationships that capture how these elements interact. While all relationships are speci-
fied in detail by [Moreau and Groth 2013], this section highlights the four most relevant to
DENETHOR: (i) Used, (ii) WasGeneratedBy, (iii) WasAssociatedWith, and (iv) WasDerived-
From. The Used relation indicates that an Activity consumed an Entity. In contrast, WasGen-
eratedBy denotes that an Entity was produced by an Activity. WasAssociatedWith links an
Agent to the Activity initiated. Finally, WasDerivedFrom captures the transformation of one
Entity into another. [Freire et al. 2008] categorize provenance into two types: (i) prospec-
tive provenance (p-prov) and (ii) retrospective provenance (r-prov). Prospective provenance
refers to the defined sequence of steps in a dataflow, i.e., within this paper’s context, rep-
resenting the CSE application’s dataflow. Retrospective provenance captures metadata from
the actual execution, such as function run times, errors, and parameters. DENETHOR focuses
on capturing p-prov and r-prov. Finally, [Neves et al. 2017] defines implicit provenance as
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provenance data that is not explicitly specified in the workflow definition.

4. Proposed Approach: DENETHOR

As previously discussed, serverless computing provides several benefits but lacks native sup-
port for provenance, making it difficult to analyze the implicit dataflow common in CSE
applications that rely on serverless functions. To address this limitation, this section presents
DENETHOR, a lightweight approach for analyzing the dataflow of serverless CSE applications
through provenance data. DENETHOR architecture comprises seven main components, pre-
sented in Figure 2: (i) Broker, (i1) Monitor, (iii) Function Catalog, (iv) Provenance Importer,
(v) Provenance Database, (vi) API, and (vii) Provenance Exporter.
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Figure 2. The Architecture of DENETHOR.

The use of DENETHOR begins with the execution of the CSE application. This ap-
plication can be implemented using scripts, workflow systems, or big data frameworks. The
key requirement is that it must be instrumented to send a message to the Broker (step @ in
Figure 2) before invoking a serverless function. The message consists in: (i) a JSON file with
the workflow specification and metrics to be captured, (ii) the environment settings, and (iii)
calls to DENETHOR’s methods at critical points of the CSE code.

Upon receiving this message, the Broker analyzes the input JSON file provided by the
user (step @). This file contains which type of provenance has to be captured—specifying
which data to collect and from which serverless functions. A fragment of the JSON file is
shown in Figure 3, where the user lists the serverless functions (e.g., AWS Lambda) and the
associated files to track. If the metadata is valid, the Monitor is triggered (step @).

The Monitor component receives the user-defined metadata and accesses the Function
Catalog (step @) to obtain information needed to monitor the serverless functions. The cat-
alog includes details such as the cloud user account used to log in, whether the function has
a static IP address, and other relevant configuration data. Using this information, the Mon-
itor begins listening for the execution of the specified function within the cloud provider’s
environment (step @). After the function completes execution, audit logs are automatically
generated, and a trigger message is sent to the Monitor (step @). This message prompts
the Monitor to invoke the Provenance Importer, which then accesses the audit logs to ex-
tract provenance data (step @). The Provenance Importer has to be customized for each
cloud provider. Currently, it is customized for AWS CloudWatch, and extending it to other
providers requires implementing parsing rules for the new log file.
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"name": "Invoke function execution",
"module": "function_invoker",
"handler": "invoke_lambda_execution",
"params": {
"functionName": "tree_constructor",
"inputBucket": "denethor-input-files",
"outputBucket": "denethor-tree-files",
"executionStrategy": "for_each_file"
by
"active": true
b
"dataFiles": {
"path": "_data/full_dataset",
"files": ["ORTHOMCL1","ORTHOMCL256"]

Figure 3. A fragment of the JSON file containing metadata for r-prov capturing.

The extracted data is stored in the Provenance Database (step @), which follows
the relational schema shown in Figure 4. This database is compliant with the W3C PROV
recommendation—its contents can be exported in PROV-N format using simple SQL queries.
The schema includes tables for dataflows, activities, executions, and related files, and we
have augmented it with metadata such as cloud provider information, execution statistics,
and function-specific attributes. This enables seamless integration of serverless provenance
with local execution provenance collected by provenance systems such as DfAnalyzer and
NoWorkflow. The database can be deployed on a separate VM or physical machine to avoid
impacting CSE application performance.

Activity Task
id: integer activity_id: integer
workflow_id: integer task_id: integer
Workflow L G ServiceExecution ExecutionTask T [
description: varchar se_id: integer input_count: integer
id: integer id: integer =
task_id: integer output_count: integer
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name: varchar ExecutionFile
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name: varchar
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ProviderConfiguration
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produced_files_transfer_duration: float file_id: integer
size: float

cpu integer error_message: varchar transfer_duration float

hash_code: varchar

memory_mb: integer transfer_type: varchar

storage_mb: integer

Figure 4. The schema of the Provenance Database in DENETHOR.

Once the Provenance Database is populated, the user can interact with the approach
via the API (step @). The API offers a set of operations, each mapped to a query submitted to
the Provenance Database. Although SQL supports a wide range of queries, DENETHOR fo-
cuses on three types: (i) List, (ii) Statistical, and (iii) Provenance Graph. The first two are han-
dled by directly querying the database and returning the results to the user (step @). For ex-
ample, the operation getAverageExecutionTime (function, [constraints])
returns the average execution time of a specified function, filtered by user-defined con-
straints (e.g., time window, minimum duration). When a provenance graph is requested,
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the API invokes the Provenance Exporter (step @). This component queries the database,
converts the results into PROV-O format, and generates visualizations as presented in Fig-
ure 5. The DENETHOR code is open-source and available at https://github.com/
UFFeScience/denethor.

)

"~ dnitree ORTHOMCLI000_Innerl.nexus > < dnitrec ORTHOMCLI000 Inner2.nexus > < dnitree ORTHOMCLI000_Inner3.nexus > dnitree_ORTHOMCLI000_Innerd.nexus

Figure 5. Visualization of the provenance graph generated by DENETHOR.

5. Experimental Evaluation

To evaluate the proposed approach, we conducted an experiment using a real-world CSE
application and analyzed its dataflow based on the collected provenance. The following sub-
sections describe the application, experimental setup, and the results of our analysis.

5.1. Use Case: Frequent Subtree Mining in Phylogenetic Databases

In phylogeny, a common task is the generation of large phylogenetic trees
[Goloboff et al. 2009], which are essential for understanding evolutionary relationships
among organisms. Various tools and functions generate such trees using different methods,
e.g., maximum parsimony, or maximum likelihood. Since each method has unique character-
istics, the same input data (i.e., DNA, RNA, or amino acid sequences) may produce different
trees depending on the method used [Puigbo et al. 2019]. Selecting the most appropriate
method is often non-trivial, so users typically apply multiple methods, generating several
trees. Extracting meaningful insights from these trees then becomes necessary. One option
is to identify frequent subtrees within the tree database. However, this task is NP-hard
[Amir and Keselman 1997] and may require comparing hundreds of trees. Due to its
computational complexity, frequent subtree mining qualifies as a CSE application, and we
selected it as our use case. The application follows a well-defined dataflow consisting of
eight activities, as shown in Figure 6.

Tree Constructor Subtree Mining
DNA, RNA and Multiple Evolutive Phylogenetic g
amino-acid 3;?::[’:3§ Sequence Model Tree cgﬁ;r‘ﬂifm Similarity g;‘(‘;::g]
sequences Aligment Training Generation
>
Sequence Sequ Tree Sub-trees Similariities

A A

Figure 6. The dataflow for frequent subtree mining in phylogenetic databases.
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The workflow begins with Sequence Validation, using the Biopython library? to check
if the input files are valid. Next, Multiple Sequence Alignment is performed using the
ClustalW tool*, and the resulting alignment is stored for subsequent steps. Evolutionary
Model Selection defines the Neighbor-Joining (NJ) model, a method for constructing phylo-
genetic trees based on evolutionary distance data. In the Phylogenetic Tree Generation step,
Biopython is used to construct the tree. Once the trees are generated, the frequent subtree
mining process begins. The first step, Subtree Constructor, extracts all possible subtrees
from each phylogenetic tree.

Once all possible subtrees are extracted, the Similarity Calculation computes a simi-
larity index for each pair of subtrees, with values ranging from O to 100, where higher values
indicate greater similarity. This step outputs a database containing similarity scores between
subtree pairs, and it is highly parallelizable, as the comparison of a pair of subtrees is indepen-
dent of the others (i.e., bag-of-tasks parallelism). Finally, the Dictionary Generation activity
exports this database for further usage. This workflow invokes two serverless functions in the
current version, as shown in Figure 6. The Multiple Sequence Alignment, Evolutionary Model
Selection, and Phylogenetic Tree Generation steps were grouped into one AWS Lambda func-
tion named t ree_constructor, while the Subtree Constructor and Similarity Calculation
steps were encapsulated in another Lambda function called subtree mining.

5.2. Experiment and Environment Setup

In the evaluation, we used ClustalW version 2.1 for sequence alignment, Biopython 1.81 for
phylogenetic tree generation, and DendroPy 4.6.1 to read phylogenetic data in .nexus format.
The input dataset consisted of 100 multi-FASTA files containing protein sequences from
orthologous genes of protozoan species. All experiments were conducted on the Amazon
AWS cloud platform (https://aws.amazon.com/pt/), using two Lambda functions:
tree_constructor and subtree mining, each configured with specific resource set-
tings. The tree_constructor function was allocated 128 MB of memory, 512 MB of
ephemeral storage, and a 15-second timeout. On the other hand, the subtree mining
function was configured with 256 MB of memory, 512 MB of ephemeral storage, and a
900-second (15-minute) timeout. This extended timeout is required due to the compute-
intensive nature of subtree generation, comparison, and similarity calculation performed
by this function. As future work, outside the scope of this paper, we plan to refactor the
subtree mining step into smaller, parallelizable functions.

5.3. Results

Multiple executions of the application were monitored by DENETHOR, with small variations
in parameters and input datasets—such as dataset size—to analyze the dataflow, understand
execution behavior, and detect potential issues, e.g., function timeouts. Table 1 presents a set
of provenance queries derived from those most frequently submitted by domain experts and
specified in the Provenance Challenge [Moreau et al. 2008]. Inspired by the evaluation per-
formed in [Pina et al. 2025], these queries are grouped into five categories: (i) C1 — retrieve
entity attributes from a single provenance graph; (ii) C2 — retrieve activity-related informa-
tion from a single provenance graph; (iii) C3 — access data from multiple provenance graphs;
(iv) C4 — perform statistical analysis, typically using aggregation functions; and (v) C5 —

Shttps://biopython.org/
‘https://www.genome. jp/tools-bin/clustalw
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relate entity attributes to data derivation paths. While cloud providers like AWS claim to
support provenance for serverless functions via logs, extracting such information is tedious,
error-prone, and ill-suited for aggregation queries like Q4. Performing these tasks through
raw logs requires considerable effort from the user.

Table 1. Provenance queries supported by DENETHOR classified by class.

Query ID Description Class
Q1 What are the produced files by subtree_ mining for input file ORTHOMCL1000? Cl
Q2 What is the execution time of t ree_constructor for a specific input file ORTHOMCL1000?  C2
Q3 Retrieve the combinations of function parameters for the last 3 executions of the CSE application.  C3
Q4 What is the average execution time of t ree_constructor over the last 3 months? C4
Q5 What is the data derivation path of file ORTHOMCL10007? C5

To evaluate the capability of DENETHOR in analyzing the dataflow of a CSE applica-
tion, we submitted queries Q1 through QS5, using SQL, to a provenance database populated
with data from 100 executions of the application, as mentioned earlier. The outcomes of
these queries are detailed in Tables 2, 3, 4, 5, and 6. Focusing first on the results of Query
QI (Table 2), this query enables the exploration of the contents of files derived from a spe-
cific input file throughout the application’s execution. This kind of analysis is particularly
important in scientific experiments where researchers often need to examine the content of
individual files, which typically contain domain-specific data. Tracing and identifying the
exact locations where such derived files are stored when auditing a distributed application is
crucial. This capability allows users to gain deeper insights into the behavior and output of
the application, helping them to evaluate whether the observed results align with expected
outcomes. If discrepancies are found, this information can guide necessary interventions or
modifications to the application. It is worth mentioning that Query Q1 demonstrates good
performance, with an average execution time of just 121.0 milliseconds.

Table 2. Results for Query Q1.
File Name Size Bucket Creation Date

tree. ORTHOMCL1000_Innerl.nexus 187 denethor-bucket-output-subtree 2024-02-15 00:07:24.383+00
tree ORTHOMCL1000_Inner2.nexus 243  denethor-bucket-output-subtree 2024-02-15 00:07:26.198+00
tree_ ORTHOMCL1000_Inner3.nexus 191 denethor-bucket-output-subtree 2024-02-15 00:07:29.775+00
tree_ ORTHOMCL1000_Inner4.nexus 405 denethor-bucket-output-subtree 2024-02-15 00:07:33.986+00

The results obtained from Query Q2 (Table 3) provide insights into the performance
of individual function executions. Specifically, this query allows users to check whether a
particular invocation of a serverless function is consuming more time than expected. Such
analysis is key to identifying abnormal execution patterns that may represent potential in-
efficiencies or underlying issues within the CSE application. This type of investigation is
especially relevant since each function invocation incurs a cost based on execution time and
resource usage. By pinpointing outlier executions that deviate from expected performance,
users can proactively optimize workflows and avoid unnecessary financial costs. Regarding
performance, Query Q2 presented a good response time, with an average execution time of
247.0 milliseconds.

The results derived from Query Q3 (Table 4) empower users to examine whether
specific combinations of function parameter values have an impact on the performance of
the CSE application. This type of analysis is important, as serverless functions can behave
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Table 3. Results for Query Q2.
Input File
ORTHOMCL1000

Execution Time (ms) Number of Errors
4032.6 0

differently depending on the input parameters provided during execution. Certain configura-
tions may lead to optimal performance, with functions completing their tasks rapidly, while
others might cause significant delays or even result in execution failure due to timeout con-
straints. Users can better understand how parameter choices affect the function’s behavior
by analyzing these relationships. This insight enables them to fine-tune their experiments,
avoid suboptimal configurations, and enhance the efficiency and reliability of the application.
Query Q3 presented an efficient average execution time of 142.0 milliseconds.

Table 4. Results for Query Q3.
Function Name Provider Name Memory (MB) Timeout (s) CPU Storage (MB)

tree_constructor AWS Lambda 128 15 1 512
tree_constructor AWS Lambda 128 15 1 512
tree_constructor AWS Lambda 128 15 1 512
subtree_mining ~AWS Lambda 256 900 1 512
subtree_mining ~AWS Lambda 256 900 1 512
subtree_mining ~AWS Lambda 256 900 1 512

The results obtained from Query Q4 (Table 5) enable users to estimate the average
time required for executing the CSE application, which is interesting for planning and re-
source allocation. In contrast to the previous queries, Q4 has an aggregation function within
its SQL formulation to compute average execution times across multiple executions. This
type of analysis plays a critical role in performance profiling, particularly when the user can-
not yet estimate the application’s runtime. Such an estimate is essential for projecting the
total makespan and calculating the associated financial costs, since billing is based on exe-
cution time and resource consumption. Query Q4 demonstrated an average execution time
of 350.0 milliseconds, reflecting DENETHOR ’s capability to handle statistical provenance
queries that involve aggregation across multiple executions.

Table 5. Results for Query Q4.
Activity Name

Average Execution Time (ms)
1784.1

tree_constructor

Finally, the results derived from Query Q5 (Table 6) presents a representative subset of
the results, providing the user with a detailed view of all transformations applied to a specific
file throughout the execution of the CSE application, including both input and intermediate
files. This level of inspection allows for the analysis of the file’s data derivation path. By
examining each transformation step, the user can evaluate whether each step in the dataflow
is executing as expected or if additional steps are needed to enhance the quality or reliability
of the results. Beyond performance and optimization, this query also reveals the activities
that led to a particular result. Such insight is fundamental for scientific transparency and
reproducibility. In the context of reproducibility, the user may choose to receive the query
output in a structured tabular format (as shown in Table 6) or as a PROV-N document (Figure
7), which corresponds to the visual provenance graph illustrated in Figure 5. On average,
Query Q5 was executed in 199.9 milliseconds.
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Table 6. A subset of the results for Query Q5.
Produced File

tree_ ORTHOMCL1000_Inner1.nexus

tree_ ORTHOMCL1000_Inner2.nexus

tree_ ORTHOMCL1000_Inner3.nexus

tree_ ORTHOMCL1000_Inner4.nexus

Consumed File

tree_ORTHOMCL1000.nexus
tree_ORTHOMCL1000.nexus
tree_ORTHOMCL1000.nexus
tree_ORTHOMCL1000.nexus

Produced Time

2024-02-15 00:07:24.383+00
2024-02-15 00:07:26.198+00
2024-02-15 00:07:29.775+00
2024-02-15 00:07:33.986+00

Function Name

subtree_mining
subtree_mining
subtree_mining
subtree_mining

document

prefix dn <http://denethor.ic.uff.br/>
entity (dn:ORTHOMCL1000

entity (dn:tree_ORTHOMCL1000.nexus)

entity (dn:tree_ORTHOMCL1000_Innerl.nexus
entity (dn:tree_ORTHOMCL1000_Inner2.nexus
entity (dn:tree_ORTHOMCL1000_Inner3.nexus

_ )

entity (dn:tree_ORTHOMCL1000
agent (dn:127.0.0.1)
activity(dn:tree_constructor, -, -)

activity(dn:subtree_mining, -, -)

used (dn:tree_constructor, dn:ORTHOMCL1000, -)

wasGeneratedBy (dn:tree_ORTHOMCL1000.nexus, dn:tree_constructor, -)
used (dn:subtree_mining, dn:tree_ORTHOMCL1000.nexus, -)

Inner4.

wasGeneratedBy (dn:tree_ORTHOMCL1000_Innerl.nexus, dn:subtree_mining, -)

wasGeneratedBy (dn:tree_ORTHOMCL1000_Inner2.nexus, dn:subtree_mining, -)

wasGeneratedBy (dn:tree_ORTHOMCL1000_Inner3.nexus, dn:subtree_mining, -)

wasGeneratedBy (dn:tree_ORTHOMCL1000_Inner4.nexus, dn:subtree_mining, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000.nexus, dn:ORTHOMCL1000, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Innerl.nexus, dn:ORTHOMCL1000, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner2.nexus, dn:ORTHOMCL1000, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner3.nexus, dn:ORTHOMCL1000, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner4.nexus, dn:ORTHOMCL1000, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Innerl.nexus, dn:tree_ORTHOMCL1000.nexus, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner2.nexus, dn:tree_ORTHOMCL1000.nexus, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner3.nexus, dn:tree_ORTHOMCL1000.nexus, -, -, -)
wasDerivedFrom(dn:tree_ORTHOMCL1000_Inner4.nexus, dn:tree_ORTHOMCL1000.nexus, -, —, -)

wasAssociatedWith(dn:127.0.0.1,
wasAssociatedWith(dn:127.0.0.1,
endDocument

dn:tree_constructor, -)
dn:subtree_mining, -)

Figure 7. The PROV-N document generated by the Provenance Exporter.

6. Conclusions

The approach presented in this paper, named DENETHOR, is designed to ease the dataflow
analysis of CSE applications that invoke serverless functions, such as AWS Lambda. Captur-
ing provenance in serverless environments remains an unresolved challenge, mainly due to
the lack of built-in support for provenance tracking in such infrastructures. DENETHOR ad-
dresses this gap by providing data analytics capabilities within a lightweight, modular archi-
tecture, allowing the CSE application to operate independently while enabling or disabling
provenance tracking as needed. There are several key benefits to decoupling the dataflow
analysis system from both the CSE application and the underlying serverless platform: (i)
Provenance capture and storage are performed without imposing any performance overhead
on the application’s execution; (ii) The relationships between consumed and produced data
files are automatically established during the CSE application’s execution, eliminating the
need for error-prone post-mortem analysis; (iii)) Compliance with the W3C PROV recommen-
dation ensures interoperability with other provenance tools; and (iv) It enables fine-grained
root cause analysis of workflow errors by allowing queries on the W3C PROV-compliant
Provenance Database. In addition to its modularity, DENETHOR offers flexibility by allow-
ing users to define the specific metadata they wish to capture. Real-world experimentation
with a CSE application in the Bioinformatics domain has demonstrated the practical value of
provenance-based dataflow analysis in serverless environments. As part of future work, we
aim to extend DENETHOR’s capabilities by integrating it with other PROV-compliant prove-
nance systems, generating a unified provenance graph that spans local, HPC, and serverless
executions.
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