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Abstract. Frequent itemset mining with Apriori-based methods is widely used
to uncover patterns in large datasets. However, under the private setting of
Local Differential Privacy (LDP), this task poses key challenges, such as do-
main scalability and user set-valued data. Prior works address these problems
through fixed-size transaction reporting protocols but often rely on hard-coded
parameters, overlooking complexities from differing dataset profiles. To address
this limitation, we propose a data-dependent framework for identifying the top-k
most frequent itemsets under LDP. Through initial metadata queries and the in-
tegration of an optimization problem, we significantly improve over prior work
on both synthetic and real-world datasets.

1. Introduction

In recent years, Differential Privacy (DP) [Dwork et al. 2006] has become the standard
for ensuring individual privacy in data analysis [Abadi et al. 2016, Dwork 2011]. Histor-
ically, this has been implemented in a centralized model, where a trusted curator gath-
ers raw data and applies privacy-preserving transformations before publishing aggregate
insights. However, growing concerns over data breaches and misuse [Zhu et al. 2017,
K et al. 2021, Frenkel and Isaac 2018, Satariano et al. 2018] have led to the development
of Local Differential Privacy (LDP) frameworks [Erlingsson et al. 2014]. LDP shifts the
privacy mechanism to the data source, removing the reliance on a trusted curator while
still enabling statistical analysis with strong privacy guarantees.

A primary application of LDP is the private estimation of feature frequencies
[Neto et al. 2024]. As research in DP advanced, issues derived from frequency estimation
were addressed under the LDP model. Among these, frequent itemset mining remains a
core data mining task with applications in market basket analysis, user behavior model-
ing, and association rule mining. Identifying frequently co-occurring itemsets uncovers
patterns in data and supports data-driven decision-making. Beyond traditional domains,
it has been applied in large-scale systems such as hardware diagnostics, industrial moni-
toring, and IT infrastructure management, where it integrates with Al techniques to detect
recurring faults, correlated anomalies, and co-occurring error patterns, enabling root cause
analysis, failure prediction, and automated maintenance [Lin et al. 2020].

However, itemset mining raises significant privacy concerns, as publishing fre-
quent itemsets can inadvertently reveal sensitive user information. Even with traditional
anonymization, patterns may be linked to individuals, reinforcing the need for stronger
guarantees such as LDP. Yet, discovering frequent itemsets under LDP remains chal-
lenging: the exponential number of possible itemsets dilutes counts, making them diffi-
cult to distinguish from noise added by Frequency Oracles (FOs). Specialized protocols
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like Padding and Sampling Frequency Oracle (PSFO) [Qin et al. 2016] address this issue
but often rely on hard-coded, unoptimized parameters. Real-world datasets exhibit di-
verse distribution profiles, including differences in skewness and sparsity, aspects often
overlooked in existing approaches. Effectively addressing this problem requires a data-
dependent solution capable of adapting to each dataset’s underlying profile.

In this paper, we leverage metadata and formulate an optimization problem to in-
troduce a novel framework for identifying the top-k most frequent itemsets under LDP.
Unlike existing approaches that rely on predefined parameters, our framework dynam-
ically optimizes both the PSFO reporting parameters and the framework’s candidates
search space to adapt to different data profiles. It remains data-dependent in both crit-
ical stages: identifying the top-k most frequent items and discovering the k£ most relevant
itemsets. This design enhances robustness across different datasets, addressing limitations
of prior frameworks and improving accuracy in privacy-preserving itemset mining.

Contributions. In summary, this paper makes the following contributions:

* We propose a novel data-dependent framework for identifying top-% items and
itemsets under LDP

* We formulate and solve an optimization problem involving the LDP protocol used
for reporting user data.

* We introduce a dynamic search space for Apriori-based candidate estimation.

* We conduct a comprehensive experimental evaluation on real-world and synthetic
datasets, benchmarking our framework against the leading prior work in apriori-
based itemset mining under LDP.

2. Background And Definitions

2.1. Local Differential Privacy (LDP)

Under LDP, sensitive information v from each user is encoded by a randomized algorithm
U, and its output W(v) is sent to the aggregator, which is responsible for collecting all
users’ reports. Intuitively, LDP guarantees that, no matter what the value of W(v) is, it is
approximately equally as likely to be a result of perturbing v as any other v’ differing from
v. Therefore, if ¥(v), instead of v , is collected, the users never reveal their private value
v. The user’s degree of privacy is controlled by the privacy budget e. More formally,

Definition 1 (Local Differential Privacy [Erlingsson et al. 2014]) . An algorithm V()
satisfies e-local differential privacy (e-LDP), where ¢ > 0, if and only if for any pair of
inputs (v,v'), and any set R of possible outputs of ¥, we have

Pr|U(v) € R] < e“Pr[¥(v') € R (1)

2.2. Frequency Oracle (FO)

Under LDP, frequency estimation is tackled with FO protocols, which estimate the fre-
quency of sufficiently recurring values v € D in a domain D, while ensuring e-LDP
guarantees. Users apply noise locally with W, and the aggregator estimates frequencies
by applying @ to the reports. These protocols are widely applicable to LDP tasks, as many
problems reduce to frequency estimation. Below, we discuss two FOs used in this work.
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2.2.1. Generalized Randomized Response (GRR)

Randomized Response [Warner 1965], originally designed for binary domains, can be
readily extended to larger domains [Kairouz et al. 2016]. Each user reports their private
value v € D with probability p, effectively reporting it’s true value. Otherwise, with
probability (1 — p), the user sends a randomly chosen value v" € D, effectively reporting
noise. Formally, the user-end algorithm W is defined as follows:

P = eEL— lfiL' =0
VeepPr \IJGRR(6> (v) = iﬁ] = { o IJ_FLD‘_l 1 f
9= 1D/-1 = eqpj-1 U7 #

GRR satisfies e-LDP since p/q = e°. After receiving the vector of the n reportsr =
(x1,29, -+ ,x,), where z; € D is the reported value of the i-th user, the aggrega-
tor can estimate the frequency of any value v € D with ®. Considering C'(n) as the
number of times v appears in the vector r, the unbiased [Wang et al. 2017] estimator
for the frequency of v € D is ®grp,,(v) = (C(v)/n — q)/(p — g) with variance

Var [(I)GRRM (v)} = en(: ”3'1_)22 . Since the variance is linear in |D|,the protocol’s accu-

racy decreases as the domain size increases.
2.2.2. Optimized Local Hashing (OLH)

The Optimized Local Hashing protocol [Wang et al. 2017] tackles the limitation of large
domains in GRR by applying a hash function that maps each input value to a smaller
domain of size g. GRR is then applied to the hashed output. To minimize variance, g is
set to [e° + 1]. The hashing process uses a universal hash function family called H, such
that each H € H maps a value from D to {1...g}. The variance of estimations using OLH

is Var [(I)OLH(G)Q})} = n(jfeil)'

2.3. Padding and Sampling Frequency Oracle (PSFO)

One approach in the literature [Qin et al. 2016] for handling set-valued inputs is to apply
padding and sampling to the user’s transaction before reporting their data with a stan-
dard FO. Conceptually, PSFO combines a padding and sampling (PS) function to process
set-valued inputs and an FO for reporting data. The PS function works by filling transac-
tions with dummy items until they reach a parameterized length. It then samples a single
element from the resulting transaction.

Definition 2 (Padding and Sampling Function [Qin et al. 2016]) The padding and
sampling function PS is parameterized by a positive integer { and takes a set v C I as
input. It assumes the existence of { dummy items 11, Lo, ... L, & I. If |v| < £, PSy(v)
adds { — |v| unique random dummy items to the transaction v, then samples an element
x at uniform random from it.

An standard FO is used to report the element  sampled by PS. In this context, the
FO’s domain includes both the data domain and the dummy elements introduced during
padding: 7 U {14, Lo,..., 1,}. The aggregator obtains each item frequency estimate
from the FO protocol and multiplies it by ¢. PSFO standardizes transactions by padding
them to a fixed length ¢, ensuring each item z has an equal chance 1/¢ of being sampled
and reported. This scaling of the estimates corrects the underestimation originated from
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the sampling step. While PS does not explicitly truncate transactions longer than ¢, the
scaling done still assumes a transaction of length ¢, effectively causing information loss
of frequently occurring items in transactions beyond that length. Scaling also amplifies
the FO’s noise by a factor of /.

Definition 3 (Padding and Sampling Frequency Oracle [Qin et al. 2016]) A Padding
and Sampling Frequency Oracle (PSFO) protocol is parameterized by a positive inte-
ger U, a frequency oracle (FO), and a privacy budget €. It consists of a pair of algorithms
(U, ), defined as:

PSFO(AFO?G) = <\I]F0(e)(PSE<’>>7 cI)FO(s)(') ’ €>

2.4. Adaptive FO

When applying an FO in conjunction with a PS function, [Wang et al. 2018] demonstrates
that GRR benefits from privacy amplification, while OLH benefits less significantly. To
address this, the authors propose a new criterion for selecting the FO protocol, introducing
an adaptive protocol, Adap, which dynamically chooses to use GRR with privacy budget
(In(l(ef — 1)+ 1)ifd < el(4¢ — 1) + 1 and OLH with privacy budget e otherwise.

3. Related Works

LDP-FPMiner [Chen and Wang 2022] introduces an approach based on frequent pattern
trees (FP-trees). Their method constructs and optimizes a noisy FP-tree under LDP con-
straints. Hardamard Encoding is utilized in [Zhao et al. 2023] along side of PSFO to
propose a new framework. PrivMiner [Li et al. 2025] proposes a novel technique for es-
timating frequent itemsets under LDP. LDPMiner [Qin et al. 2016], a pioneering method
for querying relevant items under LDP, introduces a novel protocol for reporting set-
valued data. It adopts a two-phase approach where all users participate in both steps, each
satisfying (¢/2)-LDP, ensuring e-LDP by sequential composition.

3.1. Set Value Itemset Mining (SVSM)

SVSM [Wang et al. 2018] is an apriori-based approach; it improves upon LDPminer by
addressing the itemset mining problem left open in its work [Qin et al. 2016], while also
outperforming its item mining performance. It introduces SVIM for frequent item mining
and SVSM for itemset mining. Rather than splitting the privacy budget €, like LDPMiner,
SVSM partitions the data for each query, each satisfying e-LDP. The framework consists
of a multi-step query process utilizing PSFO to identify frequent items, which are then
used to generate candidate itemsets for their frequency estimation.

While SVSM improves upon LDPMiner by introducing additional steps and opti-
mizing noise, it lacks data dependability, especially evident in it’s first step. Although the
lower value of ¢ used reduces variance, it introduces a significant amount of bias into the
reports. While this aims to reduce noise introduced by padding in PSFO when users have
transaction sizes smaller than /, it fails to exploit greater data utility in datasets where the
minimum transaction size exceeds 1, as it continues to enforce a fixed and suboptimal
¢ = 1. In this context, we refer to the estimates accuracy as utility, reflecting the practical
value of theprivately reported data to the aggregator.
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4. Defining the Problem

We consider a problem where each user holds a private subset of items. The data aggre-
gator seeks to find the most relevant itemsets while ensuring each user’s report satisfies
e-LDP. Let D = {vy,vs, - - , v, } be the dataset of the n users’ transactions. Each transac-
tion v; is a subset of items, i.e, v C I, where I denotes the domain of all possible items in
D. In this context, we define the relevance of an item or itemset in terms of its count, that
is, the frequency with which it appears across the dataset. Hence, a lower count indicates
less relevancy and a high count higher relevancy. Ultimately, the aggregator’s goal is to
find the set 1.5 of the top-£ most relevant itemsets x, defined as:

IS = {xy,...,xx} | count(xy) > -+ > count(xy) > count(x) Vx ¢ IS

While existing FO protocols are effective for querying attribute counts in tabular datasets,
where each user reports a single attribute value, set-valued data introduces additional chal-

lenges. Standard FO protocols struggle to scale well in this context, as they rely on binary
encoding of the users data to apply noise and report the data. In this setting, encoding
each transaction as a single value binary array over the domain P (/) (the power set of
items in ) quickly becomes infeasible due to the exponential number of possible com-
binations. Additionally, FO protocols are only capable of identifying values that occur
frequently within the dataset, since the magnitude of the added noise is proportional to the
square root of the population size [Chan et al. 2012]. In set-valued datasets, although cer-
tain items and itemsets occur frequently, the transactions themselves are typically unique
or relatively infrequent. Thus, directly encoding and querying full transactions under
LDP would effectively yield only noise when no single transaction pattern appears often
enough to stand out.

5. DDSM: Data Dependent itemSet Mining

In this section, we present the proposed framework in detail and outline the approach
taken to ensure its data dependability. We begin by formalizing the transaction length, i.e.,
the size of the report, optimization process, then show how this foundation is leveraged to
guide and enhance each step of our framework.

5.1. Optimal Limit Size

The PS function, defined in Definition 2, is capable of adding a significant amount of noise
to the user’s response. Depending on the parameter ¢, some users may end up reporting
way more noise than others. Overall, the amount of noise reported due to padding is
data dependent on the number of user sets smaller than /. For a transaction v and a
transaction size limit ¢ used in the PSFO protocol, when |v| < /, there’s a probability

Psqummy = e}'”' of the protocol feeding the added noise to the FO and a probability

Psreat = % of the protocol reporting a real value to the FO, strengthening the utility of
the estimation. Although transactions of size |v| > ¢ have zero probability of sampling
noise, since they will not be padded by the PS function, they can still impact the protocol’s
utility due to underestimation, as their items will be sampled with a probability bigger than
1/|v| while being scaled only by a factor of ¢. For instance, in Figure 1, PS is fed a set
v of size 3 and / is set to size 5. After padding, PS has a probability Pggymm, = 40% of

sampling a dummy item, and Pg,.,; = 60% of sampling a real item.
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Figure 1. lllustration of the sampling done by the PS function

While larger transactions carry more utility in their reports for larger values of /,
smaller transactions, once padded, add to much noise into the user’s private set. Similarly,
when ¢ is small, larger transaction are underestimated in their reports, whereas smaller
transactions have less noise padded into them. This dynamic underlies the choice of /.
Underestimation introduces bias, while padding increases variance through the addition
of dummy items. Therefore, before applying a PSFO protocol, we propose to select an
¢ that balances this trade-off. This optimal value is closely tied to the distribution of
transaction sizes in the dataset that the aggregator operates over.

We introduce an objective function to compute the optimal value L, for the PSFO
protocol. It models the trade-off between the utility loss and gains that result from adjust-
ing the transaction size limit. By formalizing this relationship, the objective function
allows the identification of the value of ¢ that offers the best balance between noise and
data utility. Loss is defined as Psqummy fiL, the expected number of times PSFO samples
a dummy item from a set of transactions of size [, multiplied by L, a limit size set for
the PSFO protocol and also the times which the sample will be scaled. Likewise, Gain is
defined as Gain = Pk, f; L, the expected number of times PSFO samples a real item from
a set of transactions of size [, multiplied by L. The objective function is computed as the
sum of the differences between Gain and Loss for each transaction size [ in the dataset’s
size distribution, denoted by f, where f; indicates the count of transactions of size [ within
the f distribution. The optimization problem is then configured to find the value of L for
PSFO that maximizes the total utility across all possible lengths [ € [1,2,...,d]:

d
Lopt = arg HliiX (L Z (PSrealfl - PSdummyfl)> (2)

=1

We refer to Equation (2) as the function Opt(-), which computes the optimal trans-
action limit size to be used with PSFO in order to maximize its reporting utility for a given
transaction length distribution: L, = Opt([®orue (1), . ., Poruce (d)]).

5.2. Our Framework

We propose a new framework for identifying top-% items and itemsets under LDP that
includes: (1) Data Dependable Item Mining (DDIM) for mining frequent items and (2)
Data Dependable itemSet Mining (DDSM) for finding frequent itemsets. The framework
begins by identifying frequent items with DDIM, then proceeds to estimate frequent item-
sets with DDSM through a multi-step process. To answer each query, we partition the
data into user groups, each tasked with reporting a specific query at each step. As demon-
strated in [Filho and Machado 2023], for both the OLH and GRR protocols, partitioning
users rather than the privacy budget results in improved utility. Specifically, we employ
a 6-group setup: 4 groups are dedicated to acquiring frequent items, while the remaining
2 are used to estimate the frequent itemsets. Each step can be viewed as one of two core

526



Proceedings of the 40" Brazilian Symposium on Data Bases October 2025 — Fortaleza, CE, Brazil

operations executed by the data aggregator: (i) querying the distribution of users’ private
set sizes, and (ii) estimating frequencies using the queried data from previous steps. A
high-level overview of the framework is shown in Figure 2 and Figure 3.

5.2.1. Acquiring Frequent Items (DDIM)

. Users Data Agregator

[
w0
el

Report transaction sizes

Find Lgopt

Lgopt ..‘ Find candidates
=

Report items

> C=[Xj,Xj,Xp,.,Xg]

) Find Lgopt
‘ gl
=

Report quantity of items

that are candidates

C, Lcopt @ Estimate counts
szl
il

Report items that are candldates
> S =X, Xjy Xy e s X ]

Figure 2. Flux Chart lllustrating the Steps for Iltem Mining Task (DDIM)

Step 1: Fetching Distribution. Prior to estimating item statistics, the aggregator
queries metadata to gain preliminary insight about the transactions. By understanding
how transaction sizes are distributed within the group (1, the aggregator can generalize
this distribution to the entire dataset, improving candidate estimation in the subsequent
steps. Specifically, each user in Group (G reports the length [ of their transaction v us-
ing a privacy budget ¢ through a standard FO protocol. As each user reports a single
value from an attribute of fixed domain (i.e the set of possible sizes /), OLH is used:
Uorn(e) (|v]). The aggregator then estimates the size distribution of the group transactions
by computing $oru)(!) for all values of [ € [1,...,d,]. We use d,, = |I|/10 to reduce
noise while still capturing a relevant amount of transaction lengths. Lastly, Equation 2 is
applied to the array of estimated counts to compute the optimal transaction size limit for
the general population of items, denoted by L¢op: = Opt([Poru(e) (1), - - -, Porn(e) (dw)]).

Step 2: Finding Candidates. The data aggregator now shifts focus from analyzing
metadata to querying item frequencies. The optimal length L, from Step 1 is provided
to user group (G2, whose users report a sample from their private set v using PSFO with
this length as the limit: Wpspo(L gy, Adape) (V). USINg Ppspo(Lg,,,adap,e) (), the aggregator
estimates the items’ frequencies and constructs the candidate set C, consisting of the zk
most frequent items. We propose the usage of z = [log;, |I|], to extend the top-k range,
accounting for possible ranking shifts of candidates that may be outside the top-k due
to estimation noise. While C' identifies a reliable set of heavy hitters their frequencies
and relative rankings remain highly inaccurate due to the variance introduced by the high
value of L used on PSFO. In the next step, we calculate a new value for L from the
distribution of candidate items present in the users’ transactions.
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Step 3: Candidate Set Size Estimation. The data aggregator now seeks to solely es-
timate the zk candidates in C'. Due to the difference in size distribution between the
sets of general transactions {|v; N C| | ¢ = 1,2,--- ,n} and the candidate-containing
subsets{|v;| | ¢ = 1,2,--- ,n}, a new value for ¢ must be determined to optimize the
reports estimation. To infer the size distribution, each user in group ('3, provided with
C, reports the number of candidates in their private sets, i.e, YoLu() (Jv N C|), the ag-
gregator then computes Porp() () for all [ € [1,2,...,2k|, and subsequently obtains
Leopt = Opt([Porn(e)(1), - - -, Povne) (2k)]) to be used in Step 4.

Step 4: Estimation And Adjustment. Lastly, provided Lc,, and C, group G4
reports from their private sets the items that are candidates by locally computing
\DPSFO(LCopu Adap,e) (v N C). The aggregator then estimates the list of counts of size zk by
executing CI)PSFO(LCQPI,Adap,e) () for all z € C'. In this process, users whose transaction
lengths exceed L¢,,: may cause underestimation of the counts. To attempt correcting the
estimates, [Wang et al. 2018] proposes a correction factor based on the assumption that
unreported counts follow a distribution similar to the reported ones. Accordingly, each
estimate is scaled by a factor of u(L), defined as:

>ty Povneo () (£)
521 (DOLH(E) <£) (6) - EZLH (I)OLH(E) (ﬁ) (6 - L)

In Equation 3, the numerator denotes the total number of items. The denominator
accounts for the total number of items, excluding those from sets exceeding L, the trans-
action size limit set for PSFO. The excluded sets are the total number of items missed
by the PSFO correction. Since the update of the counts is simply post-processing arith-
metic and uses previous information obtained from Step 3 and Step 4, there are no privacy
concerns in this operation [Dwork et al. 2014]. Ultimately, the aggregator obtains a set .S
containing the £ most relevant items and their corresponding counts.

u(L) = 3)

5.2.2. Acquiring Frequent Itemsets (DDSM)

Upon obtaining the set of frequent items and their estimated counts, the combinatorial
complexity of the exponential number of potential itemsets is addressed by constructing a
candidate itemset collection, denoted as IC. Let S be the k£ most relevant items returned
by DDIM. For any given itemset x, its frequency is approximated as f, = [Licx @' (),

where ¢'(x) = 0.9% represents the normalized estimate of x, and ®(x) is the
count of the item x estimated by DDIM. The factor of 0.9 is introduced to attenuate the
normalized estimates for the most relevant item, preventing the guessed frequency of any

set without it from being unrealistically close to that of a set containing it.

IC:= {X 1x C 5, 1< [x| <log, k, H(I)/(x)} @

reX

The top zk itemsets with the highest estimated counts are selected to form the
itemset candidates /C'. This approach is justified by the observation that frequent item-
sets often contain frequent items, whereas the contrary, where frequent itemsets are com-
posed predominantly from infrequent items, is unlikely. Formally, the set /C' is defined
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in Equation 4 and then truncated to satisfy |IC| = zk.

© users Data Curator
Build itemset

E . candidates IC

ruel

Halllall
IC
@ Find L,c‘,p‘
=l
Report quantity of itemsets R
that are candidates 4
Ic, |-ICopt
() Estimate counts
=250
L
Report itemsets that are candidates
> IS=[xi,xj,xt,...,xg]

Figure 3. Flux Chart lllustrating the Steps for Itemset Mining task (DDSM)

Step 5: Candidate Set Size Estimation. In this Step, group G is provided with the
list of candidate itemsets /C'. Each user is tasked with reporting the number of itemsets
from their private set v that are present in the candidates /C i.e., Worpn()(|vs|), where
vs = {x | x € IC, x C v}. The aggregator estimates the size distribution of the reported
sets of itemsets by computing ®or () (1) foralll € [1,.. ., zk], and finds an optimal value
Licopt = Opt([PoLue) (1), - - ., Porn(e)(2k)]) to be used in Step 6.

Step 6: Estimation And Adjustment. At last, the aggregator provides Ljco,: and
the candidate itemsets’ counts /C' to group G§, which is tasked with reporting the
itemsets from their private set v that are in /C' using PSFO, with length limit set
t0 Licopt: WpSFO(Licom,Adap,c) (VS). The frequency estimates are obtained by computing
DPPSFO(Licopt Adapc) (x) - u(Lrcopt) for all itemsets x € IC, producing the set 1.5 of the
estimated &£ most relevant itemsets and their corresponding counts.

6. Experimental Evaluation

To evaluate the performance of our framework, we compare it against the state-of-the-
art Apriori-based itemset mining approach under LDP. We assess both item and item-
set estimates, since the accuracy of item estimates directly influences itemset estima-
tion. In the experimental setup, both solutions are evaluated over ten independent runs
on three real-world and one synthetic dataset. All implementations use Python 3.12.5.
SVSM and SVIM, serving as our baseline, are implemented as described in the literature
[Wang et al. 2018], while DDSM and DDIM follow the methodology outlined in Sec-
tion 5. We allocate 50% of the data to item mining queries done by DDIM, and the other
50% to itemset mining queries done by DDSM. For DDIM, this 50% is partitioned into
four groups: G, Go, G3, and G4, with 10%, 70%, 8%, and 12% of the data respectively.
DDSM divides the remaining 50% into two groups, G5 and G, with 10% and 90%.

Datasets. The data workloads and their characteristics are detailed below:

¢ Accidents: Contains traffic accident data from the National Institute of Statis-
tics for Flanders (Belgium) [Geurts et al. 2003], covering the period from 1991
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to 2000. Composed of 340,183 records and 468 unique types of accidents, each
record can have up to 51 and as low as 18 accidents.

* Netflix: Consists of users’ movie ratings, provided by Netflix for the KDD Cup
2007 [Zhu 2018]. The dataset contains 480,189 users, each having up to 17,770
movie ratings. The number of ratings per user ranges from a minimum of 1 to a
maximum of 17,653.

* Kosarak: Provided by Ferenc Bondon, contains click-stream data from a Hun-
garian news portal [Zhu 2018]. It includes 990,002 users, each with access to a
domain of 41,270 unique links. The number of links a user accessed in this dataset
ranges from 1 to 2498 links.

¢ SharkFin: A dataset made to simulate scenarios where transaction sizes are con-
centrated away from the unit size. It contains 515,596 users and a domain of 1,306
items [Oliveira 2025]. The number of the user set size ranges from 1 to 165 items.

Metric. To evaluate the identification of relevant items, we measure both the number
of correctly identified items and their relative ranking. For this, we use Normalized Dis-
counted Cumulative Gain (NDCG), a widely used metric that captures relevance and rank-
ing accuracy. NDCG compares the estimated ranking to an ideal one where all relevant
items are present and ordered by their true importance. Scores are normalized between
0 and 1, with higher values indicating better performance. Given a ranked list of £ items
with scores {rely, rels, ..., rel;}, NDCG is computed in Equation 5 as the ratio between
the Discounted Cumulative Gain (DCG) of the estimated ranking and the Ideal DCG
(IDCG), where items are ideally sorted by descending relevance rel;.

DCGy, 1

k
Iel;
NDCGL = Ipcg,  PU6r= Zl log, (i + 1) )

7. Results

We now present our findings from our experimental analysis. To evaluate the performance
of each solution, we assess them in two main benchmarks: their effectiveness in identify-
ing and ranking items and itemsets across varying levels of privacy strictness, and across
varying target quantities of itemsets under a fixed privacy budget. The first evaluation will
provide an insight into the impact of introduced noise in each solution, while the second
examines how the target &k of the number of itemsets impacts the solutions’ performance.

Table 1. ltem Mining Evaluation for k=64 Varying the Privacy Budget e.
| ACCIDENTS | SHARKFIN | NETFLIX | KOSARAK
€ |SVIM DDIM | SVIM DDIM | SVIM DDIM | SVIM DDIM

02| 034 057 0.17 0.41 0.02 0.00 | 0.13 0.06
0.6 | 0.67 0.87 0.44 0.54 | 0.01 0.04 0.17 0.19
1.0 | 0.77 0.94 0.54 0.70 | 0.02 0.16 0.23 0.28
20| 0.83 096 | 0.71 0.85 0.15 0.29 0.29 0.34
3.0 0.88 0.98 0.80 0.88 0.37 0.50 | 0.33 0.41

Generally, as the privacy budget € increases, utility tends to improve for both so-
lutions. As foreseen at Definition 1, higher ¢ values introduce less noise to the data as
reports become less private. Particularly for item mining, our solution shows the best
relative performance against SVIM in high privacy settings. In Table 1, at e = 1, SVIM
averaged an NDCG of 0.39 across all tested datasets, while DDIM reached 0.52. No-
tably, for the Accidents dataset, our solution achieved the highest performance, attaining
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an NDCG of 0.87 at a strong privacy guarantee of ¢ = 0.6, compared to 0.67 SVIM un-
der the same conditions. Similar trends are observed across the other datasets, with our
framework consistently outperforming SVIM for most privacy budgets, achieving 0.50 in
the Netflix dataset and 0.41 in the Kosarak dataset at looser privacy guarantees. These re-
sults are significant, as in Apriori-based frameworks, the quality of item mining estimates
directly impacts subsequent itemset mining performance; this holds for both frameworks.

ACCIDENTS, ITEMSETS NDCG, Varying ¢, k = 64 SHARKFIN, ITEMSETS NDCG, Varying ¢, k = 64
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Figure 4. ltemset Mining Evaluation for k=64 Varying the Privacy Budget.

At the itemset mining task, shown in Figure 4, our framework performs notably
well under strict privacy constraints, i.e., at lower values of €. Specifically, in Accidents,
DDSM reaches a score of 0.70 at ¢ = 1.60, whereas SVSM only attains a comparable
result at e = 2.6. Similarly, in SharkFin, DDSM reaches 0.83 at e = 1.2, whereas SVSM
surpasses this value only at a substantially looser privacy setting of ¢ = 3.0. These results
express the strengths of our solution. For the Accidents dataset, the data-dependent ap-
proach used in our framework allows for greater leveraging of the dataset’s large minimum
transaction length of 18 items. By querying transaction lengths and computing an optimal
parameter for PSFO with Equation 2, our framework enables more effective data esti-
mation tailored to the underlying dataset profile. Moreover, the SharkFin dataset results
demonstrate that our framework performs particularly well in the hypothetical scenario
where the minimum transaction size is one, but the heavy hitters in the size distribution
are concentrated at larger sizes. In this context, DDSM, despite not using the unit size
as (¢ for fetching the candidates with PSFO like SVSM, our solution consistently out-
performs it across most tested privacy budgets. This demonstrates that our optimization
function, combined with the data-dependent approach, remains resilient to skewed length
distributions by dynamically computing optimal parameters through a distribution-aware
optimization process, effectively avoiding the pitfalls of static parameter choices.

The consistently low scores observed for Kosarak and Netflix highlight a key lim-
itation of our framework, which may reflect a broader issue inherent to Apriori-based
itemset mining. In Figure 4, both solutions struggle to achieve high NDCG scores; our
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framework consistently outperforms SVSM. This difficulty stems from the high sparsity
of these datasets, where most transaction sizes fall within a narrow range while the do-
main’s cardinality extends far beyond the intervals where heavy hitters concentrate. Ad-
ditionally, large domain cardinality limits the FO’s ability to reliably estimate patterns.
As the domain grows, identifying frequent patterns becomes increasingly complex, re-
ducing utility. This is captured by the variance expressions of the FOs in Section 2.2,
which increase with domain size, as shown in Subsections 2.2.1 and 2.2.2. Since PSFO
relies on these FOs to generate reports, its accuracy is directly affected by this variance
growth. Netflix, while also featuring high cardinality, is considerably less sparse, allowing
more reliable estimations. Despite these challenges, our framework achieves competitive
NDCQG scores at the highest tested privacy budget.

Table 2. ltemset Mining Evaluation for ¢ = 2.2 Varying k.
| ACCIDENTS | SHARKFIN | NETFLIX | KOSARAK

k | SVSM DDSM | SVSM DDSM | SVSM DDSM | SVSM DDSM

20| 0.21 0.62 0.56 0.76 0.05 0.28 0.18 0.40
30| 0.29 0.66 0.67 0.76 0.01 0.36 0.19 0.33
40| 048 0.61 0.71 0.71 0.03 0.21 0.23 0.30
50| 0.61 0.69 0.74 0.69 0.03 0.21 0.20 0.35
60 | 0.59 0.75 0.74 0.70 0.07 0.27 0.19 0.29
70 | 0.67 0.72 0.77 0.82 0.04 0.20 0.18 0.29

Table 2 summarizes the utility of each solution across commonly used & values in
the literature. Generally, as £ increases, distinguishing between itemsets becomes harder,
leading to ranking inconsistencies and reduced utility. In the Accidents dataset, our so-
lution achieves nearly a threefold improvement over SVSM at k£ = 20. For the SharkFin
dataset, while DDSM slightly falls behind at £ = 50 and k& = 60, it outperforms SVSM at
all other tested values of k. In Netflix and Kosarak, our framework consistently maintains
an average score advantage of approximately 0.17 over to SVSM.

8. Conclusion

This work presented a data-dependent approach for frequent itemset mining under LDP.
We introduced metadata queries, formalized an optimization problem involving the re-
porting mechanism’s parameters, and proposed an objective function that captures dataset
distribution characteristics to compute an optimal transaction length for PSFO. These
contributions were incorporated into a framework comprising DDIM for item mining and
DDSM for itemset mining. Extensive experimentation across diverse datasets demon-
strated the superior and versatile performance of our framework, with analyses detailing
how dataset-specific properties affected utility outcomes. Our solution consistently out-
performed our competitor, particularly excelling in high-privacy scenarios and varied data
profiles. However, it showed reduced effectiveness on sparse datasets with large domain
cardinality. While this study advances a data-dependent strategy, user group partitioning
remains hard-coded. Future work should explore dynamic, data-driven data partitioning
strategies and further examine the sampling error effects it introduces, progressing toward
a fully data-dependent framework with enhanced reliability.
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