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Abstract. The use of machine learning models trained on imbalanced datasets
with sensitive information has raised privacy concerns. One significant threat is
the Membership Inference Attack (MIA), which tries to figure out if a particular
data point was included in the training set. This paper investigates whether
algorithm-level cost-sensitive learning poses a greater privacy leakage risk than
data-level sampling. We conducted experiments using two datasets: the UCI
Adult dataset, which focuses on predicting income, and the APS dataset, which
focuses on predicting scientific productivity. Our results indicate that models
trained with cost-sensitive learning are more vulnerable to MIAs. This supports
the hypothesis that correcting for imbalances at the algorithm level can reveal
more private information.

1. Introduction

The increasing integration of machine learning systems into critical domains has triggered
an important debate about their fairness [Aragdo et al. 2024]. However, the discussion
on trustworthy artificial intelligence (Al) [Kaur et al. 2022] — which encompasses Al
systems that are developed, deployed and used in an ethical, robust and socially beneficial
way and have attributes such as fairness, transparency, security, privacy and accountability
— would be incomplete without addressing the privacy dimension.

This is because machine learning models naturally internalize patterns from the
training data and can unintentionally remember sensitive information. Membership In-
ference Attacks (MIAs) [Niu et al. 2024], for example, demonstrate the ability to infer
data points from the original datasets used to train the model. This leak is not just a tech-
nical issue, but also has profound implications for fairness. The disclosure of sensitive
attributes — such as health, demographic or financial information — can enable targeted
discrimination, undermining efforts to build equitable systems.

To illustrate this: In a recidivism prediction application, demographic groups (e.g.,
black and white defendants) should be treated equally, i.e., receive similar prediction
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accuracy. At the same time, participation in the training data implies that the person
has already committed an offense, which is very sensitive and should be kept confiden-
tial. Disclosing information about participation in training data can enable targeted dis-
crimination. One consequence of this is the increase in discrimination based on certain
personal characteristics, known as protected characteristics. Therefore, both social jus-
tice [Pinheiro et al. 2023] and privacy [Nguyen et al. 2024] protection are necessary for
the ethical use of machine learning, and understanding the interplay between these two
aspects is crucial.

In this context, a well-known challenge arises with recidivism datasets, where
an unbalanced distribution — often containing significantly more examples of black re-
cidivists than white recidivists, reflecting social and systemic inequalities — impairs
the performance of standard learning algorithms that expect a balanced class distribu-
tion [Japkowicz and Stephen 2002]. This imbalance directly leads to unfair performance
of the classifier, as its accuracy is demonstrably lower for the class with fewer exam-
ples, disproportionately affecting the already vulnerable groups. Fortunately, several ap-
proaches have been developed to mitigate this class imbalance problem and its conse-
quences on the fairness of the model: at the data level [Johnson and Khoshgoftaar 2019],
by adding or removing random instances from the training dataset to restore balance; at
the algorithm level [Thai-Nghe et al. 2010], by internally modifying the classifier by ma-
nipulating its objective function to increase the importance of the minority class; and by
using hybrid methods that combine both algorithm-level and data-level approaches.

In this paper, we investigate which of the previously discussed approaches to re-
ducing the effects of class imbalance leads to models that are more susceptible to mem-
bership inference attacks (MIAs). Our hypothesis is that models trained using a cost-
sensitive learning technique are more susceptible to these attacks than models that use
data sampling, thereby increasing the probability of MIA success.

To demonstrate this, we attack neural network models using information about
the model loss function and the model error distribution. We compare the attack success
of the traditional supervised learning approach using the data undersampling approach
with the alternative scenario where there are four times more examples for one class than
the other, and this imbalance is corrected at the algorithm level. Our results point to the
confirmation of our hypothesis.

This paper argues that while strategies to address class imbalances are often moti-
vated by the pursuit of fairness (and aim to eliminate these performance gaps), they should
be carefully scrutinized from a privacy perspective in cases where the dataset contains sen-
sitive personal information. Paradoxically, these strategies may increase susceptibility to
MIAs and consequently jeopardize fairness through the disclosure of sensitive data.

2. Theorical background

This section presents the main concepts for understanding the proposed study, including
the fundamentals of supervised learning and the main strategies to address class imbalance
in machine learning tasks.
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2.1. Supervised learning

We use z = (z,y) to denote an element or data sample, where x is the feature vector and
y is the class or label. Let Z the element space, i.e. z € Z. We use S € Z" to denote a
training set that contains n elements z € Z. Let D be a probability distribution over Z;
2z ~ D means that z is a random sample of D, and S ~ D™ means that S consists of n
independent samples of D. With D we denote a probability distribution over Z", i.e. a
joint distribution for all samples in a data set; S ~ D means that the data set S is a sample
of D.

A training algorithm A is a (possibly randomized) function that takes a training
set S € Z" and outputs a trained model a € A, where A is the space of trained models.
We use a = A(S) to denote that a is the model that results from applying the training
algorithm A to the training set S. The aim of the trained model a is to solve a classification
task, i.e. to assign a label y to a feature vector .

2.2. Strategies for addressing class imbalance

To deal with imbalanced datasets, researchers have so far focused on the data level and the
classifier level. At the data level, the common task is to change the class distribution. At
the classifier level, many techniques have been introduced, such as internal manipulation
of classifiers.

* Modifying class distribution: Random Oversampling (ROS) is a non-heuristic
method used to equalize the class distribution by randomly duplicating the minor-
ity class examples, while Random Undersampling (RUS) randomly eliminates the
majority class examples.

* Cost-Sensitive Learning: This approach assumes that the misclassification costs

(false-negative and false-positive costs) are not equal. The cost of misclassifying
a non-terrorist as a terrorist is much lower than the cost of misclassifying an actual
terrorist carrying a bomb on a flight.
This study focuses on binary classification problems; we denote the positive class
(+ or +1) as the minority and the negative class (- or -1) as the majority. Let
C'(i,j) be the cost of predicting an example that belongs to class 7 although it
actually belongs to class j; the cost matrix is shown in Table 1.

Table 1. Cost matrix for binary classification.

Actual Class

-1 +1
Predicted Class -1 | C(—1,—1) C(—1,+1)
Predicted Class +1 | C'(+1,—1) C(+1,+1)

The purpose of cost-sensitive learning is to build a model with minimum misclas-
sification costs (total cost):

TotalCost = C(—,+) x FN + C(+,—) x FP

where I'N and F'P are the number of false negative and false positive examples
respectively.
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3. Related Work

Data protection has become a central issue in machine learning [Mariscal et al. 2024].
The reason for this is that data protection and transparency are two important pillars for
reliable machine learning. In this context, Membership Inference Attacks (MIA) pose a
serious problem.

[Shokri et al. 2017] have shown that models can be vulnerable to MIA. Popu-
lar attacks are the loss threshold and the likelihood ratio attack (LRT). The loss thresh-
old detects whether a data point was included in the training set by comparing the
model’s error rate to a threshold value, which requires access to labels and model de-
tails [Sablayrolles et al. 2019]. LRT, on the other hand, uses shadow models to com-
pare the confidence levels of data that are in or out of the training set and calcu-
lates a likelihood ratio to predict membership without requiring direct access to the
model [Carlini et al. 2022].

[Chang and Shokri 2021] investigated the relationship between algorithmic fair-
ness and privacy in trustworthy machine learning [Ali et al. 2023]. Based on the system-
atic methodology developed by [Agarwal et al. 2018], the authors apply this approach to
achieve fairness in a binary classification setting. They show that imposing fairness on
models can significantly increase the risk of privacy disclosure, especially for unprivi-
leged subgroups. Furthermore, the work shows that the greater the bias in the training
data, the higher the cost of preserving privacy for these groups.

In addition, other studies have also examined various facets of data privacy risks
in machine learning. For example, [Shokri et al. 2021] investigated the privacy leakage
risks of explainable Al (XAI) methods, employing a threshold-based attack that infers
data membership based on the model’s confidence or its explanatory output. Similarly,
[Pawelczyk et al. 2023] developed a distance-based attack, where a data point is consid-
ered a member of the training set if its loss falls below a determined threshold.

Building on the theme of fairness in machine learning, other researchers have also
conducted similar analyzes. For example, [Sena and Machado 2024] conducted a study
using the UCI Adult Dataset that specifically looked at biases related to sensitive features
such as ethnicity and gender. Their approach was to reduce the dimensionality of the
dataset to mitigate these biases. They evaluated the performance and fairness of three
common machine learning models— - logistic regression, random forest and gradient
boosting — both when including and excluding sensitive attributes. The main results
show that while the performance metrics remained stable, the fairness metrics provided
important insights, highlighting the need to consider fairness alongside performance in
real-world applications of machine learning.

Increasing concerns about data privacy and security have led to a growing interest
in Machine Unlearning (MU) [Shaik et al. 2025]. Since ML models naturally internal-
ize training data patterns and can inadvertently remember sensitive information, MU 1is
emerging as an important and increasingly promising area of research. It aims not only
to remove or modify predictions, but also to directly mitigate the risk of data leakage, a
major concern when integrating ML systems in critical domains.

In this paper, we quantitatively investigate how machine learning models reveal
information about the individual datasets on which they were trained. We focus on ma-
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chine learning approaches for dealing with data imbalances — a neglected area.

4. Methodological Procedures

We compare the success of an inference attack on an unbalanced dataset. We want to
know which of the two techniques for dealing with imbalance the attack performs better.
The standard machine learning approach, where we first apply data-level techniques to
balance the dataset, or the alternative, where this problem is tackled at the algorithm level
by adjusting the loss function.

Our steps for the data sampling approach are as follows. We randomly select
samples from the majority class in the same number as from the minority class, so that
the minority and majority classes contain (approximately) the same number of samples.
Following this procedure, we apply the standard supervised learning approach. In the
cost-sensitive learning approach, we adjust the losses to achieve fairness by weighting the
samples from the minority class more heavily, thus modifying the objective function of
the standard supervised learning approach.

4.1. Membership Experiment

We use membership experiments to evaluate MIA. A membership experiment is a theo-
retical game between a data owner and an opponent in which the opponent tries to guess
the membership of a data sample. The game determines how the data owner generates the
training data and what information is available to the attacker.

We have used a variation of [Yeom et al. 2018]’s procedure. In our method, this
experiment does not receive the training set .S as input, but the test set D. The data owner
trains a with S and then selects a bit b € {0, 1} uniformly at random. This bit determines
whether the opponent receives an element (z randomly selected from S) or a non-element
(a new sample z ~ D). The opponent receives the element 2 and the trained model a, the
training algorithm .4 and the test dataset D. The attacker uses this information to carry
out an attack Att(z, a,.A, D), which outputs a bit indicating the predicted membership of
z. The attacker is successful if the attack correctly infers the membership status of z.

4.2. Membership inference attack (Att)

The attack exploits the different behavior of a classifier on data points it has seen during
training compared to those it has not seen. The attack works as follows:

First, for a given input z, the attacker observes the classifier’s prediction and de-
termines whether it resulted in a misclassification (error) or a correct classification (no
error). Let F| denote the event of a misclassification and F denote the event of a correct
classification for input z.

The attacker’s objective is to infer whether this input z belongs to the model’s
original training dataset (event B,.,;,) or the test dataset (event Bi). This inference is
performed by computing the posterior probability of z’s origin given the observed classi-
fication outcome, using Bayes’ Theorem.

For instance, to calculate the probability that z is from the training set given a
misclassification (), the attacker computes:
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PI‘(El | Btrain) : Pr(Btrain)

Pr(Byain | E1) = Pr(Ey)

where:

* Pr(E) | Biain) is the conditional probability of a misclassification if the input z
is from the training set. This represents the classifier’s error rate on its training
data.

* Pr(Byan) is the prior probability that a given input z originates from the training
set. This is typically calculated as the proportion of training examples relative
to all examples (i.e., training + test examples).

* Pr(E)) is the overall probability of a misclassification for any given input z, re-
gardless of its origin. This corresponds to the classifier’s total error rate across
the entire dataset (training and test examples combined).

The probabilities Pr(Byain | Eo), Pr(Bes | E1), and Pr(Byy | Ep) are calcu-
lated analogously, using the respective error/accuracy rates and prior probabilities. For
example, Pr(Fy | Byin) would be the classifier’s accuracy on the training data.

Attack Decision Phase: Once these posterior probabilities are computed, the at-
tacker infers the membership of input z.

» If a misclassification (F;) is observed for input z, the attacker assigns z to the
training set (i.e., infers Byyiy) if Pr(Byan | E1) is above a certain threshold or
significantly higher than Pr( B | E1).

» Similarly, if a correct classification (£) is observed, the attacker infers z belongs
to the training set if Pr( By | Fo) is high, or assigns z to the test set otherwise.
The attacker’s output is this inferred binary membership.

4.3. Metrics for assessing Membership inference attacks

The membership advantage in experiment 4.1 is defined as:
Advantage = Pr(Att =0 |b=0) —Pr(Att=0| b =1).
In this equation:

* The first term, Pr(Att = 0 | b = 0), represents the True Positive Rate (TPR).
* The second term, Pr(Att = 0 | b = 1), represents the False Positive rate (FPR).

We assume that b = 0 indicates a positive example, i.e. the attack described in section 4.2

correctly predicts that the network has been trained on the specific input.

The membership advantage, is defined as follows Adv = TPR — FPR. This
metric is 0 if the attacker randomly determines z’s membership, and it is 1 if the attacker
always guesses z’s membership correctly.

4.4. Datasets

We conducted our experiments using two publicly available datasets, each representing
a distinct application scenario and set of features. A brief description of both datasets is
provided below:
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» UCI Adult dataset (Census Income) !
This data set comprises 48,842 data records with 14 attributes such as age, gen-
der, education, marital status, occupation, working hours and native country. The
(binary) classification task is to predict whether a person earns more than 50,000
dollars per year based on the census attributes. We use this dataset to train the
target models.

 APS dataset > We used the dataset managed by the APS as the data source for
our analyzes and used the author names from the article metadata to identify the
authors. We defined the academic age of authors based on the years between
their first and last publication. We selected authors who started publishing after
1985 and had an academic age of at least 8 years. To calculate the value of the
predictors, we used their publications up to three years before their peak age and
their remaining publications as future publications. We used all citations for a
given article within the dataset and therefore did not define a time window for the
accumulation of citations.
The (binary) classification task consists of predicting whether a scientist will pub-
lish more than 3 publications, each with the same number of citations, in the years
following the prediction year. We use the following bibliometric indices of the
scientist as predictor features: H, the H-index of the scientist u from the specific
year y of career to the year of prediction; co, the number of different co-authors
of the scientist v from the year y of career to the year of prediction; ¢, the total
number of citations of the scientist u from the year y of career to the year of pre-
diction; I;,, the total number of articles by scientist u, each with ¢ citations, from
year y of career to year of prediction; and v, the total number of publications in
which scientist v published from year y of career to year of prediction.

To accurately describe the imbalance within our experimental design, we provide
the exact sampling distributions for the UCI Adult and APS datasets used in our study.

* UCI Adult Dataset: This dataset comprises a total of 47,621 instances. The ma-
jority class consists of 39,780 samples, while the minority class has 7,841 samples,
resulting in an approximate imbalance ratio of 1:5.07.

* APS Dataset: The APS dataset used in our experiments contains 28,481 in-
stances. Specifically, the majority class includes 23,168 samples, and the mi-
nority class is represented by 5,313 samples. This results in an imbalance ratio of
approximately 1:4.36, indicating a significant disparity between the classes.

5. Results and discussion

To test the hypothesis that the algorithm-level cost-sensitive learning approach reveals
more than the data sampling approach and therefore provides a higher value for the mem-
bership advantage metric, we conducted a controlled experiment. We compared the per-
formance of Attack 1 in a scenario with a traditional supervised learning approach, where
the dataset is first balanced at the data level (the data sampling approach), with the per-
formance observed with a supervised learning approach that addresses this problem at the
algorithm level and acts directly on the loss function (the algorithm-level cost-sensitive

Thttps://archive.ics.uci.edu/dataset/2/adult
Zhttps://journals.aps.org/datasets
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learning approach). Figure 1 shows the performance of the NETs(Table 2) attack on the
adult dataset and Figure 2 shows the performance of the NETs (Table 3) attack on the
APS dataset. We use loss BCEWithLogitsLoss(weight) with weight = 4.5 for the cost-
sensitive approach and weight = 1 for the alternative approach. Adult NET input size
100 and output 1 and APS NET input size 13 and output 1.
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Figure 1. Evaluation of MIA performance in different networks, depending on the
technique used for the advantage metric.

Our results reveal that the algorithm-level technique leads to a higher disclosure
of private data than the data-level approach. As shown in Figure 1, which depicts the
Advantage (Adv) metric of the attack, and in Figure 2, which shows the True Positive Rate
(TPR) versus the False Positive Rate (FPR), the performance of the attack is consistently
superior to the algorithm-level technique.

In both figures, the diagonal line (gray dashed line) represents the performance of
a random attack. In Figure 1 (advantage), values above this line indicate that the attacker
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Figure 2. Evaluation of Membership Inference Attack (MIA) performance (TPR vs.
FPR) in different networks, grouped by technique.

gained some information about whether an input was part of the training data. In Figure
2 (FPR vs. TPR), points that are above this line and tend to be positioned in the upper
left corner (indicating fewer false positives at a given TPR) also indicate a more effective
attack.

It is worth noting that in the algorithm-level technique, there are more networks
(NETs) whose results are above the diagonal line in both graphs and tend towards the
upper left corner in the TPR vs. FPR graph in particular. This clearly shows that this
approach favors private data disclosure and outperforms both a random attack and the
alternative approach, regardless of which metric is used to visualize MIA performance.

Our results reveal that the Membership Inference Attack (MIA) against networks
trained with the algorithm-level technique achieves higher average Adv values, up to 0.3,
than the alternative approach (data-level technique). As defined, a Adv value of 0 means
that the attacker randomly determines whether an input is part of the training dataset,
while a value of 1 represents perfect inference. The observed performance of 0.3, which
is well above chance, clearly shows that the attacker has gained a non-trivial advantage in
determining whether a data point belongs to the training set.

This result clearly confirms the existence of information leakage of the models
with respect to their training data. Although the attacker did not achieve perfect infer-
ence, a Adv of 0.3 is already a worrying indicator of privacy vulnerability. It suggests
that the models reveal recognizable patterns about whether an input is part of the training
data, which could be exploited by an attacker. Even such partial disclosure poses a signif-
icant privacy risk as it allows for better-than-random identification of individuals whose
sensitive data may have been used in training, opening the door to discrimination or other
privacy violations.

It is important to note that the attack on the APS dataset performs poorly and
shows less variation between techniques. However, there were cases where the attack on
some networks trained with the algorithm-level approach revealed more private data than
the data-level approach.
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Our experiments confirm previous findings [Le et al. 2022, Shokri et al. 2017,
Pawelczyk et al. 2023] that it is possible to gain some insight into whether a network
has been trained on a particular input. However, we have shown that this becomes clearer
when the algorithm-level cost-sensitive learning approach is used to deal with an imbal-
anced dataset.

On the other hand, caution is needed, as only feedforward neural network models
were tested on two datasets. A better attack could better separate the performance of each
technique. It is also important to experiment with other methods for dealing with im-
balanced data. We have provided evidence that points to confirmation of our hypothesis.
However, further testing is needed.

Table 2. Configuration of the networks trained on the UCI adult dataset.
NET Hidden1 Hidden?2

1 50 100
2 50 50
3 100 75
4 200 50
5 150 50
6 100 150
7 200 100
8 100 100
9 200 200

Table 3. Configuration of the networks trained on the APS dataset.
NET Hidden1 Hidden 2

1 25 25
2 50 25
3 100 25
4 25 50
5 50 50
6 100 50
7 25 100
8 50 100
9 100 100

6. Conclusions and Future Work

This study explored how different strategies for handling class imbalance affect the risk of
private data exposure through membership inference attacks (MIAs). We compared data-
level sampling with algorithm-level cost-sensitive learning in neural networks trained on
two datasets. Our findings suggest that the cost-sensitive approach is more vulnerable to
privacy leakage, particularly in the UCI Adult dataset, where attack success was signifi-
cantly higher.

These results highlight a potential trade-off between fairness and privacy: while
algorithm-level techniques may improve performance on underrepresented classes, they
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can also increase the model’s susceptibility to privacy attacks. This observation raises
important considerations for the design of machine learning systems in sensitive applica-
tions.

Future work should evaluate whether these results generalize to other model ar-
chitectures and datasets, and investigate defenses that jointly address class imbalance and
privacy risks. It is also worth exploring whether certain classes or demographic groups
are disproportionately affected by MIAs, an aspect that remains largely unexamined in
the literature.
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