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Resumo. A tecnologia Blockchain combinada com a proveniéncia de dados torna os dados do
solo mais confidveis e rastreaveis, fornecendo informacgdes inviolaveis sobre suas origens e
transformagdes. Apresentamos FAIRCHAIN, uma infraestrutura computacional para gerenciar
contratos inteligentes que utilizam dados curados de solos capaz de contribuir para mitigar os
desafios em aberto na cadeia de abastecimento agroalimentar, mais especificamente na
dificuldade de rastreabilidade de dados de solos. Neste trabalho, discutimos o mecanismo de
estruturacdo de contratos inteligentes usando dados enriquecidos com metadados de proveniéncia
retrospectiva. A infraestrutura ¢ flexivel e pode incorporar implementagdes de fluxo de trabalho.
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Abstract. Blockchain technology combined with Data provenance is one way to make soil data
more trustworthy and traceable by providing tamper-proof information about the origin,
transformations, and history of pieces of data. We present Hyperledger Fabric of
FAIRCHALIN, a computational infrastructure that manages smart contracts that uses soil data.
We aim to mitigate the open challenges of the agricultural food supply chain, specifically in the
difficulty of traceability of soil data. In this work, we present the mechanism to structure a smart
contract using soil data enriched with retrospective provenance metadata. The infrastructure can
hold workflow implementations.

Introduction

The problems facing soil security in Brazil today have enlarged considerably, as well as
various factors and phenomena that augment the complexity of the issues, such as climate
change, land grabbing, misuse of fertilizers, erosion, loss of agrobiodiversity, and other
agricultural sustainability issues. However, from the computer science point of view, the
scarcity of curated and trustful soil data is burdensome. For instance, Brazil has a small
amount of soil data. Only 5% of the national territory is mapped on a scale of 1:100,000
or more (Bolfe et al., 2018).

Agronomic investigations require high-quality data. Today, there are thousands of soil
data silos widespread on the Web. They have multiple semantics and formats and little or
no provenance metadata. These silos are isolated, undocumented, and stored in
laboratories or institutions with limited findability, accessibility, and security guarantees
(Cruz et al., 2019; Marinho, Cruz et al., 2020).

Data provenance, also known as lineage or pedigree, is metadata that can be understood
as the digital history of a piece of data or dataset (Freire et al., 2008). It is used in several
areas, from computer science to digital agriculture (Allemang & Bobbin, 2016). For
example, evidence of provenance is essential to ensure food quality and consumer
protection. They ensure data originality, identify data generation processes, and increase
confidence in the food supply chain.

Due to their flexibility, blockchains and data provenance are used for various
applications, such as digital agriculture, food supply chains, and soil security (Marinho,
Pinheiro, et al., 2020). Blockchain is quite a generic technology and has the potential to
serve an array of industries due to its practical advantages. Every update on the
Blockchain is incremental, making it impossible to modify or recreate any piece of data
on the chain of data blocks.

This work presents the Hyperledger Fabric (HL) of FAIRCHAIN, a computational
infrastructure that manages soil data, ensuring provenance, trustworthiness, and
traceability. This proposal is a contribution that can be used in the agricultural food supply
chain. FAIRCHALIN consists of structuring smart contracts using soil data enriched with
provenance metadata in the chaincode of the Hyperledger Fabric (HL). The structured
provenance enriches soil data with rastreability, while blockchain technology ensures the
data's integrity, auditability, and confidence.

Related works

Azzi et al. (2019) described how the Blockchain could be integrated into the supply chain
to create reliable, transparent, authentic, and secure systems. The authors analyzed the
benefits and challenges encountered in blockchain-based supply chain management.
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Yadav et al. (2020) reviewed the agricultural food supply chain considering food safety
and soil security. Even traditional retailers like Walmart stress that Blockchain and
provenance are critical for running their business (Kamath, 2018).Lautert et al. (2021)
pointed out that the transparency of blockchain is highlighted by data provenance. It also
described the adherence of blockchain technology with data provenance and data
immutability.

Cruz et al. (2018) present OpenSoils, a provenance-oriented multilayered e-infrastructure
tailored to store curated soil profiles in a cloud-based computational framework. It is a
lightweight computational approach that allows researchers to collect, store, describe,
curate, and harmonize various soil resources, increasing the compliance and trustability
of food supply chains. The e-infrastructure can be extended to support the Blockchain
and store data in a tamper-proof way.

Our proposal aims to be more embracing than related works. We propose a decentralized
platform with member governance and decentralized data storage respecting data
ownership. In addition, new types of soil-related data can be integrated into the platform,
and we have the possibility of scientific workflow implementation.

Data Provenance

Data provenance identifies the derivation history of data. It is well-known in e-Science,
Databases, Data Science, and Digital Libraries (Tan, 2007). However, in digital
agriculture, few works consider the critical importance of data provenance to achieve
reproducibility and trust in agronomic results (Adams et al., 2017).

Our proposal considers the use of retrospective provenance in next-generation digital
agronomic systems. Provenance is metadata derived from the computational steps (da
Cruz & do Nascimento, 2016). It represents information such as "which process was
executed," "who performed it," and "how long it took" without having prior knowledge
of the sequence of computational steps involved in it. (Freire et al., 2008).

Metadata can be collected and recorded as retrospective provenance in FAIRCHAIN,
such as who is in charge of collecting the soil samples in the field, when it started and
ended, what is the geolocation of samples; what devices and software were used. This
metadata must also be saved in case of further change. In the case of images, another set
of metadata must be collected, such as timestamp, executing agent, geolocation,
equipment, image resolution, and others.

Data provenance can be more tangible in the food supply chain due to Blockchain's
immutable and decentralized nature; it can enhance, and the benefits are diverse. For
instance, data and provenance about soil samples can be used to create fertility maps of a
given property to get carbon credits in the market. Insurance companies can rely on the
maps because Blockchain ensures that once a specific dataset is committed to the ledger,
it can never be deleted. Thus, allowing them to audit or follow the variations of carbon
rates in the property through the years, they will never be deceived because they can
always bring up the records with trust, transparency, and confidence.

Blockchain and Hyperledger Fabric

Blockchain technology emerged to deal with the intermediation problem by certifying
entities (e.g., banks and insurance agencies), allowing untrusted entities to interact in a
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decentralized and distributed manner without brokers or trusted third parties. Blockchain
uses a distributed database that records immutable transactions on a network.

The type of access is the core characteristic of a blockchain. In a public blockchain, any
user can enter without any prior identification. A private blockchain (a.k.a permissioned)
requires that the user has permission from the company, institution, or group responsible
for the Blockchain. The last kind comprises parts that know each other and share a
previously established relationship (Androulaki et al., 2018).

As soon as a permissioned blockchain is created, each user profile would be allowed to
write a set of data and metadata controlled by the consensus defined among the
organizations. The permission is essential to respect the organizations' roles (groups,
companies, and wet labs, among others).

Hyperledger Fabric (HL), or simply Fabric, is a permissioned blockchain architecture
aiming for resilience, flexibility, scalability, and confidentiality. Fabric is designed as a
modular and extensible general-purpose blockchain. It supports running distributed
applications written in standard programming languages, allowing them to run
consistently across many nodes, giving the sense of running on a single global distributed
blockchain network.

An HL network supports multiple connected blockchains. Each blockchain can be
referred to as a channel and has different peers as members. The introduction of the
architecture, which follows the execute-order-validate blockchain paradigm, consists of
an endorsement and wise contract policy, executing untrusted code in a distributed way
in an untrusted environment (Androulaki et al., 2018)

Practical Use Case: HL and soil data repository in FAIRCHAIN

In this section, we describe the implementation of an HL Fabric network in FAIRCHAIN
and its relationship to digital agriculture, considering the repository of OpenSoils
e-infrastructure. Figure 1 summarizes the canonical model used to ensure traceability and
immutability of soil data in the repository.

Legends:

CAQ - Certification Authority
CA1 - Certification Authority
CA2 - Certification Authority
RO — Participant

R1 - Participant

R2 — Participant

CC1 - Channel Configuration
C1 - Channel

P1-Peer

P2 - Peer

O — Peer (Ordenador)

L1 - Ledger

SC—Smart Contract

Al - Aplication

Figure 1 - Network model in HL Fabric. Adapted from: (Hyperledger, 2020)

One or more participants can start a channel (C1). They define how the operation of the
future network channel will be configured. The participant's information is stored in the
channel's configuration file. This setting defines restrictions to the network resources, i.e.,
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who can read or write the channel or use a specific chaincode API via an access control
list. The setup occurs before the channel's creation or is specified when instantiating the
chaincode on the channel.

Organizations must agree on the channel configuration (CC1) in the "Configuration
Block" block. In our scenario, there are three organizations (RO, R1, and R2), the
organizations may be composed of technicians and pedologists, and each organization
belongs to a different institution. As mentioned before, one of the organizations might
unilaterally create the channel and invite the others. In this model, the organizations will
collaborate on the channel since its initialization.

Users of organizations need to be authorized to act within this channel. Each organization
must define which certification authority serves they need. Hyperledger Fabric provides
a standard Certificate Authority component (CA), which issues PKI-based certificates to
network member organizations and users.

In our model, a root certificate is issued for each organization. An enrollment certificate
is issued for each user authorized by the respective certification authority (CA0, CAl,
and CA2). A user (pedologist, student, researcher, among others) must be associated with
an organization (institution, organization, or group) authorized to send requests to the
Blockchain. In this use case, the requests would be the datasets of soils.

Endorsement Policy

These certificates can identify components belonging to an organization, sign
transactions, and indicate if the organization endorses the transaction's outcome; this is a
precondition for the transaction to be accepted in the ledger.

The endorsement policy is a static library for validating transactions, which a chaincode
can parameterize. It allows the chaincode to specify the endorsers for a transaction as a
set of nodes (Ruan et al., 2020).

The transaction flow has three steps: i) execution, verification of correctness, and
endorsement of transactions; ii) order and consensus protocol; iii) validation against
application-specific confidence assumptions, avoiding concurrency problems (Manevich
etal., 2021; Ruan et al., 2020).

In the execution phase, the transaction proposals are signed by users and sent for
endorsement. These proposals contain the sender's identity, the operation to be executed,
the parameters, the chaincode identifier, a nonce!, and a transaction identifier derived
from the users' ID and the nonce. Every chaincode implicitly specifies a set of endorsers
through the channel's endorsement policy (Androulaki et al., 2018).

The results of the execution process are input to the sorting service. The nodes perform
an atomic transmission protocol resulting in an ordered sequence of output strings
grouped into blocks. (Manevich et al., 2021). The transaction flow is anchored in
consensus; each originator uses the same block formation protocol to group transactions
into blocks and forward them to the nodes. Then, a block is formed as the number of
pending transactions reaches the limit or when a timeout occurs (Ruan et al., 2020).

! In cryptography, a nonce is an arbitrary value that can only be used once.
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Blocks can be delivered to nodes by the ordering service or gossip. A new block enters
the validation phase. This phase consists of three sequential steps: the evaluation of the
endorsement policy, the read-write conflict check-up (a.k.a verification) of all
transactions in the block, and, finally, the update of the local ledger with blockchain state
update. Block transactions are validated sequentially based on the corresponding
endorsement policy and serialization.

These organizations can physically host the ledgers (L1) and chaincodes (SC) within the
channel. These hosting points can be called nodes (P1 and P2). They are one of the
physical points where organizations transact on a channel connected to it (the other being
an application). The number of channels in a node is limited only to physical and country
legislation.

After the creation of the channel, transactions are forwarded to endorsing nodes. Next,
transactions are passed to the Order Service for ordering and structuring the block. The
last step is the validation stage, where the block is validated, recorded in the ledger, and
distributed to other nodes.

Smart Contracts and Chaincodes

The next step is introducing smart contracts, or chaincodes, to the channel nodes. Smart
contracts are codes that connect a user to the blockchain network. Smart contracts with
similar characteristics can be grouped in HL Fabric called chaincode (SC). A chaincode
is installed on the nodes and may group more than one smart contract.

Chaincodes are installed on the nodes, approved by the organizations, and persisted in the
channel. Install, approve, and confirm a chaincode is known as the "lifecycle" of the
chaincode. Organizations are not required to install all chaincodes. Note, in Figure 2, that
the ordering service does not have the chaincode installed, as these nodes usually do not
propose transactions.
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Figure 2 — Fabric's transaction flow, adapted from (Androulaki et al., 2018).

In the practical use case presented (HL and soil data repository in FAIRCHAIN), a
chaincode will be generated with only one smart contract to manage the data that will be
persisted in the Blockchain. This contract will be responsible for validating the user's
access to the Blockchain prior to the information persistence. This contract allows the
management of soil profiles and horizons.
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The smart contract will be responsible for validating the entry data and then persist on the
blockchain. All results from blockchain-based queries will be made available in JSON?
format, allowing interoperability with other machines that know this result format. With
the smart contract confirmed by the peers, the client application (A1) can be used to
invoke transactions in this chaincode (Hyperledger, 2019). The use case was implemented
on a local machine to validate concepts and punctual adjustments in the smart contract

with satisfactory results.
/ Hyperledger Blockchain \
/ Chaincode \

/ Smart contract \
: ) .
Send transaction N Receive
> )
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Y
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Figure 1 - Smart contract workflow (Source: the authors)

Conclusions

The FAIRCHAIN proposal increases trustworthiness and traceability in the food supply
chain. For instance, if agronomic services achieve better knowledge about the soils, they
can face the soil security issues more appropriately, getting a deeper understanding of
complex issues like land grabbing or soil loss by erosion.

Today, there are few works in the literature about provenance and blockchain in soil data.
The way data can be stored on the FAIRCHAIN blockchain offers tamper-proof
information about the origin, transformations, and history of pieces of data. Another essential
point to note is that soil datasets receive unique identifiers, which increases the possibility
of reusing this data and increases their confidence in further studies.

We stress that high-quality soil data can be transformed into high-value agronomic
products like geographic maps or soil properties maps, which governments or private
companies, like insurance companies, banks, and agronomic services, can trust to make
more accurate decisions. For instance, as the data on the blockchain cannot be deleted,
variations of the rates of carbon in the soil samples can be followed through time.

The FAIRCHAIN blockchain is being developed as part of a broader platform called
Opensoils (Cruz et al., 2018). The platform is constantly evolving to meet the demands
of soil science professionals.

2 JavaScript Online Notation
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