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Abstract. The integration of heterogeneous data from the Brazilian Unified
Health System (SUS) for epidemiological surveillance remains challenging.
Legacy systems such as SIM (mortality) and SINASC (live births) operate
independently, without shared identifiers. Existing approaches typically address
these dimensions separately, lacking an integrated treatment of semantic
mediation, decentralized custody, provenance auditing, and uncertain entity
reconciliation over SUS legacy data. This paper presents the Distributed
Federated Semantic Architecture (DFSA), combining knowledge graphs,
permissioned blockchain, distributed encrypted storage, and fuzzy logic. The
solution was validated with real-world data from the municipality of Camaçari,
Bahia, Brazil, comprising 5.4 million RDF triples. It achieved a federated
latency of less than 10 ms, with an estimated throughput of 1.6 million queries
per hour, along with full auditability. The solution also received positive
feedback from managers due to the automated generation of indicators.

1. Introduction
Epidemiological surveillance constitutes one of the fundamental pillars of public health
systems, being essential for disease monitoring, evidence-based policy formulation, and
efficient resource allocation. In Brazil, the Unified Health System (SUS) provides
coverage to over 210 million inhabitants, operating through dozens of information
systems distributed across more than 5,500 municipalities. Among these systems,
the most prominent are SIM (Mortality Information System), SINASC (Live Birth
Information System), SINAN (Notifiable Diseases Information System), and e-SUS PEC
(Electronic Citizen Health Record). Developed independently and at different historical
periods, these systems employ distinct technologies and schemas — SIM, for instance,
uses the Firebird1 relational database for death certificates, while SINASC adopts a
similar architecture with a different schema for live birth certificates. This structural
heterogeneity imposes significant limitations on integrated health surveillance analyses:
municipal managers frequently need to cross-reference mortality information with birth
data to compute indicators such as the infant mortality rate; however, the absence of
semantic integration between these systems renders this process manual, time-consuming,
and prone to inconsistencies.

1Open-source relational DBMS; version 1.5 used by SUS legacy systems. https://firebirdsql.
org/



The integration of heterogeneous data sources is a classical problem in
computer science (Doan et al. 2012). Architectures based on mediators and wrappers
(Wiederhold 1992), ETL pipelines (Halevy et al. 2006), and OBDA approaches
(Calvanese et al. 2007; Calvanese et al. 2017) constitute well-established approaches,
yet they exhibit limitations in federated scenarios involving distributed data and
stringent governance requirements. More recently, knowledge graphs and blockchain
technologies have been explored in a complementary fashion, although typically
in isolation (Hogan et al. 2021; Hasselgren et al. 2020). In turn, systematic reviews
indicate persistent gaps in the semantic interoperability of legacy health systems
(Mello et al. 2022).

In the Brazilian context, initiatives such as the National Health Data
Network (RNDS) seek to promote interoperability based on established standards,
including HL7, FHIR, and SNOMED CT (Ministério da Saúde do Brasil 2020;
da Silva Costa et al. 2025). However, these initiatives focus predominantly on the
exchange of individual clinical data at the point of care, without addressing the semantic
integration of data from health information systems — such as mortality and live birth
records — required for the extraction of indicators from legacy systems such as SIM and
SINASC.

Recent work in health-applied computing has advanced relevant subproblems,
such as elastic human resource allocation in multi-hospital environments
(Fischer et al. 2024), information extraction from unstructured texts into ontologies
(Silva et al. 2022), the use of ontologies with inference for risk identification
(Hoffmann et al. 2025), epidemiological data integration and visualization
(Ribeiro et al. 2025), and AI-supported interoperability approaches (Ferreira et al. 2025).
Despite these advances, none collectively describes a multi-domain and multi-
organizational architecture that unifies semantic representation, decentralized governance,
distributed storage, and formal uncertainty treatment.

Given this scenario, this paper proposes the Distributed Federated Semantic
Architecture (DFSA), a solution that integrates knowledge graphs, permissioned
blockchain, IPFS, and fuzzy logic to enable federated semantic integration of public
health data. The remainder of the paper is organized as follows: Section 2 presents the
theoretical background; Section 3 describes the research methodology; Section 4 details
the proposed architecture; Section 5 presents the implementation; Section 6 discusses
the experimental results; Section 7 presents the discussion; and Section 8 provides the
conclusions.

2. Theoretical Background

This section presents the conceptual foundations underpinning the Distributed Federated
Semantic Architecture (DFSA), the central contribution of this work. The exposition
follows a problem-oriented logic, starting from the concrete challenge of data integration
within the SUS context — exemplified by the SIM and SINASC systems —, and
subsequently introducing the four pillars that complementarily address the identified
dimensions: flexible semantic representation, decentralized governance and auditability,
resilient distributed storage, and uncertainty treatment in entity reconciliation.



2.1. The Problem: Data Integration in SIM and SINASC

The challenge of integrating heterogeneous data in complex ecosystems such as
SUS manifests across multiple dimensions: structural (distinct database schemas),
syntactic (different formats and encodings), semantic (divergent meanings for similar
terms), and organizational (distributed governance among municipalities, states, and
the federal government). The SIM and SINASC systems embody these challenges in
an emblematic manner: developed independently over legacy relational databases with
periodic synchronization, both operate without unique identifiers that would facilitate
interoperability. This characteristic transforms the correlation of records belonging to
the same individual — for example, linking a death certificate (SIM) to a birth certificate
(SINASC) for survival analyses — into a non-trivial entity reconciliation problem. Within
the DFSA, the central question that emerges is: what set of technologies can, in an
integrated manner, address the multiple facets of this problem?

2.2. Knowledge Graphs: Flexible Semantic Representation

The first pillar of the DFSA addresses the semantic and structural dimensions of the
problem. Knowledge Graphs offer schema flexibility, native inference, and incremental
integration (Hogan et al. 2021), characteristics particularly suited to the distributed SUS
ecosystem. By representing data as RDF2 triples (subject-predicate-object), it becomes
possible to connect entities from different domains without imposing a rigid schema,
thus facilitating the gradual evolution of the data model. The SPARQL3 language, in turn,
enables federated queries over multiple graphs, supporting cross-domain analyses without
physical data centralization — a fundamental requirement for respecting the autonomy of
federated entities.

In the context of SIM and SINASC, Knowledge Graphs allow the representation,
within a unified model, of the heterogeneous structures of both systems, creating semantic
bridges between concepts such as “death certificate” and “birth certificate”. Nevertheless,
semantic representation alone does not resolve the challenges of governance and data
provenance in a multi-institutional environment.

2.3. Permissioned Blockchain: Governance and Auditability

The second pillar addresses the organizational and legal dimensions. Permissioned
blockchains are distributed immutable ledger networks in which only authorized
participants can perform transactions and validate blocks. Unlike public blockchains
(such as Bitcoin), permissioned ones are designed for corporate and governmental
environments requiring access control, verified identity, and consensus-based governance
among participants. In the healthcare context, this type of ledger provides verifiable
and immutable provenance for metadata, being particularly relevant for meeting
LGPD4 requirements regarding the traceability of sensitive personal data processing
(Androulaki et al. 2018; Hasselgren et al. 2020).

2W3C standard model for data representation on the Semantic Web, based on subject-predicate-object
triples.

3W3C standard query language for RDF graphs, supporting federated queries over multiple endpoints.
4Lei Geral de Proteção de Dados (Law No. 13,709/2018): Brazil’s data protection law establishing

principles of purpose limitation, data minimization, and traceability.



In the DFSA, the blockchain does not store raw health data (which reside in
distributed repositories), but rather provenance metadata: who accessed what, when, for
what purpose, and which transformations were applied. This creates an audit layer that
operates in parallel with the semantic layer, ensuring that the flexibility of Knowledge
Graphs does not compromise legal accountability. However, blockchain is not designed
for large-volume data storage, which requires a third component.

2.4. IPFS: Resilient Distributed Storage

The third pillar addresses the infrastructural dimension. The InterPlanetary File System
(IPFS) is a peer-to-peer distributed file system that employs content-based addressing,
in contrast to the location-based addressing of the traditional web (Benet 2014). In
IPFS, files are identified by their cryptographic content identifiers (CIDs), which ensures
immutability and integrity. This characteristic makes it particularly suitable for storing
health data in multi-institutional scenarios. In the DFSA, IPFS serves as the persistence
layer for semantically represented data, creating an immutable link between the semantic
representation and the raw content while keeping blockchain storage lean.

2.5. Fuzzy Logic: Entity Reconciliation under Uncertainty

The fourth and final pillar addresses the most critical operational challenge for the
effective integration of SIM and SINASC: entity reconciliation under uncertainty. Fuzzy
logic (Zadeh 1965) is an approximate reasoning approach that enables the treatment
of uncertainty inherent in record matching across distinct sources (Christen 2012;
Todorov et al. 2014). Unlike deterministic methods (which operate with binary matching
thresholds), fuzzy logic expresses degrees of similarity within the interval [0, 1],
propagating confidence throughout the integration process. This is essential in the SIM–
SINASC scenario, where records belonging to the same individual may exhibit variations
in names (e.g., “Maria da Silva” vs. “M. Silva”) or addresses. In the DFSA, fuzzy
reconciliation results feed into the Knowledge Graphs, which then represent not only
entities but also probabilistic relationships among them.

2.6. The Complementarity of the Four Pillars

In summary, each pillar of the DFSA addresses a specific facet of the integration
problem within SUS: Knowledge Graphs provide the semantic flexibility to represent
heterogeneous data; Permissioned Blockchain ensures the decentralized governance
and auditability required by the LGPD; IPFS provides resilient and immutable storage
without central points of failure; and fuzzy logic enables precise entity reconciliation
under conditions of uncertainty.

3. Research Methodology
This research adopted the Design Science Research (DSR) approach (Hevner et al. 2004;
Peffers et al. 2007), organized into six stages. The first four stages were completed in
this iteration: (i) Problem Identification through a Systematic Literature Review (543
studies, 23 selected), which revealed gaps in security/privacy (13%), formal uncertainty
treatment (21.7%), and the absence of multi-domain validation; (ii) Objective Definition,
translating the identified gaps into requirements for semantic integration, decentralized
governance, auditability, and scalability; (iii) Design and Development of the DFSA



(Section 4) and the prototype (Section 5); and (iv) Demonstration with real-world SIM
and SINASC data (Section 6). The stages (v) Evaluation and (vi) Communication are
ongoing, including extension to SINAN/e-SUS Notifica and source code availability.
During the research, LLMs supported auxiliary activities such as code generation,
documentation, and language editing.

4. Distributed Federated Semantic Architecture (DFSA)
The DFSA is a conceptual architecture organized into four layers, as shown in Figure 1,
separating the responsibilities of data ingestion, semantic transformation, distributed
storage with governance, and semantic query orchestration. In contrast to classical
live-source federation (Wiederhold 1992), the DFSA adopts a materialized semantic
federation model: data are collected from legacy systems, transformed into RDF graphs,
stored in distributed infrastructure, and queried through a semantic orchestration layer.
This choice reflects the operational reality of SUS legacy systems — and other domains
with heterogeneous legacy sources lacking query endpoints — and is grounded on
four principles: Federation without centralization; Consensus-based governance;
Verifiable provenance; and Uncertainty tolerance.

Conceptually, Layer 1 (Ingestion) defines distributed agents for collecting
data from heterogeneous sources and producing standardized pre-graphs. Layer 2
(Semantics) transforms these pre-graphs into RDF graphs grounded in Source Ontologies
(SO) and reconciles entities across distinct graphs. Layer 3 (Storage and Governance)
combines content-addressable distributed storage (IPFS) with immutable metadata
recording on blockchain. Layer 4 (Federation) executes distributed SPARQL queries
over the graphs, consolidating results from multiple sources.

Figure 1. Overview of the DFSA with four layers and cross-cutting components
of blockchain, IPFS, and fuzzy logic. Source: Authors



5. Implementation of the DFSA Solution

The current prototype implements and evaluates the DFSA primarily for structured SIM
and SINASC data accessed through JDBC-based agents. Layers 1–3 are operational
in this scope, covering ingestion, RDF transformation, encrypted IPFS storage, and
blockchain metadata registration. Layer 4 is implemented as a custom semantic
orchestration mechanism. Agent families for semi-structured, file-based, and unstructured
data remain planned extensions.

5.1. Layer 1: Distributed Agents for Data Ingestion

Agents are autonomous and specialized software components, each responsible for
accessing, collecting, and normalizing data from a specific source, implementing a
standardized pipeline: collection → normalization → semantic mapping → publication.
They operate asynchronously following reactive principles (Bainomugisha et al. 2013)
and the Template Method pattern (Gamma et al. 1995), comprising five components: (i)
source access mechanism; (ii) parsing and normalization; (iii) filtering and metadata
enrichment; (iv) asynchronous parallelism manager; and (v) entity publisher with
provenance.

The layer defines four agent families: (a) structured data, based on JDBC
introspection; (b) semi-structured data, such as JSON, XML, CSV, and REST APIs;
(c) file-based data; and (d) unstructured data, using ontology-guided NLP5. In the
current validation, only structured JDBC-based agents were implemented and tested
experimentally.

5.2. Layer 2: Ontological Layer and Mapping

This layer transforms pre-graphs into graphs grounded in Source Ontologies (SO) for SIM
and SINASC, extended from prior work (Gomes et al. 2022; Franco et al. 2025). The
SIM SO comprises 9 classes, 8 object properties, and 42 data properties; the SINASC
SO comprises 10 classes, 9 object properties, and 33 data properties. Rather than
a monolithic global ontology, the prototype uses source ontologies connected through
alignment mappings acting as a lightweight mediated semantic layer.

The transformation process is supported by four components: (i) Internal
Ontological Model; (ii) Ontology Registry; (iii) Automated Mapping Engine; and
(iv) Reconciliation Engine. The mapping engine operates in two stages: lexico-
semantic alignment between relational attributes and ontology properties (combining
nominal similarity, synonym dictionary, content compatibility, and SQL–OWL type
compatibility), followed by domain heuristics for confidence adjustment of candidate
pairs.

The reconciliation engine identifies potentially equivalent entities across graphs
through a composite score based on the classical weighted similarity framework
(Christen 2012):

score(ei, ej) = wname sname+wprop sprop+wctx sctx+wdata sdata, wk ∈ [0, 1],
∑

k wk = 1.

5Natural Language Processing: enables extraction of structured information from free-text fields.



Each sk ∈ [0, 1] denotes a partial similarity (name, comparable attributes,
contextual coherence, and key-field consistency, respectively), and each wk is a domain-
configurable weight. For the SIM–SINASC validation, weights were set to wname=0.5,
wprop=0.2, wctx=0.2, wdata=0.1, reflecting the discriminative power of name-based
matching in Brazilian civil registry records. The final decision employs fuzzy rules and
configurable thresholds, with borderline cases forwarded for assisted validation.

5.3. Layer 3: Distributed Storage and Governance

This layer implements a data plane/control plane6 separation
(Tanenbaum and van Steen 2015): RDF graphs (1–10 MB/batch) are stored on IPFS
(Benet 2014) with unique CIDs7 ensuring integrity and deduplication; provenance
metadata (CID, author, timestamp, access and retention policies) are recorded on the
MultiChain blockchain (<1 KB/record). Graph encryption employs AES-256-GCM
with a random initialization vector. MultiChain was chosen over platforms such as
Hyperledger Fabric (Androulaki et al. 2018) due to its lower deployment overhead and
computational cost for a controlled validation environment.

5.4. Layer 4: SPARQL Federation

The federation layer executes distributed queries over multiple RDF graphs, conceptually
aligned with FedX8 (Schwarte et al. 2011) and ANAPSID9 (Acosta et al. 2011) but
implemented as custom orchestration integrating IPFS, in-memory cache, and
blockchain-based auditing. It supports two strategies: (1) per-source execution
(parallel/sequential) and (2) in-memory join. The current implementation should be
understood as a custom orchestration layer inspired by these engines, rather than a direct
extension. A federated query involves source selection based on metadata and semantic
mappings; retrieval of authorized graph identifiers from the blockchain; loading of RDF
graphs from IPFS or cache; and execution of subqueries with in-memory joins, followed
by audit logging.

6. Experimental Results
Experiments were conducted on a machine with Intel Core i9-ULTRA 185H (16 cores),
32 GB RAM, 1 TB NVMe SSD, and Windows 11. The dataset comprises 5,444,201
RDF triples (1,406,778 from SIM; 4,037,423 from SINASC). The protocol consisted of
100 executions (10 warm-up, 90 measurement) with a 95% confidence interval, following
benchmark methodology from prior work (Bizer and Schultz 2009; Han et al. 2018).

Table 1 summarizes the obtained metrics. The DFSA exhibits bimodal behavior:
simple queries (2.2 ms) and federated queries (4.5 ms) fall within the interactive range,
with a 2.3 ms increment attributable to orchestration overhead — an acceptable cost for
transparent querying across multiple sources. The throughput of 1.66M queries/hour
reflects scalability for massive indicator generation. Inference latency (67.7 s) is
suitable for analytical but not real-time scenarios. Benchmark queries covered three

6Architectural pattern separating effective data storage (data plane) from governance metadata and
access policies (control plane).

7Content Identifier: cryptographic hash ensuring content integrity and deduplication.
8SPARQL federation engine using triple grouping and parallel execution across endpoints.
9Federated SPARQL engine supporting real-time adaptation to endpoint latency and availability.



classes: single-source lookup, two-source SIM–SINASC indicator generation, and offline
inference for derived knowledge materialization.

Table 1. DFSA performance metrics.

Metric Mean σ P95

Simple Latency (ms) 2.2 3.8 13
Federated Latency (ms) 4.5 2.9 9
Inference Latency (ms) 67,673 7,129 80,962
Throughput (queries/hour)a 1,661,538 – –
Overhead vs. Centralized (%)b 106.2 216.1 415.4

a T̂hour = 3,600,000/tms queries/hour (benchmark LIMIT 1, cache enabled, sequential).
b (tf,i − t1,i)/t1 × 100 (single-source vs. 2 sources). Source: Authors.

6.1. Municipal Indicators
Municipal epidemiological indicators are quantitative measures for monitoring morbidity
and mortality, supporting health surveillance and resource allocation. All data from the
municipality of Camaçari used in the validation were anonymized and handled under
institutional ethical approval, with no exposure of individually identifiable information.

Table 2 presents indicators validated by the local Health Department. The
underlying integration mechanism is illustrated in Figure 2, which details: (a) a federated
SPARQL query correlating SIM and SINASC to compute the death-to-live-birth ratio
per 100 live births (2023); (b) a fragment of the query result; and (c) the resulting SIM
dashboard, highlighting end-to-end pipeline transparency.

Table 2. Epidemiological indicators obtained via federated SPARQL queries.

Indicator Value Period
Total Deaths (SIM) 10,505 2019–2023
Total Live Births (SINASC) 22,350 2019–2023
Infant Mortality Rate (per thousand) 12.67 2023
Firearm Deaths (ICD X93.4)a 147 2023
Preterm Births (%) 11.0 2023

Data extracted via federated SPARQL queries over SIM and SINASC RDF graphs. Source: Authors.

7. Discussion
The validation of the DFSA with over 5.4 million RDF triples demonstrated technical
feasibility across multiple dimensions. The federated query latency of 4.5 ms (P95 =
9 ms) falls below the 100 ms interactive threshold, indicating suitability for operational
use by health managers. The estimated throughput of 1.66M queries/hour confirms
scalability for massive indicator generation. Immutable auditability via blockchain with
AES-256-GCM encryption ensures LGPD compliance.

Compared with recent work in health-applied computing (Ferreira et al. 2025;
Ribeiro et al. 2025; Hoffmann et al. 2025; Silva et al. 2022; Fischer et al. 2024), the
DFSA distinguishes itself by constituting an integrated, multi-domain, and multi-
organizational architectural proposal. While those works address relevant subproblems



Figure 2. SIM × SINASC query for computing the death-to-live-birth ratio per
100 inhabitants — with SIM Dashboard — municipality of Camaçari, Bahia.
Source: Authors

— such as domain-specific interoperability, clinical record extraction, or indicator
visualization — none proposes a unified architecture combining knowledge graph-based
semantic representation, decentralized blockchain governance, distributed storage, and
formal uncertainty treatment within a single federated platform targeting SUS data
integration.

7.1. Limitations

The implementation presents four limitations: (i) Workload representativeness: metrics
were obtained under warm/hot conditions with low-cardinality queries, not fully capturing
large-scale concurrent access; (ii) Semantic inference cost: the derived knowledge
generation stage exhibited a mean latency of 67.7 s, suitable for analytical and offline
enrichment processes but inadequate for real-time interactive use, as it does not lie
on the critical path of federated queries; (iii) Distributed storage security: although
the prototype implements AES-256-GCM encryption, it still lacks consolidated key
management and rotation mechanisms for multi-institutional scenarios; (iv) Operational
and adoption challenges: the current implementation does not evaluate the long-term
costs of maintaining blockchain nodes across multiple municipalities, nor does it address
the logistical complexity of ensuring data persistence in IPFS through formal replication
agreements. These aspects are planned for future iterations.

Regarding the LGPD right to erasure, the architecture avoids storing raw health
data on-chain; deletion is handled at the encrypted data and key-management layers,
while the blockchain preserves only immutable audit metadata. To mitigate blockchain
scalability issues, only compact governance metadata, CIDs, timestamps, and audit
records are stored on-chain, with RDF graphs remaining off-chain in encrypted distributed
storage.

8. Conclusion and Future Work

This paper presented the Distributed Federated Semantic Architecture (DFSA),
combining knowledge graphs, permissioned blockchain, IPFS, and fuzzy logic to address
the integration of heterogeneous SUS data. The hypothesis that the synergy of these
technologies enables a truly federated, scalable, and auditable semantic integration



platform was evaluated through a prototype applied to real-world data from Camaçari,
Bahia.

The main contributions include: (i) transparent integration between systems
via federated queries correlating mortality and birth data; (ii) complete auditability
via permissioned blockchain with LGPD-compliant encryption; (iii) preservation of
decentralized data custody; and (iv) extensibility to new sources through specific agents
and ontologies. The positive evaluation by the Municipal Health Department corroborates
practical applicability.

This work corresponds to the first DSR iteration, with partial evaluations
validating technical feasibility. Upcoming iterations include: (i) extension to
SINAN and e-SUS Notifica; (ii) cache optimization and incremental inference; and
(iii) the evolution of cryptographic management for multi-institutional environments,
encompassing asynchronous inference, the evaluation of partial materialization strategies,
and distributed parallelization, with the aim of reducing computational costs without
compromising semantic expressiveness.
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de Computação Aplicada à Saúde, pages 249–260, Porto Alegre, RS, Brasil. SBC.

[Franco et al. 2025] Franco, S. d. C., Gomes, N. B. P., and Salvador, L. d. N. (2025).
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