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ABSTRACT

CONTEXT: The evolution of business processes has driven the
integration of systems-of-systems (SoS) across various domains,
leveraging technologies such as cloud computing, e-commerce plat-
forms, and smart environments. In this context, the integration
of various heterogeneous and independent constituents systems
include information systems that collaborate to achieve business
goals. Hence, the accountability of these systems must be a concern,
but traditional accountability approaches can obscure the responsi-
bility and ownership of data, processes, and outcomes. PROBLEM:
This complexity often results in studies offering specific solutions,
then highlighting the ongoing need for a shared understanding of
accountability. Furthermore, establishing accountability as a quality
requirement poses a significant challenge due to limited research
and an undefined agenda for underlying challenges. SOLUTION:
This paper presents an overview of accountability from reporting
on the current landscape to proposing a research agenda to address
existing challenges. METHOD: The study adopts a prescriptive ap-
proach based on a systematic mapping study. RESULTS: The study
yields insights into accountability, and a research agenda when
identifying seven topics for further investigation. CONCLUSION:
By consolidating knowledge on accountability, this study facilitates
the expansion of the body of knowledge on the field and brings
new inquiry to inspire innovative solutions.

CCS CONCEPTS

« Software and its engineering — Software creation and man-
agement.
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1 INTRODUCTION

Nowadays, organizations rely more on complex and interconnected
systems to manage operations, exchange information, and coor-
dinate activities in a non-linear manner. Among these, system-of-
systems (SoS) stands out as complex system [1-4]. These solutions
have in common the fact that they integrate independent systems
into larger and more complex systems that provide capabilities that
can only be achieved through collaboration among systems [5]. SoS
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complexity differs from traditional systems due to features such as
operational and managerial independence, distributed constituent
systems, and evolutionary development, often leading to emergent
behaviors [6]. In this context, a specific subset of business-intensive
SoS emerges: system-of-information systems (SolS) [7], in which
independent systems, including information systems (IS) among
their constituents systems, are organized in an interconnected ar-
rangement for supporting business goals [8, 9].

SolS exhibit a strong business nature, with goals often being
expressed as dynamic and inter-organizational business processes
[9]. While SoS primarily focus on technical artifacts, such as soft-
ware components, SolS take a broader perspective, concentrating
on various elements within the system structure. SolS is formed
by exhibit unique properties, such as the flow of information, a
business-process-oriented nature, and the creation of earned value
from interoperability among constituent systems [8, 10]. Unlike
traditional systems, a SolS involves diverse engineering intercon-
nections, potentially sourced from various entities (e.g., users, de-
velopers, organizations), and often operates across different legal
and regulatory frameworks. This distinction underscores the impor-
tance of considering not only technical but also business aspects.

Despite many benefits, SoIS also pose significant challenges, par-
ticularly in terms of accountability as detailed in previous works [11,
12]. Accountability is a non-functional requirement [13] for holding re-
sponsible actions in organizations regarding obligations and sanctions
[14] and must encompass evaluation strategies [13, 15, 16]. It refers
to the obligation of individuals or organizations to be answerable
for their actions, decisions, and consequences arising from their
activities [16]. For example, ethics on programming, transparency
of services, or a security breaches, pinpointing accountability be-
comes intricate due to its distribution among multiple systems.
Determining the root cause and allocating responsibility for ad-
dressing the issue poses a significant challenge, emphasizing the
need for strategies to assess accountability within systems.

Understanding the current state-of-the-art on the SolS account-
ability is thus essential for addressing constituent systems engi-
neering challenges and developing effective solutions [17]. To the
best of our knowledge, there is no characterization in the state-
of-the-art of SolS accountability. Thus, the main contribution of
this work are (i) characterization of the state-of-the-art on the SolS
accountability, and (ii) identification of research directions. To do
so, we reviewed the existing literature to identify the factors that
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affect accountability in this context. After discussing the results,
we point out some directions to stimulate future research.

The remainder of this paper is organized as follows: Section 2
presents the background; Section 3 covers related work; Section 4
explains the research method; Section 5 presents findings and impli-
cations; Section 6 outlines a research agenda on SolS accountability;
Section 7 provides a discussion; Section 8 lists threats to validity;
and Section 9 concludes the paper with some final remarks.

2 BACKGROUND

Accountability definitions are quite broad and are adapted to many
domains. Gortmaker et al. [18] explore a definition of accountability,
mentioning that it “always involves an actor with the duty to render
an account and another actor with the power to judge or impose sanc-
tions”. Furthermore, authors argue that “duty to render an account”
corresponds with the “delegation of authority to act”, and “held to
answer implicitly assumes that one party has the power to judge the
other party’s performance”.

Attempting to further elucidate the concept of accountability,
Feigenbaum et al. [19] performed a literature review in the field
of Computer Science, defining accountability as a strategic mecha-
nism that links actions to consequences and dispels misconceptions
such as the notion that accountability precludes anonymity or re-
quires centralized authority. Vance et al. [20] contribute with an
accountability theory, framing it within the context of access policy
violations and emphasizing the process whereby individuals are
obligated to explain their actions to relevant parties who possess
the authority to adjudicate and impose consequences.

Additionally, accountability appears in diverse forms related
to service quality: (i) as a proactive measure to improve security
and protect online privacy; (ii) as a fundamental aspect of effec-
tive governance in public and private sectors; (iii) as a means to
align organizational goals with operational functions and enhance
oversight; (iv) as a facilitator of democratic processes; and (v) as
a defining attribute influencing system dynamics and functional-
ity, based on previous research [11, 12, 21]. Despite these varied
definitions, they generally imply the capacity of someone or some-
thing (e.g., sensors or systems) to assess and establish a culture of
responsibility through evaluation [16, 19].

In the context of complex systems engineering (e.g., SoS and, con-
sequently, SolS), prioritizing accountability is advocated to tackle
challenges and foster innovation throughout the software lifecy-
cle. An accountable approach to software projects can significantly
enhance their business relevance by offering clear insights into ca-
pability gaps, operational needs, requirements (functional and non-
functional), interoperability, and operational procedures. Moreover,
accountable behaviors from software engineers ensures alignment
with organizational goals and facilitates effective decision-making.
Strategies for enhancing software engineers accountability may
include implementing checkpoints to monitor performance, pro-
viding training and resources to support developers in fulfilling
their responsibilities, and establishing a system of rewards and
recognition for outstanding performance. Thus, understanding the
scope of the project and implementing controls for managing and
controlling it are fundamental aspects of accountability.
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In addition, by clearly defining the scope and establishing effec-
tive controls, the project team can mitigate risks, address potential
challenges, and maintain alignment with stakeholder expectations.
Regarding all the above findings, this paper claims the following
definition: accountability, as a non-functional requirement,
entails holding individuals or entities responsible for their ac-
tions within organizations, encompassing obligations, sanc-
tions, and necessitating comprehensive evaluation strategies,
based on previous work [11, 12, 21].

Therefore, as prior research has delved into methods for integrat-
ing accountability into systems, there is an urgent call for further
investigation into the intricacies of accountability. This is especially
important when developing successful strategies for evaluating and
improving accountability in complex systems.

3 RELATED WORK

Systematic mapping study (SMS) is a relevant strategy in scientific
research by providing a comprehensive understanding of existing
knowledge, identifying gaps, and uncovering avenues for further
exploration [22]. Based on structured methodologies, SMS enable
researchers to systematically gather, assess, and synthesize relevant
literature on a particular topic or research question. This process
not only helps in identifying prevailing problems and challenges
but also sheds light on emerging opportunities and areas for ad-
vancement within a given field. Thus, this section presents related
work on the investigated topic.

Studies conducted by Inocencio et al. [23], Teixeira et al. [17],
Silva et al. [24], Ferreira et al. [5] and Fernandes et al. [10] demon-
strate the importance of SMS in uncovering insights related to
SoS and SoIS that are often underexplored (or insufficient) in the
literature. For example, Inocencio et al. [23] and Silva et al. [24]
underscore the significance of emergent behavior as a critical char-
acteristic of SoS. Similarly, Teixeira et al. [17] highlight the scarcity
of studies addressing languages, techniques, and tools for model-
ing SolS architectures, indicating a need for more comprehensive
research in this area.

Furthermore, Ferreira et al. [5] presents the state-of-the-art on
the way reliability of SoS has been addressed. After investigating the
literature, authors selected 27 studies to perform a detailed analysis
regarding factors that affect the reliability of SoS and approaches
and metrics to improve it. Fernandes et al. [10] purpose a concep-
tual model to support researchers and practitioners to recognize
SolS, based on a literature review on the topic, aiming to support re-
searchers and practitioners in the SoIS design. In common, authors
argue that investigating complex systems arrangements, including
concepts, definitions, and relationships, based on literature review
can significantly enhance understanding in these domains.

Concerning to investigations in real scenarios, in previous re-
search, we have explored the use of systems thinking to support
SoIS accountability. Firstly, we analyzed a Brazilian public school
scenario support within SolS [11]. This study highlighted the impor-
tance of understanding the relationships and interactions among
the various actors involved in the educational process to build a
more accountable and efficient SolS. In another research, we inves-
tigated the application of a modeling technique that incorporates
feedbacks from SolS stakeholders, demonstrating how the proposed
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approach can be used to suggest and enhance accountability in com-
plex systems [21].

Returning to SolS accountability, it is clear that this aspect is
unexplored despite its significance. Additionally, it is worth noting
that this study not only addresses the gap in accountability within
SolS but also contributes to a broader understanding of accountabil-
ity dynamics in SoS. It highlights the need for additional research
to pinpoint gaps and effectively guide future investigations.

4 RESEARCH METHOD

The study’s research method followed Kitchenham et al. [22] ap-
proach, depicted in Figure 1, which presents three main phases:
planning, execution, and results synthesis. In the SMS planning, it
was apparent that limited studies explored the accountability topic
in conjunction with SolS. As a result, research questions (RQ) were
devised to encompass broader systems, including complex systems
arrangements, such as SoIS. The initial stage involved defining
research scope and formulating the following RQ:

RQ1 - What does the scientific literature say about accountability
in SoIS? — Concerning to RQ1, a SolS has supported parts of orga-
nizations, entire organizations, or groups of organizations. Thus,
accountability tends to be different since it depends on organiza-
tional objectives and how it is supposed to be achieved. RQ1 refers
to aspects of accountability developed over time (and still unclear)
encompassing complex systems.

RQ2 - What are the research challenges related to accountability
in SoIS? - RQ2 focused on establishing how far researchers have
investigated accountability in the literature. Moreover, it consid-
ers accountability elements for supporting systems operation and
maintenance, aiming to put efforts into accountability evaluation
and where the potential for further research challenges lies.

Next, in the SMS execution, a generic search string was defined
from four keywords. The keywords were connected by using the
logical operator AND, while variations and synonyms were con-
nected via the logical operator OR. The terms were selected aiming
at a broader search, i.e., a large coverage of studies. We tested con-
figurations of the search string in Scopus, which is considered the
largest scientific publication database that indexes the most relevant
publication venues. After calibration, the search string was:

(“Systems-of-Information Systems” OR “Systems of Information
Systems” OR “Information Systems”) AND (“Accountability”)

To verify the accuracy of the search string, we used a control
group containing a study which is relevant to the topic addressed
in this study [25]. We also carried out searches in ACM Digital
Library, IEEE Xplore, ScienceDirect, and SpringerLink. We chose
no time or area/field restrictions, covering studies until April 2023.

During the study selection stage, we retrieved 905 studies, encom-
passing the control group study. Duplicated studies were removed,
leaving a set of 713 studies for further examination. Next, the publi-
cation venue, title, and abstract were scrutinized, and the inclusion
and exclusion criteria shown in Table 1 were applied. This process
led to the exclusion of 562 studies, resulting in 151 studies that were
considered for a thorough analysis.

During the data extraction, relevant information was systemati-
cally gathered using a data collection form. Furthermore, to enhance
the review’s inclusiveness, a snowballing technique was employed
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Figure 1: Process of selection of primary studies

Table 1: Inclusion and exclusion criteria

Inclusion Criteria (IC)
IC1: The study is available for download.
IC2: The study reports on accountability.
IC3: The study describes accountability in other disciplines
related to complex systems.

Exclusion Criteria (EC)
EC1: The study is not peer-reviewed.
EC2: The study is not available online or was not obtained by
contacting the authors.
EC3: The study is written in a language other than English.
EC4: The study is a editorial, summary of keynotes, or tutorial.

to identify additional studies through their references. Finally, after
a thorough review of these studies and the application of selection
criteria, a final set of 32 studies was chosen for data extraction (Ta-
ble 2). The study was supervised by three experienced researchers
with over 20 years of experience on SoS and empirical software
engineering. Their oversight was crucial for ensuring the accuracy
and reliability of the study, as well as for mitigating potential bi-
ases. Given the page limitations, the Artifact Availability Section
presents this study’s dataset.

5 WHAT DOES THE SCIENTIFIC LITERATURE
SAY ABOUT ACCOUNTABILITY IN SOIS?

Before answering RQ1, we give an overview of the selected studies.

5.1 Overview

The search yielded a limited number of results, categorized by study
identification, name, and authors, as depicted in Table 2. Several
researchers and research groups have worked independently and
shared their findings in multiple venues. More specifically, 14 stud-
ies were published across 13 different journals, while 18 studies
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Table 2: List of selected studies

1D Tittle Ref.

S01 A framework for performance based logistics: a system of systems approach [26]

S02 A meta-modeling framework to support accountability in business process  [27]
modeling

S03 A method for identification of potential interoperability links between infor- ~ [10]
mation systems towards system-of-information systems

S04  Accountability in cloud service provision ecosystems [13]
S05  Accountability in the iot: systems, law, and ways forward [28]
S06  Accountability issues in multihop message communication [29]
S07  Accountability of electronic cross-agency service-delivery processes [18]

S08  Adaptability and accountability of information architectures in interorganiza-  [30]
tional networks

S09  An agent-based framework for identity management: the unsuspected relation ~ [31]
with iso/iec 15504

S10  An online transparency for accountability maturity model [32]

S11  Being ethical in developing information systems: an issue of methodology or ~ [33]
maturity in judgment?

S12  Cross-boundary e-government systems: determinants of performance [34]

S13  Decision provenance: harnessing data flow for accountable systems [35]

S14  Descriptions of responsibility for implementation: a content analysis of strate-  [36]
gic information systems/technology planning documents

S15  Designing for accountability [37]

S16  Designing the accountability of enterprise architectures [38]

S17  Discriminative effect of user influence and user responsibility on information  [39]
system development processes and project management

S18  Discussions about perfecting chinese system of official accountability for min-  [40]
ing disasters

S19  Expanding citizen access and public official accountability through knowledge — [41]
creation technology: one recent development in e-democracy

S20  Health information systems, decentralisation and democratic accountability [42]
S21  Information systems and the open world challenges
S22 Information technology, responsibility, and anthropology [43]

S23  Information, not technology, is essential to accountability: electronic records ~ [44]
and public-sector financial management

S24  Privacy by information accountability for e-health systems [45]

S25  Public sector information management in east and southern africa: implications ~ [46]
for foi, democracy and integrity in government

S26  Sharing with care: an information accountability perspective [47]

S27  State education agencies, information systems, and the expansion of state  [48]
power in the era of test-based accountability

S28  Systems thinking as a resource for supporting accountability in system-of-  [11]
information-systems: exploring a brazilian school case

S29  Toward accountability in the cloud [49]
S30  Towards a formal model of accountability [19]
S31 Towards accountable enterprise mashup services [50]

S32  Using accountability to reduce access policy violations in information systems  [20]

were disseminated through 13 different conference or workshop
proceedings. It suggests that the research is not concentrated in
some groups and may have been conducted without collaboration
or coordination towards a common terminology or agenda. Two
studies have referenced service-oriented architectures as a potential
option for the SolS engineering, as shown in Figure 2.

Additionally, Grounded Theory was applied in two studies for
better understanding the phenomenon, while business process mod-
eling, enterprise architecture, systems thinking, neural network,
neural logic and digital signal have each been mentioned in one
study, as shown in Figure 3. The identified results were analyzed to
assess how the systems typically addresses accountability and its
relevance in different approaches. The analysis revealed that the
term accountability is used as a buzzword without demonstrating
its practical relevance. Few results were found that directly address
SolS accountability. Therefore, the results are organized consider-
ing the perspective of accountability in complex systems, which
are further discussed in the next sections.

5.1.1 Definition of Accountability. Accountability in SoS, particu-
larly in the SolIS context, lacks a specific definition. Studies often
blur the line between accountability and responsibility, creating
confusion. In our investigation, we approached accountability from
two angles: a direct perspective based on formal definitions found

Cordeiro et al.

in existing literature, and an indirect perspective illustrated through
examples. However, despite this dual approach, establishing a uni-
form definition remains challenging, resulting in accountability re-
maining elusive within SolS (e.g., S02, S08, S28, and S30). It emerges
as a multidimensional concept that transcends mere technological
aspects. This ambiguity holds significant implications for software
development processes, underscoring the necessity for a nuanced
understanding and precise delineation to effectively manage ac-
countability as a quality requirement.

5.1.2  Accountability versus Responsibility. The term “responsibil-
ity” is often used without explicit mention of accountability, and
studies not addressing responsibility from an accountability per-
spective are excluded from our research. While accountability and
responsibility are related terms, they do not mean the same con-
cept. Responsibility refers to performing a specific task or function
(S30), while accountability involves accepting the consequences
of that task’s outcome [51]. In SoIS, defining both is crucial for
stakeholders to understand their roles and obligations. In S14, S21
and S22, responsibility is depicted as a moral or legal obligation
leading to accountability, concentrating on various elements within
the system engineering.

5.1.3 Dependence on People. SolS nature often depend on human
involvement for operation and maintenance, posing challenges. Hu-
man errors, illness, or turnover can disrupt the system. Additionally,
intentional misuse of constituents systems can compromise security
and data integrity. For instance, S11 and S14 highlight the impor-
tance of improving ethical conduct, fostering accountable behav-
iors, and addressing the negative impact of poor decision-making
on organizational objectives. The research emphasizes a thorough
understanding of accountability toward tasks, relationships, com-
munication, and participation. These findings have important im-
plications for advancing and promoting ethical and responsible
behavior in SolS engineering.

5.1.4  Frameworks and Models. Some studies have proposed frame-
works and models (e.g., S07, S09, and S10) to enhance accountability
related to management improvement, transparency, technology,
and involvement. However, these studies have not been explored in
SolS research to establish a structure for designing, implementing,
and managing these systems, especially regarding accountability.
Essentially, this area is still emerging, particularly in terms of how
these frameworks and models can address accountability strategies
by mapping roles, responsibilities, decision-making processes, and
escalation procedures to ensure clarity and awareness of responsi-
bilities among all involved constituents systems and stakeholders.

5.1.5 Information and Communication Technology. SolS heavily
rely on information and communication technology (ICT) to func-
tion as a system. ICT includes hardware, software, and networking
components that are critical to the operation of constituents sys-
tems. Ensuring that the constituent systems are reliable, secure, and
up-to-date is essential to their success. Results indicate a strong con-
nection between accountability and ICT in different systems (e.g.,
S04, S06, and S32). Moreover, the ICT factor is relevant, given the
constituent systems dynamics. However, there is still much room
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Figure 2: Overview of the selected studies

for research as few results demonstrate the influence of account-
ability with a focus on ICT. The studies refer to security strategies,
transparency, and data access privileges.

5.1.6  Governance and Competitive Advantage. Some studies investi-
gate initiatives in public or private services, focusing on governance
and competitive advantage (e.g., S12, S18, S20, and S21). These initia-
tives involve tracking activities, participating in system decisions,
and evaluating service quality. For example, there are studies on
neural network-based applications and algorithms for accessing
public information as part of e-democracy and participation strate-
gies. SolS governance is crucial for effective and efficient operation.
Good governance can enhance decision-making, agility, and risk
reduction, providing a competitive edge.

5.1.7 Data Management. Some studies highlighted concerns raised
by medical professionals about patient privacy (e.g., S24 and S26),
data sharing (S13), and monitoring student academic progress (S27).
SolS generate and store large amounts of data, requiring effective
management to ensure accuracy, security, and availability. Trans-
parency is crucial for SolS operations, including data collection,
storage, use, and sharing. Transparency is vital for establishing
trust with users and stakeholders and ensuring ethic.

5.2 The Need of Accountability Evaluation

The comprehensive exploration of accountability, underscores the
intricate nature of its evaluation. Building upon this foundation, the
research integrates the General Systems Theory (GST) [52] as a way
to provide a holistic approach to understanding complex systems
and their interrelationships. From this process, we observed that
the outcomes of this SMS were inherently aligned with the three
fundamental categories of engagement, regulation, and manage-
ment. For instance, findings related to stakeholder involvement and
influence naturally fell under the category of engagement, while
aspects concerning rule enforcement and control mechanisms were
categorized under regulation. Similarly, results pertaining to orga-
nizational oversight and strategic planning were attributed to the
management category.

This alignment underscores our categorization process and rein-
forces the relevance of these categories in assessing SolS account-
ability. The categorization process involved a rigorous comparative

analysis of the SMS findings, identifying recurring themes and con-
cerns related to accountability. Based on iterative refinement and
cross-referencing, these three categories surfaced as categories of
evaluation. Therefore, each category is directly linked to specific
studies, ensuring a traceable connection. Given the page limitations,
the complete list of SMS results and categorization according with
the accountability evaluation categories can be observed in the
Artifact Availability Section.

In this context, a discussion is designed to enhance and strengthen
accountability throughout the entire software lifecycle, encompass-
ing the design, development, and implementation of both SoS and
SolS. Its purpose is to contribute to the expanding body of research
in the field by focusing on fundamental accountability questions,
including “Who is responsible for”, “What are the objectives”, “‘How
will they be achieved,” and “When will they be accomplished”. In
essence, the findings indicate the need for a thorough examination
of accountability, grounded in the three categories for supporting
the accountability evaluation, as discussed next.

The Engagement category was chosen due to its direct rel-
evance to studies exploring human influences, highlighting the
pivotal role of stakeholder involvement in shaping accountability
dynamics within SolS and software development processes. Engage-
ment serves as the cornerstone for fostering a culture of account-
ability, necessitating active participation and commitment from
stakeholders at all levels. It entails sustaining stakeholders’ involve-
ment in identifying strategies to achieve the purpose of constituents
system, playing a crucial role in optimizing software development
processes within complex systems [12]. Thus, engagement cate-
gory “involves maintaining and sustaining people’s participation
in identifying strategies that may help SolS achieve its purpose”.

The Management category was selected for its intricate con-
nections to various management controls, underscoring its signif-
icance in orchestrating and optimizing accountability initiatives
within constituent systems. Effective management facilitates the
integration of accountability into processes, ensuring its seamless
implementation and continuous improvement. The interplay be-
tween management and accountability may enhance operations to
optimize the performance of constituent systems. Additionally, the
management category encompasses best practices for managerial
purposes, emphasizing the need to define structures that support
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Figure 3: Characteristics of the selected studies

accountability to assess the performance and impact within soft-
ware development processes [12]. Thus, management as part of the
accountability evaluations strategy “seeks to support managerial
workforce activities aligned with a process in public or private
organizations supported with SolIS”.

Lastly, the Regulation category was singled out for its direct
correlation with technological influences, illustrating the impact of
regulatory mechanisms and technological advancements on con-
stituent systems processes. Regulation serves as a guiding mech-
anism, ensuring adherence to established norms and standards,
thereby fostering transparency and trust within complex systems.
Furthermore, regulation holds the responsibility of establishing a
link between engagement and management, forming a tripartite
association for evaluating accountability [12]. Thus, regulation as
part of accountability evaluations strategy “refers to meeting an
organization’s requirements to comply with (and enforce) legal and
regulatory standards aligned with technology regarding IS/SolS”.

It is worth mentioning, that through the diagnostic of account-
ability evaluation, insights can be gained into how to enhance
software development lifecycle processes. For instance, leveraging
engagement strategies may optimize stakeholder involvement in
requirements gathering and validation phases (e.g., user stories and
acceptance criteria). Effective management practices could stream-
line project planning and resource allocation, ensuring accountabil-
ity throughout development iterations. Regulatory mechanisms,
on the other hand, can guide compliance efforts during software
testing and deployment phases, promoting transparency and trust
among stakeholders. By integrating these categories into the soft-
ware development lifecycle, organizations can foster a culture of
accountability and enhance overall project success.

6 WHAT ARE THE RESEARCH CHALLENGES
RELATED TO ACCOUNTABILITY IN SOIS?

In our SMS, we have identified distinct challenges from the primary
studies which reveal insights into the complexity of establishing
SolS accountability. These challenges highlight the gaps in current
accountability systems when applied to business-intensive environ-
ments where diverse and often independent systems interact.

Therefore, in order to answer RQ2, we provide a list of seven op-
portunities for future research on SolS aiming to invite researchers
and practitioners for further inquiry to inspire innovative solutions.
It highlights aspects of engagement, management, and regulation
categories, frameworks and models, and metrics, as shown in Figure
3. These findings suggest a urgent need for more research that can
cope with the dynamic nature of SolS and ensure accountability
across all levels.

6.1 Develop Design for Business Dynamics

This challenge involves creating models of the business process that
can be used to identify potential accountability issues and optimize
the constituent systems engineering process. The solution should
take into account the distributed nature of systems arrangement by
including several stakeholders involved in the process, their roles,
responsibilities, and information flow within the process. These
stakeholders may have different levels of commitment and varying
degrees of control over the process.

Therefore, designing for different dynamics involves taking into
account the diversity of stakeholders and their interactions within
the process, as well as the potential conflicts that may arise (e.g.,
S09 and S28). By developing a design that can accommodate such
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dynamics, organizations can ensure that their systems are adaptable,
flexible, and responsive to changing circumstances.

6.2 Understand Stakeholders to Meet Results

In order to effectively integrate technology within SolS use, this
challenge revolves around understanding the demands and rela-
tionships of actors with software usability as a valuable resource
for analyzing technology acceptance and usage. By understanding
these objectives, we can uncover the essential skills, knowledge, and
efforts required to effectively implement technology in support of
SolS. These stakeholders may include business analysts, developers,
users, regulatory bodies, and others. By understanding the needs
and expectations of these stakeholders, organizations can ensure
that the system meets the necessary accountability requirements
and achieves the desired outcomes (e.g., S10, S14, and S27).

6.3 Balance Requirements

This challenge involves designing for accountability while consid-
ering various other quality requirements, including non-functional
ones, which are crucial for system success. Our research highlights
diverse needs. For example, ensuring accountability might require
transparent data governance mechanisms (architecture), robust ac-
cess controls (control), participatory decision-making processes
(democracy), ethical handling of sensitive information (ethics), ap-
propriate development methodologies (methods), and accurate data
management practices (data), as shown in S05, S07, S08, and S15.
However, aligning these different requirements can be complex.
These non-functional requirements play a vital role in shaping how
accountability is upheld within the constituent system, emphasiz-
ing the necessity for careful engineering and alignment across all
aspects of system design and implementation.

6.4 Develop Democratic Accountability

This challenge is an important topic for research on SolS since
complex systems have a significant impact on society and can shape
people’s lives in many ways. Democratic accountability is founded
upon the fundamental principle that individuals who are impacted
by a given decision ought to possess the right to participate in the
decision-making process and subsequently bear the capacity to hold
decision-makers responsible for their conduct. In the context of
constituent systems, this means ensuring that the benefits and risks
of these systems are fairly distributed across society. Developing
democratic accountability across business process helps to promote
trust, fairness, and legitimacy in these systems as well as to ensure
that they serve the public interest (e.g., S13, S29, S21, and S25).
This requires interdisciplinary research that draws on insights from
computer science, law, ethics, and social science, among other fields.

6.5 Support Identification for Punishment

This challenge plays a critical role in several domains, including
healthcare, finance, and government, among others. However, these
systems can also be used to commit fraudulent activities or cause
harm to individuals or society. Therefore, it is crucial to ensure
that individuals or entities responsible for such actions are held
accountable. Identification of the culprits is a critical aspect of ac-
countability, which can be challenging in SoIS due to the complexity
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of the systems and the anonymity of actors (e.g., S23, S30, and S32).
Research on supporting the identification for punishment can help
develop methods and technologies to overcome these challenges
and improve the SolS accountability. This includes developing tech-
niques for tracing the origin of malicious activities, identifying
individuals involved, and ensuring appropriate punishment.

6.6 Support Responsibility Sharing

Responsibility sharing refers to the distribution of responsibilities
among stakeholders in a SolS to ensure that all parties share the
burden of accountability. This approach promotes collaboration,
transparency, and trust among stakeholders, which is essential for
the effective governance of SolS (e.g., S16, S18, S20, and S22). The
importance of responsibility sharing has been recognized in several
fields, including cybersecurity, healthcare, and public administra-
tion. Therefore, supporting responsibility sharing is a relevant topic
for SolS research, and it is crucial to develop effective strategies
and frameworks to ensure that all stakeholders in the SolIS take
responsibility for their actions.

6.7 Create Structures for Communication

This challenge involves a complex network of interconnected con-
stituent systems that can have far-reaching implications. As such,
it is important to establish clear lines of communication between
all the stakeholders involved in the development, deployment, and
maintenance of systems (e.g., S02, S04. S11, S17, and S29). This
includes not just the technical teams, but also the end-users, regu-
latory bodies, and other external parties. Effective communication
can help to identify potential risks and vulnerabilities early on,
allowing for proactive measures to be taken to mitigate these risks.
It can also help to ensure that all stakeholders are kept informed
of any changes or updates to the system, and that they understand
their responsibilities in maintaining the system’s integrity.

7 DISCUSSION

The field of SoS engineering research has experienced significant
growth in recent years, with some parallel investigation on SolS.
While the SolS engineering has presented opportunities, it has also
introduced new challenges - and accountability is a significant one.
The interdisciplinary nature of accountability requires an effort
from researchers and practitioners acting in several areas.

7.1 Implications for Researchers

The introduction of accountability as a quality requirement has
opened up new research directions. To effectively embed account-
ability, researchers must delve deeper into its multifaceted nature.
We present some aspects that researchers should consider when
exploring the implications of accountability.

Ethical Considerations: Research into accountability in system
design, implementation, and use presents significant ethical chal-
lenges. Decisions at each stage can profoundly impact individuals,
communities, and society. Common concerns, such as data privacy
and algorithmic biases, underscore the importance of prioritizing
user consent and fairness in system operations. Ethical frameworks
and guidelines derived from such research are essential for guid-
ing both researchers and practitioners through these challenges.
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The direct application of these ethical considerations in real-world
systems demonstrates their practical importance. This alignment
also highlights the need for continuous dialogue between ethical
theory and practical system development within SolS, ensuring that
ethical standards evolve in step with technological advancements.

Human-Centered Design: Ensuring accountability requires a
human-centered approach. For instance, the research revealed that
user engagement in accountability processes helps in enhancing
system trustworthiness and user satisfaction. By focusing on user-
centered design principles, developers can create more effective
interfaces and functionalities that facilitate easier monitoring and
management of accountability measures. Moreover, the inclusion
of user feedback mechanisms is paramount. These mechanisms not
only support the adaptation of systems to real-world needs but
also foster a sense of ownership and responsibility among users,
crucial for the long-term success of SolS. Researchers must focus
on understanding end-users’ perspectives, needs, and concerns to
develop constituent system that are usable, accessible, and trust-
worthy. Integrating human factors research and user experience
studies into the design and evaluation of accountable software can
enhance user acceptance and hence adoption.

Governance and Regulation: The incorporation of account-
ability may need new governance structures and regulations. As
we have identified in this SMS, the need for enhanced governance
structures is crucial in managing the interdependencies within SoIS.
The governance of these systems must be agile enough to adapt
to rapid technological changes while ensuring that accountabil-
ity is maintained. This requirement for flexibility in governance
structures echoes the challenges we have highlighted in Section 6,
where the dynamic nature of SolS often influences accountability
measures. Researchers must explore how accountability require-
ments intersect with legal and regulatory frameworks and assess
the potential challenges and opportunities that arise from compli-
ance. Additionally, they may investigate the role of standardization
organizations, policymakers, and industry stakeholders in shaping
accountable practices in business process.

Long-term Sustainability: The successful integration of ac-
countability requires considering the long-term sustainability [53]
when thinking about the constituent systems themselves. Researchers
must explore how accountability measures can adapt to evolving
technological advances and changing societal needs. Such includes
the scalability of accountability mechanisms and the potential trade-
offs between accountability, performance, and innovation.

Evaluation and Metrics: The evaluation metrics are crucial for
guiding systems engineers in making informed decisions aimed
at enhancing service quality. Results emphasize the importance of
accountability in reducing access policy violations in system, high-
lighting that rigorous and clear evaluation metrics are essential for
effective implementation. By establishing systematic and precise
metrics, researchers can provide a structured approach to evaluat-
ing the performance and impact on systems, thereby facilitating
continuous improvement in system design and implementation.
This systematic evaluation is critical to ensure that accountability
measures are not only implemented but also effective in promoting
responsible and transparent practices within systems engineering.

Security and Resilience: As accountability measures are in-
tegrated into constituent systems, researchers must also address
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potential security implications. The introduction of accountability
mechanisms should not inadvertently introduce new vulnerabilities
that could be exploited by malicious actors. Ensuring that account-
able constituent systems are robust and resilient to cyber-threats is
of paramount importance.

7.2 Implications for Practitioners

For practitioners, the emphasis on accountability implies a shift in
the way constituent systems are designed and developed in SolS.
We present some aspects that developers should consider when
exploring the implications of accountability.

Auditing and Logging: Developers should design systems with
comprehensive auditing and logging capabilities. Keeping a detailed
record of SolS actions, user interactions, and decisions made by the
constituent systems can help in post-incident analysis, compliance
checks, and identifying areas for improvement. For example, de-
velopment of logging systems that records all user actions, system
state changes, and automated decisions using strategies to store and
analyze logs in real-time. This setup enables detailed post-incident
analysis and facilitates compliance audits.

User-Centric Design: Creating accountable softwares involves
understanding the needs and expectations of end-users. Developers
should involve end-users in the design process, gather feedback,
and prioritize user-centric design principles to build systems that
align with users’ values and preferences. For example, use of plat-
forms to create interactive user interface prototypes. Conducting
usability tests frequently with focus groups representing the target
audience ensures that the system design aligns with the needs and
expectations of end-users.

Ethical Considerations: Accountability investigation must go
beyond meeting legal requirements; it should also encompass eth-
ical considerations. Software engineers should engage in ethical
discussions about the potential consequences of their systems and
strive to build technologies that align with ethical principles and so-
cietal values. For example, the development of ethical checklists to
be used during the design and development phases of the software.
This checklist can include questions to ensure that the system does
not inadvertently cause harm, promotes inclusion and diversity,
and operates fairly and transparently.

Continuous Testing and Monitoring: Accountability requires
ongoing scrutiny. Developers should implement continuous testing
and monitoring practices to ensure that the software functions as
intended and remains accountable throughout its lifecycle. This
includes periodic code reviews, security audits, and performance
assessments. For example, implementation of a continuous integra-
tion pipeline using tools, which includes automated regression and
performance tests with each code update.

Documentation and Transparency: Transparent systems fa-
cilitate accountability. Developers should document the design,
implementation, and decision-making processes thoroughly. Clear
and accessible documentation helps stakeholders, including sup-
port to users and regulators understand how the system operates
and how accountability is ensured. For example, development of
tools to automatically document a SolS, providing a clear view of
how constituent systems. This facilitates understanding of system
operations for regulators and stakeholders.
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Data Privacy and Security: Accountability goes hand in hand
with data privacy and security. Software engineers must prioritize
implementing robust data protection measures, encryption tech-
niques, and access controls to safeguard sensitive information. Data
breaches and leaks can have severe consequences for both the users
and the organization responsible for the system. For example, de-
velpment of end-to-end encryption techniques to sensitive data and
use multi-factor authentication to access the system. Conducting
regular vulnerability assessments helps in the identification and
mitigation of potential security threats.

We emphasize that our research thoroughly investigates key
aspects of enhancing accountability in software development en-
vironments, detailed in previous sections. For example, software
engineers must engage in discussions about the ethical implica-
tions of their systems, striving to develop technologies that align
with ethical principles and societal values. Involving end-users in
the design process is crucial. Understanding their needs and ex-
pectations ensures that the developed software aligns with user
values and preferences, which is important for creating account-
able systems. Designing systems with robust auditing and logging
capabilities is essential. Such features maintain records that aid
in post-incident analysis, compliance checks, and identification
of areas for improvement. Lastly, comprehensive documentation
of the design, implementation, and decision-making processes is
imperative. This transparency helps stakeholders understand the
system’s operations and reinforces accountability.

Thus, the inclusion of accountability in constituent systems en-
gineering is not just important, but necessary. In this paper, we
present challenges for researchers and practitioners based on a
prescriptive approach by performing an SMS to discern recurring
themes and concerns related to the topic. As the complexity and
pervasiveness of SolS continue to increase, the importance of ac-
countability cannot be overstated. The research yields significant
insights and a research agenda into accountability. The following
section relates threats to vaility of the research.

8 THREATS TO VALIDITY

This study is susceptible to threats that may influence its validity.
This section examines the main potential threats to validity, as
suggested by Petersen et al. [54]. For consensus, we consulted with
three researchers with 20 years of experience in research on SoS
and empirical software engineering, including conducting SMS.

Descriptive validity relates to how accurately and objectively the
observations are described. The researcher (first author) designed
a data collection form to support the execution of the protocol,
the recording of decisions made, and the data extraction process.
This form played a crucial role in facilitating protocol execution,
recording decisions, and guiding the data extraction process. The
involvement of three researchers provided oversight, ensuring the
reliability and precision of the observational data. This approach
mitigated threats associated with the potential introduction of bias
during data collection.

Theoretical validity was addressed through the implementation
of a snowballing technique during this SMS. This technique comple-
mented the initial search process by incorporating studies identified
through full-text reading, enhancing the inclusiveness of the review.
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To mitigate potential personal biases, the study was conducted un-
der the supervision of three experienced researchers who actively
contributed to the final report as part of a PhD Thesis [12]. This ap-
proach mitigated threats in cases where selected studies discussed
accountability without explicit mention of SolS, inclusion decisions
were based on the relevance of these studies to the investigated
topic and their applicability within the SoIS context.

Generalizability validity covers constraints due to the use of
search engines in this SMS. To mitigate associated threats, we ad-
hered to the insights provided by Kitchenham et al. [22], demon-
strating the coverage based on five search engines within the do-
mains of Software Engineering and IS. Additionally, to mitigate
generalizability, the first author refrained from implementing any
filters related to publication years during the search process. This
deliberate choice contributes to a more comprehensive inclusion
of relevant literature, bolstering the study’s potential applicability
across various timeframes

Interpretative validity refers to the trustworthiness and credibil-
ity of the interpretations drawn from the collected data and findings.
We addressed it by implementing strict study selection criteria and
consulting with three researchers for consensus. However, potential
bias may have been introduced due to the use of specific keywords
related to accountability and responsibility in our search strategy.
Identifying suitable alternatives for these terms was challenging,
and we acknowledge the potential limitations in our search re-
sults. Another threat concerns the potential misclassification of
studies that may not explicitly pertain to the SolS. However, the
decision was deemed appropriate as accountability was depicted in
decentralized systems with close applicability to SolS.

Repeatability depends on a comprehensive and transparent re-
port of the research process. To ensure this, the first author, who con-
ducted the study, ran the search string, used deterministic databases,
and employed free software to perform this SMS. The approach
followed a step-by-step procedure meticulously designed for easy
replication. This not only enhances the repeatability of the study
but also provides clarity and guidance for future researchers looking
to replicate or build upon this work.

9 CONCLUSION

Designing business-oriented complex systems, such as SolS, re-
quires a dedicated commitment to accountability. Our study delves
into the complex interplay between accountability and the engineer-
ing challenges of constituent systems within business environments.
Based on an SMS, we have surveyed the current state-of-the-art on
accountability within these systems and also pinpointed research
challenges. These findings lay a foundation for future explorations,
aiming to enhance the effectiveness and integrity of SolS. Concern-
ing to primary contribution, it lies in the detailed characterization
of SolS accountability. By systematically reviewing the literature
and synthesizing insights from primary studies, we have developed
a categorization that clarifies the distinction between accountabil-
ity and responsibility. This categorization emphasizes the role of
individuals in promoting accountability, explores the integration
of accountability measures with ICT, and demonstrates how ac-
countability interacts with governance structures and competitive
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advantages. Furthermore, it addresses data management in complex
systems, enhancing our understanding of these dynamics.

Moreover, the findings from review in RQ1 are organized over
the need for accountability evaluation based on three categories:
engagement, management, and regulation. This tripartite approach
not only clarifies the pathways through which accountability can be
embedded the software development processes but also ensures that
these processes foster transparency, trust, and ultimately, success.
This perspective is relevant for researchers and practitioners to
effectively tackle the complexities inherent in SoIS and underscores
the importance of accountability in enhancing the robustness and
reliability of software systems.

Regarding RQ2, a comprehensive examination of challenges in
the topic was provided. By deepening the understanding of account-
ability within SolS, our study assists in addressing complex system
engineering challenges and fosters innovation throughout the soft-
ware lifecycle. This overview focuses on key aspects within the
accountability evaluation categories, encompassing frameworks,
models, and metrics, as well as based on seven challenges. Fur-
thermore, a discourse extends to the interdisciplinary nature of
constituent systems, analyzing them from the lenses of both re-
searchers and practitioners. This perspective aims to consolidate
knowledge on accountability within SolS, facilitating the expansion
of the body of knowledge on the field and inviting further inquiry
to inspire innovative solutions.

Future work will explore new accountability evaluation strategy,
develop advanced evaluation tools, and conduct empirical studies to
validate and refine a framework to do so. This will not only refine
the implementation of SolS accountability but also enhance the
effectiveness and efficiency of these systems in real-world applica-
tions. This endeavor aims at optimizing end-user interaction with
SolS, and invites the academic community to explore innovative
solutions that can overcome the existing and emerging challenges
in SoS within software engineering.

ARTIFACT AVAILABILITY
The SMS dataset is available online [55].
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