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ABSTRACT
The use of agile methods tends to keep risks under control in soft-
ware projects, due to their inherent characteristics of small incre-
ments, work visibility and expectation management. Thus, explicit
risk management in agile projects has often been neglected, as the
use of agile methods, with a focus on rapid value delivery, tends
to lead to implicit risk management. However, software projects
that use agile methods also can fail and implicit risk management
may often not be sufficient for certain contexts. This has sparked
research interest in the possible need for explicit risk management
in software organizations that use agile methods. Motivated by the
lack of information about risk management in agile software devel-
opment contexts, in this work a comprehensive survey is carried
out to understand how software development organizations that
use agile methods are managing risk. We conducted an online sur-
vey with a statistically significant sample of 273 agile professionals
in Brazil. Our findings indicate that although most organizations
engage in some form of explicit risk management, a significant pro-
portion consider agile methods insufficient for comprehensive risk
mitigation. We also observed a set of 15 explicit risk management
practices in agile contexts, with some agile ceremonies, notably
daily and sprint planning meetings, emerging as conducive to the
integration of explicit risk management practices. We also verified
a statistically relevant association between these agile ceremonies
and risk management processes.

CCS CONCEPTS
• Software and its engineering→ Risk management; Agile soft-
ware development; Software development techniques.
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1 INTRODUCTION
Software development is subject to several inherent risks related to
deadlines, budget and schedule estimates, technological evolution
and stakeholder expectations, among others [13, 20]. Although
software project risks cannot be completely eliminated, the impact
of these risks can be reduced through proper management [43].

In traditional plan-driven software development methods, risk
management is carried out explicitly, following practices defined
in process reference models or standards, such as PMBOK [32],
ISO 31000 [22], IEC 80001 [24], ISO 14971 [21] or IEC 62304 [23].
Risk management practices allow to prevent the direct and indirect
costs of potentially occurring events, supporting the company’s
long-term sustainability and ensuring the achievement of expected
business value [14]. Therefore, companies realize that part of their

projects are more vulnerable without implementing appropriate
risk management methods [47].

On the other hand, in agile methods, risk management is usually
performed implicitly [7, 29]. Agile methods adopt practices such
as small increments, work visibility and expectation management
that tend to be good risk mitigation strategies [7]. Thus, the use of
agile methods tends to reduce risks in projects [1], which is one of
the main reasons for their adoption in software organizations [11].

However, in some contexts the lack of project management com-
petence and also the absence of explicit risk management can lead
software projects that use agile methods to fail [10, 11, 40, 42, 49].
Despite its importance, explicit risk management is often over-
looked in agile software development methods as their focus is on
rapid value delivery [17].

In this sense, the explicit application of risk management in
agile contexts consists of inserting, risk management principles
and practices into already used life cycle management practices
[49]. Thus, risks can be identified, analyzed and managed during
each software development iteration [32].

Thus, due to its importance, the introduction of explicit risk man-
agement practices in organizational contexts that use agile methods
has attracted recent attention from the software engineering re-
search community, both from the point of view of literature review
[15, 43] and from the state of practice in different countries such as
Palestine [13], India [10] and Pakistan [17]. However, to the best of
our knowledge, there is no study of this type involving Brazilian
software development organizations.

With the aim of understanding "how software development or-
ganizations in Brazil are managing risks in agile contexts", a survey
was carried out with professionals from software development
companies, following the methodological approaches proposed by
[33] and [28]. The study is conducted with a probabilistic stratified
sampling of 273 agile professionals in Brazil.

The main contributions of this study are twofold: (i) for Software
Engineering researchers we present an extensive survey, to the
best of our knowledge, of the state of the practice of how software
organizations manage risks with agile methods; (ii) for practitioners
that are seeking to include explicit risk management practices in
agile methods we provide insights on how other organizations are
doing this.

This paper is organized as follows: the next section presents a
brief background about risks managed in traditional and in agile
methods (2), followed by the related works (3), a section on methods
(4), the study definition (4.1), study design (4.2), implementation (5),
execution (5.1), data analysis (6), and discussion (7). Finally, threats
to validity (8) and the conclusion section (9) summarizes the key
findings.
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2 BACKGROUND
Risk Management (RM) is a fundamental aspect of project man-
agement [32]. Projects are carried out in contexts of restrictions
and assumptions, responding to the expectations of interested parts
that can be conflicting and changeable [32]. In this sense, project
risk management improves team awareness, communication and
shared skills to deal with project uncertainties [1]. However, project
risk management practices differ in terms of processes, amount
of documentation, adaptability to changes, roles and life cycle [5].
Next sections present an overview on how project risk management
has been applied in traditional and agile methods.

2.1 Traditional Risk Management
Project risk management has been a relevant interest for software
engineering [4]. Managing project risks typically involves applying
the processes of risk management planning, risk identification,
qualitative and quantitative risk analysis, prioritization, response
and control of risks [32].

Risk management planning is the process of defining how to
conduct the risk management activities of a project. The main
benefit of this process is to ensure that the degree, type and visibility
of risk management are proportional to the risks and importance
of the project to the organization and stakeholders [32].

Risk identification is the process of identifying the causes of indi-
vidual and overall project risks and documenting their properties.
The main advantage of this process is the documentation of all
existing risks and the project’s general sources of risk [22].

Qualitative risk analysis is the process of prioritizing individual
project risks and making additional analyzes or measurements eval-
uating their likelihood and impact, as well as other characteristics.
The main advantage of this process is that it focuses on high priority
risks [22, 32]. Quantitative risk analysis is the process of numeri-
cally analyzing the impact of identified individual risks along with
other sources of uncertainty on project goals. The main advantage
of this process is that it can quantify the overall risk exposure of
the project and provide additional quantitative risk information to
assist with response planning [22, 32].

Risk prioritization is the process that allows to determine which
candidate risks are the most important and should be addressed
first [4].

Risk response planning is the process of devising strategies to
mitigate risks that may affect the project. This process identifies
the most appropriate ways to address project risks [22, 32].

Risk control involves risk monitoring and resolution [4, 22]. Risk
monitoring is the process of overseeing the implementation of
agreed risk response plans, monitoring identified risks, identifying
and analyzing new risks, and evaluating the effectiveness of the
risk process as the project progresses [32].

2.2 Agile Risk Management
Even with the recognized advantages of using agile methods and
their own implicit processes for handling risks [1], agile methods
alone can be insufficient in certain contexts, leading to the need to
define explicit risk management practices that fill the gaps left by
agile methods [6, 16, 26, 37, 44].

In agile environments, with high variability, risk management is
difficult. The risk identification process is the most effortful process
during the life cycle of a project. Furthermore, risk monitoring is
also a costly process. However, visible development costs tend to
receive more attention than intangible ones, which can leave risk
management helpless [30].

Nonetheless, projects that adopt agile methods can use frequent
reviews within each development cycle and cross-functional project
teams to accelerate knowledge sharing and ensure that risks are
understood and managed. Thus, risks can be tacitly identified, ana-
lyzed and managed during each iteration [32].

Risk management in agile methods is usually conducted with a
focus on the software development activities, which leaves other
activities of the life cycle without risk assessments and mitigation
strategies [9]. However, in agile methods, risk management prac-
tices can be incorporated strategically. In literature some works
bring explicit risk management practices to incorporate in agile
methods.

Hammad and Inayat [16], inserted two brainstorming sessions
into Scrum, one following the Sprint planning meeting to identify
potential risks, and another during the Sprint review meeting for
risk documentation purposes.

Ribeiro et. al. [35] propose risk analysis practices within the
XP method to reduce risks of user story overload by providing
alternative plans to enhance negotiations between different stake-
holders. The approach fosters a deeper comprehension and aids in
selecting a development plan with the highest likelihood of timely
implementation [35].

Dorca, Munteanu and Popescu [12] propose a risk management
practice to fit Kanban workflow. Identified risks are distributed to
team members with defined roles, offering transparency regarding
each individual’s tasks and responsibilities concerning risk man-
agement.

Agile risk management in software projects has even attracted
the application of Machine Learning aiming to identify or predict
risks before project development starts [38].

3 RELATEDWORKS
As software development organizations have increasingly adopted
agile methods, studies have analyzed the state of practice on risk
management within agile contexts from different perspectives.

Hammad, Inayat and Zahid [17] carried out an online survey
with 54 agile practitioners, seeking to understand the risks faced
by organizations and the mitigation strategies they used. The re-
sults indicate that the most frequently observed risks are related
to project deadlines and unstable requirements. Regarding risk
management strategies, the results indicate that, in general, risk
management practices are followed in a non-systematic way by
agile organizations. The study is related to this present research by
seeking to identify the state of practice in agile risk management
in a developing country. However, the sampling used is not statisti-
cal, representing a limitation in the generalization of results and,
therefore, making it difficult to compare them with Brazil.

Hayat et. al. [18] applied a survey-based research methodology
which encompasses over 30 software organizations in a developing
country. The applied questionnaire addresses two key aspects: the
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impact of agile on software project management and the knowledge
areas of software project management. As a result, riskmanagement
emerges as an important concern among respondents. The findings
suggest that organizations embracing agile methods experience a
mitigated level of risk compared to those operating without any
of them. Survey results also indicate that project risks may persist
throughout various stages, but the Scrum framework is able to
handle the risks. Besides the limitation to generalize the results, the
work does not address any risk faced by practitioners nor explicit
risk management practices.

Elzamly, Hussin, and Salleh [13] investigate software risk fac-
tors and management techniques across the software development
life cycle within Palestinian software development organizations.
Conducting a survey with 76 software project managers, they col-
lected data on 50 software risk factors and 30 risk management
techniques. The findings highlights the importance of all identified
risks, particularly emphasizing the processes of analysis, planning,
maintenance, design, and implementation. The study identifies the
top ten software risk factors and corresponding techniques for fur-
ther analysis and offers valuable insights into the prioritization of
software risk factors and management techniques. Nonetheless,
the study did not provide any contextual information about the
surveyed projects nor organizations.

Recent secondary studies have also been carried out seeking
to understand the use of risk management in agile methods in
industry. Garcia, Hauck and Hahn [15] selected 23 primary stud-
ies that applied risk management with agile methods in industrial
case studies, adapting agile practices such as daily meetings and
iteration planning meetings to manage risks related to schedule
and communication. Tavares, Silva and Souza [43] analyzed 129
primary studies on agile methods and discovered 127 risk manage-
ment practices, that were categorized and ranked. Vieira, Hauck
and Matalonga [46] identified 18 primary studies that applied risk
management within agile methods, with positive results such as
improved communication, improved product quality, cost reduc-
tion, improved team efficiency and time-to-market reduction. None
of these secondary studies were focused on primary studies carried
out in Brazil.

To the best of our knowledge, there is no comprehensive survey,
using a relevant statistical sample, seeking to identify the state of
practice of risk management in software development agile contexts
in Brazil.

4 METHODS
The main research question of this study is: "how software develop-
ment organizations in Brazil are managing risks in agile contexts".
By agile context, we understand the organizational context, such
as employees, culture, climate and policies, etc, where agile values
and practices are adopted [19, 34].

In order to answer this research question, a survey study is
conducted. Survey is a collection of information of different types,
such as characteristics, actions and opinions of a group of people
who represent a population [31].

The survey is carried out following the approaches proposed by
Punter et al. [33] and Molléri, Petersen and Mendes [28]. Thus, the
methodological steps followed are: study definition, study design,

implementation and execution, analysis, and packaging (results
report). Figure 1 shows the survey steps sequence.

Figure 1: Survey steps

Each of these methodological steps is presented below. The study
definition and design steps are presented as subsections of this sec-
tion, while subsequent steps are presented in the following sections.

This research project was approved by the Human Research
Ethics Committee of the Federal University of Santa Catarina (num-
ber 55851622.8.0000.0121).

4.1 Study definition
Along with the main research question, this study aims to discover
how explicit risk management practices are applied (or not) and
how agile ceremonies and risk management processes are carried
out. Thus, we derived 7 specific research questions (RQ) from the
main research question, that are presented in Table 1.

Table 1: Research questions.

Question Description
RQ1 How many companies manage risks and what is

their organizational context?
RQ2 Are agile methods sufficient for risk management?
RQ3 What risk management practices are introduced in

agile methods?
RQ4 Inwhich ceremonies are riskmanagement practices

introduced?
RQ5 Does the organizational context influence the prac-

tices introduced?
RQ6 Does the organizational context influence the cere-

monies in which risks are managed?
RQ7 Does the organizational context influence the risk

management processes that are used?

4.2 Study design
This step includes defining the target population and sample and
developing a data collection instrument. The target population
of this study are, in general, professionals who work for software
development organizations in Brazil. The data collection instrument
chosen to answering the RQs is a questionnaire supported by an
online form.

4.2.1 Sampling. In order to carry out a research that is adequately
representative of the state of practice in relation to the use of risk
management in agile contexts in Brazil, it is necessary to define
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a sample that is statistically significant and adequately represents
this geographically distributed population.

Thus, in order to balance the sample between regions of the
country and achieve statistical relevance, a probabilistic stratified
sampling [3] was chosen. The population of interest is defined
based on data from the Brazilian Association of Software Com-
panies (ABES) report [2], which presents the number of software
development organizations in Brazil and the respective number of
employees in each organization. Thus, it was possible to determine
that the size of the population is approximately 514,303 profession-
als who work for software development organizations. Also, the
ABES report presents the distribution of software organizations
within the Brazilian territory in the following proportion: 2.58%
in the northern region, 7.07% northeast region, 11.88% mid-west
region, 13.60% south region and 64.87% in the southeast region.

Therefore, to calculate the sample size, a margin of error of
5% and a confidence level of 90% were defined. Based on these
limits, it was determined that a statistically significant sample must
have 273 respondents [3], properly balanced between the country’s
regions according to the proportion of the software development
organizations [2].

The inclusion and exclusion criteria for participants in the sample
are presented in Table 2.

Table 2: Participant inclusion and exclusion criteria.

Inclusion Criteria
SCI1 Have direct or indirect involvement in the management

of software projects
SCI2 Works for a software development organization that

uses agile methods
SCI2 Have experience with applying agile methods

Exclusion Criteria
SCE1 Under 18
SCE2 Works for a software development organization that is

not located in Brazil

4.2.2 Data Collection Instrument Definition. To answer the re-
search questions, we prepared a questionnaire with 8 closed ques-
tions (closed-ended or multiple choice) and 3 open questions (essay)
as the data collection instrument. Table 3 shows the questions avail-
able in the questionnaire. Column "RQ" of Table 3 presents the
mapping of the questionnaire questions to our Research Questions
defined in Section 4.1.

5 IMPLEMENTATION AND EXECUTION
In this step, we implemented the questionnaire using Google Forms
as a tool and piloted it to ensure that the survey could be carried
out effectively.

To evaluate the quality and reliability of the data collection
instrument, we carried out a pilot application with ten professionals
from ten different software development companies, who met the
inclusion and exclusion criteria, selected based on proximity. The
selected professionals occupy positions of CTO, Product Manager
and Project Manager. All ten invited professionals answered the
online form and were then interviewed in person to collect their

Table 3: Questionnaire questions.

# Type Question RQ
1 Closed

ended
In which region of Brazil is the headquar-
ters of the company you work for?

RQ1

2 Closed
ended

What is your role in the team you work
in?

RQ1

3 Essay How long (in years) have you been work-
ing with software development?

RQ1

4 Essay Approximately how many employees
does your organization have?

RQ5,
RQ6,
RQ7

5 Multiple
choice

For which domain areas does your orga-
nization develop software?

RQ5,
RQ6,
RQ7

6 Multiple
choice

What agile methods does your team use? RQ5,
RQ6,
RQ7

7 Multiple
choice

In which typical agile method ceremonies
do you apply risk management?

RQ4,
RQ6

8 Closed
ended

Do you use risk management in your
team(s) or in your organization, even in-
formally?

RQ1

9 Closed
ended

Do you consider existing practices in ag-
ile methods sufficient for risk manage-
ment?

RQ2

10 Multiple
choice

What risk management processes do you
typically carry out?

RQ1,
RQ7

11 Essay In addition to the typical practices of ag-
ile methods, do you use any additional
practices to manage risks? If so, which
ones?

RQ3,
RQ5

evaluation of the use of the questionnaire. Some small wording
improvements in questions were identified by the respondents and
were corrected in the final version of the questionnaire.

In order to assess the reliability of the data collection instrument
the Cronbach’s alpha coefficient [8] was calculated using the pi-
lot application data. The Cronbach’s alpha coefficient is used to
measure the correlation between the answers given by participants
in a questionnaire, analyzing the consistency of answers between
questions. It is calculated from the variance of the individual items
and the variance of the sum of the items for each respondent in a
questionnaire.

The Cronbach’s alpha value obtained for the 10 responses was
0.73, which indicates a good level of reliability of the data collection
instrument [41].

5.1 Execution
We randomly invited participants remotely using the 1LinkedIn
platform. The procedure for selecting the participants consisted of
using the LinkedIn platform for filtering professionals from soft-
ware companies located in Brazil that met all the inclusion and

1https://www.linkedin.com/
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exclusion criteria. For each professional found in the search, a di-
rect message was sent, through the platform, with an invitation
to participate in the survey. This procedure was repeated until the
minimum sample size was reached, always maintaining a propor-
tional balance between the invited participants from the regions of
Brazil when making the invitations. Thus, 1,042 professionals from
software companies located in Brazil were invited.

In the invitation message to participate in survey, the objective
of the research was clearly presented to participants. Furthermore,
on the form page created in Google Forms, a free and informed con-
sent was requested electronically. All data were collected without
participant identification to ensure confidentiality and privacy.

Participants answered the questionnaire remotely, using the
Google Forms platform. The form was kept open for a period of 4
months and was answered asynchronously, without the need for
researcher supervision.

Among the 1,042 invitations, 309 professionals responded the
questionnaire, resulting in a response rate of 29.65%. However,
due to sample balancing, 36 responses were randomly eliminated,
leaving 273 valid responses.

The raw data collected are available at 2Mendeley Data [45].

6 ANALYSIS
In this section, the main findings are presented. Initially, demo-
graphic data is presented and then each of the research questions
is analyzed based on the data collected.

6.1 Demographics
The respondents work for companies in all regions of Brazil, as
shown in Figure 2. The percentages of participants by region are
equivalent to the distribution of software companies in Brazil ac-
cording to an ABES report [2].

Figure 2: Answers by region of Brazil

There are respondents with various levels of experience and who
work in different positions. Below, Figure 3 and Figure 4 present
the positions and experience of the respondents, respectively. Most
participants (48.4%) have more than 10 years of experience, while
28.2% have up to 5 years of experience. The most common positions
held by respondents are Team leader (29.7%), Product Manager
(17.9%) and Scrum master (13.6%), .

2https://data.mendeley.com/

Figure 3: Respondents’ positions

Figure 4: Respondents’ experience time

In addition, data was also collected about the organizations in
which the respondents work. Figure 5 and Table 4 show the charac-
teristics of the respondents’ organizations. To categorize the size
of companies, the number of employees was used as a criterion,
following the [2] classification. It is possible to observe that the
majority of companies (60.1%) are large companies.

Figure 5: Size of respondents’ organizations

In relation to the organizations’ software business domain, 48.72%
of participating organizations develop software for the Financial
domain, followed by E-commerce with 41.39% (Table 4). Each re-
spondent could indicate more than one domain.

6.2 Research Questions Analysis
Next, each of the research questions is analyzed based on the col-
lected data.

RQ1 - How many companies manage risks and what is their
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Table 4: Business domain of respondents’ organizations.

Area Number of respondents
Construction 19 (6,96%)
E-commerce 113 (41,39%)
Education 10 (3,66%)
Financial 133 (48,72%)
Management 3 (1,10%)
Government 41 (15,02%)
Military 2 (0,73%)
Health 56 (20,51%)
Streaming 17 (6,23%)
Telecommunications 47 (17,22%)
Transport 33 (12,09%)
Others 76 (27,84%)

organizational context?

In total, 239 (87.55%) respondents reported that their organizations
carry out some kind of risk management, even if they do not use
explicit risk management practices.

Among the many possible characteristics of the organizational
context, we chose to collect some that have been related in the
literature to agile risk management: agile methods used, applica-
tion domain and size of the organization [15, 46]. The percentages
represented in next charts (Figures 6 and 8) are related to the 239 re-
sponses of the organizations that perform risk management, rather
than the total number of responses.

Figure 6 illustrates the agile methods that are used by organiza-
tions. It was possible to notice that many companies use more than
one agile method.

Figure 6: Agile methods used by organizations that manage
risks

Confirming the global trend [11], Scrum is the most used agile
method among respondents with 32.5%. Respondents’ organizations
also widely adopt Kanban (29.9%) and Scrumban (17.4%), also fitting
in the global trend [11].

Figure 7 presents the application domain of organizations that
manage risks in agile contexts. It can be seen that the majority of
organizations that manage risks operate in the Financial (48.72%)
and E-commerce (41.39%) sectors. Some respondent organizations
develop software for more than one application domain.

Figure 7: Application domains of organizations that manage
risks

Figure 8 shows the size of organizations that manage risks. It
can be noted that the vast majority (81.1%) of organizations that
manage risks in agile contexts are medium (18.8%) to large (62.3%)
companies, which largely differs from the distribution of software
organizations sizes in Brazil [2] (see section 8).

Figure 8: Size of organizations that manage risks

RQ2 - Are agile methods sufficient for risk management?

The purpose of this research question is to understand whether
there is a need to introduce new risk management practices in agile
methods. According to the survey, 57% of respondents reported that
they do not consider agile methods sufficient for risk management.

RQ3 - What risk management practices are introduced in
agile methods?

As the form question that identifies the risk management prac-
tices used is an open question, to answer this research question, the
risk management practices were analyzed using the open coding
[39] approach. This means that practices were grouped in a unstruc-
tured way, allowing categories to emerge naturally from the data
collected [25]. In this way, it was possible to identify different types
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of practices and relate them to the risk management strategies used
by the organizations, with all the steps detailed in [45]. The open
coding approach allowed for a flexible and comprehensive analysis,
enabling the discovery of new insights and patterns that might not
have been found in a non-systematic approach.

Thus, the risk management practices introduced in agile methods
in software development organizations are presented in Table 5,
ordered by the frequency of occurrence.

Table 5: Risk management practices.

# Practices Occurrences
1 Application of project management frameworks 10
2 Metrics/data driven decisions 9
3 Customized/extra meetings 3
4 Risk matrix 2
5 Ishikawa 2
6 Feedbacks 2
7 RACI Matrix 1
8 Decision tree 1
9 Risk Review 1
10 Outsource 1
11 PDCA 1
12 A3 1
13 SWOT Matrix 1
14 Strategic roadmap 1
15 Post Mortem 1

The term "Application of project management frameworks" in
the context of our open coding refers to the utilization of com-
prehensive frameworks or principles such as PMBoK, traditional
management methods, or Lean Six Sigma.

The answer to this question also involved identifying which
traditional risk management processes are covered by the practices
introduced in agile methods. The questionnaire listed traditional
risk management processes proposed in the literature [32]: Identi-
fication, Qualitative analysis, Quantitative analysis, Prioritization,
Monitoring and control, Management planning and Response plan-
ning. For each process, three options were presented to respondents:
the process can be fully implemented, partially implemented, or
not implemented at all. The answers are described in Table 6.

Table 6: Implemented risk management processes.

Process Fully Partially Not impl.
Qualitative analysis 038 127 108
Quantitative analysis 035 127 111
Identification 080 151 042
Monitoring and control 072 125 076
Management planning 043 128 102
Response planning 054 133 086
Prioritization 089 115 069

With this, it is possible to conclude that the most used risk man-
agement processes are prioritization and identification.

RQ4 - In which ceremonies are risk management practices
introduced?

This question is to understand which agile ceremonies are used
to introduce explicit risk management practices. Respondents re-
ported that the most used agile ceremonies to manage risks are
the sprint planning meeting (69.6%) and the daily meeting (54.21%).
The complete list of ceremonies is presented in Table 7.

Table 7: Ceremonies that risk management is introduced.

Ceremony Implement Not impl.
Sprint planning meeting 190 083
Sprint retrospective meeting 110 163
Sprint review meeting 094 179
Daily meeting 148 125
Weekly meeting 119 154
None of the above 018 255

To help identify which riskmanagement practices (RQ3) aremost
applied in which ceremonies (RQ4), we grouped practices according
to traditional risk management processes [32] and applied statistical
correlation analysis to this data. The correlation and regression
analysis tool is an efficient method to measure the existence of a
association between two variables (a dependent variable and an
independent variable) [27]. The correlation coefficient determines
the degree of association between the variables. To verify this and
the following associations in this study, we subjected the data to chi-
square tests [48], which are widely used to verify the dependence
between qualitative variables.

Chi-square was applied considering ceremonies as independent
variables and processes as dependent variables [45]. The values 0.0,
0.5 and 1.0 were used in columns as "does not implement", "partially
implements" and "fully implements" respectively. Values 0.0 and
1.0 are used in lines to indicate the presence (1.0) or not (0.0) of the
risk management in the meeting.

Figure 9: Cross tab planning meeting x identification

Figure 10: Cross tab planning meeting x prioritization

When analyzing the cross tabs of the planning meeting with
the risk identification and prioritization processes, respectively
presented in Figure 9 and Figure 10, it is possible to verify a large
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variation between the two rows of the tables in columns 0.5 and 1.0,
which indicates that these processes are related to the fact that the
ceremony is carried out. Furthermore, the p value equal to 0.0068
and 0.0032, respectively, indicates a correlation between the risk
management processes and the ceremony on both occasions.

Figure 11: Cross tab daily meeting x identification

Figure 12: Cross tab daily meeting x prioritization

When analyzing the contingency tables of the daily meeting
with the risk identification and prioritization processes, respectively
illustrated in Figure 11 and Figure 12, it is possible to verify that
there is also variation between the two rows of the table in columns
0.5 and 1.0, which indicates that the fact that these processes are
carried out are also related to the fact that the daily meeting is held.
And, in this case, the p value of 0.0030 and 0.0018, respectively, also
indicates a correlation between the risk management processes and
the ceremony on both occasions.

Therefore, in response to this research question, it is possible to
conclude that the most commonly used ceremonies to apply
risk management practices are daily and sprint planning
meetings, applying the processes of identification and risk pri-
oritization.

RQ5 - Does the organizational context influence the practices
introduced?

As there are several variables related to organizational context and
several variables related to practices, for this and the next research
questions, a separate analysis was carried out for each combination
of the organizational context and the variable to be analyzed.

Thus, the chi-square test was applied to evaluate the association
between context variables, such as agile method, domain of activity,
company size, among others, and the risk management practices
reported by respondents [45].

After carrying out the analyzes using the chi-square test con-
sidering the organizational context variables as independent and
the risk management practices as dependent variables, the results
showed that there was no significant association between the
majority of context variables and risk management practices
reported by respondents (See Table 8). This result means that, ac-
cording to the data analyzed, it is not possible to state that the

characteristics of the organizations directly influence the risk man-
agement practices adopted. Table 8 shows the 10 best associations
among the 285 analyzes carried out between context variables and
the risk management practices (Table 4).

Table 8: Chi-square between context variables and practices

Index Independent
(Context vari-
ables)

Dependent (Prac-
tices)

p value

110 Agile Method XP Practice 6 0.008291
126 Company Size Practice 7 0.034392
101 Application Do-

main Health
Practice 6 0.055449

235 Application Do-
main Construction

Practice 13 0.090170

112 Agile Method Lean Practice 6 0.121695
131 Agile Method Lean Practice 7 0.121695
188 Agile Method Lean Practice 10 0.121695
202 Company Size Practice 11 0.128297
259 Company Size Practice 14 0.128297
113 Agile Method Other Practice 6 0.130101

It is important to highlight that the result of the analysis with
the chi-square test does not mean that there are no associations
between the variables, but rather that these associations are not
statistically significant to be detected from the data collected from
the sample.

RQ6 - Does the organizational context influence the cere-
monies in which risks are managed?

The objective of this question is to investigate whether risk man-
agement ceremonies are influenced by the organizational context
in which they are applied. In this case, for the chi-square test, the
context variables were defined as independent and the variables
related to the ceremonies as dependent [45].

Table 9, presents the 10 pairs with the best degree of associa-
tion. It is possible to observe thatmost of the variables did not
demonstrate a relevant degree of association. From the results
it is possible to observe that the context domain variables are pre-
dominant and variables related to the agile method also appear,
but only this first 10 presented in Table 9, show a slightly relevant
degree of association, considering the 114 context analyzes carried
out.

RQ7 - Does the organizational context influence the risk
management processes that are used?

The objective of this question is to investigate whether the ap-
plication or not of risk management processes is influenced by the
organizational context. The question seeks to understand whether
factors such as the application domain, agile method used or com-
pany size can affect the choices and use of risk management pro-
cesses.
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Table 9: Chi-square between context variables and cere-
monies

Independent (Context
variables)

Dependent (Cere-
monies)

p value

Application Domain Other Manages Risk in Sprint Ret-
rospective

0.000845

Application Domain
Telecommunication

Manages Risk in Weekly
Meeting

0.001207

Company Size Manages Risk in Unlisted
Ceremony

0.003084

Application Domain E-
commerce

Manages Risk in Weekly
Meeting

0.021985

Application Domain Gov-
ernment

Manages Risk in Weekly
Meeting

0.023544

Application Domain Health Manages Risk in Sprint Plan-
ning

0.033477

Application Domain Con-
struction

Manages Risk in Weekly
meeting

0.043062

Application Domain E-
commerce

Manages Risk in Sprint Ret-
rospective

0.045888

Company Size Manages Risk in Sprint Plan-
ning

0.047203

Application Domain Other Manages Risk in Sprint Re-
view

0.058073

In Table 10, the 10 pairs with the best degree of association are
presented. In this case, most of the variables did not demon-
strate a relevant degree of association. The application domain
variables are once again predominant and variables related to the
agile method also appear, but only these 10 presented in Table 10,
show a relevant degree of association, considering the 133 analyses
performed.

Table 10: Chi-square between context variables and risk man-
agement processes

Independent (Context
variables)

Dependent (Risk Man-
agement Processes)

p value

Application Domain Health Qualitative Analysis 0.006028
Application Domain Health Control and Monitoring 0.009063
Application Domain Trans-
port

Qualitative Analysis 0.012658

Application Domain Health Identification 0.015806
Application Domain Health Management Planning 0.020141
Application Domain
Telecommunication

Control and Monitoring 0.021457

Application Domain
Telecommunication

Prioritization 0.029339

Agile Method Kanban Quantitative Analysis 0.032958
Agile Method Kanban Qualitative Analysis 0.044893
Application Domain Con-
struction

Control and Monitoring 0.053294

7 DISCUSSION
In relation to demographic data, it is interesting to highlight the
scope and balance of the sampling approach used for the survey.
The alignment with the data fromABES report [2], suggests that the
survey was able to capture a representative sample of the Brazilian
software development landscape in relation to the use of risk man-
agement in agile contexts. Moreover, the diversity in respondents’
levels of experience and job roles offers a multifaceted perspective
on riskmanagement practices within agile organizations. The preva-
lence of experienced professionals, with nearly half having over
a decade of experience, indicates a wealth of industry knowledge
contributing to the insights gleaned from the survey.

The results of the survey revealed that the majority of software
development organizations in Brazil (~88%) carry out some kind of
risk management, even if not explicitly. This suggests that compa-
nies recognize the importance of risk management for successfully
conducting agile projects. Furthermore, the analysis of risk man-
agement practices introduced in agile methods demonstrated a
diversity of approaches, from the application of project manage-
ment frameworks to more specific practices, such as quantitative
and qualitative risk analysis.

The majority of respondents (57%) also consider that agile meth-
ods are not sufficient to fully address risk management. This may
indicate that, despite the predominance of agile methods, there
is still room for the incorporation of explicit risk management
practices, with the aim of improving the approach to identifying,
analyzing and mitigating risks.

A closer look at agile ceremonies and risk management practices
revealed significant associations between certain ceremonies and
specific practices. Daily and sprint planning meetings were identi-
fied as the most conducive to introducing risk identification and
prioritization practices. This finding suggests that these ceremonies
provide opportunities to manage risks in a more regular basis, with-
out threatening the organizational agile values or the project life
cycle with the introduction of new risk-related ceremonies.

When analysing the possible influence of the organizational con-
text on the adoption of risk management practices, it was observed
that the majority of associations were not significant. This indicates
that, despite the different characteristics of organizations, such as
domain, size and agile method used, these factors do not necessarily
directly influence the choices of risk management practices. How-
ever, some relevant associations were identified, such as the agile
method used and the size of organizations with certain practices,
such as the Risk Identification Matrix and the Ishikawa Diagram
respectively.

Despite variations in organizational context, there is limited evi-
dence of significant associations between contextual variables and
agile ceremonies. This indicates that while certain ceremonies may
be more prevalent in specific contexts, the association is not deter-
ministic, highlighting the complex interplay between contextual
factors and ceremony selection in agile risk management.

The analysis suggests that contextual factors have limited in-
fluence on the adoption of specific risk management processes.
Specific application domains such as "Health" have relevant associ-
ations with the processes of qualitative analysis, monitoring and
control, identification and planning. However, the overall impact is
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not statistically significant, underscoring the need for a nuanced
understanding of how organizational context shapes the implemen-
tation of risk management processes.

Based on the results, it is possible to observe that risk manage-
ment is a concern in software development organizations in Brazil
that use agile methods. However, research indicates that there is
room for improvement in integrating specific risk management
practices into the agile context.

7.1 Comparison with Related Works
Comparing this study with similar surveys (see Table 11), it is possi-
ble to observe that the sampling of this study is more comprehensive
and focused on Brazil, with the participation of a large number of
respondents with management positions and with greater experi-
ence.

Table 11: Comparative Analysis of Surveys

Criteria Hammad,
Inayat and
Zahid [17]

Hayat et.
al. [18]

Elzamly,
Hussin,
and Salleh
[13]

This study

Sampling Convenience Convenience Convenience Probabilistic
stratified

Respondents 54 21 76 273
Country Various Pakistan Palestine Brazil
Experience Software

developers
(66%), < 3
years (53%)

- Project
managers

Management
(79.5%), >
10 years
(48.4%)

Context Scrum
(80%)

Scrum
(52,4%)

- Scrum
(32,5%),
Kanban
(29,9%)

Risk Man-
agement

44,44% 85,7% - 87.55%

Regarding the context (Table 11), all studies show a predomi-
nance of Scrum, with a greater dominance in [17]. Regarding the
application of risk management in agile methods, study [18] shows
similar results to this study, with more than 85% of participants
indicating that they apply some form of risk management, while
[17] shows a much lower application. Other aspects investigated in
this study were not addressed by the related works.

Comparing the results of this study with those observed in sec-
ondary studies, Garcia, Hauck, and Hahn [15] indicate the predomi-
nance of the use of Scrumwith risk management, in a similar way to
this study. Notably, in [15], the daily and sprint planning meetings
were identified as key agile ceremonies for risk identification and
monitoring, which is confirmed in this study. The risk identification
process also emerges in [15] and in this study as the most used risk
management process integrated into agile methods.

8 THREATS TO VALIDITY
In this section we describe the potential threats to validity observed
and how we tried to minimize their possible impacts.

Regarding internal validity, a possible threat is related to the
interpretation of open-ended questions, such as in the description of
riskmanagement practices. Tominimize this threat, the open coding
[39] techniquewas adopted to analyze the data in themost impartial
and objective possible way, cross-checking between authors at all
stages of coding.

Regarding external validity, one of the main typical threats to
validity for survey studies is a possible selection bias. In our study
a probabilistic stratified sampling was used in which a category is
chosen to stratify the sample. We chose to balance the sample across
all geographic regions of Brazil, aiming a general view that was not
biased by a region where a greater number of software companies
are concentrated. This represents a possible threat related to the
adequate representation of other stratus such as the different sizes
of software companies or software development domains.

Furthermore, this study is based exclusively on professionals
who are active on the LinkedIn platform. It’s important to note
that this limitation may influence the results due to the omission of
responses from professionals who are not on LinkedIn. This factor
tends not to be a strong threat as, with more than 51 million active
users in Brazil, LinkedIn accounts for 65% of the economically active
population in Brazil [36].

9 CONCLUSION
This paper presents a survey of the state of practice on explicit risk
management in agile software development organizations in Brazil.
The study was conducted using a stratified probabilistic sample
with 273 professionals, according to the distribution of software
organizations in Brazil [2], using an online form to collect data.

Respondents’ diverse experience levels and profiles offer varied
insights into risk management in agile contexts. Results indicate
that more than a half of the respondents believe that agile methods
alone are insufficient to manage risks, with the majority of the
organizations applying some kind of additional risk management
practice. According to the participants, daily and sprint planning
meetings are key events for risk identification and prioritization.

Organizations’ contexts have limited influence on risk manage-
ment practices and ceremonies, with associations observed in spe-
cific cases, such as the agile methods and organization’s size in-
fluencing the adopted practices. However, overall impact remains
statistically insignificant, emphasizing the need for nuanced under-
standing.While risk management seems to be a concern in Brazilian
software development organizations, there’s scope for enhancing
specific practices within agile methods.

Moving forward, our findings unveil the importance of further
research and targeted interventions to enhance the integration of
explicit risk management practices within agile methods.

ARTIFACT AVAILABILITY
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in this study, and the form questionnaire used are available at
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