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ABSTRACT
An effective classification of security-related software requirements
is crucial to mitigate potential threats and ensure robust system
design. This study investigates the performance of Large Language
Models (LLMs) in classifying security-related requirements com-
pared to traditional Machine Learning (ML) methods. Using the
SecReq, DOSSPRE and PROMISE+ datasets, we evaluated ten LLMs
across various prompt engineering strategies. The results demon-
strate that LLMs achieve high accuracy and outperform traditional
ML-based models in several evaluation scenarios and that prompt
engineering can significantly enhance the model’s ability to identify
security-related requirements. This work underscores the domain-
generalization capabilities of LLMs and their potential to streamline
requirements classification without the complexity of feature engi-
neering or dataset-specific fine-tuning often required by ML-based
approaches. Researchers, practitioners, and tool developers can
leverage these findings to advance automated approaches in secu-
rity requirements engineering.

KEYWORDS
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1 Introduction
Software requirements are detailed descriptions of the functions, ca-
pabilities, and constraints that a software systemmust fulfill to meet
the needs of its users and stakeholders. They are categorized into
functional requirements (FRs) and non-functional requirements
(NFRs). FRs detail what tasks the system must perform, while NFRs
describe how a system should operate [34]. These requirements
serve as a blueprint for developers, guiding software design, imple-
mentation, and testing.

One major challenge in managing NFRs is their inherent diver-
sity and complexity. There is no consensus regarding their defi-
nition, scope, level of abstraction, granularity, priority, and inter-
dependencies, making it hard for stakeholders to identify, com-
prehend, and communicate about them [8]. Among existing NFRs,
security stands out as particularly critical. In recent years, the field
of Security Requirements Engineering (SRE) has attracted consider-
able attention within the Requirements Engineering (RE) commu-
nity [26]. It is widely accepted that incorporating security early in
the development process is more cost-effective and leads to a more
robust design [14]. Thus, its early identification and integration
would mitigate potential threats and reduce future security-related
issues. However, distinguishing security-related requirements from
other FRs and NFRs can be tedious and error-prone [16].

This study aims to investigate the performance of open and
closed-source LLMs in classifying security-related software require-
ments and compare them with state-of-the-art Machine Learning
(ML) approaches documented in the literature. To evaluate the ef-
fectiveness of LLMs in classifying security-related requirements,
we used three datasets: SecReq [11, 32], DOSSPRE [13], and a sub-
set of the PROMISE+ [33] dataset. The SecReq dataset, specifically
created to categorize security-related requirements, contains a total
of 510 requirements, including 187 security-related and 323 non-
security-related requirements. The DOSSPRE dataset, in particular
its binary version, comprises 1,316 requirements, 514 labeled as
security-related and 802 labeled as non-security related. Finally, the
PROMISE+ subset comprises a total of 3,677 requirements, including
237 security-related and 3,440 non-security-related requirements.

This work differs from previous studies by focusing on the use of
LLMs for security requirements classification instead of traditional
ML algorithms. Traditional ML algorithms often require complex
feature engineering, specialized skills, and significant setup effort,
as well as the creation of large amounts of labeled training data,
which is time-consuming and labor-intensive and can make them
harder to adopt. In contrast, LLMs offer ease of use through natural
language prompting and minimal setup effort. The simplicity and
ease of interaction enabled by NLP (Natural Language Processing) is
a key factor that can make them well-suited for smooth integration
with agile software management tools like Jira and others, enhanc-
ing their practicality in modern development workflows. LLMs, if
proven effective, can be integrated directly within these tools and
play a pivotal role in addressing critical security aspects early in
the development process. They enable precise task assignments by
automatically identifying security-related requirements and allocat-
ing them to team members with the appropriate expertise. This not
only enhances efficiency but also fosters better collaboration among
team members, ensuring that security concerns are addressed with
the necessary focus and expertise.

Our results demonstrate that LLMs are effective in identifying
security-related requirements. Regarding the impact of prompt en-
gineering on the evaluationmetrics for eachmodel, most prompting
strategies yielded diminishing or negligible improvements. The no-
table exception was raw-inst, a combination of role and instruction
prompting (see Section 2.2.1), which significantly enhanced the
models’ performance. Contrary to expectations, where more com-
plex prompts were anticipated to have a greater impact on larger
models, no clear correlation was observed between model size or
version and performance improvement with different prompting
techniques. The most substantial improvements were seen using
the raw-inst strategy in the DeepSeek model. DeepSeek was also the
model with the highest F1-Score when evaluated on the SecReq
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dataset, outperforming the traditional J48 algorithm presented by
Li [19] in almost all scenarios, and outperformed knauss’es Bayesian
classifier [15] in cross-domain evaluations. The results highlight
the potential of LLMs, particularly when combined with role-and-
instruction-based prompting strategies like raw-inst, to achieve
solid performance in classifying security-related requirements. Our
approach not only demonstrates better domain generalization com-
pared to the traditional ML-based models evaluated on the SecReq
dataset but also surpasses them in some intra-domain evaluation
scenarios, without the fine-tuning and labeling overhead commonly
associated with ML models.

The contributions of this work are as follows: (i) a comprehen-
sive study of how ten different LLMs perform when classifying
security-related requirements from 5,503 requirement specifica-
tions from the SecReq [11, 32], DOSSPRE [13], and PROMISE+ [33]
datasets; (ii) an in-depth analysis of how prompt engineering strate-
gies can be applied in classifying security requirements and how
they affect the performance of LLMs; and, (iii) a comparative eval-
uation against traditional ML models, highlighting the domain-
independent performance of LLMs and their potential as viable
alternatives to task-specific models.

Audience: Researchers, practitioners, and tool builders benefit from
our experiments and insights in understanding how effective LLMs
are in identifying and classifying security-related requirements in
comparison to ML-based approaches. Also, our work showcases
the potential of prompt engineering strategies in this field.

2 Background and Related Work
In this section, we define key concepts and explore related studies
in the field of software requirements engineering.

2.1 Requirements Engineering
The specification of software requirements is a starting point for
software development. Institute of Electrical and Electronics En-
gineers (IEEE) Standard 610.12-1990 [12] defines software require-
ments in three ways: (1) a condition or capability needed by a
user to solve a problem or achieve an objective; (2) a condition or
capability that must be met or possessed by a system or system
component to satisfy a contract, standard, specification, or other
formally imposed documents; and (3) a documented representation
of a condition or capability, as in (1) or (2).

The software requirements can be categorized into Functional
Requirements (FRs) and Non-Functional Requirements (NFRs). FRs
specify a function that a system or system component must be able
to perform [12]. While FRs are generally easier to define, NFRs are
less straightforward, as despite the term being used for decades,
there is no consensus on its definition [8]. For instance, Anton et
al. [1] describe NFRs as capturing the non-behavioral aspects of a
system, while others emphasize system attributes like reliability,
performance, and security [6]; or focus on constraints that guide
system operation and development [18]. Although interpretations
vary, NFRs generally describe how a system should operate, and
there is a unanimous consensus that NFRs are important and can
be critical for the success of a project [8].

2.2 LLMs for Software Engineering
The rapid evolution of Large Language Models (LLMs) has been
driven by advances in deep learning, abundant computing resources,
and vast training datasets, resulting in powerful capabilities for Nat-
ural Language Processing (NLP) tasks and broad applications across
multiple fields [29]. Software Engineering (SE) – a discipline fo-
cused on the development, implementation, and maintenance of
software systems – is one of those areas reaping the benefits of the
LLM revolution [24]. The use of LLMs in SE primarily emerges from
an innovative perspective where numerous SE challenges can be ef-
fectively reframed into data, code, or text analysis tasks. Within SE,
requirements engineering has seen notable applications of LLMs.
A recent systematic literature review by Hou et al. [10] identifies
several tasks within the domain of requirements engineering where
LLMs have been applied. Among these tasks are anaphoric ambigu-
ity treatment, requirements classification, co-reference detection,
and specification generation, which we describe as follows:

Anaphoric ambiguity treatment: In requirements engineering,
anaphoric ambiguity occurs when a pronoun can plausibly refer
to different entities, leading to varying interpretations by different
readers [7]. This ambiguity can result in different interpretations
of requirements, potentially causing suboptimal software artifacts
during development. Ezzini et al. [7] and Sridhara et al. [35] have
demonstrated the effectiveness of LLMs like SpanBERT and Chat-
GPT in addressing anaphoric ambiguity in software requirements.

Requirements classification: Requirements, which stem from
natural language documents, require efficient classification, par-
ticularly for early-stage project assessments, such as identifying
security-related ones [14]. Hey et al. [9] demonstrate that NoRBERT,
a model fine-tuned from BERT, excels in classifying both FRs and
NFRs, outperforming traditional methods in several tasks. Addition-
ally, Luo et al. [22] propose PRCBERT, a BERT-based classification
method that utilizes flexible prompt templates. It achieves accurate
requirements classification for zero-shot scenarios.

Co-reference detection: Co-reference in requirements engineer-
ing occurs when different expressions in a requirements document
refer to the same system component. If co-references are not re-
solved, it can lead to ambiguity or misinterpretation of the require-
ments, causing confusion about what is being described. Wang et al.
[36] propose a fine-tuned version of BERT that accurately detects
co-reference in software requirements.

Specification generation: Specification generation involves cre-
ating formal program specifications that define the behavior and
functionality of software systems. Manually crafting these specifica-
tions is particularly challenging for complex programs, as they must
capture all semantic details of the code accurately. Ma et al. [23]
introduce SpecGen, a novel technique leveraging LLMs to success-
fully generate verifiable specifications. Xie et al. [38] conducted
experiments on state-of-the-art LLMs, evaluating their performance
and cost-effectiveness for specification generation. They found that
certain open-source models achieve high effectiveness in specifica-
tion generation and not only outperform traditional approaches,
but also surpass larger, more expensive closed-source LLMs.

These studies demonstrate the growing promise of LLMs in sup-
porting automation, improving quality, and reducing ambiguity
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in requirements engineering. Our study builds upon this founda-
tion by proposing a systematic, large-scale benchmark of general-
purpose LLMs across multiple architectural families and prompting
strategies for the specific task of classifying security-related re-
quirements. We chose to focus on security requirements to build
on prior ML-based work (see Section 2.3). This enabled direct com-
parison with existing baselines, ensured replicability, and allowed
for fair benchmarking using robust datasets. Moreover, compared
to other NFRs, security requirements tend to be more implicit and
context-sensitive, making them a challenging use case for test-
ing LLM classification capabilities. Lastly, numerous studies have
shown that failure to identify and address security requirements
can have severe real-world consequences, reinforcing the relevance
of this research.

2.2.1 Prompt Engineering. Prompt engineering has become a vital
technique for expanding the abilities of LLMs. This technique uti-
lizes task-specific instructions, called prompts, to improve model
performance without altering the core model parameters. Instead
of adjusting these parameters, prompts enable pre-trained models
to be smoothly applied to downstream tasks by triggering desired
behaviors based solely on the prompt provided [31].

There are various prompting techniques, ranging from simple to
complex, and no universally "best" technique exists. The effective-
ness of a technique depends on the specific task. Simpler prompting
techniques may work better for straightforward tasks, whereas
more complex tasks often require additional effort from the user
to craft detailed and nuanced prompts. Sahoo et al. [31] conducted
a systematic survey of prompt engineering, categorizing various
prompting strategies according to their suitability for different task
domains. OpenAI provides a page on prompt engineering in its doc-
umentation1, where six strategies for achieving better results with
their models are explained. Unlike most academic papers, this doc-
umentation targets a broader audience, not necessarily academics
or researchers, and thus employs simpler, more accessible language.
While it does not provide metrics on how each technique affects
model performance, the page covers several important prompt-
ing techniques referenced in the literature. Common prompting
techniques from the literature include:

• Zero_shot [28] which eliminates the need for extensive
training data, relying instead on carefully crafted prompts
that guide the model toward novel tasks based solely on the
model’s pre-existing knowledge.

• Few_shot [2] that involves giving a model a few examples
of a task. The model uses these examples to understand and
complete a new, similar task, which reduces the need for
large amounts of task-specific data.

• Manual Chain-of-Thought (CoT) [37] which provides lan-
guage models with the ability to generate a coherent series
of intermediate reasoning steps that lead to the final answer
for a problem. The idea is that LLM can generate chains of
thought if demonstrations of chain-of-thought reasoning are
provided in the exemplars for few-shot prompting.

• Automatic Chain-of-Thought (Auto-CoT) instead of writ-
ing manual reasoning demonstrations one by one for each

1https://platform.openai.com/docs/guides/prompt-engineering

example as in Manual-CoT, auto-CoT [39] leverages a simple
prompt like “Let’s think step by step” to facilitate step-by-step
thinking before answering a question.

• Role Prompting involves providing the model with a spe-
cific role in the prompt. The assigned role offers context
about the LLM’s identity and background, enabling it to
generate more natural, in-character responses tailored to
that role [17]. Clavie et al. [3] explored combining role in-
structions with detailed task instructions, referring to this
approach as Raw-inst.

We systematically compare different prompt strategies in Sec-
tion 4.2. Our findings show that prompt engineering plays a signifi-
cant role in maximizing the effectiveness of LLMs and should be
considered a core part of any deployment strategy involving these
models in SE settings.

2.3 Security Requirements Classification
To develop secure and reliable software systems, security require-
ments must be analyzed with caution [16]. There are several works
in the literature that use ML and Deep Learning (DL) solutions to
identify and classify security requirements [15, 16, 19].

Knauss et al. [15] introduced a tool-supported method to identify
and categorize security requirements using a Bayesian classifier.
They used the SecReq dataset and, according to their experiments,
their approach succeeds in assisting requirements engineers in the
task of identifying security-relevant requirements. It identifies the
majority of the security-relevant requirements, achieving a recall
greater than 0.9 and a precision exceeding 0.8, indicating only a
few false positives. These results were observed when the models
were trained and evaluated within the same specification domain.

Li [19] proposed a hybrid method for identifying security require-
ments that combines linguistic analysis with ML. Their approach
first revises a conceptual model of security requirements by defin-
ing linguistic rules and security keywords from the literature. This
definition guides the extraction of features for training classifiers
using standard ML algorithms. They evaluated the method using a
combination of different subsets of the SeqReq dataset. Although
their approach achieves a good average precision and recall across
all tested subsets (0.79 and 0.75, respectively), the benchmark ap-
proach – Bayesian classifier trained by Knauss et al. [15] on the
same dataset – demonstrates superior performance, with an average
precision of 0.83 and recall of 0.92. Nevertheless, in cross-dataset
evaluation, the classifiers developed in [19] achieved an average
precision of 0.69 and recall of 0.64, while the benchmark approach
in [15] achieved an average precision of 0.51 and recall of 0.53. Thus,
both approaches did not show promising potential for generaliza-
tion to other domains.

Armin Kobilica et al. [16] conducted an empirical study evalu-
ating the effectiveness of 22 supervised ML classifiers and 2 DL
approaches, using the SecReq dataset. Their approach minimized
the typical overhead of linguistic and semantic preprocessing by
applying simpler text preprocessing techniques. They apply word
encoding for most classifiers and word embedding for CNN-based
models. The results indicated that the Long Short-Term Memory
(LSTM) network achieved the highest accuracy among DL mod-
els at 84%, while Boosted Ensemble led the supervised classifiers
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with an accuracy of 80%, demonstrating the strength of simplified
preprocessing paired with robust algorithms.

Although existing solutions leveraging ML and DL for security-
related requirements classification have shown promising results,
they also exhibit certain limitations. Security requirements are of-
ten mixed with other types of requirements. Thus, many existing
methods do not deliver the expected efficiency due to their domain-
dependency [16]. These models often rely on features or data spe-
cific to particular contexts, limiting their applicability across diverse
projects. Additionally, such approaches often involve significant
overhead, including the need for fine-tuning models, labeling data,
and configuring parameters, all of which require considerable ex-
pertise and effort.

Unlike traditional ML or DL approaches, LLMs are not domain-
dependent, enabling broader applicability without extensive cus-
tomization. Moreover, their ability to process natural language
prompts eliminates the need for complex configurations or fine-
tuning, making them significantly easier to deploy. These advan-
tages position LLMs as a practical solution for addressing the chal-
lenges of security-related requirements’ classification, particularly
in scenarios where domain generalization and usability are critical.

3 Study Settings
This study aims to investigate the effectiveness and applicability of
LLMs for classifying security requirements, focusing specifically on
the context of requirement specification documents at the software
design stage. Given the specialized language in the developer de-
scription of these documents, our goal is to determine whether
LLMs can reach a higher performance than traditional ML-based
approaches and to understand how prompt engineering could im-
prove their performance. Based on our aim, this study is guided by
three research questions (RQs) as follows:

RQ1. What is the performance of LLMs in distinguishing
security-related requirements from non-security require-
ments in a zero-shot approach? This question evaluates the
baseline performance of LLMs when no additional task-specific
data is provided. The goal is to assess their capability to classify
security-related requirements based solely on general pre-trained
knowledge without any further fine-tuning or task-specific training.
We will evaluate the models using a zero-shot prompting strategy
(see Section 4.1). The model’s predictions will be compared to the
ground truth labels, and metrics such as precision, recall, and F1-
score will be calculated to assess performance.

RQ2. How do different prompting strategies change the
performance of LLMs in classifying security-related require-
ments? This question investigates whether and how varying the
way instructions (prompts) are presented to the LLM affects its clas-
sification performance. We used three additional prompt engineer-
ing strategies beyond zero-shot prompting (see Section 4.2). Each
strategy was evaluated on the same dataset, and the performance
metrics were compared to identify the most effective approach.

RQ3. How does the performance of LLMs compare to the
performance of state-of-the-art ML-based models? This ques-
tion aims to benchmark the performance of LLMs against existing
ML-based models specifically developed for classifying security-
related requirements, as reported in previous research (see Sec-
tion 2.3). First, we identified relevant studies that have addressed

Figure 1: Overview of the Study Methodology

similar classification tasks: [15, 19]. Note that we excluded Armin
Kobilica et al. [16] from our comparative analysis mainly for three
reasons: (1) Our study adopts cross-project evaluation to assess
generalization, whereas [16] uses random splits, potentially inflat-
ing results. (2) The authors did not release code or data, preventing
fair replication under our experimental setup. (3) As a short paper,
[16] lacks depth and uses only accuracy, a poor fit for imbalanced
datasets like SecReq. Second, we compared key metrics (precision,
recall and F1-score) of these studies. The LLM’s performance, eval-
uated in RQ1 and RQ2, was analyzed to determine whether LLMs
can serve as viable alternatives or if task-specific models still out-
perform them in this domain.

3.1 Study Steps and Procedures
Figure 1 illustrates the six steps of our study. We describe each step
and its related procedures as follows.

Step 1: Dataset Selection. One major challenge in the field of
software requirements engineering is the lack of publicly available,
high-quality datasets [21]. This scarcity of reliable data limits the
development and evaluation of models designed for tasks such as re-
quirements classification. In this paper, we leverage three datasets,
PROMISE+ [33], DOSSPRE [13] and SecReq [11, 32], to support the
classification of security-related requirements. Our choice to use
these datasets was driven by their established reputation, extensive
prior use, diversity of requirement sources, and the specific objec-
tive of 𝑅𝑄3. Thus, providing a consistent baseline for comparison.
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The PROMISE+ dataset, developed by Silva et al. [33], is an ex-
panded version of the PROMISE_exp [20] dataset, which in turn is
an expanded version of the PROMISE [4, 5] dataset. While the orig-
inal PROMISE dataset contains 625 labeled requirements from 15
different projects, PROMISE_exp increases the number of require-
ments to 969 by incorporating 34 new projects into the dataset.
PROMISE+, in turn, increases this number to 3,677 requirements.
These requirements are categorized into several types, including
Availability (A), Fault Tolerance (FT), Legal (L), Look & Feel (LF),
Maintainability (MN), Operational (O), Performance (PE), Portabil-
ity (PO), Scalability (SC), Security (SE), Usability (US), and Func-
tional (F). PROMISE+ dataset includes 237 security-related require-
ments, with the remaining 3,440 categorized as non-security-related
requirements to form the security-focused subset used in this study.
The expansion process involved structured web searches based on
the keyword "Software Requirement Specification", manual analy-
sis of the search results, and extraction of textual requirements in
English, which was then evaluated by five experts.

SecReq is a dataset developed by Schneider et al. [11, 32], com-
prising 510 requirements, of which 187 are security-related. The
dataset includes three industry standards: Common Electronic
Purse (ePurse) with 124 labeled entries, Customer Premises Net-
work (CPN) with 210 labeled entries, and Global Platform Specifica-
tion (GP) with 176 labeled entries. The requirements are manually
labeled by experts as either "sec" (security-related) or "non-sec"
(non-security-related).

DOSSPRE is a dataset developed by Kadebu et al. [13]. It is avail-
able in two versions, one suitable for multi-class classification, and
the other (which was the one utilized in this paper), suitable for
binary classification. It contains 1,316 security requirements, which
were mined from student projects by utilizing a novel process that
considers certain maintainability requirements as security-related.
From the full set of requirements, 514 are security related and 802
are non-security related.

Step 2: Data Preprocessing. Given that more than a thousand
requirements need to be evaluated, with each requirement assessed
multiple times, establishing an automated testing pipeline is essen-
tial. The PROMISE+ dataset is in .arff format, while the SecReq and
DOSSPRE datasets are in .csv format. A Python script was devel-
oped to extract each requirement along with its corresponding label,
consolidating them into a unified JSON file. The JSON file contains
an array of objects, where each object represents a requirement
with the following fields:

• project_id: Identifier for the project. The PROMISE+ and
DOSSPRE datasets already had project identifiers. The three
industry standards (CPN, ePurse, and GPS) in the SecReq
dataset each had a project_id assigned to it. We utilized the
original project_id to create new consolidated IDs, which
are sequential between the three datasets.

• requirement: The text of the requirement.
• label: The classification of the requirement, either “sec” (security-
related) or “nonsec” (non-security-related).

• source: The origin of the requirement, such as "PROMISE+",
"SecRec", or "DOSSPRE".

During data processing, one entry was found to be invalid in
the SecReq dataset. While most requirements are labeled as "sec"

or "nonsec", one had an erroneous label, "XYZ". This entry was
removed from the consolidated JSON file. After processing the data,
the consolidated dataset had 4,565 "nonsec" instances (83%) and 938
"sec" instances (17%).

Step 3: Model Selection. The field of LLMs is advancing rapidly,
with new, cutting-edge models emerging monthly. This continuous
innovation makes it a highly dynamic period for artificial intel-
ligence and LLM research. Given the large number of available
models, careful selection was necessary for this study. The selec-
tion was designed to ensure a diversity of architectural families and
sizes, practical feasibility, and allow for a comparison between open
and closed ecosystems. We prioritized popular open-source models
from Hugging Face due to their maturity and replicability, and ini-
tially focused on them to manage budget constraints. Later, with
the release of GPT-4o mini, an affordable, high-performance closed-
source model, we included it to enrich our comparison. Finally,
model sizes were chosen based on our hardware limitations, en-
abling us to compare small (smaller than 10B) and large models (up
to 27B) and assess the impact of scale on classification performance.

Our pool of models consists of five families: DeepSeek, Llama,
Mistral, Gemma, and GPT. In terms of popularity, the first four
chosen families of models – DeepSeek, Llama, Mistral, and Gemma
– are part of the top 20most popular (in terms of downloads) families
of LLM available in hugging face2. Due to cost concerns, we initially
did not plan to test any closed-source models. However, the release
of the GPT-4o mini model—promising exceptional affordability and
speed—prompted its inclusion in our pool of tested models. The
GPT-4o mini model represented a true paradigm shift in cloud LLM
usage, with reports indicating that the number of active users in
OpenAI APIs doubled after its release [30]. The inclusion of both
open-source and closed-source models allowed us to explore their
contrasting characteristics.

Table 1 describes the names and characteristics of the ten models
selected in this study. In terms of scalability, most of the models
chosen are available in different variations, which mainly affect
parameter count and performance, especially inference speed and
memory requirements. A higher parameter count can also be associ-
ated with higher reasoning capabilities. For each model, we selected
the configuration with the highest parameter count that our setup
could support. The models tested in this study ranged from 7 to 27
billion parameters. Approximately 10 billion parameters is gener-
ally considered the cutoff for a “small” language model [40]. While
OpenAI does not disclose the exact parameter count of GPT-4o mini,
it is described as a "small model" on their website [27]. However,
without additional details, it remains unclear whether GPT-4o mini
falls below this 10 billion parameter threshold.

Step 4: Prompt Design. In terms of prompt design, we began
with the zero-shot prompt, which served as the baseline for 𝑅𝑄1.
For 𝑅𝑄2 and 𝑅𝑄3, we additionally selected three prompting strate-
gies: Few-shot, Auto-CoT, and Raw-inst (see Section 2.2.1). These
strategies were chosen based on their simplicity, which makes them
straightforward to implement in practical scenarios, and their fre-
quent use in previous studies [2, 3, 17, 28, 39].

2https://huggingface.co/models?pipeline_tag=text-generation&sort=downloads. Ac-
cessed on April 4, 2025.

https://huggingface.co/models?pipeline_tag=text-generation&sort=downloads
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Table 1: Characteristics of the Chosen LLMs

Name Parameters
(in billions)

Size
(GB)

License Type

Gemma 7 5.0 Open Source
Gemma2 27 15.0 Open Source
Llama 3 8 4.7 Open Source
Llama 3.1 8 4.9 Open Source
Llama 3.2 11 7.9 Open Source
Mistral 7.25 4.1 Open Source
Mistral-Nemo 12 7.1 Open Source
Mistral-Small 22 12.0 Non-commercial use only
DeepSeek-R1-Distill-Qwen 14 9.0 Open Source
GPT-4o mini - - Closed Source

Every prompt template instructs the model to classify a given
requirement as either security-related or non-security-related. An-
other common feature across all prompts is the inclusion of an
answer template, essential for automating evaluation and ensuring
output consistency by specifying the response format in JSON. The
rest of the prompt’s structure varies depending on the strategy used.
The zero-shot prompt has the simplest structure, including only the
requirement description, task specification, and answer template,
with no additional information provided. For the few-shot prompt,
we provide a set of examples for the model, markers like “user_x”
and “response_x” distinguish each example, guiding the model to
follow a consistent pattern. For the auto-CoT prompt, additional
instructions stimulated the model to think through its response in
structured steps before delivering the final answer, encouraging a
reasoning-driven approach. For the raw-inst prompt, the model is
provided with a detailed description of its role and the task to be
performed.

To automate the evaluation process, we developed a script that
functioned as a prompt factory, dynamically injecting requirements
from our consolidated data file (Step 2 in Figure 1) into the prede-
fined templates. The full prompts and all scripts are available in the
replication package [25].

Step 5: Model Execution. We decided to use two providers to
run the selected LLMs: OpenAI3 (cloud-based) and Ollama4 (local).
We use Ollama tool to deploy DeepSeek (from DeepSeek AI), Llama
3, llama3.1, and llama3.2-vision (from Meta), Mistral, Mistral-Nemo,
and Mistral-Small (from Mistral AI), Gemma, and Gemma2 (from
Google). The OpenAI API was used to deploy GPT-4o mini.

The locally-deployed LLMs were executed in a computer with
the following specifications: AMD Ryzen 5 5600X 6-Core Processor,
16GB of RAM and an NVIDIA GeForce RTX 3060 GPU, with 12GB
of VRAM. We tune the model to be as deterministic as possible,
experimenting with different parameters and using temperature=0,
thus removing the need for multiple runs using each prompt.

Step 6: Evaluation Metrics and Results Analysis. We will
utilize the confusion matrix and its derived metrics to compare the
various prompt strategies and models evaluated in this study. The
confusion matrix is a table summarizing the model’s predictions
compared to the actual labeled instances as "sec" or "nonsec". The
confusion matrix can be represented as follows:

3https://openai.com/index/openai-api
4https://ollama.com

Predicted “sec” Predicted “nonsec”
Actual “sec” True Positive (TP) False Negative (FN)
Actual “nonsec” False Positive (FP) True Negative (TN)

Where:
• True Positive (TP): Instances where the predicted require-
ment is classified as security-related, and it is also labeled
by experts as security-related.

• False Positive (FP): Instances where the model incorrectly
predicts a requirement as security-related, but it is labeled
as non-security-related.

• False Negative (FN): Instances where themodel fails to predict
a requirement as security-related, even though it is actually
labeled as security-related.

• True Negative (TN): Instances where the model correctly
predicts a requirement as non-security-related, and it is also
labeled by experts as non-security-related.

Several important metrics are derived from the confusion matrix
(see Table 2):

• Precision: It is the proportion of correctly predicted positive
instances out of all instances predicted as positive.

• Recall: It is the proportion of actual positive instances that
were correctly identified by the model.

• F1-Score: It is the harmonic mean of precision and recall,
balancing the trade-off between these metrics.

Table 2: Evaluation Metrics Used in this Study

Metric Precision Recall F1-Score

Formula
𝑇𝑃

𝑇𝑃 + 𝐹𝑃

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
2 × Precision × Recall

Precision + Recall

These metrics enable a detailed evaluation of the models’ perfor-
mance and facilitate the comparison of different LLMs, prompting
strategies, and ML-based models in Section 4. We used Python
scripts (available as part of the replication package [25]) that lever-
aged the Pandas library5 to analyze our results.

4 Results and Discussion
In this section, we discuss the results of the research questions
defined in Section 3.

4.1 Performance of the Zero-Shot Strategy (RQ1)
Table 3 presents the precision, recall, and F1-score for the tenmodels
evaluated on the task of classifying security-related requirements
using three prompting strategies. In this section, we focus on the
results obtained using the baseline zero-shot strategy. This baseline
serves as a valuable reference point for comparing model perfor-
mance in the absence of tailored prompt engineering.

A clear pattern emerges from the results: while most models
achieve high recall, they generally struggle with precision. This trade-
off suggests that the models are effective at capturing true positives

5https://pandas.pydata.org/

https://openai.com/index/openai-api
https://ollama.com
https://pandas.pydata.org/
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Table 3: Performance of LLMs Across Prompting Strategies

Strategy Model Precision Recall F1-Score

Zero-shot gemma 0.18 0.98 0.30
gemma2 0.34 0.86 0.49
llama3 0.46 0.84 0.59
llama3.1 0.48 0.81 0.60
llama3.2 0.27 0.90 0.42
mistral 0.36 0.85 0.51
mistral-nemo 0.54 0.73 0.62
mistral-small 0.45 0.80 0.57
deepseek-r1 0.47 0.84 0.60
gpt-4o-mini 0.42 0.85 0.56

Few-shot gemma 0.20 0.94 0.33
gemma2 0.33 0.86 0.48
llama3 0.31 0.89 0.46
llama3.1 0.28 0.91 0.43
llama3.2 0.32 0.89 0.47
mistral 0.33 0.88 0.49
mistral-nemo 0.42 0.80 0.55
mistral-small 0.44 0.86 0.58
deepseek-r1 0.44 0.83 0.57
gpt-4o-mini 0.39 0.86 0.54

Auto-CoT gemma 0.18 0.99 0.30
gemma2 0.31 0.87 0.45
llama3 0.45 0.83 0.58
llama3.1 0.44 0.83 0.57
llama3.2 0.27 0.91 0.42
mistral 0.36 0.85 0.51
mistral-nemo 0.56 0.70 0.62
mistral-small 0.49 0.77 0.60
deepseek-r1 0.34 0.85 0.48
gpt-4o-mini 0.42 0.86 0.56

Raw-inst gemma 0.27 0.88 0.41
gemma2 0.55 0.79 0.65
llama3 0.54 0.80 0.64
llama3.1 0.53 0.78 0.63
llama3.2 0.51 0.80 0.62
mistral 0.61 0.69 0.65
mistral-nemo 0.70 0.62 0.65
mistral-small 0.53 0.79 0.64
deepseek-r1 0.68 0.66 0.67
gpt-4o-mini 0.56 0.79 0.66

(i.e., actual security requirements), but they also produce a substan-
tial number of false positives, misclassifying non-security require-
ments as security-related. Consequently, the F1-scores – which
reflect the balance between precision and recall – vary consider-
ably, ranging from 0.30 to 0.62, depending on the model’s ability to
control this trade-off.

The best-performing model in this setting ismistral-nemo, which
achieved an F1-score of 0.62, the highest among all models. Its supe-
rior performance is primarily driven by its relatively high precision
(0.54), indicating a better ability to avoid false positives while still
maintaining a reasonable recall (0.73). This balance makes mistral-
nemo a strong candidate for applications where over-classification
could lead to unnecessary overhead or risk, such as in security
triage workflows or compliance audits.

Other models that performed competitively include llama3, lla-
ma3.1, and deepseek-r1, all with F1-scores of 0.59 or 0.60, combining
recall of 0.81 or 0.84 with moderate precision. At the opposite

end, gemma recorded the lowest F1-score (0.30), due to its very
low precision (0.18). While it achieved the highest recall (0.98),
this came at the cost of a significant number of false positives.
Such behavior may be tolerable in exploratory phases or safety-
critical environments, but less tolerable in production pipelines that
demand higher classification precision.

The cloud-based gpt-4o-mini achieved an F1-score of 0.56, with
recall (0.85) comparable to the top-performing models, but lower
precision (0.42). While its overall performance is acceptable, the
lower precision means that its use in scenarios with a high cost of
false positiveswould require downstreamfiltering ormanual review.
In contrast, models likemistral-nemo, which can be deployed locally
and still achieve stronger precision, offer more practical advantages
in such contexts.

Finding 1: In the zero-shot setting, most models achieved
consistently high recall but varied widely in precision.
Mistral-nemo achieved a stronger balance between both
metrics and delivered the best overall F1-score, indicating
superior performance.

4.2 Performance of Different Prompting
Engineering Strategies (RQ2)

Table 3 also presents the classification performance for the ten mod-
els across three additional prompting strategies: Few-shot, Auto-CoT,
and Raw-inst (see Section 2.2.1). To better understand the relative ef-
fectiveness of each strategy, we compare their performance against
the baseline zero-shot results from RQ1.

Few-shot. The few-shot prompting strategy showed inconsis-
tent performance across the models. On average, it led to a -0.04
reduction in F1-score, indicating that this strategy generally under-
performed compared to the baseline zero-shot strategy. While a few
models such as gemma, llama3.2, and mistral-small showed slight
gains in F1-score, most models experienced notable drops. The
llama3.1, for instance, lost 0.17 in F1-score due to a significant drop
in precision (-0.20), even though it gained recall. These outcomes
suggest that few-shot examples may introduce noise or distract
from the core classification task, especially when the examples are
not well aligned with the target domain.

Auto-CoT. The Auto-CoT strategy (automatic chain-of-thought
prompting) yielded only marginal changes in performance, with
an average F1-score difference of -0.02. For most models, including
gemma, llama3.2, mistral, and gpt-4o-mini, F1-scores remained un-
changed. The mistral-nemo model — the top performer in RQ1 —
maintained its F1-score of 0.62 under Auto-CoT, showing no added
benefit from the strategy. In some cases, such as deepseek-r1, per-
formance dropped noticeably (–0.12 in F1-score), driven by a loss
in precision. Overall, Auto-CoT did not substantially enhance clas-
sification effectiveness and may introduce unnecessary complexity
for this task.

Raw-inst.The raw instruction prompting strategy demonstrated
the most substantial and consistent improvement, with an average
+0.10 increase in F1-score across models. It significantly enhanced
model precision (average increase of +0.15), even though recall
slightly decreased on average (–0.09). The top performer under
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Table 4: Difference in Performance by Prompting Strategy
Compared to the Baseline Zero-Shot Prompting

Strategy Model Precision Recall F1-Score

Few-shot gemma 0.02 -0.04 0.03
gemma2 -0.01 0.00 -0.01
llama3 -0.15 0.05 -0.13
llama3.1 -0.20 0.10 -0.17
llama3.2 0.05 -0.01 0.05
mistral -0.03 0.03 -0.02
mistral-nemo -0.12 0.07 -0.07
mistral-small -0.01 0.06 0.01
deepseek-r1 -0.03 -0.01 -0.03
gpt-4o-mini -0.03 0.01 -0.02
Average -0.05 0.03 -0.04

Auto-CoT gemma 0.00 0.01 0.00
gemma2 -0.03 0.01 -0.04
llama3 -0.01 -0.01 -0.01
llama3.1 -0.04 0.02 -0.03
llama3.2 0.00 0.01 0.00
mistral 0.00 0.00 0.00
mistral-nemo 0.02 -0.03 0.00
mistral-small 0.04 -0.03 0.03
deepseek-r1 -0.13 0.01 -0.12
gpt-4o-mini 0.00 0.01 0.00
Average -0.02 -0.00 -0.02

Raw_inst gemma 0.09 -0.10 0.11
gemma2 0.21 -0.07 0.16
llama3 0.08 -0.04 0.05
llama3.1 0.05 -0.03 0.03
llama3.2 0.24 -0.10 0.20
mistral 0.25 -0.16 0.14
mistral-nemo 0.16 -0.11 0.03
mistral-small 0.08 -0.01 0.07
deepseek-r1 0.21 -0.18 0.07
gpt-4o-mini 0.14 -0.06 0.10
Average 0.15 -0.09 0.10

Table 5: Mann–Whitney U Test Results Comparing F1-Score
Distributions Across Prompting Strategies

Comparison U Statistic p-value Significant
Raw-inst vs. Few-shot 9.0 0.0022 Yes
Raw-inst vs. Auto-CoT 9.5 0.0024 Yes
Few-shot vs. Auto-CoT 40.5 0.496 No

raw-inst was deepseek-r1, with an F1-score of 0.67, supported by
strong precision (0.68) and balanced recall (0.66). This result sug-
gest consistent reliability in identifying relevant requirements with-
out excessive over-classification. Importantly, all models (except
gemma) achieved F1-scores above 0.62, surpassing the best baseline
result from RQ1.

To further validate this observation and assess whether the dif-
ferences observed across prompting strategies are statistically sig-
nificant, we conducted statistical analysis using the Mann-Whitney
U test to assess the significance of the differences in F1-score distri-
butions across prompting strategies. The results are summarized
in Table 5. We can observe that the Raw-inst strategy consistently

Table 6: Top-5 Performing LLMs on the SecReq Dataset

Model Strategy Precision Recall F1-Score

deepseek-r1 Raw_inst 0.82 0.84 0.83
mistral-nemo Raw_inst 0.79 0.84 0.82
gpt-4o-mini Raw_inst 0.69 0.96 0.80
mistral Raw_inst 0.72 0.88 0.79
gemma2 Raw_inst 0.65 0.94 0.77

outperformed both Few-shot and Auto-CoT prompting in terms
of F1-score. Interestingly, Auto-CoT did not show a statistically
significant advantage over Few-shot prompting. These findings
underscore the robustness of our results and provide compelling
evidence that Raw-inst prompting is the most effective strategy
among those evaluated in our study.

Finding 2: The raw-inst prompting strategy proved to be
the most effective, with every model showing an increase
in F1-score and an average F1-score improvement of +0.10
compared to our baseline prompting strategy.

In this section, we presented the aggregated results across all
datasets to offer a holistic view of model behavior and the effective-
ness of prompting strategies. However, the independent evaluation
results for each dataset are available in our supplementary material
[25]. Notably, we observed that model performance was consis-
tently lower on the Promise+ dataset compared to the others. We
also used the Promise_exp [20], an earlier version of Promise+where
the models demonstrated significantly improved performance. This
discrepancy may be due to the nature of requirement specifications
in Promise+ that may be impeding the models’ ability to generalize.

This observation suggests an important future direction: conduct-
ing a qualitative, in-depth analysis of the requirements across all three
datasets. Such an analysis would help to: (1) uncover patterns or
linguistic structures that make certain requirements more difficult
for LLMs to classify, (2) assess whether annotation guidelines were
consistently applied, and (3) evaluate the presence of ambiguities
or noise that could affect model accuracy. Identifying these factors
would not only explain performance disparities but also inform the
development of more robust datasets and prompting techniques.

4.3 Comparison with State-of-the-art
Approaches (RQ3)

Deepseek-r1 with the raw-inst technique, which proved to be the
most effective on the SecReq dataset, was defined as our baseline
(see Table 6). We compare the performance of the baseline model to
two studies [15, 19] that utilized state-of-the-art ML-based models
for the same task.

Table 7 presents a comparative analysis of the precision, recall,
and F1-score metrics from Studies 1 [15] and 2 [19] alongside the
results of our study. For Studies 1 and 2, the table includes perfor-
mance metrics under two distinct evaluation scenarios:

• Intra-domain. The models were trained and tested within
the same specification domain, providing insights into their
performance in a controlled and consistent context.
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Table 7: Comparison of LLM-Based Approach with Prior
ML-Based Approaches [15, 19] on Intra-Domain and Cross-
Domain Evaluation for the SecRec Dataset.

Dataset Study Precision Recall F1-score

ePurse

Ours 0.97 0.81 0.88
Study 1 (intra-domain) 0.83 0.93 0.88
Study 1 (cross-domain best case) 0.72 0.48 0.58
Study 1 (cross-domain worst case) 0.99 0.33 0.47
Study 2 (intra-domain) 0.90 0.75 0.82
Study 2 (cross-domain best case) 0.94 0.82 0.88
Study 2 (cross-domain worst case) 0.95 0.49 0.65

GP

Ours 0.76 0.90 0.83
Study 1 (intra-domain) 0.81 0.92 0.86
Study 1 (cross-domain best case) 0.43 0.85 0.57
Study 1 (cross-domain worst case) 0.29 0.19 0.23
Study 2 (intra-domain) 0.79 0.70 0.74
Study 2 (cross-domain best case) 0.50 0.78 0.61
Study 2 (cross-domain worst case) 0.85 0.17 0.29

CPN

Ours 0.68 0.81 0.74
Study 1 (intra-domain) 0.98 0.95 0.96
Study 1 (cross-domain best case) 0.29 0.65 0.40
Study 1 (cross-domain worst case) 0.23 0.54 0.33
Study 2 (intra-domain) 0.76 0.71 0.73
Study 2 (cross-domain best case) 0.52 0.78 0.63
Study 2 (cross-domain worst case) 0.50 0.76 0.60

• Cross-domain. The models were tested on data from dif-
ferent domains, showcasing their generalizability. Both the
best-case and worst-case performance metrics are reported
to capture the variability and robustness of the models across
diverse datasets.

This comparative approach highlights the strengths and limita-
tions of each study, emphasizing how intra-domain or cross-domain
factors influence the performance of the classification models.

Study 1, conducted by Knauss et al. [15], reported strong re-
sults, with F1-scores of 0.88 for the ePurse specification, 0.86 for
the GP specification, and 0.96 for the CPN specification for the
intra-domain evaluation (see Table 7). However, F1-score dropped
significantly for cross-domain evaluations. For the ePurse specifi-
cation, the F1-score dropped to 0.58 in the best-case scenario and
further decreased to 0.47 in the worst-case scenario. For the GP
specification, the F1-score dropped to 0.57 and 0.23 in the best and
worst-case scenarios, respectively. For the CPN specification, the
F1-score fell sharply to 0.40 in the best-case scenario and 0.33 in
the worst-case scenario

Study 2, conducted by Li [19], achieved an F1-score of 0.82 for
the ePurse specification, 0.74 for the GP specification and 0.73 for
the CPN specification for the intra-domain evaluation (see Table 7).
Similar to Study 1, F1-score generally dropped when evaluating
models trained on other specification domains, i.e. cross-domain
evaluations. However, for the ePurse specification, the F1-score
increased to 0.88 in the best-case scenario and decreased to 0.65
in the worst-case scenario. For the GP specification, the F1-score
dropped to 0.61 and 0.29 in the best and worst-case scenarios, re-
spectively. For the CPN specification, the F1-score dropped to 0.63
in the best-case scenario and 0.6 in the worst-case scenario.

Study 1 achieved high scores when models were trained and
tested on the same dataset, outperforming our approach in all speci-
fications, except for ePurse. The differences in F1-scores were small

for the GP specification (0.03), but considerable for the CPN specifi-
cation (0.22). Their results dropped significantly in cross-domain
evaluations, whereas our approach achieved higher F1-scores across
all specifications by a large margin. The difference in F1-scores in
the best-case scenario was 0.30 for the ePurse specification, 0.25
for the GP specification, and 0.34 for the CPN specification. Our
approach also outperformed Study 2 in most cases. In the intra-
domain evaluation scenario, the F1-score of our model surpassed
theirs by 0.06 for the ePurse specification, 0.09 for the GP speci-
fication, and 0.01 for the CPN specification. In the cross-domain
evaluation scenario, considering the best-case scenario, our model
had the same F1-score for the ePurse specification (0.88), but higher
F1-scores for the GP specification (0.83 compared to 0.61) and for
the CPN specification (0.74 compared to 0.63).

Overall, one major limitation of state-of-the-art techniques is
that ML-based models often require retraining for each new dataset
to adapt to its specific characteristics and requirements. This re-
training process requires a substantial amount of manual effort to
label the requirements in the new dataset, introducing additional
time and cost burdens. Moreover, the need for domain expertise
during the labeling process can further increase the complexity
and expense. The reliance on fine-tuning also makes cross-domain
approaches less flexible and scalable, as each dataset essentially
demands a custom model configuration.

In contrast, LLMs excel in this aspect, as they can operate effec-
tively without fine-tuning. Leveraging their pre-trained knowledge,
LLMs have demonstrated impressive results across various specifi-
cations, surpassing traditional approaches in both performance for
cross-domain evaluations and ease of deployment. This eliminates
the need for dataset-specific training, significantly reducing the
manual overhead and cost associated with traditional ML-based
models. Furthermore, ML-based models are prone to overfitting
training data, which can lead to a steep decline in performance
when models encounter datasets with varying structures or ter-
minology. These limitations reinforcing the advantages of LLMs
highlighting their robustness to domain shifts.

Finding 3: LLMs offer a practical and high-performing
alternative to traditional ML-based models for classifying
security-related requirements. Unlike ML-based models
that require dataset-specific retraining and expert labeling,
LLMs generalize effectively across domains using prompt-
based strategies. In our experiments, LLMs outperformed
previous state-of-the-art models in F1-score across multi-
ple datasets and configurations.

5 Threats to Validity
This section highlights potential threats to validity and reflects on
the measures taken to mitigate them.

Internal validity. Internal validity relates to whether the results
accurately reflect the performance of the evaluated models, inde-
pendent of external influences. The study relied on three datasets,
PROMISE+, SecReq, and DOSSPRE. We knowledge that limitations
in the data quality and labeling could have introduced biases that
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affected the evaluation results. To mitigate such a threat to the valid-
ity of our results, these datasets were selected due to their extensive
use in prior research and their established reputation for robust-
ness and reliability. Their use also supports the reproducibility of
our findings, as they provide a common ground for comparison
with other works in the literature. Additionally, the study tested
a limited number of prompting strategies. While these strategies
were adequate for initial evaluation, the rapid development of LLMs
has introduced an ever-growing pool of possible prompts and tech-
niques that were not explored in this study. Expanding the range of
prompts considered in future research could mitigate this limitation
and enhance the robustness of the evaluation.

External validity. External validity pertains to the generalizability
of the study’s findings to real-world contexts, beyond the specific
datasets and experimental conditions used in this research. This
study focused on a particular subset of software requirements, with
a special emphasis on security-related ones. While the selected
datasets are useful for evaluating the classification capabilities of
LLMs in the context of security requirements, they may not fully
capture the diversity of software requirements in broader domains
or industries. However, we offer a reproducible framework, so that
researchers can extend our study to other types of requirements.

Construct validity. Construct validity focuses on whether the eval-
uation approaches and metrics effectively measure the intended
objectives. We employed standard classification metrics such as pre-
cision, recall, and F1-score, which are well-established and widely
accepted in similar research domains. However, the reliance on
manual prompt engineering introduces a degree of subjectivity that
could impact the consistency of results. Slight variations in prompt
phrasing can lead to differences in performance. To address this lim-
itation and ensure transparency, we have made all the constructed
prompts publicly available (see Section 6). These prompts were
carefully designed and refined based on initial model responses
to maximize clarity and relevance while aligning with the study’s
objectives. The availability of these prompts allows for systematic
evaluation of how different phrasing or structures impact the per-
formance of the models, contributing to a deeper understanding of
the role of prompt engineering in such studies. Furthermore, the
study did not explore fine-tuning the model on domain-specific
data. This decision aligns with the growing interest in leveraging
the out-of-the-box capabilities of LLMs. By avoiding fine-tuning, we
make our methodology broadly applicable and resource-efficient, as
fine-tuning can be computationally expensive and may limit gener-
alizability. Additionally, our findings demonstrate that high-quality
results can be achieved without fine-tuning.

6 Conclusion
This study evaluated the effectiveness of LLMs in classifying security-
related software requirements, providing a detailed comparison
with state-of-the-art ML-based models. To the best of our knowl-
edge, this is the first systematic benchmark of LLMs applied to
the classification of security-related requirements across three real-
world datasets. This fills an important research gap, given the in-
creasing interest in the automation of NFR analysis. Unlike tradi-
tional ML-based models, which typically require retraining and

labeled data for each new dataset, LLMs demonstrated robust per-
formance in cross-domain evaluations without fine-tuning. This
significantly reduces setup costs and manual effort, making LLMs
a scalable alternative for industry and research.

We systematically compared prompting techniques and found
that a hybrid strategy—referred to as raw-inst, which combines role-
based and instruction-based prompting—consistently improved
performance across models. Statistical tests confirmed that these
improvements are significant and not due to random variation.
Across all prompting strategies, recall remained consistently strong.
However, only a subset of models achieved a favorable balance with
precision. DeepSeek-r1 with the raw-inst strategy outperformed all
others in terms of F1-score, indicating its suitability for practical
scenarios where both false positives and false negatives matter.

The findings of this study open up numerous promising avenues
for future research. Future research should explore a wider range of
models and prompting strategies. Varying the style, structure, and
granularity of prompts offers promising opportunities to further
optimize LLM performance across RE tasks. Moreover, future stud-
ies could include direct comparisons with fine-tuned models such
as NoRBERT [9] and PRCBERT [22], as well as contacting authors
of prior work to replicate or extend baseline results on common
datasets, which have demonstrated promising results in related
scenarios.

Building on the findings of our study, we envision integrating
LLMs into tools like Jira and GitHub Issues to classify requirements
as they are added or updated, particularly in agile and DevSecOps
pipelines. Since classification occurs once per update, computa-
tional overhead remains low. Based on classification results, such
tools could support: intelligent task assignment (e.g., routing secu-
rity requirements to domain experts), prioritization and traceability
of security issues, and real-time feedback for developers and project
managers. Importantly, open-source models like Mistral-Nemo and
DeepSeek can be deployed locally, enabling secure, cost-effective
adoption in privacy-sensitive environments. Our study shows that
these models, when paired with effective prompting strategies such
as raw-inst, deliver strong performance without requiring large-
scale infrastructure.

Our study contributes to the growing body of evidence that
LLMs can serve as practical, scalable, and accurate alternatives
to traditional ML-based approaches for RE tasks. By making our
results and artifacts publicly available, we aim to encourage further
research and real-world adoption of LLMs in SE workflows.
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