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ABSTRACT

[Context] Assuring safety and security from the earliest stages of de-
velopment is essential, particularly for critical systems. However, ad-
dressing these requirements in complex and heterogeneous systems
such as those based on the Internet of Things (IoT) is challenging.
These systems often operate in dynamic and diverse environments,
where vulnerabilities can lead to severe consequences if not effec-
tively mitigated. [Objective] This paper presents SafeSecRETS, a
tool supporting safety and security Requirements Engineering (RE)
for critical IoT systems. [Method] The tool features a collaborative
pipeline with a strategic canvas-based IoT project planning and an
extended Systems-Theoretic Process Analysis (STPA) method for
safety and security. [Results] SafeSecRETS assists requirements en-
gineers, domain experts, and other stakeholders in collaboratively
defining project scope and eliciting, analyzing, and specifying sys-
tem requirements. Its interconnected visual components guide users
through this process, fostering engagement among information,
people, and decision-making. A case study on an automated insulin
delivery system illustrates the tool’s applicability and presents its
structured and integrated approach to RE safer and more secure
critical IoT systems.

SafeSecRETS demo video: https://zenodo.org/records/17000378

KEYWORDS
Planning, Analysis, Safety, Security, IoT, Requirements, Traceability

1 Introduction

The growing adoption of Internet of Things (IoT)- based critical
systems has transformed several domains, including healthcare,
transportation, industry, and critical infrastructure, by enabling
intelligent and connected services that directly impact people’s
safety and well-being. In such environments, ensuring safety and
security from the early stages of system development is essential
to prevent threats to human life, physical harm, economic losses,
or other unacceptable consequences [8, 9].

Safety refers to a system’s ability to operate without causing
harm to people, the environment, or system assets, primarily ad-
dressing accidental failures with no malicious intent [9]. Security fo-
cuses on protecting the system from both accidental and intentional
threats, including malicious attacks that may compromise function-
ality or data [9]. Addressing safety and security requirements early
in the system development life cycle is, therefore, crucial to ensur-
ing the reliability and resilience of critical IoT systems [14].

To address safety concerns in today’s increasingly complex sys-
tems, the System-Theoretic Process Analysis (STPA) method was
proposed as a proactive approach to identifying accident causes
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and supporting early mitigation strategies [8]. Although STPA was
originally developed to focus on safety, its system-theoretic foun-
dation also revealed parallels with security challenges. As a result,
several studies have proposed extensions and adaptations of STPA
to jointly address safety and security requirements [5-7, 10, 13, 17].

However, the effective application of STPA-based approaches
in critical IoT systems goes beyond the hazard and threat analy-
sis. It requires a clear understanding of the system’s objectives,
boundaries, and operational context [15]. Regarding that, project
planning and scope definition are foundational steps to align the
requirements engineering (RE) process with the system’s critical
functions and constraints. It helps identify key components, interac-
tions, and stakeholder concerns — essential elements for modeling
the control structure and deriving meaningful safety and security
constraints [14]. In complex and interconnected IoT environments,
effective planning leads to more accurate and complete analyses,
minimizing the risk of overlooking hazardous scenarios or latent
security threats during system development.

Given these challenges, in prior work [14, 15], we introduced
the SafeSecloT Canvas, a strategic and visual artifact designed to
support the planning of critical IoT projects while bridging the
gap between scope definition and STPA-based safety and security
analysis. By organizing fundamental questions into interconnected
building blocks, the canvas facilitates the early capture of essential
project information, supporting the identification of key elements
for the subsequent STPA-based analysis. This structured approach
enables a more holistic and integrated analysis of potential vulner-
abilities from the outset of system development.

Building on this foundation, this work presents SafeSecRETS, a
collaborative web-based software tool that integrates agile project
planning with STPA-based safety and security analysis. Grounded
in a canvas model, the tool is designed to support requirements en-
gineers, domain experts, and security specialists in collaboratively
conducting the elicitation, analysis, and specification of safety and
security requirements. By structuring project information and en-
abling traceability between planning elements and STPA analysis
artifacts, SafeSecRETS promotes a more systematic and comprehen-
sive approach to identifying safety and security requirements. As a
proof of concept, the tool was applied to the planning and analysis
of a critical IoT system for automated insulin delivery (AID).

This paper is structured as follows: Section 2 presents the the-
oretical background and artifacts that grounded the development
of the proposed tool; Section 3 analyzes related work; Section 4
details the SafeSecRETS, including requirements, architecture and
functionality; Section 5 presents a tool usage demo; and Section 6
brings final remarks and future work.
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2 Background

In prior research, we introduced MM4Canvas [15], a metamodel
that provides a structured approach for developing canvas-based
models. It defines key fundamental questions to support agile
project planning and enables the creation of building blocks aligned
with the canvas model’s purpose. These blocks can be either: (i)
general-purpose, addressing broad planning aspects (e.g., project
or business-oriented); or (ii) domain-specific, tailored to specialized
needs (e.g., IoT, safety, security).

The SafeSecloT Canvas model is an instance of the MM4Canvas
metamodel, tailored for agile project planning in critical IoT sys-
tems. To construct this model, we first instantiate a conceptual
structure based on the components and relationships defined in the
Project Model Canvas (PMC) [4]. We then reuse general-purpose
components from PMC to address essential project planning el-
ements. In addition, we extend the model with domain-specific
components designed to capture concepts and concerns specific
to critical IoT systems, such as safety and security, and to support
subsequent STPA-based analysis [14].

The IoT domain-specific building blocks defined in the SafeSecloT
Canvas [2] are: i) components — hardware and software elements
such as sensors, actuators, and algorithms for identification, control,
and orchestration; ii) connectivity — the means of communication
between components; iii) actions — relevant system-level inter-
actions; and iv) data — information generated and processed by
components. About safety and security concerns [8], the model
includes additional blocks: i) assets — valuable entities that require
protection, including people, resources, environments, or services;
ii) losses — unacceptable outcomes resulting from accidents or at-
tacks; and iii) risks — potential causes of losses, whether due to
intentional threats or unintentional failures. These building blocks
provide structured inputs for the STPA-based safety and security
analysis, following the approach proposed by Veiga et al. [14], pre-
sented in Figure 1.
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Figure 1: Linking planning with SafeSecloT Canvas and STPA-
based analysis [14].

To support integrated safety and security requirements analysis
and specification, we propose an extension of the STPA method
tailored to critical IoT systems, named STPA-SafeSecloT [13]. This
approach enhances the original STPA method by enabling the co-
analysis of safety and security from the early design stages. Its
objective is to prevent system losses not only due to known or
accidental hazards, but also those stemming from intentional threats
or unknown vulnerabilities, such as attacks from malicious actors.
STPA-SafeSecloT extends traditional STPA activities to explicitly
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incorporate security-related elements, fostering a unified view of
risks and their impact. Figure 2 illustrates the outputs of each step
in the method and the traceability links that connect planning
components to safety and security analysis artifacts.
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Figure 2: STPA-SafeSecloT steps and traceability [13].
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Next, we provide a general description of the activities performed
in each step of the analysis process illustrated in Figure 2.

Step 1. Defining the Purpose of the Analysis. Supported
by SafeSecloT Canvas, this step begins by establishing the system
boundaries (scope) for the analysis. It then involves: (i) identifying
potential losses that may impact stakeholders’ valuable assets; (ii)
determining system-level hazards and threats, which represent un-
safe or unsecured conditions that may lead to those losses; and (iii)
defining safety and security constraints—conditions or behaviors
that must be ensured to prevent the occurrence of such hazards
and threats.

Step 2. Modeling the Control Structure. A hierarchical con-
trol structure is modeled to address emerging safety and security
issues from component interactions. This structure includes con-
trollers, control actions, the controlled process, and feedback loops,
which together define the responsibilities and relationships among
system elements in the form of control loops.

Step 3. Identifying Unsafe or Unsecured Control Actions
and Specify Requirements. This step focuses on: (i) identifying
unsafe or unsecured control actions (UCAs) that could lead to safety
or security failures; and (ii) deriving corresponding safety and secu-
rity constraints (requirements) for each controller to mitigate the
risks associated with these UCAs.

Step 4. Identifying Loss Scenarios. This step involves iden-
tifying and describing loss scenarios — causal chains of events or
conditions that can lead to the identified UCAs and, consequently,
to hazards and threats.

3 Related Work

With the rise of critical systems requiring safety-security alignment,
research has focused on integrating co-analysis through STPA ex-
tensions [5-7, 10, 17]. Friedberg et al. [5] linking an abstract control
structure to the physical system design to incorporate traditional se-
curity analysis. Ribeiro et al. [10] explore an STPA-based safety and
security RE process for autonomous vehicle development. Zhou et
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al. [17] and Gomola and Utne [7] focus on eliminating or mitigating
hazards based on identified loss scenarios. However, none of these
STPA extensions have been implemented or supported through
dedicated software tools, which limits their practical application in
system development and industry.

Although many tools have been developed for STPA, there is still
a gap in supporting safety and security extensions. WebSTAMP [12]
systematizes Steps 1 and 2 of STPA and STPA-Sec and enables col-
laborative analysis. XSTAMPP [1] offers the most comprehensive
functionality, including verification, rich user experience, and porta-
bility, but lacks support for Step 2 of STPA-Sec, collaboration, and
reusability. Moreover, none of these tools includes a structured
project planning stage to guide the analysis, which can lead to
inaccuracies when system knowledge is limited [6]. These limita-
tions reveal a gap in supporting fully integrated and systematic
safety-security co-analysis. In contrast, SafeSecRETS combines both
aspects in a structured, visually guided process, enhances collabo-
ration through project sharing, and supports Al-assisted analysis,
traceability, and reusability, within a rich user experience.

Building on artifacts proposed in our previous works (presented
in Section 2) and aiming to support other STPA-extended approaches,
this paper introduces a collaborative tool for project planning at the
outset of STPA analysis. The tool facilitates scope definition and
the identification of essential project information. Using a canvas-
oriented approach, it structures key data into building blocks that
serve as inputs for the subsequent STPA-based analysis.

4 SafeSecRETS Overview

SafeSecRETS (an acronym for Safety and Security Requirements
Engineering for Critical IoT Systems) is a web tool for project
planning and RE of critical IoT systems. Developed using Bubble and
Supabase!, it provides a structured workflow that supports project
planning and elicitation, analysis, and specification of STPA-based
requirements. The tool features a set of interconnected building
blocks, presented progressively according to the stage to be carried
out, enabling multi-user collaboration and real-time UI updates.

4.1 Requirements, Architecture and
Development

4.1.1  Functional and Non-Functional Requirements. The functional
requirements of the SafeSecRETS tool include, but are not limited
to: i) user registration and authentication; ii) project management
capabilities, including the association of multiple users to enable col-
laborative work; iii) canvas-based building blocks to support project
planning; iv) interactive interfaces for structured information gath-
ering; v) visualization of the SafeSecloT Canvas to provide a clear
overview of the project scope; and vi) an integrated pipeline for
conducting STPA-based safety and security analysis and for specify-
ing related requirements. The key non-functional requirements are:
i) usability: the system must offer an intuitive and interactive inter-
face, aligned with UI/UX best practices to ensure a seamless user
experience; ii) scalability: the event-driven architecture (EDA) must
support a growing number of concurrent users without degrading
performance; iii) security: robust access control and authentication
mechanisms must ensure that only authorized users can access

Bubble: https://bubble.io/ and Supabase: https://supabase.com/
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or modify project data or receive system events; iv) performance:
real-time updates in collaborative sessions must be supported via
asynchronous WebSocket communication, minimizing latency and
reducing database load; v) persistence and reliability: the underly-
ing database must guarantee atomicity, consistency, isolation and
durability compliance. Furthermore, the project planning process
supported by the tool adheres to the guidelines of the international
standard ISO/IEC/IEEE 15288 [14].

4.1.2  System Architecture. Figure 3 presents the system architec-
ture of the SafeSecRETS, which combines the principles of modular-
ity and separation of responsibilities of layered architecture with
the reactivity and decoupling of EDA. The architecture layers and
their elements are explained below.

e Presentation Layer: It manages the tool’s graphical in-
terface, enabling users to interact with SafeSecloT Canvas
building blocks for project planning and the STPA-based
pipeline. Built with Bubble, a no-code platform for dynamic
and interactive interfaces, it defines the workflow logic for
processing user events and communicating with the back-
end. Its key components are i) Interactive SafeSecloT Canvas:
implements project planning building blocks; ii) Pipeline
STPA-SafeSecloT: presents steps for safety and security re-
quirements analysis and specification; iii) Bubble Workflows:
handle navigation, updates, and backend interactions; and
iv) Bubble API Connector: integrates external APIs like Su-
pabase for authentication and CRUD operations. User inter-
actions with SafeSecRETS trigger Bubble Workflows, execut-
ing actions such as API calls to Supabase.

e Communication Layer: Built in Java-Script as a Bubble
plugin, it serves as a bridge between the backend and fron-
tend, enabling Bubble to receive real-time database updates.
It connects to Supabase Realtime via WebSockets, eliminat-
ing constant database queries and enhancing performance.
Its core components are i) WebSocket Client: maintains a
persistent connection with Supabase Realtime; and ii) Event
Listener: subscribes to specific events (insert, update, delete).
When a change occurs in monitored tables, the plugin trig-
gers an event in Bubble, dynamically updating the UI with
the new information.

o Persistence Layer: It handles project data storage and real-
time communication, using Supabase, which integrates a
PostgreSQL database with authentication services and REST
APIs. Its key components are i) PostgreSQL: relational data-
base; ii) Supabase Realtime: monitors database changes and
transmits events via WebSockets; and iii) RESTful API: en-
ables authentication and authorization via Supabase Auth,
ensuring secure data access and modification. The Bubble ap-
plication interacts with the database through Supabase’s API,
while Supabase Realtime notifies the plugin via WebSockets
upon data updates.

Artificial Intelligence (AI) Assistant Layer: Acts as a

provider of a Large Language Model (LLM) responsible for

the automatic generation of safety and security constraints
from specialized information provided by the system’s users.

The used Mixtral-8x22B-Instruct model is widely applied to

interactive prompt-based assistance.
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Figure 3: SafeSecRETS architecture.

4.1.3 Development and Technologies. SafeSecRETS was developed
using the following technologies: i) Bubble, a no-code platform for
creating web applications with a visual editor for UI design, logic,
and database management, along with API integration and custom
JavaScript support; ii) Supabase, a backend-as-a-service platform
offering a PostgreSQL database with auto-generated APIs, authenti-
cation, storage, and real-time features; iii) Fireworks Al a platform
that offers services for the development and use of Generative Al
models, focused on large-scale, low-cost inference of LLM; and
iv) JavaScript and TypeScript, used to implement auxiliary scripts
and plugins (as Realtime Plugin), enabling structured communica-
tion between the Bubble frontend and backend services, and the
interactions involving LLM-based analysis through Fireworks Al.

4.2 SafeSecloT Canvas: Project Planning and
Elicitation

SafeSecRETS implements the SafeSecloT Canvas model [15, 16],
which comprises 20 building blocks for project planning, scope
definition, and requirements elicitation, as illustrated in Figure 4 (i).
These blocks are organized into five categories based on funda-
mental questions, offering a logical structure for planning. Blocks
within a category are interconnected and may also relate to others,
supporting the identification of inconsistencies and understanding
of change impacts across the project [16].

The first group, Project Rationale, addresses why the project is
being undertaken. The second, Project Scope, defines what must
be delivered and is subdivided into three parts: product, system
requirements, IoT-specific elements, and safety & security consid-
erations. The third group, Stakeholders and Team, identifies who is
involved and their roles. The fourth, Planning Parameters, defines
how the project will be executed, including delivery phases and
constraints. The fifth, Management Parameters, addresses when
deliverables are due, how much the project will cost, and potential
risks and uncertainties. Each block includes guidelines and shows
its relationships with other blocks, with direct navigation links to
improve user experience.

By structuring project planning around interconnected visual
components, the canvas model supports stakeholders in identify-
ing, organizing, and reasoning about general and domain-specific
concerns. It includes traditional project aspects and specialized di-
mensions such as IoT elements and safety and security, which are
essential in critical contexts. The canvas is an entry point to elicit
and structure key information that feeds into more detailed safety
and security STPA-based analysis. As such, the SafeSecloT Canvas
bridges the gap between strategic planning and technical require-
ments engineering, enabling SafeSecRETS to offer a unified work-
flow grounded in methodological rigor and visual guidance [16].

4.3 STPA-SafeSecloT: Analysis and Specification

To support the analysis and specification of safety and security re-
quirements based on the strategic information defined in the canvas,
SafeSecRETS implements the STPA-SafeSecloT method in a visual
and structured manner. This extension adapts the original STPA
approach to address safety and security concerns in IoT systems by
integrating traditional hazard analysis with threat modeling.

The tool guides users through the steps of STPA-SafeSecloT sys-
tematically and interactively: 1) identifying potential losses, and
system-level hazards, and threats; 2) modeling the control struc-
ture, including controllers, their responsibilities, control actions,
and feedback; and 3) deriving unsafe or unsecured control actions
(UCAs) and corresponding constraints (safety and security require-
ments). Each step is supported by visual components representing
the method’s core entities and their interrelationships.

By linking the canvas planning blocks to the corresponding
STPA-SafeSecloT entities, SafeSecRETS ensures traceability between
strategic decisions and technical analysis. For example, the IoT
and safety/security concerns defined during planning are reused to
establish the definition of hazards, threats, controllers, actions, and
feedback. Visual cues and navigation features assist users in the
stages of the process implemented by the tool, fulfilling the analysis
objectives until obtaining detailed safety and security requirements,
promoting consistency and completeness throughout the analysis.
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5 Tool Demonstration

To demonstrate the capabilities of SafeSecRETS, we used the tool
to plan a critical IoT system for AID system [11], as shown in Fig-
ure 4. These systems connect a control application to a continuous
glucose monitor (CGM) and an insulin pump (IP) [3], automatically
adjusting insulin doses to regulate blood glucose levels in patients
with type 1 diabetes. Given their modular hardware and software
architecture, AIDs qualify as critical IoT systems that present sig-
nificant safety and security challenges. Precision and reliability
are crucial for patient health, while failures or cyber-attacks may
compromise data integrity or lead to serious harm.

Upon logging in SafeSecRETS, the user is directed to the Home
screen, where they can create or access projects and share them
with other users via email. Selecting a project opens the full canvas
view (Figure 4, [i]), which organizes building blocks by fundamental
questions and suggests a structured sequence for completion. In
the figure we present the completed canvas to demonstrate the
example of use in the AID system project.

Effectively planning and analyzing such systems requires close
collaboration between a safety and security requirements engineer
and a domain expert with knowledge of diabetes management and
AID technology. The definition of the system scope, identification
of critical functions, and specification of safety and security require-
ments depend on a shared understanding of technical, clinical, and
operational aspects. SafeSecRETS facilitates this joint effort by pro-
viding a structured and visual environment where both specialists
can iteratively contribute to the project scope definition.

Clicking on a specific block redirects the user to its correspond-
ing group (Figure 4, [ii]), allowing them to complete or modify that
block as well as any related elements. When editing a building block
(Figure 4, [iii]), users are provided with contextual guidelines and
references to related blocks (navigation shortcuts) to support clar-
ity and consistency in the input process. Through interconnected
blocks, visual components, and real-time updates on canvas, SafeS-
ecRETS supports shared decision-making and helps align strategic
goals with technical constraints and risk considerations.

In this project planning phase, informed by the domain expert’s
knowledge, the tool enables the extraction of critical information
about the IoT system’s architecture, such as its components, inter-
connections, performed actions, and data flows (Figure 4, [ii]). This
step supports a shared understanding of the system’s behavior and
structure. In parallel, the tool guides the identification of system
assets, the potential losses associated, and the risks that could lead
to such losses. These elements establish the strategic foundation
required to initiate the STPA-based analysis.

The second part of the tool, STPA-SafeSecloT analysis, starts by
validating Losses and their Assets association, and defining Hazards
and Threats based on the previously identified Losses (Figure 4,
[iv]). Based on this input, the tool Al assistant can help generate
high-level System-level Safety or Security Constraints (Figure 4, [v]).

The Al assistant receives a prompt based on a structured template
that defines the reference input and the expected output format.
Since both the input and output are simple and highly controlled,
tests showed no signs of hallucination. Multiple tests, adjustments,
and refinements were conducted to arrive at the final version of
the prompt presented next.

Veiga et al.

content: "Transform a hazard described in the format:

<Hazard> = <System> <Unsafe Condition>

into a safety constraint in the format:

<System-level Safety Constraint> = <System> <Condition to Enforce>

Your response must begin with 'The system must...'

and be written in technical, formal English. No explanations."

For modeling the control structure, the hardware and software
components identified in the canvas are reused to instantiate the
system controllers and assign their responsibilities. Similarly, Con-
trol Actions and Feedback are derived from the actions and data
defined in the IoT project scope. The control structure generated
by SafeSecRETS for the AID system is presented in Figure 5.

Control Application for Automated Insulin Delivery \

CA-2| F-2 CA-1[ F-1 CA-4 F-4

Continuous Glucose Monitor Remote Monitoring and Alert

Insulin Pump J

F-5 CA-5 CA-

Patient DM1 (Human Body) ]

Remote Caregivers or Health professional

Figure 5: Control structure generated for AID system.

With the control structure established, the tool supports the
analysis of Unsafe and Unsecured Control Actions (UCAs), based on
how specific control actions could lead to hazards or threats under
certain system conditions (Figure 4, [vi]). Finally, the AT assistant
employs structured prompts to derive the relevant Safety and Se-
curity Requirements for each identified UCA. This process ensures
that requirements are grounded in formal analysis and traceable to
strategic and operational elements defined at the planning stage.

6 Final Remarks

This paper presented SafeSecRETS, a safety and security require-
ments tool for critical IoT systems. Its visual framework fosters
consistency, supports early risk identification, and connects col-
laborative strategic planning to technical analysis. SafeSecRETS
incorporates an extension of STPA tailored for safety and secu-
rity co-analysis. Integrated features like LLM-assisted constraint
generation enhance user guidance and reduce manual effort.

An automatic insulin delivery system case study highlighted the
tool’s capabilities in a critical project scenario, integrating project
planning and requirements elicitation, analysis, and specification
into a unified workflow. Future work includes expanding analytical
features, improving usability for diverse user profiles, and conduct-
ing empirical studies to assess this tool’s adoption and effectiveness
in industry projects.
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