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ABSTRACT

Program debugging is one of the most time consuming activities
carried out by developers because, in large extent, it is performed
in ad hoc fashion. Significant research efforts have been directed
to the development of new debugging techniques, in special, fault
localization techniques. Spectrum-based Fault Localization (SBFL)
is a debugging technique that has been experimented on programs
similar to those developed in industry with promising results. To
support the automated application of SBFL, tools have been de-
veloped, yet in the academic realm. Few of them, though, aim to
support SBFL in the context of the Continuous Integration (CI)
practice. We present the Jaguar Portal platform, designed and de-
veloped to receive, store, and provide access to SBFL information
in CI environments. The platform encampsulates the Jaguar 2 tool,
which is responsible for executing the SBFL technique during the
build process in the CI pipeline on GitHub. Furthermore, it provides
web interfaces that display SBFL analyses with code snippets and
suspicious line markings. We believe Jaguar Portal is a step towards
the adoption of SBFL techniques in industrial settings.

Demo video: https://www.youtube.com/@JaguarPortalSBFL.
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1 Introduction

Testing and debugging are related tasks in the software develop-
ment life cycle that are among the most costly. To reduce the time
spent by developers on defect localization, various techniques have
been studied and proposed in recent decades. Zakari et al. [39]
indicate that 41% of research papers published in the field of soft-
ware defect localization use the Spectrum-based Fault Localization
(SBFL) technique.

SBFL utilizes code coverage from executed tests, known as spec-
tra, to rank parts of the code (class, method, line, branch, association
definition use) that are more likely to be faulty, i.e., have a higher
suspicion. The rankings generated by SBFL techniques guide the
developer in their search for defects. Commonly, the spectra that
are exercised more frequently by failing tests and less exercised by
passing tests are positioned at the top of the ranking.

In recent years, tools to support the application of SBFL have
been developed. Examples of these tools include CharmFL [16],
for programs written in the Python language; FLAVS [36], for pro-
grams written in the C# language; and Flacoco [33], GZoltar [4],
and Jaguar [30], for programs written in the Java language. The
tools that support SBFL, for the most part, are plugins for Integrated

Development Environments (IDEs) or have a command-line inter-
face. Therefore, they were not developed aimed to be used during
the continous integration practice.

Continuous Integration (CI) is an agile practice that is largely
adopted by the industry [25] in which developers add or modify
code in a common repository, often multiple times in a single day.
One of the major advantages of using Cl is to anticipate the identifi-
cation of defects through tests, which can be automatically triggered
after new source code changes are committed. The composition
of various steps to be executed through software and scripts that
support this practice is called a CI pipeline.

We introduce the Jaguar Portal, a platform built to collect, store,
and deliver SBFL data in continuous integration (CI) environments.
It uses Jaguar 2, a tool that applies an SBFL technique during the
build phase of GitHub-based CI pipelines. The platform also offers
user-friendly web interfaces that visualize SBFL results, including
annotated code snippets and marked suspicious lines. We believe
that Jaguar Portal is a step towards automated support for fault
localization in industrial settings.

The remainder of the article is organized as follows. The next
section describes the concepts related to SBFL techniques and CL
Section 3 presents the related work. In Section 4, we describe the
preexisting tools used in the solution designed and developed for
Jaguar Portal, which is described in Section 5. An example demon-
strating the use of Jaguar Portal to locate a real fault in a program
similar to those developed in industry is presented in Section 6.
Finally, we draw our conclusions and present future work in Sec-
tion 8.

2 Background

This section presents the main concepts associated with program
spectra, SBFL, and CL

2.1 Program Spectra

Program spectra are an execution profile that indicates which parts
of a program are active during a run [2]. Typically, it consists of
counters and/or markers that indicate the passage through cer-
tain parts of a program. Therefore, program spectra are derived
from structural testing because it requires knowledge of the code
executed for the generation of spectra.

In the literature, several synonyms for spectra can be found, such
as code coverage, test data, dynamic information, execution trace,
execution path, path profile, and execution profile [9]. To gain an
overview of the existing spectra, Table 1 considers nine types of
spectra [15].
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Table 1: A catalog of program spectra [15]

Name Description

Branch-hit conditional branches that were executed

Branch-count number of times each conditional branch was executed
Path-hit path (intraprocedural, loop-free) that was executed
Path-count number of times each path (intraprocedural, loop-free) was
executed

Complete-path complete path that was executed

Data-dependence-hit definition-use pairs that were executed
Data-dependence-count | number of times each definition-use pair was executed
Output output that was produced

Execution-trace execution trace that was produced

2.2 Spectrum-Based Fault Localization

Spectrum-Based Fault Localization (SBFL) comprises a set of tech-
niques that utilize test execution information to identify code seg-
ments suspected to be more likely to contain defects [2].

Typically, SBFL support tools perform their work in three stages.
The first stage involves collecting program spectra during test exe-
cution; therefore, depending on the tool used, different spectra can
be used, as mentioned in Table 1.

In the second stage, association metrics are used to calculate the
suspiciousness of the collected spectra. The suspiciousness consists
of values assigned to the spectra and the code segments associ-
ated with them. Some of the metrics include: DRT [5], Jaccard
[1], Kulczynski2 [23], McCon [23], Minus [38], Ochiai [1], OF [24],
Tarantula [20], Wong3 [37], and Zoltar [18].

In the third and final stage, the code segments from the spectra
are ranked in descending order based on their suspiciousness. As a
result, the most suspicious code segment of being defective is placed
in the first position. Figure 9 presents the mapping of the SBFL
ranking of suspicious lines in the code so that the most suspicious
lines are colored red and the least suspicious blue.

2.3 Continuous Integration

Continuous Integration (CI) is a software development practice in
which team members frequently integrate their code, leading to
multiple integrations per day. Each integration is verified by an
automated build (including tests) to detect integration issues as
early as possible. Many consider this approach to bring about a
significant reduction in integration problems and to enable a team
to keep the software consistently cohesive [14].

Continuous Integration (CI) encompasses various functionalities,
with the most common ones being: Version Control, Build Integra-
tion, Testing, and Delivery. The purpose of a version control system
is to manage changes to source code and other software artifacts
(e.g., documentation) using controlled access to a repository. This
provides a “single source of truth” where all source code is available
on one central location. The version control system allows you to
go back in time and retrieve different versions of source code and
other files [10]. Additionally, this system detects changes in the
repository and triggers a process on the CI server, called Integration
Build. In this process, the server executes a pre-configured build
script that can trigger various actions, such as compiling, running
tests, and publishing a software version, among others.

The build script can trigger the execution of automated tests
within the CI server, using testing frameworks such as xUnit [13],
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NUnit [12], JUnit [35], among others, depending on the program-
ming language used by the software under test. During the exe-
cution of these tests, tools such as JaCoCo [6] and BA-DUA [31]
can be invoked to capture test coverage according to a given crite-
rion (e.g., all nodes, all branches, all uses [29]), thus providing the
necessary information for an SBFL process, which can be executed
subsequently in case any test fails.

Typically, CI tools have feedback mechanisms for the develop-
ment team, especially regarding Integration Build, which is per-
formed after a code change commit. It is common for this feedback
to occur via email and also through web interfaces that developers
can access for analysis if the build encounters errors or if any tests
fail during its execution on the server.

3 Related Work

The academic community has been designing and developing sup-
port tools for the use of SBFL, such as GZoltar [4], Jaguar [30],
Flacoco [33], CharmFL [16], FLAVS [36], among others. These tools
can be used at various stages of the software development lifecycle.
Some operate during software coding through plugins installed in
IDEs such as Visual Studio Code [22], PyCharm [19] or Eclipse [11].
GZoltar, CharmFL, FLAVS, and Jaguar are tools that provide this
functionality.

There are tools that offer their functionality through command-
line interfaces, allowing their execution outside of an IDE. This
feature allows GZoltar, Jaguar, and Flacoco to be used to automate
the testing and debugging process. More recently, GZoltar and
Jaguar 2 [32] were integrated as Maven plugins to support SBFL
for programs written in the Java language, thus facilitating their
execution in a CI environment.

Paiva et al. [26] developed the only tool that incorporates SBFL
data in CI pipelines, using GitHub as the integration tool and
GZoltar library as the SBFL analysis tool. Jaguar Portal differenti-
ates by encapsulating GitHub, Jaguar 2, and Maven [28] (see Section
4) and by offering a graphical interface that visually presents SBFL
data, including color-coded indicators to highlight code segments
with different levels of suspiciousness, as well as allowing naviga-
tion among files that potentially host bugs.

To guide the construction of Jaguar Portal, we compared tools
supporting SBFL, namely GZoltar, Flacoco, Jaguar and Jaguar 2
[34]. These tools were selected because (1) they are mature and
have already been employed in academic experiments, and (2) they
support the Java programming language, widely used for devel-
oping software systems in industry. We evaluated and compared
the tools regarding possible integrations, SBFL characteristics, and
user-centered functionalities [34]. To analyze execution times and
memory usage, an experiment was conducted. The data collected
indicate that the adoption of SBFL within a CI pipeline is feasible,
with acceptable increases in execution time and memory consump-
tion. Among the evaluated tools, Jaguar 2 proved to be the most
promising in terms of execution time with acceptable memory us-
age; however, its interface still needs improvement. GZoltar has a
better interface but requires performance enhancements and better
integration with the CI pipeline.

In what follows, we present Jaguar Portal as well as an example
of its use.
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4 Pre-existing Tools

In the composition of the Jaguar Portal platform, resources from
preexisting and publicly available tools were employed, namely,
GitHub, Maven, and Jaguar 2. These resources are described in the
following.

4.1 GitHub

GitHub [17] is an online platform that provides hosting services for
source code repositories. It has become one of the largest and most
influential repositories for both open-source and private software
projects in the world. Developers and development teams use it
extensively not only as a repository to integrate source code, but
also as a tool to collaborate, manage projects, and track software
development progress.

One can configure a continuous integration pipeline with GitHub,
which typically includes steps such as compilation, automated test-
ing, and packaging, among others. These pipelines are referred
to as GitHub Actions. The steps configured within this pipeline
are called actions and can be made available and used through a
marketplace!.

For configuring these actions, if there is a need to handle sensitive
data such as passwords, application programming interface (API)
keys, or access tokens, the platform provides a password repository
called Secrets. This repository ensures that critical information
is not accidentally exposed and allows integration with external
services or deployment in secure environments without exposing
credentials directly in the source code.

4.2 Maven

Maven [28] is a build automation and project management tool
for Java software projects. It supports developers in the processes
of building, compiling, packaging, testing, and distributing their
projects. The functionalities of Maven can be extended through
modular components called plugins. These plugins can be added to
the project to perform specific tasks within the project’s lifecycle.
Plugins are configured in the pom.xml (Project Object Model) file,
which describes the project and its dependencies, and are automat-
ically downloaded from Maven’s central repository when needed.
With plugins, Maven becomes highly adaptable and flexible to meet
various project construction and management needs.

4.3 Jaguar 2

Jaguar 2 (JAva coveraGe faUlt locAlization Ranking 2) [32] is an
open source tool that uses control flow and data flow information
for spectrum-based fault localization (SBFL) in Java applications.
It consists of a Listener registered in a Maven project through the
maven-surefire-plugin?, its Providers for collecting test coverage
data, and its Reports for recording results.

The Listener is registered in the project and, during the build
process, listens to events triggered by Junit [35]. The tool has two
different Provider implementations. The first uses JaCoCo [6] to
collect control flow coverage, and the second uses BA-DUA [3] to
collect data flow coverage.

!GitHub Marketplace is a platform featuring tools from the community and partners to
streamline tasks and automate processes. Available on https://github.com/marketplace
2Surefire Plugin: https://maven.apache.org/surefire/maven-surefire-plugin/
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For computing SBFL rankings, the tool provides ten different
heuristics: DRT [5], Jaccard [1], Kulczynski2 [23], McCon [23],
Minus [38], Ochiai [1], OF [24], Tarantula [20], Wong3 [37], and
Zoltar [18]. To record the SBFL rankings generated by the tool,
Jaguar 2 provides Reports in physical file formats such as CSV, XML,
and JSON, and supports integration for publishing results directly
on the Jaguar Portal platform through its Web API. The source code
of the Jaguar 2 application is available on https://github.com/saeg/
jaguar2.

5 Jaguar Portal

The Jaguar Portal platform was designed and developed to receive,
store and provide information resulting from the application of
the SBFL technique in a continuous integration environment. The
platform consists of a set of applications, as described below:

(1) Jaguar 2, a tool responsible for executing the SBFL technique
during build time in the CI pipeline.

(2) jaguarportal-action, a Github Action developed in this work
to configure the Jaguar Portal platform in a Github CI pipeline.

(3) jaguarportal-submit, a command-line tool created in this
work to capture the SBFL data file generated by Jaguar 2 and
submit it to jaguarportal-web. This command-line tool is exe-
cuted internally in the GitHub CI pipeline when configuring
Jjaguarportal-action in the CI pipeline.

(4) jaguarportal-web, a web application developed in this work,
which includes a set of endpoints responsible for receiving
and storing data in the database and web pages for displaying
SBFL analyses, as well as user configurations, permissions,
and necessary authentication information for CI pipeline
integration.

Although item 2) is directly related to Github Actions, as it is
a functionality of the GitHub platform, its role is merely to auto-
mate the execution of the jaguarportal-submit command-line tool
presented in item 3). Therefore, the execution of the command-line
tool can be automated in other ways in different CI tools, such as
Jenkins3.

Jaguar Portal operation in a continuous integration environment,
depicted in Figure 1, follows the steps below.

(1) The developer makes changes in a source code repository.

(2) The repository triggers the CI pipeline.

(3) The CI pipeline runs the build script.

(4) The build script, in one of its stages, runs tests; if the tests
do not fail, the CI pipeline concludes successfully; otherwise,
the SBFL tool is triggered.

(5) The jaguarportal-submit action is triggered when the previ-
ous stage, "build," fails.

(6) The jaguarportal-submit action submits the data generated
by the SBFL tool to the WebAPI endpoint of jaguarportal-web.

(7) Jaguar Portal stores the information in the database.

(8) Jaguar Portal returns the analysis results URL to the action.

(9) The analysis URL is logged in the CI pipeline log.

(10) The CI pipeline concludes with a failure.

3Jenkins is an open source automation server that provides hundreds of plugins to
support building, deploying, and automating any project. Available on https://www.
jenkins.io/
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(11) After data submission to Jaguar Portal, the developer can
access the analysis through the link added to the executed CI
pipeline comment or directly through the analysis dashboard
of jaguarportal-web.

(12) Data stored in the database is retrieved for display on a web

page.

Jaguar Portal is available on its GitHub repository* and is run as
a container and uses the PostgreSQL data base [27], which has to
be configured.

5.1 CIPipeline Setup

The jaguarportal-submit action is available on the GitHub Market-
place®, as shown in Figure 2. Note that configuring jaguarPortal-
ClientSecret can utilize GitHub secrets for enhanced security (see
Section 4).

To use it, simply configure the action in the workflow of your
GitHub repository, as described in Figure 3. Note that the third line
includes the if: failure() command, ensuring that this action
is executed only if a failure occurs.

Upon a failure in the execution of the GitHub workflow, the
Jaguar Portal website link that contains the SBFL technique analysis
data generated by Jaguar 2 is recorded in conversation, along with
the generated suspicion ranking, as shown in Figure 8.

5.2 Data Visualization

The SBFL analysis data is presented on web pages through a rank-
ing of the most suspicious code segments in the program. Source
code elements of suspicious classes are presented in different colors,
ranging from most suspicious (red) to least suspicious (green) based
on their suspicion level. Furthermore, the interface allows naviga-
tion of the folder structure to project class files under analysis, as
shown in Figure 9.

“https://github.com/saeg/jaguarportal-web
Shttps://github.com/marketplace/actions/jaguarportal

Q Type (to search + - |[(o](n

O Marketplace =) @

Marketplace / Actions / jaguarportal X Delist

GitHub Action

jaguarportal
© v1.00

Latest version

Jaguar Portal Submit o

s 0| v
Jaguar Portal Submit is a command line application responsible for collecting Spectrum-based
Fault Localization (SFL) data generated by the Jaguar 2 tool and submitting it to Jaguar Portal
Web. This application is also available as a GitHub Action, can be used in GitHub Actions and it's @
available on GitHub Marketplace.

Contributors

Categories
Jaguar Portal Contnuous sgration
Jaguar Portal is a solution composed of a group of tools that together bring the Spectrum-based
Fault Localization (SFL) functionality in a continuous integration environment: Links
@ ssea/jaguarportal-submit
o Jaguar 2 - JavA coveraGe faUlt locAlization Rank 2 - Jaguar implements the Spectrum-based

N © Openissues )
Fault Localization (SFL) technique for Java programs.

1% Pull requests o
o Jaguar Portal Web - Web API and Web Site responsible for receiving and displaying

Spectrum-based Fault Localization (SFL) information. (3 Report sbuse

o Jaguar Portal Submit - Command Line responsible for submitting Spectrum-based Fault
Localization (SFL) data to the Jaguar Portal Web API. This component is also available as a
GitHub Action, for use in GitHub Actions.

jaguarportalis n

Figure 2: jaguarportal-submit action on GitHub Marketplace

- name: Submit to Jaguar Portal
uses: saeg/jaguarportal -submit@v1.0.0
if: failure ()

with :
jaguarPortalProjectKey: 341e51b5-e769-4c74-af52-0ebba12ff1do0
jaguarPortalHostUrl: https://jaguarportal.azurewebsites.net/

jaguarPortalClientId: 2F2392AB70F21E2CFE80CC420B8CCDA3
jaguarPortalClientSecret: ${{ secrets.jaguarPortalClientSecret
jaguarPortalAnalysisPath: /target

Figure 3: Configuration of jaguarportal-submit action

6 Using Jaguar Portal

In this section, we going to use Jaguar Portal to locate a bug in JSoup.

JSoup is a Java library for handling HTML (HyperText Markup
Language). It parses HTML in the same DOM (Document Object
Model) as modern browsers, providing an API for extracting and

1
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manipulating data. We chose this program because it is open source
and has a rich history of issues and releases on GitHub®.

The example presented in Figure 4 uses a copy of a real version
that previously existed in the Jsoup repository, which contained
a defect. This same defect was documented and explored in the
Defects4] repository [21].

[0 README o MT fcense

Packages

jsoup: Java HTML Parser

jsoup s a Java library for working with real-world HTML It proy ery convenient API for extracting and Languages

user-submitted content against a safe white-list, o prevent XSS attacks

Figure 4: Cloned repository from JSoup

Figure 5 shows the issue 825 as related by the user in the Jsoup’s
GitHub. This issue triggered the developer to create a new test that
replicates the failure caused by the bug, as shown in Figure 6. This
test is incorporated into the test suite that runs in the CI pipeline
under Jaguar Portal, as shown in Figure 7.

& C @ O htps//github.com/jhy/jsoup/issues/825

= Q T =

<> Code () Issues T 11 Pull requests 1 Q) Discussions () Actions (@ Security 2 |~ Insights

Q Type (7] to search

Newline after pre and textarea not handled properly #825

@ Closed
@ tjhance opened on Feb 8, 2017

The WHATWG spec for HTML syntax indicates that if there is a newline directly after an opening <pre» or <textarea> , it should be
removed.

htpsy//html. wg.org/multipage/syntax htmi#element-restrictions

jsoup currently does not do this;

2s0up.parse ("<pre\nabc  def</pre>"). select("pre”).get(9) . childliodes ().get(2) text(); @
17 Outputs " abe deF
17 Expected “abc def”

Arguably, jsoup is also wrong for the value of getinoleText() , although | guess this depends on one's interpretation of what

gethholeText()  is supposed to do. | am hoping that it intends to correspond to the value of Nodzno e, in which case:

Is0up.parse ("<pre>\nabc  def</pre>*).select("pre”).get(8).childlodes ().get (0) -gethholeText(); =]
1/ Outputs "\nabc def”
11 Expected "abc  def”

3soup.parse ("<pre\n\nabc  def</pre>”).select("pre”) .get(e) .childNodes() .get(@). getiinoleText();
/7 Outputs "\n\nabc def"
11 Expected "\nabc  def"

Figure 5: Issue 825 on Jsoup’s GitHub

6JSoup: https://github.com/jhy/jsoup
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v Build with Maven
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Figure 7: Test run and Build failure

Upon creation and submission of the pull request, the corre-
sponding GitHub Action was automatically triggered. As the test
failed, Jaguar Portal was then activated through the jaguarportal-
submit GitHub Action, which executed Jaguar 2, collected the SBFL
data, submitted them to Jaguar Portal’s WebAPI, and finally posted
a comment on the pull request with this information via the GitHub
Bot.

As illustrated in Figure 8, the generated comment includes a
link to the failed workflow, another link to view the data on Jaguar
Portal, and a suspiciousness ranking ordered by the most to least
suspicious code segments.

By accessing the Jaguar Portal link, one can view the detailed
information, as shown in Figure 9. In the Jaguar Portal interface,
the source code is presented along with a visual indicator of suspi-
ciousness: the most suspicious lines are highlighted in shades of
red, while the least suspicious lines appear in shades of green, as
depicted in Figure 9.

By examining lines 381 to 383 in Figure 9, one can identify the
region with the highest level of suspiciousness. It is precisely in this


https://github.com/jhy/jsoup/issues/825
https://github.com/jhy/jsoup

SBES’25, September 22-26, 2025, Recife, PE

. 01253~

Figure 8: Pull Request in GitHub
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Figure 9: Jaguar Portal Web interface

section that the defect was corrected, as can be verified in the cor-
responding commit in the original repository: https://github.com/
jhy/jsoup/commit/02668f757c59f0c1a7ad8f3169faf061b4b787c1.

7 User study with Jaguar Portal

A user experiment was conducted to identify the potential use of
SBFL technology within CI pipelines, employing the Technology
Acceptance Model (TAM) [7, 8] as the methodological approach.

Thirteen experimental sessions were conducted, in which each
participant accessed a virtual environment pre-configured with
an IDE and Java [34]. Within this environment, the participants
encountered a buggy version of the Jsoup program that belongs to
the Defects4] [21] repository and were challenged to resolve the
defect using Jaguar Portal. At the end of each session, participants
completed a questionnaire based on TAM [7, 8].

The TAM’s potential usage results indicate the participants’ will-
ingness to employ Jaguar Portal within an CI environment during
debugging activities, should it become available. Even participants
who did not find the bug positively evaluated the tool, indicating
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an overall propensity to adopt debugging support techniques, even
after initial unsuccessful attempts.

8 Conclusion

This paper presented Jaguar Portal, a platform designed to integrate
SBFL techniques into CI environments, with a focus on real-world
applications. The proposed solution leverages established tools such
as Jaguar 2 and GitHub, automating the collection, submission, and
visualization of SBFL data directly within the CI pipeline. Unlike
previous approaches, Jaguar Portal also provides an accessible and
intuitive graphical interface that facilitates the analysis of code
suspiciousness through rankings and visual highlights.

We conducted a user study in which Jaguar Portal was used to
located different Jsoup’s bugs [34]. The results suggest that SBFL is
effective when used during the CI practice. Thus, we believe this in-
tegration represents an important step toward the adoption of SBFL
practices in industry, helping to accelerate the debugging process
and reduce the response time to failures in the development cycle.
As future work, we intend to expand the solution’s compatibility
with other SBFL tools, such as Flacoco [33] and GZoltar [4].

ARTIFACT AVAILABILITY

Jaguar Portal and its documents use the MIT license. The other tools
utilized by Jaguar Portal have their particular licenses. The demo
video and the source code for the jaguarportal-web and jaguarportal-
submit applications are available on:

e Permanent location in Figshare:
https://doi.org/10.6084/m9.figshare.29114858.v5

e Demo video in Youtube:
https://www.youtube.com/@JaguarPortal SBFL.

e Jaguarportal-web in GitHub:
https://github.com/saeg/jaguarportal-web

e Jaguarportal-submit in GitHub:
https://github.com/saeg/jaguarportal-submit
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