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Abstract. Introduction: Over the years, cybercrimes have increasingly affected
society. The development of digital serious games (SGs) has been explored as
assistant tools to raise awareness about digital security. However, there is a
lack of studies that analyze the scientific rigor of such games in a comprehensive
manner. Objective: Analyze the design and impact of digital SGs in the context
of digital security through a systematic literature review (SLR). Methodology:
We developed and applied an SLR protocol to summarize and analyze recent
developments of SGs in this context, focusing on the challenges and emerging
trends. Results: Our main results are twofold: from the SLR, we raise five
fundamental challenges and three main trends in this research area; and we
propose a set of guidelines for the development of digital SGs in digital security.
Keywords Digital Security, Serious Games, Systematic Literature Review,
Digital Crimes

1. Introduction

On the last decades, technological devices and social networks have become omnipresent
in the daily life of society.  Although this popularization has contributed to
informing and bringing people closer, it has increased the challenges related to digital
security [Ng e Hasan 2025]. Different aspects (e.g., data protection, safe use of online
platforms, and safe virtual behavior) have emerged as major challenges of awareness, both
for tech companies and public authorities. In the Brazilian context, 24% of Brazilians
suffered from cybercrimes in 2024 [DataSenado 2024]. In 2025, the Federal Police
carried out 1241 operations countering cybercrimes across the country, resulting in 502
arrests and 1512 search and seizure warrants [Policia Federal 2025]. These data highlight
the deep impact of cybercrimes in the country and, therefore, in society, reinforcing the
need for educational actions aimed at raising public awareness about digital security.

Over the years, educational initiatives focused on digital security awareness
have emerged, mainly due to their potential to promote the safe use of digital
technology [Ahmed et al. 2024]. In this context, the development of digital serious
games (SGs) has been explored as assistant tools, engaging people, stimulating reasoning
and problem-solving. Commonly, digital security-related SGs are designed for a
specific target audience [Abu-Amara e Tamimi 2021, Berisford et al. 2022]. However,
cybercrimes affect different age groups equally. Furthermore, there is a lack of studies
that analyze the scientific rigor of the proposed games. Considering this scenario,
this study is guided by the following question: How have digital serious games been
designed, evaluated, and made available to promote digital security awareness, and what
challenges, trends, and guidelines can be derived from the literature?
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Table 1. Summarization of the Related Studies

Reference Main Scope Type of Analysis Propose Guidelines?
Genre/platform | Audience profile | Evaluation approach
[Hill Jr et al. 2020] Cybersecurity SGs © © No
[Coenraad et al. 2020] | General o © © No
Cybersecurity games
[Ahmed et al. 2024] Online cybersecurity © © No
courses
[Luccas et al. 2025] SGs in higher © [ ) No
education
[Ng e Hasan 2025] Cybersecurity SGs © No
Ours Cybersecurity SGs ° [ [ Yes

Bearing these questions in mind, the main goal of this study is to analyze the
design and impact of digital SGs in the context of digital security. To address this goal,
we carry out a systematic literature review (SLR) to summarize the recent developments
of SGs in this context. This study provides a comprehensive overview of the current
state of digital serious games for digital security by systematically analyzing their design,
implementation, and evaluation. Based on this analysis, we identify key research gaps,
discuss emerging trends, and derive practical guidelines to support future research and
game development in this domain.

This paper is organized as follows: Section 2 discusses the related studies to
our SLR; Section 3 describes the SLR protocol; Section 4 presents the results obtained
from the SLR, providing a comprehensive discussion addressing the research questions
involved in this study; Section 5 presents the proposed guidelines; finally, our final
remarks and future directions are presented in Section 6.

2. Related Studies

In this section, we discuss recent works in the literature that converge on a structured
analysis of digital games focused on digital security. Table 1 presents a summarization
of these studies, highlighting the aspects involved in our study. A filled circle indicates
that the study discusses the key aspect properly; a half-filled circle indicates that the study
covers the topic partially; the absence of a circle means the study does not discuss the
related aspect.

Considering the specific scope of cybersecurity, some recent studies analyzed the
development of SGs. Hill Jr et al. (2020) surveyed SGs in education, categorizing them
into four different topics. Coenraad et al. (2020) performed a systematic review to
understand how players are being introduced to cybersecurity in game-based contexts.
Likewise, Ng and Hasan (2025) focused on the development of SGs for cybersecurity
training. As noted in Table 1, these studies did not cover a comprehensive analysis
considering the development and evaluation process, ranging from the observation of
genre/platform to the evaluation approach used. Furthermore, they did not propose any
guidelines to researchers/developers, considering the performed analysis.

In a broader scope, dos Santos et al. (2025) investigated the application of
playful and interactive SGs in the educational environment, conducting a systematic
mapping of the use of SGs. In this work, the authors found that, although the adoption
of games shows consistent benefits for student motivation and engagement, the study
highlights methodological gaps, such as the scarcity of empirical evaluations and the lack
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of development frameworks. However, the authors did not focus on the audience profile
and its relation to the evaluation approach. Furthermore, there is no proposal of guidelines
related to the development of SGs in the educational context.

Regarding methodological approaches in the academic environment, Ahmed et
al. (2024) reviewed how universities have structured cybersecurity education for the
distance learning model. The study indicated that gamification and virtual laboratories are
essential technological resources to promote active learning and mitigate the engagement
challenges inherent to remote education. The adoption of simulated environments, virtual
Escape Rooms, and competitions in the Capture The Flag (CTF) format proved to be
highly effective. However, the authors still neglect the analysis of the influence of the
target audience and their profile on game development and evaluation.

Overall, existing SLRs did not cover important dimensions of digital SGs for
cybersecurity. On one hand, none of them provide a comprehensive discussion that
connects different game development dimensions while also proposing guidelines for this
research field. In contrast, our work differs from previous reviews by analyzing these
aspects in an integrated manner. Moreover, we propose a set of guidelines to support the
development of digital SGs in digital security.

3. Systematic Literature Review Protocol

The SLR protocol adopted in this study was based on the well-known procedures
proposed by Kitchenham et al. (2004) . The main purpose of carrying out this SLR
lies in the need to understand the impact of digital SGs on the audience’s awareness of
digital security. We present a summary of the SLR protocol in the following sections.

3.1. Formulation of Research Questions

Considering the general questions of this study (presented in section 1) and the goal of
the SLR, we raise the following research questions:

* RQ1: Which digital security aspects are addressed by the related games?
RQ2: What are the genres of the related games?

RQ3: Which development platforms are used for the related games?

* RQ4: Which related games are currently freely available?

RQS5: What are the target audiences of the related games?

RQ6: What was the evaluation approach defined by the authors?

These RQs can lead to a structured understanding of how such solutions are
designed and evaluated. They also support the identification of research challenges,
trends, and opportunities for improvement.

3.2. Search Strategy

Aiming to embrace a wide range of potential studies, we planned a search strategy
considering four different digital libraries: IEEEXplore! , ACM Digital Library? , SBC

1https://ieeexplore.ieee.org/
2https://dl.acm.org/
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OpenLib® , and Scopus* . The first three were selected due to their relevance in digital-
based educational studies. SBC OpenLib was considered to capture studies in Portuguese.
Scopus was included as a comprehensive indexing database that aggregates publications
from a wide range of venues, enabling the identification of relevant studies that may not
be directly indexed in the aforementioned ones.

Based on the research questions and the empirical analysis of similar studies
(see Section 2), we defined a generalist search string, which was subsequently adapted
according to the specific syntax and requirements of each digital library. The general
search string is presented as follows.

( “cybersecurity education” OR “information security education” ) AND (

“educational games” OR “game-based learning” OR “gamification”)

We also defined inclusion and exclusion criteria, since they are essential to
refine the set of studies retrieved by the search string, ensuring that only relevant and
high-quality research studies are considered in the SLR. The temporal cutoff from
2020 onward was adopted to prioritize recent studies, considering the fast evolution of
digital technologies, cybersecurity threats, game development platforms, and educational
practices. In this context, older studies may reflect technological constraints, platforms,
or threat scenarios that are less representative of the current state of the field. They are
listed as follows.

¢ Inclusion Criteria:

— IC1: Articles published from 2020 to the present;

— IC2: Authors developed an original electronic game in the context of
digital security;

— IC3: Evaluations were conducted with a sample population composed of
real participants.

¢ Exclusion Criteria:

— EC1: The study is based on the improvement or adaptation of an existing
electronic game;

— EC2: The study aims to propose methodologies or frameworks related to
gamification in digital security in such a way that the game development
and evaluation are not relevant;

— EC3: The study falls into one of the following categories: systematic
review, systematic mapping, surveys, work-in-progress, call for papers,
or book chapters;

— EC4: The study reports only incremental improvements or focuses solely
on game design aspects;

— ECS: The proposed game is not digital (e.g., unplugged games);

— EC6: The main goal of the proposed game is not related to
cybersecurity/digital security;

— EC7: The study is not written in English or Portuguese.

3https://sol.sbc.org.br/index.php/indice
4https://www.scopus.com/
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Table 2. Number of studies filtered in the selection process

Digital Library | 15 round | 2" round | 3" round | Final round
IEEEXplore 182 154 10 10
ACM DL 169 155 5 5

SBC Openlib 12 12 2 2
Scopus 129 129 11 9
Total 492 450 28 26

3.3. Study Selection Process

The study selection process was carried out from January to March 2026, aiming to refine
the set of retrieved works and ensure their alignment with the research scope. To increase
the methodological reliability of the review, the study selection process was conducted by
three researchers. In the third and final screening rounds, the researchers independently
assessed the studies according to the inclusion and exclusion criteria. Disagreements were
first discussed among the researchers, and final decisions were made through consensus.
This procedure aimed to reduce individual bias and ensure a more consistent application
of the selection criteria. The selection process was conducted in four screening rounds,
described as follows.

1% round: Application of the search string in the digital libraries, using the “age
range” filter a priori to limit the search from 2020 to the present (IC1);

» 2" round: Removal of duplicated studies, considering the following priority
order: Scopus, IEEEXplore, ACM DL, and SBC Openlib;

e 34 pound: Studies filtering based on the inclusion and exclusion criteria,
considering the reading of publication titles, keywords, and abstracts;

* Final round: Studies filtering by considering the detailed reading of the remaining
studies, once again applying the inclusion and exclusion criteria.

4. Results

Table 2 presents the results of the study selection process, from the first to the final round.
We report the entire SLR protocol and its execution in an online Annex’. Considering
the inclusion and exclusion criteria, we selected 26 studies to analyze, aiming to answer
the research questions (Section 3.2). Due to the limited space, we also provide a
summarization of the selected studies through an online Annex®. To improve readability
and reduce the repetition of long citation lists, each selected primary study was assigned
a unique identifier, ranging from S1 to S26. These identifiers are reported in the online
Annex, and they are used throughout the following subsections when referring to the
selected primary studies. Figure 1 shows the numerical highlights regarding the main
findings for each research questions, which we discuss as follows.

4.1. Digital Security Aspects

In this section, we discuss the aspects to answer RQ1. A comprehensive analysis of the
selected studies reveals that a wide range of cybersecurity topics are explored. However,
there is a concentration around some topics. The majority of the developed games (about

5 Available at: https://tinyurl.com/fratusetal2016
6 Available at: https://zenodo.org/records/19834636
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RQ1l RQ2 RQ3

Social Eng. / o, Simulation / o Web / 0,
Awareness - 50% Escape Room / RPG - B Cross-platform - 50%
Technical o Quiz / o, " -
(crypto/net/vuln) - EERD Gamified App 31% Unity Engine - 35%
B VR /AR
Privacy . 17% VR/AR . 15% frameworks . 15%

RQ4 RQ5 RQ6
General public / Questionnaire /
Primary / o Structured model o,
Secondary School - 31% (e.g. MEEGA+) 20%

Industry o Control group / o,
professionals I S Baseline L

69% 31%

Not publicly Publicly
available available

Figure 1. Numerical highlights of SLR results (the generation of the infographic
was supported by the tool Jupyter Notebook)

half of them) focus on social engineering and user awareness [S2, S8, S19, S20, S22, S25]
typically targeting the general public or younger audiences. From a scientific point of
view, this aspect reflects a deep concern, being related to the weakest link in cybersecurity:
the user.

Furthermore, around 1/3 of the games involve technical aspects of cybersecurity.
It includes topics such as cryptography and system vulnerabilities[S2, S8, S19, S20, S22,
S25]. They are explored through more complex game mechanics, such as simulations or
adversarial interactions. In general, these games are designed for undergraduate students,
indicating their alignment with educational concerns. In contrast, a smaller portion
of the studies involves privacy-related aspects[SS, S10, S16]. Despite their relevance,
this topic appears comparatively underexplored when contrasted with more traditional
security issues. Besides the analysis from a topic-related point of view, we can note that
most games tend to address isolated cybersecurity topics, rather than integrating different
cybersecurity topics in a unified game. Furthermore, topics related to emerging threats
(e.g., Al-based attacks) are rarely explored.

4.2. Game Genres, Platforms of Development and Availability

In this section, we discuss the aspects to answer RQ2, RQ3, and RQ4. In general, most
of the designed games adopt well-known game genres, combined with platforms that
facilitate deployment and environments “ready-to-go”.

Regarding the game genres, a significant portion of the studies adopts simulation-
based and role-playing experiences, which include escape rooms[S6, S8, S11], adversarial
role-playing games [S12, S13, S26], and scenario-based simulations [S15, S16, S20,
S25]. It suggests an increasing interest in “experiential” learning approaches, where
users actively explore problems rather than passively receive information. Gamified
applications and quiz-based games also represent a relevant group [S4, S21] . These
environments typically focus on reinforcing conceptual knowledge through challenges,
questionnaires, or point-based systems. Although easier to develop and deploy, these
approaches tend to emphasize memorization rather than deeper understanding.
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From the perspective of development platforms, there is a majority of web-based
and cross-platform solutions [S1, S5, S6, S7, S9, S12, S14, S16, S17, S23, S26] , which
appear in approximately half of the studies. These platforms are attractive to users due
to their accessibility and low level of hardware requirements, making them suitable for
large and diverse audiences. Similarly, the Unity game engine is widely used[S4, S8,
S18, S21, S22, S24] , indicating that developers use popular environments, since Unity is
a reference in the development of digital games, simulations, and interactive experiences.
On the other hand, immersive technologies, such as Virtual Reality (VR) and Augmented
Reality (AR), are less common[S3, S11, S18, S25] . This aspect may occur due to
higher development costs and hardware constraints, indicating that, although immersive
approaches are promising, their adoption in this context is limited.

When considering the availability of the developed games, we can note an
important challenge: more than half of them do not provide public access to play. In
many cases, it is unclear whether the game is just a prototype or restricted to the general
public. On the other hand, the studies that provide access[S7, S9, S12, S20, S24] are
predominantly associated with web-based platforms or simpler applications, reinforcing
the relationship between accessibility and dissemination.

Analyzing these three dimensions jointly, we can note a “synergy” between
popular genres, accessible platforms, and higher availability. Games based on quizzes,
simulations, or lightweight interactions are more likely to be web-based and publicly
accessible, which facilitates their adoption in real-world educational scenarios. On the
other hand, more complex genres tend to be less accessible and not publicly available,
limiting their impact on society.

4.3. Target Audience and Evaluation Approach

In this section, we discuss the aspects to answer RQS5 and RQ6. In a nutshell, the majority
of studies focus on the general public or undergraduate students (typically in Computer
Science or related technological fields) [S2, S4, S6, S9, S10, S11, S12, S13, S17, S18,
S20, S21, S22, S23, S25, S26]. Similarly, students from primary and secondary education
are considered to introduce cybersecurity aspects[S3, S5, S7, S8, S15, S16, S19, S24].
In a specific case, industry professionals are targeted considering specialized training
contexts[S3, S5, S7, S8, S15, S16, S19, S24].

However, when analyzing the participant profiles considered in evaluations,
an impactful discrepancy emerges: although most studies claim to target broad
or heterogeneous audiences, the evaluation samples rely on “convenience groups”,
predominantly composed of undergraduate students. Even in cases where the game is
designed for the general public or younger audiences, the evaluation is often conducted
with a limited and homogeneous group [S2, S6, S20, S25]. This aspect can be explained
by the difficulty of gathering a plurality of profiles as the evaluation public. This challenge
directly impacts the scientific rigor of the results, whose findings may not accurately
reflect the effectiveness of the games for their intended users. Moreover, the sample sizes
are often relatively small. From a statistical point of view, this problem increases when
participant profile diversity is limited. In many cases, evaluations involve a single group
of students from a specific course or institution, without considering other aspects, such
as age, gender, and educational background.
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Regarding the evaluation approaches, there is a lack of standardization. Most
studies are based on self-reported instruments, such as questionnaires, surveys, or Likert-
scale assessment [S3, S5, S13, S26]. While these methods are useful for capturing
subjective experiences, they provide a limited understanding of audience knowledge
acquisition. A smaller group of studies applies well-known structured evaluation
approaches (e.g., MEEGA+ model), aiming to evaluate learning aspects rigorously[S7,
S9]. However, even in these cases, the evaluation designs are often not standardized,
varying, for instance, in terms of instruments, duration, and analysis methods. Another
outcome is the limited use of controlled experimental designs. Few studies adopt control
groups or comparative baselines [S7, S9], which makes it difficult to isolate the actual
impact of the game-based intervention. As a result, many conclusions are based on
perceived effectiveness rather than robust empirical evidence.

4.4. General Discussion

The aforementioned discussion allows us to identify a set of recurring challenges as well
as emerging trends in the design and impact of digital serious games in digital security.
In a nutshell, the findings suggest that, although the area has evolved considering the
plurality of approaches and technological adoption, there are still important issues that
limit both the scientific rigor and the practical impact of the proposed solutions. The
main identified challenges are listed as follows.

* Limited scope of digital security topics: Most games focus on social engineering
and basic user awareness, while more advanced or emerging threats remain
underexplored. In addition, most games address isolated topics rather than
integrated digital security concepts, resulting in a fragmented learning experience;

* Trade-off between complexity and accessibility: On one hand, sophisticated
game genres tend to provide better learning experiences, but are often associated
with higher development and application costs. On the other hand, accessible
approaches are more scalable, but may lack in providing a deep impact in terms
of digital security awareness;

* Lack of coherence between target audience and evaluation samples: Although
many studies propose solutions for broad or heterogeneous audiences, evaluations
are frequently conducted with small and homogeneous groups, typically
undergraduate students. This issue impacts the scientific rigor of the results;

* Lack of standardization in evaluation approaches: Most studies rely on self-
reported instruments, with limited use of objective metrics and control groups.
This aspect also impacts scientific rigor and makes it difficult to compare results
across studies;

* Limited availability of the developed games: A wide range of developed games
is not publicly accessible. This limitation reduces the potential impact and reuse
of these games in learning environments, also hindering replication and validation
by other researchers.

Although there are important challenges, we can identify some potential trends in
the design and impact of digital serious games in digital security:

* Adoption of experiential learning approaches: There is a growing use of
simulations and highly interactive environments, such as escape rooms. These
scenarios promote active learning and higher levels of engagement from users;
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* Preference for accessible platforms: Web-based and cross-platform solutions
are widely adopted, reflecting a concern with scalability and ease of access for
broader audiences;

* General public-oriented audience: Many games aim to target the general public
or non-expert users, indicating a growing concern with “democratizing” digital
security awareness. However, this trend is not consistently reflected in the
evaluation procedures, which still rely predominantly on homogeneous samples.

Furthermore, we observed a worrying issue related to the studies (although not
directly related to the proposed RQs): there is a lack of ethical approval reporting. A
considerable number of studies do not explicitly mention approval by an ethics committee
or institutional review board when conducting experiments with human participants.
Considering that these studies involve data collection from real-world participants, the
absence of such information raises concerns about compliance with ethical standards.

5. Proposal of Guidelines for the Development of Digital Serious Games in
Digital Security

In this section, we propose guidelines to support the design, development, and evaluation
of digital serious games in the context of digital security, aiming to overcome the main
challenges discussed previously. We categorize the guidelines into three groups: for game
design, for game development, and for game evaluation. They are described as follows.

* Guidelines for game design:

— Integration of multiple security topics: Instead of focusing on isolated
aspects, it is preferable to embrace different topics of digital security;

— Incorporation of emerging security threats: Game developers should
consider emerging threats, based on security reports from competent
public entities or existing state-of-the-art studies;

— Design oriented to the target audience: The game mechanics, language,
and difficulty level should be aligned with the intended audience,
increasing the potential user experience and learning level.

* Guidelines for game development:

— Accessibility-oriented design platforms: Developers should ensure that the
game remains accessible in terms of usability and infrastructure, aiming to
reach a broader audience;

— Open availability: Games should be made publicly available whenever
possible to maximize their educational impact and allow replication and
use by other researchers.

* Guidelines for game evaluation:

— Alignment between evaluation samples and target audience: The
evaluation’s participant profile must reflect as closely as possible the
intended audience of the game, ensuring that results are representative;

— Standardization of evaluation procedures: Game evaluations must include
well-known and structured evaluation methodologies/frameworks (e.g.,
the MEEGA+ model), providing stronger evidence and the possibility of
further comparisons;

— Ethical compliance: Research involving human participants must report
approval by an ethics committee or institutional review board, ensuring
the required ethical standards.
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6. Final Remarks and Future Research Directions

In this study, we analyzed the design and impact of digital SGs in the context of digital
security. As main contributions, we applied an SLR protocol, aiming to answer six
different related research questions. As a direct result of the SLR, we conducted a
comprehensive analysis of 26 studies, raising five fundamental challenges and three main
trends in this research area. Based on these challenges and trends, we also proposed a set
of guidelines for the development of digital SGs in digital security based on three fronts:
game design, game development, and game evaluation.

Overall, our analysis highlighted that, despite the growing diversity of approaches,
this research field still faces important challenges, for instance, the homogeneous groups
considered in the game evaluation process, even when the game is proposed for a general
audience, and the limited availability of the developed games. At the same time, some
trends can be observed, including the adoption of experiential learning approaches, such
as virtual escape rooms. Furthermore, the lack of ethical approval reporting in several
studies highlights a critical issue regarding research transparency and compliance with
ethical standards.

Despite the contributions of this study, some limitations must be acknowledged
regarding the SLR. Initially, the search process was restricted to a set of four digital
libraries. This may lead to the exclusion of relevant studies indexed in other sources. Also,
the definition of the search string and the inclusion/exclusion criteria may lead to biases
by omitting studies that address the topic using different terminologies. In particular, the
term “serious game” was not explicitly included in the search string, which may have
excluded studies that use this terminology exclusively. This choice was made because
the search strategy prioritized broader expressions commonly associated with educational
digital games (e.g., educational games and game-based learning). The study selection
and data extraction processes also involve a degree of subjectivity, particularly in the
categorization of aspects such as game genre, platform, and cybersecurity topics. Last
but not least, the relatively limited number of studies and their strong association with
academic contexts may restrict the generalization of the findings.

As future research directions, we intend to develop a game system focused on
raising digital security awareness among the general public, following the guidelines
proposed in this study. In fact, the scope addressed in this work and the future
development of the game are already part of a research project whose protocol has been
approved by the ethics committee of Universidade Estadual de Maring4, under Certificate
of Presentation for Ethical Appraisal (CAAE) 90043225.0.0000.0104.

Declaration of Use of Artificial Intelligence Tools

The authors declare that ChatGPT 5.4 was used to support the generation of the
infographic presented in Figure 1, specifically by assisting with the visual organization
and chart-generation process. ChatGPT was also used for grammatical revision of
the manuscript. Jupyter Notebook was used as a computational tool to generate the
final version of the infographic. All textual content, data interpretation, analyses, and
conclusions are the authors’ own formulation and responsibility.
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