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Abstract. Trust is a multifaceted and dynamic phenomenon, which makes it
challenging to support in software systems. This article presents a prototype to
support trust among students in Virtual Learning Environments (VLEs). Based
on previous studies, five features emerged: trust profile, peer review, collabora-
tive teams, network of friends, and recommendation mechanism. These features
reflect key properties of trust, such as subjectivity, asymmetry, propagation, and
evolution over time. The prototype allows students to evaluate their peers, rec-
ognize positive behaviors, and identify trustworthy students. In the validation
process, participants highlighted the solution’s potential to improve collabora-
tive practices by helping students identify trustworthy peers.

1. Introduction

Trust leads students to interact and collaborate in Virtual Learning Environments
(VLEs) to carry out academic activities. Students tend to trust or select their part-
ners based on affinities or personal assessments related to integrity, skills and the
propensity to act as expected in a given context, with a view to obtaining good results
[Barbosa and Maciel 2025]].

Trust is essential for success in virtual courses, as it facilitates interactions among
students, encourages the formation of groups and directly influences the choice of part-
ners for collaborative activities and strengthens social relationships [Feng and Xu 2020,
Anwar 2021]. However, identifying trustworthy individuals becomes more complex in
virtual contexts, since the absence of physical presence compromises the perception of
non-verbal signals and other relevant social cues. This limitation hinders the development
of interpersonal trust, making it challenging to identify factors or characteristics that can
promote it in computer-mediated environments [Wang and Benbasat 2008, Anwar 2021]].
As a consequence, a lack of trust can cause resistance to the intention to share
knowledge, leading to demotivation, disinterest and lower student retention in online
courses [O’Brien 2002, |Wang 2014, [Kunthi et al. 2018, |[Elghomary and Bouzidi 2019,
Almaiah et al. 2020].

Several studies address interpersonal trust among students in VLEs
[Elghomary and Bouzidi 2019, Baturay and Toker 2019, Miguel et al. 2014]]. Through a
systematic mapping of the literature, we identified 37 personal and behavioral attributes
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associated with trust [Barbosa and Maciel 2025]]. However, as these characteristics
originate from domains other than VLEs, we expanded the investigation with a survey
applied to virtual course students, with the aim of understanding, from the students’
own perspective, which attributes influence the building of trust, which resulted in the
identification of 82 relevant characteristics [[Barbosa and Maciel 2024].

To address the complexity and subjectivity of interpersonal trust, this article
presents TrustMatchMaker, a prototype which translates theoretical and empirical find-
ings into software features integrated into a VLE. Unlike previous approaches that focus
on narrower strategies, our solution combines multiple mechanisms, such as peer eval-
uation, recommendation systems, and a trust profile, to reflect the multifaceted nature
of trust. The prototype was validated in two phases involving professionals and stu-
dents, whose feedback highlighted the proposal’s relevance and usefulness. Participants
particularly emphasized the proposal’s potential to improve collaboration by supporting
trust-based interactions among students and to supporting software development. Trust-
matchMaker is part of a research project that aims to provide a set of requirements for
remote learning environments ([Barbosa and Maciel 2024]], [Venega and Maciel 2021],
[Lima and Maciel 2021]], [Lima et al. 2024]) and has been approved by the ethics com-
mittee under number 84044824.9.0000.5211, with reasoned opinion No. 7,678,485. This
article is organized as follows: Introduction, Trust in VLEs, Research Method, Proposed
TrustMatchMaker: Supporting Trust in VLEs, Proposal Validation, and Conclusion and
Future Work.

2. Trustin VLE

Interpersonal trust as the expectation that one can rely on the word, promise or statement
of another individual or group [Rotter 1967]. It involves recognized interdependence and
a willingness to accept risks based on positive expectations about the other’s future ac-
tions [Borum 2010]]. Interpersonal trust occurs between a trustor (the one who trusts) and
a trustee (the one who is trusted), and is based on perceived attributes in the other, be-
ing a multidimensional construct that encompasses cognitive and emotional dimensions
[Elghomary et al. 2019, [Schaubroeck et al. 2013]].

The factors influencing trust are primarily related to three characteristics of the
trustee: (i) Ability: the capacity to influence outcomes in a specific domain. (ii) Integrity:
the trustor’s perception that the trustee adheres to a set of principles that he considers
acceptable, and (iii) Benevolence: the trustee’s altruism and motivation to act in the in-
terest of others beyond a motive to gain some advantage [Mayer et al. 1995]. However,
if these characteristics cannot be identified, personal affinity becomes an important factor
in building trust among people [Barbosa and Maciel 2024].

Interpersonal trust has certain properties [Elghomary et al. 2019]: Asymmetrical,
it is not equivalent, it is personalized and subjective, as two people have different opin-
ions about the same person; Transitive, considering that A trusts B, who trusts C, then
A tends to trust C; Propagative, in a social environment, information about trust can be
conveyed indirectly, allowing values to be aggregated between entities that are not di-
rectly connected; and Dynamic, trust changes over time or for a specific task or goal.
The dynamics of trust involve evolutionary phases: acquisition, loss, maintenance, and
restoration [Currall and Epstein 2003, [Fachrunnisa et al. 2010][Anwar 2021]].

1174



X1V Congresso Brasileiro de Informética na Educacdo (CBIE 2025)
Anaisdo XXXVI Simpoésio Brasileiro de Informética na Educacdo (SBIE 2025)

As we have seen, trust can extend beyond the direct relationship between two
people and can form even without direct connections, being influenced by indirect rela-
tionships mediated by third parties, which allows the formation of trust networks (second-
hand trust) [McEvily et al. 2021, Jones and Shah 2021].

Several initiatives have been carried out to support relationships based
on interpersonal trust among students in VLEs, such as student trust profiles
and peer evaluation [Miguel etal. 2014], networks of friends [Deng et al. 2018,
Elghomary and Bouzidi 2019, [Elghomary et al. 2022] and recommendation systems
[Dwivedi and Bharadwaj 2013| |Deng et al. 2018, [Elghomary and Bouzidi 2019]].

Regarding the student’s trust profile, [Miguel et al. 2014]] proposed the creation
of public trustworthiness profiles for students using collective peer evaluation data based
on their interactions in online learning environments. These profiles help identify trust-
worthy students in the collective context. Another important aspect is the incorporation
of social trust through friendship networks. The model proposed by [Deng et al. 2018]
considers that users’ decisions are influenced not only by their own preferences but
also by the opinions of trusted friends. Similarly, [Elghomary and Bouzidi 2019] de-
veloped a trust-based peer recommendation system that focuses on connecting students
through friendship networks to encourage collaboration. Its architecture considers at-
tributes such as time elapsed since the last interaction, feedback, cooperation, common
interests, honesty, and experiences of friends of friends. Following this same direction,
[Zhang et al. 2022] proposed a recommendation model that uses past interactions be-
tween students to calculate trust levels, taking into account the quality of these interactions
and individual preferences, in addition to eliminating low-trust connections. Meanwhile,
[Dwivedi and Bharadwaj 2013]] combined learning styles and knowledge levels with trust
measures to recommend study partners. In this case, trust is estimated based on the simi-
larity between attributes evaluated by different students.

Previous studies have focused on more limited aspects of trust among students,
this work takes a more comprehensive approach, incorporating several relevant function-
alities. This expansion is justified by the multifaceted and subjective nature of trust, which
requires solutions that are sensitive to the variety of contexts and perceptions in VLEs.

3. Research Method

The methodology adopted in this work was structured into four main stages: (i) Elicita-
tion of requirements; (ii) Requirements Verification; (iii) Development of a mockup with
features aimed at supporting interpersonal trust; and (iv) Validation of the mockup with
stakeholders.

In the first stage, the first three authors conducted the requirements gathering pro-
cess, based on the characteristics that influence interpersonal trust identified in a system-
atic literature review [Barbosa and Maciel 2025] and on the characteristics identified by
survey performed with students [Barbosa and Maciel 2024], while the last author checked
for ambiguities and inconsistencies. Three artifacts were developed: a conceptual map
with the classification of attributes that influence trust, a software requirements list, and
an integrative conceptual model of features with their respective software requirements
(see link with artifacts). In the second stage, we carried out a software requirements veri-
fication process with three software engineers that are part of our research group, with the
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aim of ensuring the consistency and relevance of the proposed features. This verification
involved a critical analysis of the requirements identified, seeking to eliminate ambiguity,
redundancies and ensure alignment with the empirical and theoretical evidence previously
gathered. As a result, the system requirements list was generated, consolidating the items
validated in this stage.

In the third stage, we developed a mockup with features aimed at supporting inter-
personal trust. The mockup was built based on the requirements previously verified, with
the aim of visually representing how the system’s features could operate in practice. This
representation allowed us to explore, in a concrete way, the requirements materialization.
In the fourth stage, we validated the mockup with stakeholders. The aim was to obtain
feedback on the clarity, usefulness and applicability of the proposed features. The valida-
tion sought to assess both the technical aspects and the perception of end users, allowing
us to identify improvements before software development.

4. TrustMatchMaker Proposed: Supporting Trust in VLEs

To translate the identified software requirements into a concrete solution, we developed a
high-fidelity mockup of a plugin named TrustMatchMaker, integrated with Moodle. This
prototype was designed to illustrate how trust-promoting features can be embedded into
VLEzs, supporting the development of interpersonal trust among students during collabo-
rative learning. Moreover, the prototype served to gather potential users opinions before
software product implementation.

The software requirements that guided the design of the prototype were grouped
into features aimed at information visibility, support for choosing trustworthiness part-
ners, encouraging interaction, recognizing positive behaviors, and promoting collabo-
ration. These requirements formed the basis for the design of each component of the
solution.

The proposed solution integrates five key components, namely: (i) Student trust
profile, self declaration of students characteristics; (ii) collaborative work teams, allow-
ing interaction and performance evaluation between members; (iii) Trusted partner, rec-
ommendation system to suggest colleagues considered trustworthy; (iv) Peer evaluation
allows students themselves to provide feedback on their peers’ collaboration and per-
formance in joint activities, including through the use of a badge system, which allows
students to recognize and value their peers’ collaboration and trustworthiness by award-
ing badges; (v) the implementation of a network of friends, integrated into VLEs. Each
feature in the prototype was designed based on a specific set of software requirements.

On the TrustMatchMaker login screen, access is gained through the Log in with
Moodle option, which directs the user to the authentication page, where Moodle creden-
tials are entered (figure [I[b)).The system interface has four main sections located at the
bottom of the screen: recommendations, messages, notifications, and user profile, orga-
nized in a bottom navigation bar that groups related features together for ease of use.

Regarding the Student Trust Profile, this feature aims to reflect individual at-
tributes that influence trustworthiness and to provide relevant information for potential
collaborators. By enabling transparency, autonomy over shared information, and visibil-
ity of trust signals, this functionality supports the subjectivity, dynamism, and social prop-

1176



X1V Congresso Brasileiro de Informética na Educacdo (CBIE 2025)
Anaisdo XXXVI Simpoésio Brasileiro de Informética na Educacdo (SBIE 2025)

TrustMatchMaker - X TrustMatchMaker — X

g@% -

Enhance your learning by fabriciosiva@ufba.br
collaborating with
trustworthy partners!

Readmore (> sk

] Loginwith Moodle —_— Login

I S
(a) (b)

Figure 1. Login screen

TrustMatchMaker - X TrustMatchMaker - X TrustMatchMaker - X TrustMatchMaker - X
Q search in message e

Al

@ Fabricio dos Santos Silva
L,
Q Amanda Pereira Henrique Silva sent you a
2 collaboration request
Enhanen Jour ey by g orrocoms [E—
collaborating with
trustworthy partners! =) Luan Santos Lima liked your post:
M Eduarda Carvalho Costa “The peer evaluation system...” ot
Notsure who o collaborate with? O Description
5 N -
Find your peers - Y— L *) :":‘e"e":;\'“;: ’::‘(‘:’e‘;ly:l“’f““ ' 1am a Computer Science student interested
@ 8! e in Software Engineering. In my spare time, |
B - enjoy exploring new technologies and
(72 ) = reading fantasy books.
") request.
About me
ix Incremental Exercise 2 has ended.
Collaboration requests WNEY The deadiine has passed. & Computer Science
p— e ‘A Salvador, Bahia
eam
wo- i Eahrrians 100k
r|3 2 2 ¥ @ 2 - Y ® O

Figure 2. Screenshots of the TrustMatchMaker prototype

agation of trust in VLEs, helping students make more informed decisions when choosing
peers for collaboration.

This feature is grounded in the following software requirements: (R1) Students
must be able to manage a demographic profile, including areas of interest, academic back-
ground, and geographic location; (R2) The system should register trust-related attributes,
such as punctuality, communication, cooperation, empathy, and responsibility; (R3) The
profile should present a trust score that is automatically updated based on peer evaluations;
and (R4) It should be possible to view another student’s profile, including their interests,
badges received, and mutual connections. These requirements are operationalized in the
TrustMatchMaker prototype through a personalized profile interface, which includes (see

figure 3)):

* A section with basic information (e.g., name, course, profile picture, short bio, and
personal interests shown as tags) (R1, figure 3a).

* A trust score, calculated from peer evaluations, that displays ratings (using stars) for
attributes such as attendance, creativity, punctuality, and communication (R3, figure
Bb).

* A dedicated tab for badges, where students can view recognition received for positive
traits and skills (R4, figure [3k).

Regarding the feature of creating Work teams, the prototype includes a feature
that aims to facilitate the autonomous organization of groups and promote the formation
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Figure 3. Student Profile

of more aligned collaborative teams. This feature was designed to provide a structured
and flexible environment for building groups, respecting preferences, affinities, and pre-
vious collaboration histories among students. The feature is anchored in the following
software requirements: (R5) The system must allow students to create work groups and
add members to them. Each group must have a configurable delivery date, with the pos-
sibility of extension; (R6) The invited student must have the option to accept or decline
participation in the group; (R7) The system must show the invited student the list of
participants already in the group before they decide whether or not to accept the invi-
tation; (R8) The system must show the student’s level of compatibility with the group,
considering the history of previous collaborative interactions, with emphasis on positive
or negative evaluations received from current members. These requirements are opera-
tionalized in the TrustMatchMaker prototype through an intuitive flow of group creation
and recommendation, which includes (see figure E[):
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Figure 4. Creating teams for collaborative work

* A assignments panel, where students view ongoing and completed activities, with status
and deadline information (RS, figure Eh).

* A assignments detail interface, with the option for the student to create or join a specific
team for the selected activity (RS, figure @b).
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* A group creation form, which displays the name of the task, the corresponding subject,
and allows members to be added to the group (RS, figure ).

* A peer recommendation mechanism, indicating the compatibility of members (highly
recommended), or alerting when someone already belongs to another group. (R8, figure
Ad).

* The capability to view detailed information about suggested members, including previ-
ous interactions and mutual friends, before sending invitations (RS, figure dd).

* Buttons to send invitations or cancel the action, ensuring that the decision is always
consensual and informed. (R6, figure [4d).

By allowing intentional team formation based on subjective criteria and collab-
orative data, this feature promotes mutual trust, history-based decision making, and the
strengthening of interpersonal relationships in VLEs. In addition, when receiving invita-
tions to join teams, the system provides valuable contextual information to support more
informed decisions. This includes (see figure [3)):

* Alerts about previous negative experiences with group members, based on the student’s
own past evaluations; (figure[Sp).

* Positive highlights, such as participants with high trust scores or a good reputation
among mutual friends (figure [Sp,c).

* A visualization of the current team composition, with the names and trust scores of each
member, as well as a summary of the overall affinity with the group (R6, figure[Sk).
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Figure 5. Invitation to collaborate

This set of features strengthens the subjective dimension of collaboration, promot-
ing greater transparency, preventing recurring conflicts, and encouraging more trustwor-
thiness and productive partnerships VLEs.

Regarding the Trusted partner feature, it aims to support the formation of more
effective collaborative groups, the prototype includes a trusted partner recommendation
feature designed to suggest colleagues based on signals of interpersonal trustworthiness
and contextual affinity. This feature is grounded in the following software requirements:
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(R9) The system must provide recommendations for colleagues based on interpersonal
trust data; (R10) Students must be able to request partner recommendations for a specific
activity; (R11) When there is no trust history, suggestions must consider similar demo-
graphic profiles; (R12) For students with a history, suggestions must consider the simi-
larity between trust scores; (R13) The system should allow for the personalization of rec-
ommendations based on specific trust attributes; (R14) Suggestions may consider mutual
friends and recent interactions in forums and activities; (R15) Recommendations should
be accompanied by justifications accessible to the student; (R16) The student should be
able to accept or decline suggestions for recommended partners. These requirements are
operationalized in the TrustMatchMaker prototype through an integrated evaluation inter-
face, consisting of (see figure [6)):
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[GRRIECIENON] = Assignments @3 Tear Show recommendations

Ua¥ vuis Aimeida
Collaboration requests - Your ether before.
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Figure 6. Recommendation system

* An area to request recommendations, linking the request to a specific course and activity
with the possibility of adding a desired characteristic for recommendation (R9, R10,
R11, figure[6h, [6b, [6C).

* A panel of suggested teams, highlighting groups where the student has high affinity,
a positive history of collaboration, or multiple members with good scores on relevant
attributes, such as leadership or responsibility (R9, figure [6[d).

* Explanatory labels (e.g., “leadership” or “high trust score”) that justify the presence of
each suggestion (R15, figure [6d).

* Buttons to request entry into a recommended group or view the detailed profile of sug-
gested members (figure [6d).

* The possibility to view individual recommendations, based on interaction history, num-
ber of mutual friends, and profile affinity, as illustrated in figure @ (R11, R12, R14,

figure [6ld).

Figure[/| shows the group and colleague recommendation screen, highlighting the
factors that led to the recommendation (e.g., previously well-rated collaboration, strong
attributes such as leadership, and multiple mutual connections). The interface allows stu-
dents to browse suggestions, view detailed member profiles (such as Ana Silva), check
their trust scores, and interact with them through collaboration invitations or private mes-
sages.
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Figure 7. Recommendation of teams for collaboration

By articulating objective trust data with relational aspects and individual pref-
erences, this feature promotes more informed decisions about who to collaborate with,
encouraging more trustworthiness, diverse interactions geared toward building effective
groups in VLEs.

Regarding the Peer evaluation feature keeps trust scores up to date through peer
evaluation, allowing students to reflect on their experiences and provide feedback. By
recording these interactions as a collaboration history, the system supports continuous
trust updates and provides recent evidence for more secure choices of future partners.
This feature is grounded in the following software requirements: (R17) The system should
allow students to evaluate peers with whom they have performed group activities; (R18)
Students should perform an overall evaluation of the collaboration, rating the experience
as positive or negative; (R19) Students should assign scores to specific trustworthiness
characteristics observed in each peer; (R20) The system should maintain a history of
peer evaluations; (R21) The result of the evaluation (positive or negative) must be stored
with information about the students involved and the date of the collaboration; (R22) To
recognize the positive characteristics of a colleague, students can award a badge; (R23)
The student must have a set of badges received, stored in their profile; These requirements
are operationalized in the TrustMatchMaker prototype through an integrated evaluation
interface, consisting of (see figure [§)):

» Section of activities in progress and finished, where students evaluate the members of a
team in which they performed collaborative activity (figure[S).

* A screen for assigning evaluations by member, allowing for the evaluation of interper-
sonal skills (e.g., leadership, cooperation, and technical knowledge and commitment)
using a star rating system (R17, figure [Sc).

* A dedicated screen for assigning badges, where students recognize positive traits in
their peers, such as empathy, cordiality, or patience (R22, R23, figure [§d).

Regarding the Friends network feature, it deals with the visualization and man-
agement of social connections within the virtual environment, with the aim of supporting
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Figure 8. Peer evaluation

the construction of trusting interpersonal relationships and promoting recurring collabora-
tions, the system implements a network of friends, allowing students to establish connec-
tions that increase their mutual trust in the virtual environment. This friendship network
structure helps to consolidate a trust network, which can be used by other system features,
such as recommendations for trusted partners, group suggestions, and analysis of previ-
ous collaborations. The explicit representation of mutual friends, together with navigation
between connected profiles, strengthens the perception of belonging and mutual support
in the collaborative environment. The following are the requirements that define this fea-
ture: (R24) The system must allow students to send and receive friend requests, creating
connections between friends; (R25) The recipient of the request can accept or decline it;
(R26) The system must allow students to view friends they have in common with other
users. These requirements are operationalized in the TrustMatchMaker prototype through
an integrated evaluation interface, consisting of (see figure ):
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Figure 9. Friends and collaborators of the student

* Mutual friends section, which helps to increase perceived trust based on the transitivity
of trust, facilitating the decision to accept friendship or collaboration (R26, figure [9k).
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* Add friend button on visited profiles that are not yet part of the friend network, as shown
in figure 9] (R26, figure Ob).

* Actions menu for friends already connected, such as sending messages, unfriending, or
inviting to collaborate (figure [Op).

 Specific Collaborators tab, which displays colleagues with whom the student has al-
ready worked in previous activities, allowing these contacts to be added as friends and
messages to be sent (figure [9p).

4.1. Validation

TrustMatchMaker was validated in two phases: (i)the first phase aimed to gather technical
and usability feedback on the initial mockup, and (i1) the second focused on understanding
students’ perceptions and feelings regarding each proposed feature. The mockup was
updated following participants’ suggestions before the second phase.

In the first phase, the mockup was shown to five participants, and impressions
were recorded in qualitative reports. The group included three systems development pro-
fessionals, one professor with experience using VLEs, and one undergraduate student.
Overall, participants considered the proposal promising, especially highlighting the in-
tegration of the friend’s network with the recommendation system, acknowledging the
proposal’s potential, and considering the features relevant and promising for educational
settings. However, they pointed out several issues: (i) inconsistencies in the flow of infor-
mation, recommending a reorganization of features into more coherent groups to enhance
usability; (i1) low intuitiveness in the recommendation request functionality, suggesting
improvements to usability; (iii) the need for visual consistency with the Moodle environ-
ment, especially regarding icons and typography; and (iv) concerns about the exposure
of the student’s trust score on their profile, which might lead to discomfort or misinter-
pretations. The student and the professor also emphasized usability issues, particularly
regarding the features’ clarity and navigation.

In the second phase, five students with experience in virtual courses evaluated the
prototype refined version. A structured questionnaire was used, including closed ques-
tions (Likert-scale item, 5-point scale) followed by open-ended questions for qualitative
feedback. The main objective was to assess participants’ perceptions and emotional re-
sponses to the system’s features.

Regarding student profiles, participants acknowledged the value of accessing the
information to understand their peers better. Three participants strongly agreed with this,
one partially, and one neutral. Regarding the visibility of their profiles to others, four
participants agreed (entirely or partially), and one was neutral. The open-ended question
about displaying trust scores revealed divergent opinions. Despite moderate acceptance,
especially with the use of standardized metrics such as stars, participants expressed con-
cerns about possible biases and the possibility of updates and reassessments over time.

The peer assessment feature was well received. All students agreed fully or par-
tially that assessments help them understand their peers. Privacy was a point of concern,
as most preferred that assessments not be visible to those being assessed. Overall, stu-
dents were receptive to the idea, as long as it remained objective, standardized, and fair.
However, some students felt uncomfortable with the idea of being evaluated. In such
cases, we suggest that evaluations remain visible only to the system, being used exclu-
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sively as criteria in recommendation processes. The badge system received predominantly
positive feedback, which is seen as a valuable feature to enhance engagement and collab-
oration. Most participants showed strong interest in recognizing positive characteristics in
their colleagues, supporting the idea that this resource can encourage mutual recognition
and make evaluations more humane and motivating. Open-ended responses praised the
system’s potential for appreciation and motivation but warned about possible downsides,
such as excessive competitiveness or reinforcing meritocratic values.

The recommendation system was received positively. All students agreed that hav-
ing an automated system to suggest collaboration partners would be beneficial in helping
to identify compatible colleagues, especially in contexts where there are no prior connec-
tions. A key concern was transparency, as all participants wanted to know the recommen-
dations’ criteria.

Lastly, the friend’s network feature was also highly rated as a facilitator in team
building, fostering interactions, and promoting knowledge exchange. Three participants
agreed that this could help strengthen bonds between classmates, and two were neutral.
The capability to see mutual friends was unanimously considered useful in choosing part-
ners for collaboration. In addition, three participants strongly agreed and two agreed that
having friends within the system could positively influence trust among colleagues.

5. Conclusion and Future Work

In this article, we propose a technological prototype designed to support the validation
of software requirements and foster interpersonal trust among students in VLEs. The
mockup incorporates five main features: a student trust profile to assist in peer selec-
tion, a peer evaluation system that updates trust indicators based on collaborative experi-
ences, a badge mechanism to recognize positive traits in colleagues, a friends network to
strengthen social bonds and propagate trust, a recommendation system that suggests trust-
worthy peers or teams based on affinity, trust attributes, and past successful interactions.
These features were derived from requirements identified in prior studies conducted by
our research group.

We sought to address essential properties of interpersonal trust: its subjectivity, as
it represents perceptions in the student’s profile; its dynamism, through updates based on
real interactions; and its propagation, through the network of friends, also supporting the
transitivity of trust. The results obtained during validation reinforce the proposal’s poten-
tial to support more reliable and effective collaborative practices in VLEs. Participants
rated the proposed features as useful and relevant, highlighting in particular the value
of peer reviews, the recommendation system, and the visibility of profile information to
promote safer, more informed interactions aligned with individual preferences.

As future work, we intend to fully implement the features of TrustMatchMaker
and apply it in a real-world scenario, with the goal of validating its effectiveness in sup-
porting collaboration and building trust among students in virtual learning environments.

Ethical Considerations: The validation stage was conducted ethically, ensuring respect
for participants. All participants were informed in advance about the objectives of the
study and participated voluntarily. No sensitive or personally identifiable data was col-
lected, and responses were recorded anonymously and used exclusively for academic and
scientific purposes.
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A. Appendix - TrustMatchMaker Evaluation

The evaluation and validation process of TrustMatchMaker was conducted through a
questionnaire comprising both open-ended and closed-ended questions. The closed-ended
questions used a 5-point Likert scale (1 — Strongly disagree, 5 — Strongly agree). The
open-ended questions allowed for the exploration of participants’ perceptions, sugges-
tions, and potential criticisms, providing a deeper understanding of the proposed features
and the prototype’s potential to foster interpersonal trust in collaborative learning con-
texts.

Question

Type

1. 1 see benefits in viewing personal interest information of my
peers, as it helps identify affinities during activities in the virtual
environment.

Closed-ended

2. I see benefits in viewing information related to peers’ interac-
tions with other students.

Closed-ended

3. The information shown in the trust profile is generated
from students’ interactions and collaborations in group activities.
These evaluations are necessary to learn about other students’
characteristics.

Closed-ended

4. I feel comfortable being evaluated by my peers.

Closed-ended

5. Contributing with evaluations can help build a more collabora-
tive environment.

Closed-ended

6. I would not feel comfortable if the student I evaluated knew
my evaluation result.

Closed-ended

7. 1 feel comfortable having my trust profile visible to other stu-
dents.

Closed-ended

8. I'believe that this type of information (interactions, group work,
proactivity, communication, etc.) can improve the quality of in-
teractions among students.

Closed-ended

9. I would like to control who can see my trust profile.

Closed-ended

10. How would you feel seeing your trust score or profile? Is
there anything that might bother you?

Open-ended

11. I would like to highlight the positive qualities of my peers
through badges.

Closed-ended

12. The possibility of awarding badges makes the evaluation more
human and motivating.

Closed-ended

13. Receiving a badge from a peer would make me feel valued.

Closed-ended

14. What do you think about having a badge-based evaluation
system in the virtual environment? Does anything bother you or
do you see any advantage?

Open-ended

15. I see benefits in having an automated system to suggest col-
laboration partners.

Closed-ended

16. The recommendation system would help me find more com-
patible partners to work with.

Closed-ended

17. I would like to know the criteria used for recommending
peers.

Closed-ended
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18. I would trust forming groups based on the system’s recom- | Closed-ended
mendations.
19. What do you think about having a system that automatically | Open-ended
selects partners?
20. Having a friends network in the system helps strengthen stu- | Closed-ended
dent bonds.
21. I feel comfortable having my friends list visible to other peers. | Closed-ended
22. Viewing mutual friends can help when choosing group part- | Closed-ended
ners.
23. Having added friends in the system can positively influence | Closed-ended
trust among peers.
24. What do you think about having a friends network in the | Open-ended
virtual environment? Does anything bother you or do you see any
advantage?

1189



