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ABSTRACT
At the start of the millennium, the Cyclone language was

developed as a solution to the memory safety shortcomings

of the C language. Since then, many programming languages

have emerged with their own memory safety strategies. But

how can we validate those strategies? This paper proposes

Porcelain: a semantic framework for representing and ana-

lyzing memory safety techniques. Introducing its definitions,

use cases, and limitations whilst giving an overview of the

current and future work.
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1 Introduction
The C programming language [8] is the foundation of sys-

tems programming. Up to the adoption of Rust in early 2024

[10], it was the (only) language of the Linux kernel. Despite

this great importance, C is still prone to many types of mem-

ory safety violations, with very little guarantees from the

compiler.

At the start of the millennium, Cyclone [6] started the

trend of low-level programming languages with safe memory

systems without the broad use of Garbage Collection (GC).

This was followed by CCured [13], Rust [9] and more, each

with its own memory safety solution.

Given a memory safety solution, it is important to for-

malize and prove its correctness, as projects such as Jung

et al. [7] and Ho et al. [4] aimed for with Rust’s borrow

checker. With that, this work introduces Porcelain: a Se-

mantic Framework for Representing and Analyzing Memory

Safety Techniques. Its aim is to establish a back-end language

(𝑃𝐶𝐿𝑏𝑎𝑐𝑘 ) to which other languages could compile to, as a

basis for proving memory safety techniques. For that, this

paper also defines a borrow checking front-end language

(𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 ) defined via compilation to 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 as a use case

for this system.

2 Memory Errors
Memory safety bugs, as it concerns low level languages, can

be subdivided in 5 classes: Spacial, Temporal, Type, Initial-

ization and Data-Race Safety [2, 14]. Even though memory

safety bugs can be subdivided in many more ways [3, 18],
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each of those classes maps to a distinct mechanism for solv-

ing them. Spacial safety can be solved with dependent types

[16] and runtime bounds checks [6]; Temporal safety can be

solved with Garbage Collection [12], memory regions [17],

a static alias analyzer [15], key-lock systems [13, 21], and

more. Both Type and Initialization can be solved by impos-

ing stricter constraints on declarations and type conversions.

Data-Race safety is beyond the scope of this project.

3 Back-End Language
This work introduces 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 , a C-like core language de-

signed to detect memory safety violations and to classify

them. It is designed to be simple, for ease of developing

proofs, but expressive enough to express common memory

errors in C. Its syntax is defined as such:

𝐿𝑜𝑐𝑎𝑙𝑠 ∋ 𝑙 :: = 𝑙𝑚 | 𝑙𝑝

𝑉𝑎𝑙𝑢𝑒 ∋ 𝑣 :: = 𝑛 | 𝑙
𝐵𝑖𝑛𝑂𝑝 ∋ 𝑜𝑝 :: = +| − | ∗ | < | > | = | ∧ |∨

𝐸𝑥𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛 ∋ 𝑒 :: = 𝑥 | 𝑣 | 𝑒 𝑜𝑝 𝑒 | !𝑒 | 𝑓 (𝑒) | *𝑒 | &𝑥

| 𝑒; 𝑒 | { 𝑒 } | let 𝑥 [𝑛] | 𝑒 := 𝑒

| malloc(𝑒) | free(𝑒, 𝑒)
| if(𝑒) 𝑒 else 𝑒 | while(𝑒) 𝑒
| panic 𝑝𝑐𝑜𝑑𝑒

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 ∋ 𝐹 :: = let 𝑓 (𝑥) 𝑒 𝐹 | let () 𝑒
𝐺𝑙𝑜𝑏𝑎𝑙𝑠 ∋ 𝐺 :: = global 𝑥 [𝑛] 𝐺 | 𝐹

where 𝑥 and 𝑓 are meta variables that range over variable

names and function names, respectively.

In the Syntax, panic 𝑝𝑐𝑜𝑑𝑒 signals an early termination

of the program in which the 𝑝𝑐𝑜𝑑𝑒 indicates the type of

memory safety violation that occurred. Those violations are:

Out of Bounds Read (OBR) and Out of Bounds Write (OBW),

for spatial safety; Use After Free (UAF), Free Memory Not On
Heap (FMNOH), Partial Free (PF) and Double Free (DF), for
temporal safety; Uninitialized Access (UA) for initialization
safety; NullPtr Dereference (ND) is a domain-specific bug,

because 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 is modeling C; User Error is when the user

wants to terminate the execution, such as an ‘exit(1)‘ in C.
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3.1 Memory Model
The interplay between permanent allocations, ones on the

heap, and scoped allocations, ones on the stack, is an impor-

tant component to reproduce memory-related bugs. For the

purpose of this modeling, the memory in 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 uses two

disjunct environments, 𝑝 , for modeling a memory stack, and
𝑚, for modeling a memory heap.

With that distinction, the locations 𝑙 , elements of the lan-

guage responsible for indexing the memory, hold a tag to

specify which memory component is being indexed, as in

𝑙𝑝 and 𝑙𝑚 . These locations also hold metadata used for error

detection. A location 𝑙 has an index 𝑖 , the position in the

memory; a size 𝑠 , the space indexable; an offset 𝑜 , the ele-

ment where additions and subtractions from the base are

stored; and a unique key 𝑘 , the checker value for temporal

safety bugs.

3.1.1 Stack. The stack is a list of elements, which can be

values 𝑣 ∈ {𝑙, 𝑛,⊥,−} or control codes 𝑐𝑐𝑡𝑟𝑙 ∈ {stack, func}.
The functions pop𝑠𝑡𝑎𝑐𝑘 and pop𝑓 𝑢𝑛𝑐 use these control codes
to know up to which element to remove, simulating the drop

of variables at the end of a scope.

The values ⊥ and − are used to detect initialization errors,

meaning uninitialized and not allocated respectively, such

as in [20]. Every element of the stack is paired with a lock,

which is used for temporal errors. That results in the stack
being defined as 𝑝 := [(𝑣 | 𝑐𝑐𝑡𝑟𝑙 , 𝑙𝑜𝑐𝑘)]. Notation similar to

Haskell’s [5] is used to manipulate the top of the stack, with

𝑝 (𝑖) and 𝑝 [𝑖 ↦→ 𝑣] representing indexing and attribution in

the structure.

3.1.2 Heap. The heap is similar to the stack, but with-
out the control codes. Therefore a heap 𝑚 is defined as

𝑚 := [(𝑣, 𝑙𝑜𝑐𝑘)]. In 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 , the heap is manually deallo-

cated with free and allocated with malloc. This structure
can be conceptualized as an infinite list with all positions

initialized as −, given that Porcelain does not cover memory

limitation issues.

3.2 Operational Semantics
The language is defined bymeans of structural operational se-

mantics, which specifies a one-step relation between config-

urations (states). One writes F ⊢ ⟨𝑒, 𝑎, 𝑝,𝑚⟩ → ⟨𝑒′, 𝑎′, 𝑝′,𝑚′⟩
to describe the transition of state ⟨𝑒, 𝑎, 𝑝,𝑚⟩ towards state
⟨𝑒′, 𝑎′, 𝑝′,𝑚′⟩ under a global function definition environment

F. Within the state, 𝑒 is the program, 𝑎 is the names environ-

ment, 𝑝 is the stack, and𝑚 is the heap.

One example of the language’s derivations is the access

of a variable’s value, as the following rules show.

𝑎(𝑥) = 𝑙𝑝 {𝑖, 𝑘, 𝑜, 𝑠} ¬(0 ≤ 𝑜 < 𝑠)
F ⊢ ⟨𝑥, 𝑎, 𝑝,𝑚⟩ →

⟨panic OutOfBoundsRead, 𝑎, 𝑝,𝑚⟩

(Var-obr)

𝑎(𝑥) = 𝑙𝑝 {𝑖, 𝑘, 𝑜, 𝑠}
0 ≤ 𝑜 < 𝑠 𝑝 (𝑖 + 𝑜) = (𝑣𝑝 , 𝑘𝑝 ) 𝑘 ≠ 𝑘𝑝

F ⊢ ⟨𝑥, 𝑎, 𝑝,𝑚⟩ → ⟨panic UseAfterFree, 𝑎, 𝑝,𝑚⟩
(Var-uaf)

𝑎(𝑥) = 𝑙𝑝 {𝑖, 𝑘, 𝑜, 𝑠}
0 ≤ 𝑜 < 𝑠 𝑝 (𝑖 + 𝑜) = (𝑣𝑝 , 𝑘𝑝 ) 𝑘 = 𝑘𝑝 𝑣𝑝 = ⊥

F ⊢ ⟨𝑥, 𝑎, 𝑝,𝑚⟩ →
⟨panic UninitializedAccess, 𝑎, 𝑝,𝑚⟩

(Var-ua)

𝑎(𝑥) = 𝑙𝑝 {𝑖, 𝑘, 𝑜, 𝑠}
0 ≤ 𝑜 < 𝑠 𝑝 (𝑖 + 𝑜) = (𝑣𝑝 , 𝑘𝑝 ) 𝑘 = 𝑘𝑝 𝑣𝑝 ≠ ⊥

F ⊢ ⟨𝑥, 𝑎, 𝑝,𝑚⟩ → ⟨𝑣𝑝 , 𝑎, 𝑝,𝑚⟩
(Var)

3.3 Fault Detection
In order to detect these kinds of faults, the metadata attached

to the pointers needs to uphold certain invariants. If the offset

𝑜 of a pointer is below 0 or equal to or greater than its size 𝑠

(0 > 𝑜 ≥ 𝑠), then it results in a Out of Bounds Read, such as

in (VAR-OBR), which is a Spacial Safety bug. If it is within

bounds, but the key 𝑘 in the pointer does not match the

lock 𝑘 ′ at the position (𝑘 ≠ 𝑘 ′), then it results in a Use After
Free, such as in (VAR-UAF), which is a Temporal Safety bug.

With all that, if the value at position is ⊥, then it results in a

Uninitialized Access, which is an Initialization safety bug.

There are a few other faults in the language that were

omitted for space, but all of them follow the same principle.

This way of approaching faults not only expects certain

invariants when they are present, but also defines those faults

by the upholding of these invariants. A Use After Free fault is
defined by an access where𝑘 ≠ 𝑘 ′, and a case ofUse After Free
only indicates that 𝑘 ≠ 𝑘 ′, showing that UseAfterFree ↔
𝑘 ≠ 𝑘 ′. This concept can be extrapolated to the othermemory

safety violations, as shown in Table 1.

Type Fault Invariant

Spacial OBR 0 > 𝑜 ≥ 𝑠

OBW 0 > 𝑜 ≥ 𝑠

Temporal UAF 0 ≤ 𝑜 < 𝑠 𝑘 ≠ 𝑘 ′

FMNOH 𝑙 = 𝑙𝑝 ∨ 𝑖 = 0

PF 𝑜 ≠ 0 ∨ 𝑠 ≠ 𝑛

DF 𝑜 = 0 𝑠 = 𝑛 𝑘 ≠ 𝑘 ′

Initialization UA 0 ≤ 𝑜 < 𝑠 𝑘 = 𝑘 ′ 𝑣 = ⊥
Extra ND 𝑖 = 0 𝑘 = 0 𝑜 = 0 𝑠 = 0

Table 1. Program Invariants

4 Use Case: Borrow Checker
One of the most researched solutions for memory bugs has

been Rust’s borrow checker [9]. It promises a zero-overhead

Temporal Safety solution by constraining the ability to alias

and adding code annotations to validate temporal memory
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access, although properly validating its claims has been a

challenge [4, 7].

In the case of 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 , there is an interesting bijection

between the key locks used to check for temporal safety and

the lifetimes used for computing the correctness of an access.

One could postulate that, given a front-end language with

a borrow checking system (𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 ), it could be proven

that no Use After Free errors would occur in the compiled

𝑃𝐶𝐿𝑏𝑎𝑐𝑘 program, given a correctly typed program and a

sound compilation.

5 Front-End Language
The front-end language, 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 , aims to model a borrow

checking system. It differs from Rust’s borrow checker due

to different constraints and to ease compilation to 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 .

This borrow checker directly uses linear types [1, 19] instead

of Rust’s Copy-Clone subtextual fling with the concept; and

allows for multiple mutable references, called alias (@𝜏 ′𝑎).
The aim with this language is to specifically avoid the

temporal memory fault of Use After Free. Therefore, when
compiled to 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 , its objective is to never reach a deriva-

tion of panic UseAfterFree. The other temporal safety is-

sues (FMNOH, DP, PF) are related to the corruption of the

allocator structure and are not necessarily of concern of this

borrow checker. For simplicity, its inclusion was reserved

for future work. The syntax of the language follows:

𝑇𝑦𝑝𝑒𝑠 ∋ 𝜏 ::= int | *𝜏 | @𝜏 ′𝑎 | (𝜏) → 𝜏

𝐿𝑜𝑐𝑎𝑙𝑠 ∋ 𝑙 ::= 𝑙𝑚 | 𝑙𝑝

𝑉𝑎𝑙𝑢𝑒 ∋ 𝑣 ::= 𝑛 | 𝑙
𝐵𝑖𝑛𝑂𝑝 ∋ 𝑜𝑝 ::= +| − | ∗ | < | > | = | ∧ |∨

𝐸𝑥𝑝𝑟𝑒𝑠𝑠𝑖𝑜𝑛 ∋ 𝑒 ::= 𝑥 | 𝑣 | 𝑒 𝑜𝑝 𝑒 | !𝑒 | 𝑒; 𝑒 | {𝑒} | *𝑒 | &𝑥

| alias 𝑥 | alias* 𝑥 | 𝑥 += 𝑒 | 𝑥 −= 𝑒

| var 𝑥 : 𝜏 := 𝑒 | 𝑒1 := 𝑒2 | 𝑥1 :=: 𝑥2 | 𝑥1 :=: * 𝑥2

| if(𝑒) {𝑒} else {𝑒} | let 𝑥 : 𝜏 = 𝑓 (𝑒)
| let 𝑥 : 𝜏 = new(𝑒) | delete(𝑥, 𝑒)
| stop | nullprt<𝜏> | nullalias<𝜏>

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 ∋ 𝐹 ::= fn 𝑓 (𝑥 : 𝜏) → 𝜏 {𝑒} 𝐹 | let () 𝑒

where
′𝑎, 𝑥 and 𝑓 are meta variables ranging over regions

in the program, variable and function names, respectively.

Tuple and recursive types, along with while loops and global

declarations, were omitted for simplicity and time constraints.

5.1 Type checking
The borrow checker implemented is based on the Polonius

proposal [11, 15]. In it, each borrow has an associated region

and each region has a set of associated loans according to

the control flow graph (CFG) of the program. Invalidating

the terms of any loan in that set invalidates the access of an

alias associated with that region.

In 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 , each alias type (@𝜏 ′𝑎) has a region associated
′𝑎. During the type checking, whenever an alias is accessed,

it is validated that its region is alive (has a valid set of loans).

Accesses through the path of a loan invalidate it, which

can happen in at many points of the evaluation tree. This

requires that a node in the derivation tree alter a state which

will be used for the sequent assessment of other nodes. This

imposes an evaluation order of depth first, in the form Δ ⊢
𝑒 : 𝜏 | Δ′

, with Δ representing the environments used for

type checking.

5.2 Compilation
The compilation from 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 to 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 is very close to

a simple process of type erasure. A few operands have to

compile to explicitly return an𝑈𝑛𝑖𝑡 type, defined in 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡
as 1. The most complicated transformations, the ones for

:=: and :=: *, only required the creation of variables with

unique names (𝑠𝑢𝑛𝑖𝑞) and to execute a swap, as: 𝑥1 :=: 𝑥2 ↦→
let 𝑠𝑢𝑛𝑖𝑞 [1]; 𝑠𝑢𝑛𝑖𝑞 := 𝑥1;𝑥1 := 𝑥2;𝑥2 := 𝑠𝑢𝑛𝑖𝑞 .

6 Conclusion/Future Work
The Porcelain framework aims to allow the modeling of

memory safety techniques and can be visualized as:

𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡
- Sintax

- Type System

𝑃𝐶𝐿𝑏𝑎𝑐𝑘
- Sintax

- Op. Semantics

compilation

Design to not reach a

derivation of

panic UseAfterFree
in a well typed program.

Built for the identification

and classification of

memory safety violations

in arbitrary programs.

Safety (sketch): If 𝑝 ∈ 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 and 𝑝 is well-typed, then the

evaluation of 𝑐𝑜𝑚𝑝𝑖𝑙𝑒 (𝑝) ∈ 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 does not trigger specific

memory errors.

At this moment, 𝑃𝐶𝐿𝑏𝑎𝑐𝑘 has a stable, complete formal

specification and prototype implementation inHaskell (parser

and evaluator). 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 has a first version of its syntax, type

system and compilation semantics, and it is currently being

validated. The next step is to express and prove the safety

of the compilation of correct code in 𝑃𝐶𝐿𝑓 𝑟𝑜𝑛𝑡 by means of

standard techniques such as structural induction on the type

derivation.
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