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ABSTRACT

This paper investigates the impacts of secure design methodologies
on the structural quality and presence of vulnerabilities in systems
developed in Java. We analyzed 333 popular GitHub repositories,
classified according to four security approaches: Security by Design,
Defense in Depth, Runtime Security and Zero Trust Architecture.
Using static analysis techniques, we evaluated vulnerabilities based
on the CWE taxonomy, in addition to code quality metrics such
as coupling (CBO), cohesion (LCOM) and cyclomatic complexity.
The results indicate that the adoption of secure design practices,
although relevant for risk mitigation, can negatively impact the
modularity of the system. In particular, approaches such as Security
by Design presented higher levels of coupling and lower cohesion.
We also observed that the combination of multiple security practices
did not necessarily result in a lower number of vulnerabilities,
suggesting an increase in complexity without proportional benefit.
These findings highlight the importance of balanced architectural
decisions that consider the commitments between security and
internal software quality.
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1 Introduction

System design involves a series of strategic decisions that aim to
balance multiple, and often conflicting, requirements such as perfor-
mance, scalability, cost, maintainability, and security. Among these,
security has emerged as both a priority and a source of tension, par-
ticularly as systems grow increasingly complex and interconnected.
While secure design methodologies — such as Threat Modeling, the
Principle of Least Privilege, and Security by Design — are essential for
mitigating vulnerabilities, they frequently introduce trade-offs that
affect other critical quality attributes. For instance, certain security
mechanisms may increase system complexity, reduce modularity,
or degrade performance and scalability [4].
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The central research question of this study concerns the chal-
lenge of balancing security requirements with other software qual-
ity attributes. In microservices architectures, Ponce et al. [10] show
that the implementation of security strategies, such as monitoring
for security smells, contributes to the mitigation of vulnerabilities,
although it may compromise the structural integrity of the soft-
ware. These findings highlight the core issue addressed in this work:
How do secure design methodologies affect the structural quality of
software? Structural quality, in this context, refers to the degree
to which the source code and system architecture satisfy require-
ments such as modularity, independently of the system’s external
behavior.

Understanding how security methodologies impact system de-
sign requirements is increasingly relevant as society becomes more
dependent on software systems across all sectors [4, 8]. Failure to
implement adequate security measures can lead to severe conse-
quences such as data loss, privacy breaches, and even large-scale
cyberattacks, ultimately affecting the trust and integrity of critical
systems [9, 13]. However, solutions that prioritize security alone
may negatively impact the software’s internal quality, potentially
limiting the adoption of technologies or introducing unintended
vulnerabilities due to increased complexity [11]. Therefore, address-
ing this problem not only contributes to more secure systems but
also ensures that design trade-offs are sustainable and appropriate
for different usage contexts [6].

The goal of this study is identify how secure design method-
ologies influence structural quality metrics. To achieve this, the
following specific objectives were defined: (i) categorically iden-
tify projects that adopt secure design methodologies; (ii) conduct
a quantitative analysis of security metrics based on the Common
Weakness Enumeration (CWE) standard and internal quality indi-
cators of those projects; and (iii) investigate whether the adoption
of one or more secure design methodologies correlates with vulner-
ability risk. Accordingly, the study sought to answer the following
research questions:
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RQ1 . What are the most frequent CWE in Java repositories, and
how are they correlated with the adopted security method-
ologies?

RQ2 . Is there a relationship between security methodology and
internal software quality?

RQ3 . Do repositories with a greater adoption of secure design
practices present fewer CWE?

This study contributes to understanding the relationship be-
tween the adoption of secure design methodologies and internal
software quality. The analysis revealed that certain approaches,
such as Security by Design, were associated with structural code
properties, such as increased coupling and decreased cohesion. Ad-
ditionally, it was observed that the combination of multiple security
practices did not necessarily lead to a reduction in vulnerabilities,
suggesting an increase in system complexity without proportional
benefits in risk mitigation. These findings may support decision-
making processes when balancing security requirements and soft-
ware maintainability.

This paper is structured as follows: Section 2 presents the the-
oretical background, addressing key concepts and secure design
methodologies; Section 3 discusses related work; Section 4 details
the study design used; Section 5 presents the results obtained from
metric collection; Section 6 discusses the findings; Section 7 presents
threats to validity; and finally, Section 8 concludes with final re-
marks and suggestions for future research.

2 Background

To gain a deeper understanding of the challenges related to system
design with a focus on security requirements, this section presents a
theoretical discussion of the key concepts underpinning this study.

2.1 Secure Design Methodologies

Secure Design Methodologies are structured approaches that in-
tegrate security principles and practices across all phases of the
system development lifecycle, from initial conception to implemen-
tation and maintenance. The main goal of these methodologies is
to ensure that security is proactively considered and directly in-
corporated into the system’s design, rather than being treated as a
corrective step or an afterthought after development [2].

Secure design methodologies aim to minimize security risks with-
out compromising the system’s efficiency, scalability, or usability,
as detailed in the following approaches:

o Security by Design: This approach prioritizes security from
the early stages of the development lifecycle, making it a
core element of system design. It includes practices such as
access controls, encryption, and continuous security audits,
helping to reduce the cost of later corrections and prevent
vulnerabilities [6].

o Defense in Depth: This methodology applies multiple layers
of security to hinder an attacker’s progress, thereby mak-
ing the system more resilient. Barriers such as authentica-
tion, encryption, and continuous monitoring significantly
strengthen protection against unauthorized access [2].

o Runtime Security: Runtime security monitors and detects sus-
picious behavior while the system is in operation. Specialized
tools analyze real-time activity and respond effectively to
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emerging threats, as emphasized in modern system architec-
tures [13].

e Zero Trust Architecture: This approach follows the principle
of “never trust, always verify,” requiring strict authentica-
tion for every request, regardless of origin. It is particularly
effective at mitigating insider threats and assumes that no
connection is secure by default [1].

2.2 Common Weakness Enumeration

The Common Weakness Enumeration (CWE) is a taxonomy main-
tained by the MITRE Corporation that categorizes and documents
common software vulnerabilities. CWE are generic patterns of
weaknesses that can lead to security issues across various develop-
ment contexts. This classification is widely used by security tools
to identify, measure, and mitigate vulnerabilities in the codebase.

The presence of these vulnerabilities can compromise the overall
security of a project by affecting its reliability, integrity, and avail-
ability. Moreover, inadequate security practices may negatively
impact system performance, as corrective mechanisms such as ad-
ditional checks or emergency patches can introduce computational
overhead.

3 Related Work

The secure design of systems is a widely studied topic due to the
growing need to balance security with performance and usability
across various architectures. This section explores studies that ad-
dress related problems and offer complementary methodologies to
the present research, discussing the contributions and relevance of
each work.

Fahmideh et al. [4] conducted an extensive review on the engi-
neering of blockchain-based software systems, covering founda-
tional aspects and key security challenges in distributed systems.
The study examines the application of cryptographic methods and
secure consensus mechanisms to ensure data protection and pre-
vent fraud in blockchain systems. The authors found that while
robust security mechanisms are essential, their implementation
may impact system scalability and usability. This work is rele-
vant to the proposed study because it emphasizes the inherent
trade-offs between security and performance, a theme also explored
in this paper, though in the context of microservices rather than
blockchain. While their analysis is more theoretical and centered
on architecture-level concerns, this work complements it by em-
pirically assessing how security design choices affect code-level
quality in real-world Java systems.

Ponce et al. [10] introduced the TriSS tool, designed to identify
and prioritize security smells in microservices architectures. The
tool assists developers in detecting and categorizing vulnerabilities
by applying a triage algorithm that prioritizes issues with greater
security impact. Results demonstrate that TriSS effectively high-
lights critical problems such as over-permissive access and insecure
communication, which often compromise system integrity. While
their study focuses on detection tools and prioritization of known
vulnerabilities, our work investigates how different secure design
methodologies, potentially including the practices targeted by TriSS,
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influence overall code structure and vulnerability incidence. To-
gether, these works provide a broader view of both detection and
design implications in secure systems.

Mohammed and Mohammed [8] proposed a security architecture
aimed at protecting sensitive data in cloud computing environments.
The paper explores approaches such as advanced encryption, ac-
cess control, and identity management to enhance data security in
the cloud, discussing the associated challenges and benefits. The
authors revealed that strong encryption and data segmentation
are effective strategies for improving security, although they can
introduce latency and system complexity. While focused on cloud
environments, this work reinforces the broader pattern observed in
our results, that increased security measures can come at the cost
of complexity and performance. This study builds on this insight
by quantifying such trade-offs across multiple methodologies in
Java projects.

In the field of mobile payment security, Alamleh et al. [1] de-
veloped a secure payment architecture incorporating multi-factor
authentication to reduce fraud and strengthen transaction secu-
rity. The authors detail the development of a system combining
biometric authentication with traditional methods, evaluated in
terms of both effectiveness and usability. The results show that
multi-factor authentication effectively reduces fraud risk but in-
troduces complexity in the authentication process, potentially im-
pacting user experience. This study supports the idea that security
mechanisms often introduce usability or maintenance costs—an
observation aligned with findings from this paper, which show that
secure design methodologies can increase code complexity without
proportionally reducing vulnerabilities.

Chengjie et al. [3] proposed a cloud-based security monitoring
platform for the salt and alkali industry. The authors explored the
use of cloud infrastructure to manage security data and support
real-time emergency responses. The study found the system to be
effective in ensuring data security and integrity, especially in high-
risk situations, underscoring the importance of secure communica-
tion in critical systems. Although focused on a specific industrial
context, this study illustrates the value of proactive security design.
This research complements this by evaluating whether such proac-
tive designs, when applied broadly, correlate with actual reductions
in vulnerability occurrence or code degradation.

Mechri et al. [7] addresses the growing challenge of identifying
vulnerabilities in large Python codebases, particularly given the
diversity and complexity of security flaws. To address this chal-
lenge, the study leverages the CWE taxonomy as a foundation for
categorizing and classifying detected vulnerabilities, enabling the
large language model (LLM) to learn specific patterns of software
weaknesses. This study directly informs our methodology by vali-
dating the use of the CWE taxonomy for vulnerability detection,
which was adopt through the Bearer tool. While their work uses
LLMs to assist in this task, our contribution lies in linking such
detection results to the broader context of design methodology
adoption and code quality.

4 Study Design

This study is classified as exploratory, quantitative, and descrip-
tive research, with a focus on analyzing different secure design

SBQS25, Nov 04-07, 2025, Sao José dos Campos, SP

approaches. The choice of this research type is grounded in the
need to collect measurable data in order to assess the impact of
security strategies on the system. This facilitates comparisons and
supports the identification of recurring patterns among repositories
that adopt secure design methodologies. The experiment followed
a linear approach, as illustrated in Figure 1 and detailed as follows.

This study focuses on popular Java repositories due to the lan-
guage’s strong ecosystem, mature tooling, and widespread use in
security-critical systems. However, this choice limits the general-
izability of the results to Java-based contexts. Language-specific
design patterns, dependency structures, and development practices
may influence the findings and should be taken into account when
applying them to other ecosystems. These implications are further
discussed in Section 7.

4.1 Steps Description
The steps carried out throughout the project are detailed as follows:

o Classification of Maven artifacts: In this step, the Maven
Repository artifacts were ranked according to the security de-
sign methodology they implement. To achieve this, a Python
script was developed to interact with the Maven Repository
API using the keyword security and ordered by score, based
on relevance, popularity, and general usage within the com-
munity, in descending order. After collection, the Google
Search API was used to locate the corresponding GitHub
repositories for each artifact. For methodology classification,
a scoring scheme was adopted that considered keywords. In
the case of tied scores, the artifact was replicated across each
of the tied methodologies.

e Repository selection: This step involved the development
of a Python script to collect repositories from GitHub via the
GraphQL APL Repository selection was based on two main
criteria: primary language (Java) and popularity (number of
stars). From the top 1,000 repositories, each was classified
into one or more secure design methodologies. The script
scanned the project description, README.md contents, and
relevant configuration files (e.g., pom.xml, build.gradle), iden-
tifying keywords and dependencies previously classified in
the prior step. In case of ties, the repository was replicated
for each tied methodology.

o Static code analysis: At this stage, a script was used to apply
the Bearer! tool to the repositories. Bearer is an automated
security analysis tool capable of identifying weaknesses in
source code. It uses the Common Weakness Enumeration
(CWE) taxonomy, a widely adopted catalog for classifying
and describing common software security flaws.

e Data visualization: The dataset collected in the previous
steps was used to generate charts and statistical analyses.
The statistical analysis was performed in Google Colab, and
the SciPy and Matplotlib libraries were used for graph gener-
ation.

o Results:The final stage consisted of a thorough analysis of
the collected data, as well as a critical examination of the
questions outlined in Section 1.

!https://github.com/Bearer/bearer
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Figure 1: Study Steps

4.2 Evaluation Metrics

Evaluation metrics play a key role in objectively quantifying the
structural quality and security of source code. These indicators
provide empirical evidence to assess the maintainability, robust-
ness, and reliability of a system. Analyzing these indicators allows
early identification of design flaws and vulnerabilities, supporting
software refactoring and enhancement processes [5].

o Vulnerability Detection: This metric assessed the number
of security weaknesses identified in the collected repositories,
based on the analysis performed by the Bearer tool. It was
essential for evaluating the effectiveness of applied security
practices, considering the vulnerabilities cataloged in the
CWE.

e Structural Quality Metrics: Three code quality metrics
were extracted using the CK? and PMD? tools: Coupling Be-
tween Objects (CBO), Lack of Cohesion in Methods (LCOM),
and Cyclomatic Complexity. These metrics were computed
from the source code of the repositories using static analysis
tools compatible with Java projects. Each metric was nor-
malized by the total Lines of Code (LOC) of each repository
to enable comparisons between projects of different sizes.

5 Results

This section presents the results obtained in each stage of the study.

5.1 Dataset Characterization

From the analysis of the top 1,000 Java repositories on GitHub, 333
unique repositories were identified that could be classified accord-
ing to different secure design methodologies. Figure 2 shows the
distribution of these classifications. It is important to note that some
repositories were associated with more than one methodology.

Among the analyzed categories, Defense in Depth stands out as
the most frequent, being identified in approximately 190 reposito-
ries. Zero Trust Architecture appears in about 160 cases. On the other
hand, categories such as Runtime Security and Security by Design
are significantly less frequent, with about 75 and 55 occurrences,
respectively.

Figure 3 shows the distribution of repositories based on the
number of secure design methodologies they employ. The majority

Zhttps://github.com/mauricioaniche/ck
3https://github.com/pmd/pmd
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Figure 3: Distribution of repositories by number of method-
ologies

of repositories adopt only one methodology, suggesting a limited
integration of diverse security strategies. As the number of method-
ologies increases, the number of repositories decreases sharply,
indicating that multi-methodology adoption is relatively rare. This
distribution highlights a potential area for improvement in secure
system design practices, encouraging broader incorporation of com-
plementary methodologies.
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Figure 4: Distribution of repository age (in months) by security category

Table 1: Code quality metrics by security category

Category CBO LCOM Cyclomatic Complexity
Mean StdDev Median | Mean Std Dev.  Median | Mean Std Dev Median
Defense in Depth 5.6885  1.5624 5.4706 | 541.7429 4907.1321 28.4984 | 37.8470 27.9710 31.5294
Runtime Security 5.8585  1.9545 5.8155 60.7092 86.4668 27.7700 | 35.4457 18.3320  29.8545
Security by Design 6.3556  1.1144 6.3546 78.4182 140.0899  30.6891 | 29.3886 13.7678  28.6588
Zero Trust Architecture | 5.8465  1.7375 5.7540 | 106.9017  231.3824  25.5964 | 38.5003 29.9745 30.9276

Figure 4 presents the age in months of the selected repositories.

Understanding this data may be useful for assessing any correlation
between the methodology used and the age or maturity of the
repository. It is observed that repositories classified as Security
by Design are generally older and show greater age variability,
with a median near 125 months. Defense in Depth also shows large
dispersion, but with a slightly lower median, around 115 months.
Meanwhile, categories like Zero Trust Architecture and Runtime
Security are concentrated in smaller ranges, with Runtime Security
showing the lowest dispersion.

5.2 Analysis of Quality Metrics by Security
Category

Table 1 presents the means, standard deviations, and medians of the
code quality metrics CBO, LCOM, and Cyclomatic Complexity, by
secure design methodology. It is noted that the Security by Design
category has the highest average CBO (6.36) and LCOM (78.42)
values, suggesting higher coupling and lower cohesion between
classes. In contrast, Defense in Depth stands out with the highest
average LCOM (541.74), although with high variability (standard
deviation of 4907.13), indicating the presence of outliers. Regarding
cyclomatic complexity, the average values among categories are

similar, ranging from 29.39 to 38.50, suggesting that regardless of
the adopted security approach, repositories show comparable levels
of method complexity.

5.3 Most Frequent CWE in Repositories

From the static code analysis, several security weaknesses were
identified across the analyzed repositories. This section presents
the most frequently observed weaknesses in the sample. Figure 5
displays the top 10 most common CWE among the repositories,
highlighting issues such as sensitive data leakage, use of insecure
random values, and hardcoded credentials.

Complementarily, Figure 6 shows the distribution of unique CWE
per repository in each security category. It is noted that categories
such as Security by Design and Zero Trust Architecture display a
higher median of distinct weaknesses per repository, which may
reflect a greater diversity or complexity in the attack surfaces of
those systems. To mitigate biases due to imbalance in the number of
repositories per category, the undersampling technique was applied,
which involved matching the sample size of each category based
on the smallest available count. This normalization aims to ensure
a fairer comparison between distributions.
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(CWE-209) Generation of Error Message
Containing Sensitive
Infermation

(CWE-532) Insertion of Sensitive
Information into Log File

(CWE-330) Use of Insufficiently Random
Values

(CWE-798) Use of Hard-coded Credentials

(CWE-208) Observable Timing Discrepancy

(CWE-79) Improper Neutralization of
Input During Web Page

Generation ('Cross-site

Scripting")

(CWE-295) Improper Certificate
Validation

(CWE-328) Use of Weak Hash

(CWE-89) Improper Neutralization of
Special Elements used in an

SQL Command ('SQL Injection’)
(CWE-22) Improper Limitation of a
Pathname to a Restricted

Directory ('Path Traversal’)
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Figure 5: Top 10 CWE in repositories
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Figure 6: Distribution of unique CWE per repository in each security category (normalized)

5.4 Relationship Between Maturity and whether the adoption time of such strategies could be associated

Weakness Variability

The Spearman correlation analysis between the age of the security
approaches and the number of unique CWE aimed to investigate

with quality issues in the projects. This finding is relevant because it
allows us to rule out age as a central factor in explaining quality is-
sues, reinforcing the importance of analyzing the security strategies
themselves as possible determinants of project robustness.
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Table 2: Relationship between repository age and occurrence of unique CWE

Category Age (months) | Unique CWEs | Spearman p-value
Mean Median | Mean Median

Defense in Depth 115.28 116.5 6.30 5.0 -0.02 0.772

Runtime Security 103.07 101.5 7.45 6.5 -0.03 0.823

Security by Design 118.14 128.0 10.05 10.0 -0.16 0.244

Zero Trust Architecture | 106.66  103.5 7.59 7.0 -0.05 0.527

Table 2 presents the mean and median of repository age and
unique CWE, along with the Spearman correlation coefficient and
its respective p-value. The Spearman correlation analysis between
repository age and the number of unique CWEs revealed no sig-
nificant correlation between these variables in any category. Cor-
relation coefficients ranged from -0.16 to -0.02, with p-values well
above the conventional threshold for statistical significance (p <
0.05).

The Security by Design category presented the most negative
coeflicient (p = -0.16; p = 0.244), suggesting a slight tendency for
the number of unique CWE to decrease as age increases. However,
this relationship is not statistically significant and therefore does
not allow us to confidently affirm a pattern. The other categories
exhibited coefficients even closer to zero (ranging from -0.05 to
-0.02), reinforcing the absence of correlation.

6 Discussion of Results

RQ1 . What are the most frequent CWE in Java repositories, and
how are they correlated with the adopted security method-
ologies?

Figure 7 presents the relative frequency of CWE-IDs by security
category, considering the analyzed repositories that were grouped
according to a secure design methodology. The analysis of the
relative frequency of CWE-IDs in Java repositories reveals that
certain vulnerabilities occur more frequently across the different
secure design methodologies. CWE-IDs 209 (Generation of Error
Message containing Sensitive Information), 532 (Insertion of Sensitive
Information into Log File), 330 (Use of Insufficiently Random Values),
and 798 (Hardcoded Credentials) stand out as the most frequent in
the systems analyzed. The heatmap shows that these vulnerabilities
present high relative frequency across all four evaluated categories:
Defense in Depth, Runtime Security, Security by Design, and Zero
Trust Architecture.

Normality tests, conducted using the Shapiro-Wilk test, indicated
that the distribution of frequencies by category does not follow
a normal distribution (p < 0.001 in all cases), which justifies the
adoption of non-parametric statistical methods in the analyses. Ap-
plying the Kruskal-Wallis test, no statistically significant differences
were found between secure design methodologies regarding the
distribution of relative CWE frequencies (H = 3.4253, p = 0.3306).

RQ2 . Is there a relationship between security methodology and
internal software quality?

Table 1, presented the mean, standard deviation, and median val-
ues of internal software quality metrics by security category, high-
lighting objective numerical differences between the groups. To as-
sess the statistical significance of these differences, non-parametric

tests were conducted, which indicated significance in the metrics
of coupling (CBO), cohesion (LCOM), and cyclomatic complexity.

The relationship between secure design methodologies and in-
ternal software quality was investigated using non-parametric
tests, as the data did not meet the assumptions of normality. The
Kruskal-Wallis tests revealed statistically significant differences
among the groups for all quality metrics analyzed: coupling (CBO,
H = 9.5950, p = 0.0223), cohesion (LCOM, H = 14.0132,p =
0.0029), and cyclomatic complexity (H = 16.9450, p = 0.0007).

Post-hoc analyses using Dunn’s test with Bonferroni correction
indicated that the Security by Design methodology showed signifi-
cant differences compared to the other groups in all three metrics
(p < 0.05 in all cases). Statistically significant results were also
observed for the Defense in Depth methodology in cohesion and
complexity, and for Runtime Security in LCOM. Table 3 presents
the consolidated test results.

Based on these findings, it is observed that variation in internal
software quality is more strongly associated with certain secure
design methodologies than with others. The Security by Design
methodology, in particular, presented significant differences in all
three analyzed metrics. Nonetheless, the interpretation of these
results should consider possible contextual factors and dataset limi-
tations.

RQ3 . Do repositories with a greater adoption of secure design
practices present fewer CWE?

The relationship between the adoption of secure design prac-
tices and the occurrence of critical vulnerabilities was assessed
through the correlation between the number of security methods
identified in the repositories and the number of distinct CWE-IDs.
The distribution of both datasets was analyzed using the Shapiro-
Wilk test. Subsequently, Spearman’s correlation coefficient was
applied, resulting in a value of 0.318. This coefficient indicates
a weak to moderate positive correlation between the number of
security methods and the number of CWE vulnerabilities, suggest-
ing that repositories implementing more security practices do not
necessarily exhibit fewer vulnerabilities. In fact, this may reflect
increased complexity in handling security concerns.

Contrary to expectations, repositories implementing more secu-
rity practices did not necessarily exhibit fewer vulnerabilities. Our
analysis revealed a weak to moderate positive correlation (Spear-
man’s p = 0.318) between the number of security methods and
CWEs, suggesting that adding security layers may increase com-
plexity without a proportional reduction in risk.
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Figure 7: Relative frequency of CWE in repositories grouped by secure design methodology

Table 3: Kruskal-Wallis test results by category (p-values)

Category CBO (p-value) | LCOM (p-value) | COMPLEXITY (p-value)
Defense in Depth 0.2065 0.0167 0.0369
Runtime Security 0.1249 0.0466 0.0791
Security by Design 0.0065 0.0044 0.0003
Zero Trust Architecture 0.4985 0.5427 0.4712

7 Threats to Validity

Every empirical study in software engineering is subject to dif-
ferent threats to validity, which must be addressed to strengthen
the reliability of the conclusions [12]. This section discusses the
main threats to the validity of this study’s results and the strate-
gies adopted to mitigate them. The threats are organized into the
following categories: internal, external, construct, and conclusion
validity.

Internal Validity. Internal validity concerns the ability to establish
a causal relationship between the adopted secure design method-
ologies and the internal quality of the code. A relevant threat is the
potential bias in classifying repositories into secure design method-
ologies (Security by Design, Defense in Depth, Runtime Security, Zero
Trust Architecture), which may impact the results of static analysis.
To mitigate this threat, we employed an automated process based
on keywords extracted from technical documentation (README,
pom.xml, build.gradle, etc.), as well as from previously classified
dependencies. Nonetheless, we acknowledge that this classifica-
tion may contain noise due to linguistic ambiguity or incomplete
documentation.

External Validity. External validity refers to the generalization of
results to other contexts or populations. In this study, the analyzed
repositories were extracted from GitHub and filtered by popularity
(stars) and primary language (Java), which may introduce a bias
regarding lesser-known projects or those hosted on other platforms.
To reduce this impact, we chose to use Maven Central as the starting
point, as it represents a widely used and relevant subset within
the Java ecosystem, increasing the likelihood of representativeness.
However, extrapolation to other development environments should
be approached with caution.

Construct Validity. Construct validity relates to how well the met-
rics and instruments used represent the concepts intended to be
measured. In this case, we used the Bearer tool to identify secu-
rity weaknesses based on the CWE. A possible threat lies in the
partial coverage of CWE by the tool or the occurrence of false posi-
tives/negatives. The Bearer tool was selected for its standardized
taxonomy and automated analysis capabilities, providing a repli-
cable approach. Still, we recognize limitations in the accuracy of
automated tools and that not all relevant CWEs may be detected.

Conclusion Validity. Conclusion validity concerns the robustness of
statistical inferences. Since the collected data naturally varies across



Exploratory Evaluation of Secure Design Methodologies Between Security and
Code Quality

projects (e.g., code size, number of dependencies, development prac-
tices), there is a risk of spurious correlations or misinterpretations.
To mitigate this risk, we adopted statistical analysis using the SciPy
library, along with careful graphical representation using Matplotlib.
We also avoided making direct causal inferences, emphasizing the
exploratory nature of the study.

8 Conclusions

This study evaluated the impact of four secure design methodolo-
gies, Security by Design, Defense in Depth, Runtime Security, and Zero
Trust Architecture, on vulnerabilities (CWE) and internal software
quality across 333 Java repositories, with Defense in Depth emerging
as the most frequently adopted category. These projects demon-
strated similar ages, as shown in Table 2, suggesting comparable
maturity levels.

The most frequent vulnerabilities identified were CWE-209 (Gen-
eration of Error Message Containing Sensitive Information), CWE-
532 (Insertion of Sensitive Information into Log File), CWE-330 (Use
of Insufficiently Random Values), and CWE-798 (Hardcoded Creden-
tials), common across all security categories. This indicates that the
adoption of an isolated strategy does not guarantee vulnerability
reduction. Moreover, repositories combining multiple secure design
methodologies did not necessarily present fewer weaknesses, sug-
gesting that additional defense layers may increase code complexity
without proportionally mitigating risks.

Regarding structural software quality, the Security by Design
category exhibited the highest average CBO (6.36) and the high-
est median LCOM (30.69), suggesting higher coupling and lower
cohesion compared to other methodologies. In contrast, Defense
in Depth, Runtime Security, and Zero Trust Architecture maintained
more homogeneous CBO, LCOM, and complexity values, indicating
potentially lower structural overhead. These findings are aligned
with Table 3, in which Security by Design differs significantly from
the other categories in all metrics (p < 0.05), while Defense in Depth
and Runtime Security showed significant differences only in LCOM
and complexity, and Zero Trust Architecture showed no statistically
relevant variation.

As further work, we recommend expanding the sample to in-
clude projects in other programming languages in order to verify
whether the identified patterns hold across different development
ecosystems. Qualitative investigations, such as interviews with
developers and commit history analysis, could shed light on the
motivations behind the introduction of recurring vulnerabilities.
Another promising direction would be to integrate performance
metrics, such as latency and throughput, with security and struc-
tural quality indicators, enabling a more concrete evaluation of the
trade-offs between efficiency and robustness.

ARTIFACT AVAILABILITY

The scripts and dataset are available at: hitps://github.com/CleitonSilvaT/secure-

design-sbqs-2025
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