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ABSTRACT

Context: The increasing complexity of digital public services has
heightened the need for robust governance mechanisms in privacy
and information security, particularly in light of Brazil’s General
Data Protection Law (LGPD). However, public institutions often
lack clearly defined roles, responsibilities, and competencies for
professionals managing sensitive data and system security. Ob-
jective: This study aims to develop a comprehensive competency
framework that maps the responsibilities and required knowledge,
skills, and abilities (KSAs) for key privacy and information secu-
rity roles in the Brazilian federal public administration. Method:
We employed a design science approach, grounded in national
regulations (LGPD, PPSI, IN GSI/PR n° 3/2021) and international
standards (e.g., ISO/IEC 27701), to analyze legal and normative doc-
uments. The process included the identification of 24 institutional
roles (8 in privacy, 16 in information security), the modeling of
KSAs across three proficiency levels, and the use of the Analytic
Hierarchy Process (AHP) to prioritize competencies. Results: The
resulting framework provides structured competency profiles for
each role, supporting training journey design, maturity assessment,
and decision-making for role allocation. An interactive online plat-
form makes the full model publicly accessible, offering practical
tools for public sector adoption. Key findings highlight overlapping
areas between privacy and security domains, reinforcing the need
for coordinated institutional efforts. Conclusion: By clarifying role
expectations and aligning them with legal and technical require-
ments, the framework supports public organizations in improving
their institutional maturity in privacy and security governance. It
also contributes to the quality, reliability, and trustworthiness of
digital public services through strategic capacity-building.
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1 Introduction

In an era where digital services are central to the delivery of public
value, ensuring the quality of software systems used in government
has become increasingly dependent on how well those systems
manage and protect personal data [3, 16]. The Brazilian General
Data Protection Law (LGPD - Law No. 13.709/2018)[2] establishes
a legal framework that requires public institutions to implement
comprehensive governance mechanisms for the protection of per-
sonal data. Although legal compliance is the minimum requirement,
effective data protection depends on more than just legal interpreta-
tion or technical controls: it requires a competency-based approach
to privacy management centered on humans [7, 8, 18].

One of the main challenges facing public institutions is the lack of
clearly defined roles, skills, and responsibilities related
to information security, privacy and data protection [19]. Without
a shared understanding of what different stakeholders must know
and be able to do, efforts to implement Privacy by Design (PbD),
meet software quality standards, or align with international data
protection norms such as GDPR [22] or ISO/IEC 27701 [5] may fall
short. This lack of clarity affects not only compliance, but also the
reliability, maintainability, and security of the systems themselves.

This challenge extends beyond privacy. Public organizations are
also required to ensure the protection of institutional information
assets, in accordance with national standards for Information Se-
curity [21]. In Brazil, Normative Instruction GSI/PR n° 3/2021 [13]
establishes a mandatory structure for Information Security gover-
nance, including specific roles and responsibilities for risk manage-
ment, incident response, business continuity, and compliance. As
with privacy, the successful implementation of these practices relies
heavily on the competencies of the professionals assigned to each
role, yet there is limited guidance available on how to structure
these competencies or evaluate institutional readiness.

To address this broader issue, a national research project was
initiated by the University of Brasilia (UnB), in partnership with
the Brazilian Ministry of Management and Innovation in Public
Services. The initiative aimed to design a structured Privacy and In-
formation Security Competency Framework tailored to the context
of the Brazilian federal public sector. Based on legal, normative, and
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technical documents—including the LGPD [2], guidance from the
National Data Protection Authority (ANPD), and the Privacy and Se-
curity Program (PPSI)[15]—the research team identified eight key
professional profiles involved in the treatment of personal data
and sixteen profiles related to Information Security governance
in public organizations.

Each of these profiles was analyzed to map their required com-
petencies across multiple levels of expertise, ranging from basic
understanding of privacy and security principles to advanced skills
in governance, compliance, and technical implementation. The re-
sulting framework defines these competencies using a structured
taxonomy of Knowledge, Skills, and Abilities (KSAs), linking them
to the practical responsibilities each role performs. The framework
also supports the implementation of training journeys, organiza-
tional alignment, and improved collaboration among multidisci-
plinary teams.

By articulating these competencies in a clear and operational
way, this work contributes to the advancement of software quality
in public systems—not only through better legal compliance, but
through a deeper integration of privacy and security principles into
system design, risk management, and decision-making. In doing
so, it promotes a systemic view of both privacy and information se-
curity as sociotechnical issues, embedded in organizational culture,
governance processes, and software lifecycle practices.

This paper presents the development process of the Privacy and
Information Security Competency Framework, its structure, and
examples of application. We discuss how the framework can sup-
port public institutions in achieving higher maturity in governance
practices and how it aligns with core attributes of software quality,
such as security, privacy, usability, dependability, and transparency.

The remainder of this article is organized as follows. Section 2
presents the background and related work, highlighting existing
frameworks, regulatory guidelines, and academic contributions in
the areas of privacy and information security competencies. Sec-
tion 3 details the methodology employed to construct the proposed
competency frameworks, including the document analysis, role
modeling, definition of knowledge, skills, and abilities (KSAs), and
expert validation procedures. Section 4 reports the results of the
framework development, including the roles, responsibilities, and
competency distributions for privacy and information security do-
mains, as well as the interaction analysis between roles. Section 5
discusses practical implications, recommendations for implementa-
tion, training strategies, and maturity indicators for institutional
adoption. Section 6 addresses the main threats to the validity of the
study and the measures adopted to mitigate them. Finally, Section 7
summarizes the key findings, reinforces the practical contributions
of the proposed framework for public sector governance, and out-
lines promising directions for future research and implementation.

2 Background and Related Work

Privacy and data protection have become important concerns in
software quality, particularly in industry and public sector systems
that manage large volumes of personal data [16]. International
frameworks such as the General Data Protection Regulation (GDPR)
[22] and the ISO/IEC 27701 [5] have set benchmarks for privacy
governance, including the definition of roles, responsibilities, and

Spésito et al.

competencies across organizations. In Brazil, the General Data
Protection Law (LGPD) plays a similar role, emphasizing principles
such as purpose limitation, data minimization, transparency, and
accountability [17].

Despite the regulatory clarity provided by the LGPD, public
institutions in Brazil have faced significant challenges in opera-
tionalizing privacy principles due to a lack of knowledge, trained
personnel and standardized roles [3, 10-12, 20]. The National Data
Protection Authority (ANPD) has issued guidelines defining the
responsibilities of key agents such as the Data Protection Officer
(DPO), Controller, and Processor, and has highlighted the need for
institutional structures to support compliance efforts [9].

Several Brazilian initiatives have attempted to fill this gap by
proposing maturity models and training programs for public ser-
vants. Privacy and Security Program (PPSI)[15] developed under the
Secretariat for Digital Government (SGD/MGI) provides a founda-
tional framework for implementing privacy and security practices
in public organizations. The PPSI includes guidelines for security,
governance, technical safeguards, data recovery protocols, and com-
pliance auditing, but until recently, lacked a structured mapping of
competencies per organizational role.

Internationally, the ENISA Cybersecurity Skills Framework [4]
and the NIST Privacy Framework [1] have underscored the impor-
tance of defining roles and knowledge domains to enable workforce
development and strategic governance. However, few works pro-
vide a detailed, multi-role competency model directly tailored to
the public sector’s needs under local legislation like the LGPD.

A recent study by Martins et al. [9] investigated the alignment
between the competencies required for the Data Protection Officer
(DPO) role under LGPD and the learning outcomes of Information
Systems undergraduate programs. Using a documental analysis ap-
proach, the authors compared the competency framework proposed
by the Brazilian National Data Protection Authority (ANPD) with
the official curriculum guidelines for Information Systems courses.
The study found that although there is partial overlap in techni-
cal and managerial competencies—such as information security,
governance, and legal compliance—important gaps remain, partic-
ularly in competencies related to legal interpretation, data ethics,
and risk management. The findings reinforce the need for targeted
professional training and curriculum enhancements to support the
qualification of DPOs. This work complements our research by fo-
cusing on a specific privacy-related role and highlighting the need
for structured frameworks that map knowledge, skills, and abilities
in public sector contexts.

The study by Spésito et al. [19] proposed a structured train-
ing journey aimed at enhancing the competencies of privacy and
information security practitioners in Brazil’s federal public admin-
istration. Grounded in the guidelines of the LGPD and national
information security standards, the authors used a multi-step de-
sign science approach to identify training needs, organize learn-
ing paths, and define content delivery strategies. Their training
journey is aligned with institutional roles and emphasizes the pro-
gression of knowledge through foundational, intermediate, and
advanced modules. The study contributes a practical roadmap for
capacity-building in the public sector, supporting both compliance
and cultural change. Our work builds upon this by formalizing the
competency profiles through a role-based framework that defines
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knowledge, skills, and abilities (KSAs), and by proposing matu-
rity indicators and individualized learning assessments for broader
governance implementation.

Beyond privacy, information security has also received attention
in Brazilian public administration through initiatives like the PPSI
and the IN GSI/PR n° 3/2021 [13]. These frameworks define key
responsibilities such as risk management, incident response, change
management, and business continuity. Nonetheless, the lack of a
unified competency model hampers effective implementation. Our
work extends the current literature by integrating both privacy
and information security perspectives into a comprehensive, role-
based competency framework tailored to the needs of public sector
institutions.

Hagqaf and Koyuncu [6] conducted a Delphi study to identify
the core competencies required for Information Security Managers
(ISMs) across organizational contexts. Based on a comprehensive
literature review and feedback from certified security experts world-
wide, the authors structured the findings into five main categories
encompassing 16 essential skills. These include technical compe-
tencies such as network, system, and application security, as well
as cryptography. Risk management skills (e.g., risk assessment and
mitigation), project management skills (e.g., planning, budgeting,
and resource management), and business-oriented skills (e.g., policy
development, legal and regulatory compliance, and business con-
tinuity management) were also emphasized. Finally, foundational
security skills were identified, such as information security gover-
nance, incident response, and employee awareness programs. The
study reinforces the importance of integrating managerial, techni-
cal, and compliance capabilities in the ISM role. These findings com-
plement our work by confirming the need for a multidimensional
competency framework, especially in the public sector, where legal
obligations and organizational complexity require precise align-
ment of roles, responsibilities, and professional skills.

A recent comparative study by Rocha and Canedo [16] analyzed
the convergence and divergence between major international pri-
vacy regulations (GDPR, LGPD, CCPA) and key privacy frameworks
(NIST, ISO/IEC 27701). Using a document analysis method, the au-
thors identified critical compliance requirements and mapped them
to governance, technical, and organizational dimensions. The study
emphasized the need for alignment between legal obligations and
operational capabilities, proposing a taxonomy of privacy practices
that bridges regulatory expectations and implementation strate-
gies. Their findings reinforce the relevance of structured role-based
frameworks for public and private organizations, especially in man-
aging complex regulatory landscapes. This work complements our
proposal by providing a macro-level analysis of legal and norma-
tive requirements, which our study operationalizes into actionable
knowledge, skills, and abilities (KSAs) mapped to institutional roles.

3 Methodology

This study employed a design-oriented research approach to de-
velop two structured competency frameworks—one focused on
privacy and the other on information security—within the context
of the Brazilian federal public sector. The main goal was to define
and validate the knowledge, skills, and abilities (KSAs) required for
effective performance of key roles in both domains, aligned with
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the Brazilian General Data Protection Law (LGPD) [2] and national
information security policies such as Normative Instruction GSI/PR
No. 3/2021 [13] and the Privacy and Security Information Program
(PPSI) [15]. Two research questions (RQ) guided the study:

RQ1.: What are the key roles, responsibilities, and competency
levels required for effective data privacy and information
security governance in public sector organizations?
Objective: To identify and define strategic professional pro-
files in both domains, and describe the KSAs required for
each role across three levels of proficiency (Basic, Intermedi-
ate, Advanced).

RQ2.: How do the identified roles interact to ensure compliance and
risk mitigation, and what are the potential gaps or overlaps
in responsibilities across privacy and information security
domains?

Objective: To analyze the interdependencies and possible
redundancies among roles, supporting better alignment and
role distribution within public governance structures.

The methodology was structured into four main phases:

(1) Document Analysis: We analyzed over sixty official legal,
normative instruction, and technical documents from the
National Data Protection Authority (ANPD), the Secretariat
for Digital Government (SGD/MGI), the Institutional Secu-
rity Office (GSI/PR), and the PPSI. These included the LGPD,
ANPD guidance for data controllers and processors, inter-
nal control guidelines, and regulations defining information
security roles and responsibilities.

(2) Role Identification and Modeling: Based on legal def-
initions and institutional structures, we identified eight
privacy-related profiles (e.g., DPO, Controller, Processor,
Data Subject) and sixteen information security profiles
(e.g., InfoSec Manager, Risk Manager, Change Manager, In-
cident Response Team). For each profile, we extracted role-
specific responsibilities, operational tasks, and organizational
interfaces.

(3) Competency Definition: For each profile, we defined ex-
pected KSAs across three proficiency levels (Basic, Interme-
diate, Advanced). These were categorized into four domains:
technical knowledge (e.g., cloud computing, secure storage),
regulatory understanding (e.g., consent, accountability), gov-
ernance and risk (e.g., policy development, continuity plan-
ning), and organizational culture (e.g., transparency, collabo-
ration).

(4) Validation and Structuring: The resulting frameworks
were reviewed and refined through expert validation ses-
sions. Competencies were then organized into training jour-
neys to support capacity-building programs. To prioritize
learning paths and training efforts, we adopted the Analytic
Hierarchy Process (AHP) [14] in a subsequent phase.

This methodology ensures that the proposed frameworks are
legally grounded, contextually adapted to public institutions, and
suitable for integration into software quality and governance ma-
turity initiatives—particularly by supporting privacy-aware and
security-resilient system design, operation, and oversight.



SBQS25, Nov 04-07, 2025, Séo José dos Campos, SP

4 Results

4.1 RQ1. What are the key roles, responsibilities,
and competency levels required for effective
data privacy and information security
governance in public sector organizations?

To address RQ1, we developed two structured competency frame-
works—one for privacy governance and another for information
security—each tailored to the regulatory and operational context
of the Brazilian federal public sector. Together, they encompass
a total of 24 professional profiles (8 in privacy and 16 in infor-
mation security), each associated with specific responsibilities and
mapped to required knowledge, skills, and abilities (KSAs) across
three levels of proficiency: Basic, Intermediate, and Advanced.

4.1.1  Privacy Competency Framework. The Privacy Competency
Framework defines eight strategic roles involved in the lifecycle of
personal data processing in accordance with the LGPD and ANPD
guidelines. These roles are: Data Protection Officer (DPO), Controller,
Processor, Data Subject, Support Team to the DPO, Senior Management,
Internal Control Officer, and End User. They represent a diverse
range of stakeholders with distinct responsibilities in ensuring legal
compliance, technical implementation, organizational alignment,
and user awareness.

For each role, the framework articulates KSAs that span domains
such as legal interpretation (e.g., lawful basis for processing), pri-
vacy principles (e.g., Privacy by Design), IT and data governance,
and ethical responsibilities. This competency mapping helps orga-
nizations understand what is expected from each actor involved
in the implementation of privacy measures, and supports training
and professional development. Table 1 summarizes these roles and
their responsibilities.

A total of 136 unique competencies were identified and dis-
tributed across five proficiency levels, reflecting the progression of
knowledge, skills, and abilities (KSAs) required for effective perfor-
mance in privacy role. At the foundational end, 34 competencies
were categorized as Beginner, focusing on basic awareness and un-
derstanding of core principles. The Basic and Intermediate levels in-
cluded 36 competencies each, covering more structured knowledge
of legal, organizational, and technical domains. At the upper tiers,
20 competencies were mapped to the Advanced level, emphasizing
governance, risk management, and interdepartmental coordination,
while 10 highly specialized competencies were assigned to the Ex-
pert level, requiring deep domain expertise, critical thinking, and
strategic decision-making capabilities. This distribution enables the
design of targeted training journeys and supports institutions in
building progressive learning paths based on employee roles and
institutional maturity.

To support the practical adoption of the proposed framework, an
interactive online version is publicly available at: https://competencias-
privacidade.vercel.app/. This platform provides detailed access to
all mapped roles related to privacy, including their respective re-
sponsibilities (activities and obligations), individual competencies
(technical and multidisciplinary knowledge), and organizational
competencies (mastery of applicable laws and standards). The site
serves as a reference tool for public institutions and professionals
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aiming to implement structured training journeys, assess institu-
tional readiness, and align role expectations with the LGPD and
other regulatory frameworks.

4.1.2  Information Security Competency Framework. In parallel, the
Information Security Competency Framework outlines 16 roles based
on the official responsibilities defined in IN GSI/PR No. 3/2021 and
complementary institutional guidelines such as the PPSI. These
roles include Information Security Manager, User, Internal Control
Unit Head, Senior Management 1, Senior Management 2, ICT Manager,
Business Continuity Management Agent, among others. They are
distributed across operational, tactical, and strategic levels and
are necessary to ensure confidentiality, integrity, availability, and
resilience of government systems.

These profiles were mapped with a focus on governance, risk
assessment, incident response, secure systems operation, cloud and
media management, and institutional control. Each role is asso-
ciated with a set of KSAs reflecting required technical expertise,
regulatory familiarity, and decision-making capabilities. Table 2
presents a detailed overview of these roles and their main responsi-
bilities.

In this framework, a total of 123 distinct competencies were
identified and distributed across five proficiency levels. The dis-
tribution is as follows: 11 competencies at the Expert level, 36 at
the Advanced level, 36 at the Intermediate level, 19 at the Basic
level, and 21 at the Beginner level. This updated mapping reflects a
consolidated and focused articulation of the key knowledge areas
required to fulfill institutional responsibilities, without redundancy.
The higher concentration of foundational competencies reinforces
the need for broad awareness and cross-cutting training among all
public servants, while the competencies at the higher levels serve as
anchors for specialized training for high-responsibility roles such
as Information Security Manager, Compliance Officer, and Business
Continuity Agent.

All identified competencies and role-based mappings for informa-
tion security are publicly available in an interactive online platform:
https://competencias-seguranca.vercel.app/. This platform provides
full access to: (i) Responsibilities — detailed descriptions of activities
and obligations per role; (ii) Individual Competencies — multidisci-
plinary technical knowledge, skills, and abilities (KSAs); and (iii)
Organizational Competencies — institutional-level understanding
of relevant legislation, standards, and governance mechanisms. The
platform is designed to support self-assessment, training planning,
and institutional benchmarking.

RQ.1 Summary: The study identified 24 strategic profes-
sional profiles—8 related to data privacy and 16 to informa-
tion security—based on Brazilian regulations such as the
LGPD and IN GSI/PR n° 3/2021. Each profile was mapped
to a structured set of knowledge, skills, and abilities (KSAs)
across three proficiency levels. The competency frame-
works support role clarity, training design, and personnel
evaluation. They also help align institutional responsibili-
ties with legal and technical requirements, promoting the
quality and trustworthiness of public digital services.
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Table 1: Profiles and Responsibilities in Privacy

Profile

Main Responsibilities

1. Data Protection Officer (DPO)

Acts as a communication channel between the organization, data subjects, and the data protection
authority; ensures compliance with LGPD; manages the privacy governance program.

2. Data Controller

Defines the purposes and legal bases for processing personal data; ensures the rights of data subjects
are respected; designates the DPO; supervises processing activities.

3. Data Processor

Processes personal data on behalf of the Controller; follows documented instructions; ensures the
implementation of appropriate technical and organizational security measures.

4. Data Subject

Has rights guaranteed under LGPD, such as access, correction, deletion, portability, and revocation of
consent; must be informed about the processing of their data.

5. Support Team to the DPO

Assists the DPO in managing interactions with the ANPD and data subjects; helps document compli-
ance activities, perform impact assessments, and organize training sessions.

6. Senior Management

Ensures the implementation of privacy governance structures; approves policies and reports; provides

the necessary human, financial, and technological resources for compliance.

7. Internal Control Unit Head

Monitors and supervises the activities of the first line of defense; ensures alignment with privacy and
data protection requirements; supports audits, risk management, and training.

8. User

Accesses and processes personal data within systems; must comply with privacy and data protection
policies; ensures security and transparency in data handling activities.

4.2 RQ2. How do the identified roles interact to
ensure compliance and risk mitigation, and
what are the potential gaps or overlaps in
responsibilities across privacy and
information security domains?

The analysis of RQ2 focused on the interplay between the 24 pro-
fessional profiles mapped in the two competency frameworks. By
examining the distribution of competencies across roles, we ob-
served several important patterns of interdependence, coordina-
tion, and redundancy that influence the effectiveness of privacy
and information security governance in public institutions.

First, a clear area of intersection was found in roles that partici-
pate in both privacy and security domains—particularly the Senior
Management, Internal Control Unit, and End Users. These profiles
are required to demonstrate competencies related to both privacy
principles (e.g., data subject rights, lawful processing) and security
operations (e.g., data classification, incident reporting). This overlap
reflects the dual responsibility of leadership and frontline personnel
in upholding legal and operational standards across governance
layers.

Second, the mapping revealed functional dependencies among
specialized roles. For example, the Data Protection Officer (DPO)
relies on inputs from roles such as the ICT Manager, Information
Security Risk Management Agent, and Compliance Assessment Agent
to maintain accurate data inventories, assess risks, and ensure se-
cure processing environments. Similarly, the Information Security
Manager must coordinate with the Controller and Support Team
to the DPO when implementing access controls or investigating
data breaches. These inter-role dependencies require structured
collaboration and well-defined communication protocols, which
are not always explicit in current institutional practices.

Third, some roles appear in both frameworks but with different
emphases. For instance, Senior Management is expected to approve
governance policies in both domains but must demonstrate deeper
legal understanding in privacy and broader strategic oversight in

security. The Internal Control Unit, similarly, monitors compliance
across both areas but engages more actively in risk monitoring and
audit activities in security contexts. These variations suggest the
need for differentiated training even within shared roles.

Fourth, we identified potential gaps in accountability, especially
in roles responsible for digital communication and cloud environ-
ments. While the Secure Social Media Use Agent and the Profile
Administration Team are clearly defined in the security framework,
there are no direct privacy equivalents responsible for ensuring
lawful processing in these channels. This highlights a governance
gap where privacy risks may be insufficiently addressed in com-
munication platforms unless cross-role collaboration is formally
established.

Finally, there is notable asymmetry in the granularity of the
two frameworks. The information security structure defines highly
specialized roles (e.g., Change Manager, Incident Response Team,
Business Continuity Agent), while the privacy framework tends to
be broader, consolidating multiple responsibilities within fewer pro-
files (e.g., the DPO encompasses legal, operational, and governance
duties). This structural difference reflects the current maturity of
each domain in public institutions and underscores the importance
of progressively refining privacy-related roles as implementation
advances.

In summary, the cross-domain interactions demand coordinated
governance strategies and integrated training plans. Our findings
reinforce the need for institution-wide strategies to map overlap-
ping responsibilities, promote shared accountability, and facilitate
joint monitoring of privacy and security risks. The interaction di-
agram (Figure 1) visualizes these connections and can be used to
guide organizational restructuring or internal policy alignment.

The interactions illustrated in Figure 1 highlight the practical
interdependencies between privacy and information security roles
in public governance. Shared actors such as Senior Management,
ICT Manager, and Internal Control Unit serve as communication
and coordination bridges between the two domains. Their respon-
sibilities span both legal compliance (e.g., LGPD) and operational
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Table 2:

Spésito et al.

Information Security Profiles and Their Responsibilities

Profile

Main Responsibilities

1. Information Security Manager

Coordinates the information security policy; appoints responsible agents; approves plans and
reports; promotes training; interacts with senior management and the Institutional Security
Office; oversees compliance, risks, change management, business continuity, and cloud security.

2. User

All individuals who interact with systems handling sensitive or classified data; must follow
security policies and good practices.

3. Internal Control Unit Head

Part of the second line of defense; supervises the first line; ensures the effectiveness of internal
controls; supports risk management and compliance processes.

4. Senior Management 1

Approves policies, reports, and regulatory documents; appoints managers and compliance
agents; ensures resource allocation and staff training; responsible for implementing mandatory
security controls.

5. Senior Management 2

Same responsibilities as Senior Management 1 (may represent additional executive leadership).

6. ICT Manager

Plans and implements secure and privacy-aware ICT solutions; supports the Information
Security Manager and the Data Protection Officer; participates in criticality assessment models.

7. 1T Team

Civil servants working directly or indirectly with information security; implement and maintain
critical infrastructure and systems.

8. Cyber Incident Response Team
(ETIR)

Handles cybersecurity incident response; composed of technically qualified staff; autonomy
level must be formally defined; follows guidelines from the Governmental Cyber Incident
Response Center.

9. Information Asset Management
Agent

Identifies, classifies, and assesses information assets; identifies threats and vulnerabilities;
consolidates reports on asset security.

10. Change Management Agent (In-
foSec)

Collaborates with the technical group; drafts and monitors change evaluation and approval
documents; ensures audit trail of the process.

11. Compliance Assessment Agent

Develops compliance verification plans and reports; evaluates the adherence of security proce-
dures; issues technical compliance opinions.

12. Information Security Risk Manage-
ment Agent

Prepares the risk management plan and reports on the identification, analysis, evaluation, and
treatment of information security risks.

13. Business Continuity Management
Agent (InfoSec)

Evaluates and supervises the business continuity plan; proposes improvements; promotes a
continuity culture in the context of information security.

14. Security and Accreditation Man-
ager

Manages classified information; initiates accreditation processes; authorizes access to restricted
areas.

15. Institutional Social Media Manage-
ment Team

Creates, edits, and deletes official social media profiles; removes content that may pose a
security risk; generates monthly usage and incident reports.

16. Secure Social Media Use Agent

Monitors safe practices in institutional social media use; ensures compliance with internal
regulations; promotes a culture of secure digital behavior; reports incidents to the Information
Security Manager.

assurance (e.g., incident response), reinforcing the need for joint
training and integrated decision-making. The separation of domain-
specific roles (blue for privacy, green for security) also reveals the
potential for specialized capacity-building pathways, while draw-
ing attention to shared responsibilities that demand synchronized
efforts across organizational units.

The analysis of the competency matrices revealed a structured
and scalable set of knowledge requirements that support the devel-
opment of role-specific training strategies across the public sector
(see Figure 2). In total, 123 unique competencies were identified for

information security roles, and 136 for privacy-related roles, dis-
tributed across five proficiency levels. The privacy domain showed
concentration in the lower and intermediate levels—suggesting a
need to strengthen foundational knowledge while progressively
advancing capabilities toward strategic and expert domains. In
return, information security roles had 36 intermediate-level and
advanced-level competencies, reflecting a broad need for a in-depth
knowledge across institutional actors. The layered structure of this
framework allows organizations to adopt incremental capacity-
building strategies, starting with mass-level training for baseline
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Figure 1: Key Interactions Between Privacy and Information
Security Roles. Roles from privacy (blue), security (green),
and institutional management (dark blue) interact to ensure
coordinated governance across domains.

awareness and progressing toward targeted up skilling for special-
ized roles such as Information Security Managers, Risk Officers, and
Compliance Agents. Furthermore, the mapping of each competency
to specific profiles allows for role-based planning and individualized
progression through training journeys. This alignment between
role, knowledge domain, and proficiency level is important for en-
abling institutions to monitor maturity growth, address capability
gaps, and foster a culture of continuous learning in privacy and
security governance.

Competency Distribution by Domain and Proficiency Level
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Figure 2: Comparison of the number of mapped competencies
by proficiency level for information security and data privacy
roles.
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RQ.2 Summary: The analysis of interactions between
privacy and information security roles revealed critical
overlaps in institutional governance, particularly involv-
ing senior management, internal control units, and ICT
managers. These actors bridge responsibilities across both
domains, highlighting the need for integrated training and
coordinated decision-making. The results also indicate po-
tential gaps in collaboration and competency alignment,
which may affect the effectiveness of risk management
and compliance. A visual interaction map was developed
to support organizational planning.

J

4.3 Online Self-Assessment of Knowledge Level

To complement the competency frameworks, we developed a pub-
licly accessible digital platform® that enables civil servants to assess
their current level of knowledge in privacy-related competencies.
This self-assessment tool is part of the broader training journey pro-
posed for the Brazilian federal public administration and is aligned
with the roles and responsibilities defined in the LGPD and national
privacy governance guidelines.

Upon accessing the platform, users are invited to select their
professional profile—such as Data Protection Officer, Controller,
Processor, Internal Control Officer, or Senior Management—and
provide information about their academic background, professional
experience, language certifications, and technical skills. The sys-
tem presents a set of structured questions that cover individual
and organizational competencies in areas including Information
Technology, Privacy by Design, Legislation, Risk and Compliance,
and Privacy Strategies (see Figure 3).

Each competency area is weighted using the Analytic Hierarchy
Process (AHP), a decision-making technique that allows the rela-
tive importance of criteria to be incorporated into the final score
[14]. After completing the questionnaire, the system calculates a
total knowledge score, expressed both as an absolute value and a
percentage, along with detailed results by area (Figure 4).

This mechanism serves two main purposes. First, it supports
civil servants in identifying individual skill gaps and planning their
personalized training paths. Second, it enables public institutions
to conduct diagnostics of organizational knowledge maturity, help-
ing decision-makers prioritize investments in capacity-building
and compliance readiness. The integration of AHP ensures that
strategic competencies—such as legal interpretation or risk manage-
ment—receive appropriate emphasis, while the visual breakdown
helps users understand their strengths and weaknesses.

The platform thus operationalizes the competency framework by
providing a dynamic, role-based, and data-driven tool for capacity-
building in public sector privacy governance.

5 Discussion and Practical Implications

The competency frameworks and interaction analysis presented
in this study offer a multi-dimensional foundation for improving
governance practices, compliance assurance, and software quality
in the public sector. Beyond mapping roles and responsibilities, the

!https://competencias-privacidade.vercel.app/
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frameworks enable strategic decision-making in human resource
development, institutional diagnostics, and risk prevention. This
section presents practical recommendations for implementing the
models, proposes maturity indicators, and discusses how public
institutions can integrate these structures into their broader digital
governance ecosystems.

5.1 From Frameworks to Action: Implementing
Training Journeys

The structured definition of Knowledge, Skills, and Abilities (KSAs)

allows institutions to translate abstract regulatory demands into

actionable training pathways. We propose the implementation of

personalized training journeys aligned with role-specific responsi-

bilities and institutional maturity. These journeys follow a modular
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design—Basic, Intermediate, and Advanced—mapped directly to
the competencies defined in the frameworks.

This modular architecture is important in the public sector,
where heterogeneous staff profiles, resource constraints, and evolv-
ing responsibilities demand scalable and adaptable training struc-
tures. Foundational modules may focus on mass awareness—e.g.,
LGPD principles or good security practices for end users—while
advanced tracks can deepen capabilities in governance, risk manage-
ment, and secure system design. Importantly, the training structure
should not be static: journeys must evolve alongside changes in
legislation, threat landscapes, and technological infrastructures.

A practical implementation strategy includes:

(1) Competency diagnosis: Conduct assessments to identify
current skill levels and gaps per employee or role cluster.

(2) Journey design: Tailor content based on organizational
unit, exposure to personal data, and criticality of the role
(e.g., DPOs and Risk Officers).

(3) Adaptive delivery: Use synchronous formats (e.g., work-
shops), asynchronous e-learning, and immersive simulations
to meet diverse learning needs.

(4) Institutional support: Ensure managerial sponsorship and
allocate protected time for learning to reduce dropout rates
and fatigue.

5.2 Knowledge Maturity and Strategic
Indicators

Operationalizing training efforts requires a way to measure progress.
The frameworks support the construction of knowledge matu-
rity indicators, enabling decision-makers to monitor and steer
institutional capacity-building. We propose the following set of
indicators:

e Coverage Indicator: Proportion of mapped roles for which
staff have completed competency-aligned training.

e Depth Indicator: Average proficiency level achieved across
roles (e.g., percentage reaching Advanced).

e Volatility Indicator: Frequency of staff turnover in critical
roles affecting continuity of knowledge.

o Progress Indicator: Differential in KSA scores before and
after training interventions.

¢ Risk Gap Indicator: Number of critical responsibilities
allocated to untrained or partially qualified personnel.

These indicators can be used in dashboards to monitor perfor-
mance across departments and serve as input for audit reports,
maturity assessments, and funding prioritization.

5.3 Strategic Adoption and Integration with
Public Sector Reforms

Adopting the frameworks is not only a technical challenge, but also
a governance opportunity. Institutions can embed these models
into strategic HR management (e.g., recruitment, promotions, per-
formance appraisals), audit checklists, and digital transformation
roadmaps. Notably, the frameworks support alignment with na-
tional initiatives such as the Privacy and Security Program (PPSI),
Digital Government Plan (PDG), and Integrated Public Services
System (SISP).
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Successful adoption requires:

e Policy integration: Embed role-based competencies into in-
ternal regulations and standard operating procedures (SOPs).

e Organizational alignment: Link competencies with de-
partmental missions—e.g., legal units with privacy gover-
nance; IT with secure development.

¢ Incentive structures: Reward up-skilling through certifica-
tions, recognition programs, or advancement pathways.

e Monitoring councils: Establish privacy and information
security governance committees to oversee training and
maturity evolution.

5.4 Scaling and Replicability Across
Government Sectors

Although this study focused on the federal administration, the
frameworks are replicable in state and municipal governments.
This is especially relevant given the heterogeneity in privacy and
security maturity across Brazil’s federative units. By using shared
competency definitions and assessment instruments, governments
can standardize benchmarks while tailoring journeys to local reali-
ties. To support scaling, we propose:

e Public repositories: Maintain open-access catalogs of roles,
KSAs, training content, and case studies.

e National LMS integration: Deploy journeys through ENAP
2 EV.G 3, and other federal learning platforms with SCORM
4 or xAPI ® compliance.

o Cross-agency collaboration: Encourage peer-learning across
agencies through communities of practice and knowledge-
sharing events.

5.5 Cultural Transformation and the
Sociotechnical Challenge

Ultimately, privacy and security governance is not only a legal
obligation but a cultural and sociotechnical transformation. The
competency frameworks clarify the human dimension of this shift,
empowering individuals at all levels of the organization to un-
derstand their roles in safeguarding public trust. To catalyze this
transformation, institutions must frame privacy and security as
enablers of digital quality—not constraints. This requires inclusive
leadership, transparent communication, and continuous investment
in people.

The frameworks, by structuring the required knowledge land-
scape, offer a bridge between policy, technology, and organizational
behavior. When embedded into strategic planning, they enable a
virtuous cycle: improved training leads to stronger governance,
which enhances system quality and user trust—feeding back into
institutional resilience and service excellence.

6 Threats to Validity

This section discusses potential threats to the validity of our study,
following the classification proposed by Wohlin et al. [23], including

2urlhttps://enap.gov.br/pt/
Surlhttps://www.escolavirtual.gov.br/
urlhttps://scorm.com
Shttps://xapi.com/
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threats to internal, construct, external, and conclusion validity. We
also present mitigation strategies adopted to reduce their impact.

Construct validity concerns whether the methods and instru-
ments accurately capture the concepts being investigated. In this
study, the definition of roles, responsibilities, and KSAs was based
on legal and normative documents (e.g., LGPD, PPSI, IN GSI/PR
n° 3/2021) and interpreted by the research team. A possible threat
lies in subjective interpretation of textual norms or potential omis-
sions in the source material. To mitigate this, we used triangulation
of sources (laws, decrees, institutional guides), consulted multi-
ple researchers with expertise in information security and privacy
governance, and cross-referenced definitions with prior academic
literature. Additionally, the frameworks were validated through ex-
pert analysis from practitioners in public sector digital governance.

Internal validity refers to whether the conclusions drawn about
causal relationships are correct. Since our study does not involve
controlled experiments or cause-effect testing, this threat is less
prominent. However, there is a risk that the mapping between roles
and competencies may have been influenced by implicit biases or
incomplete role understanding. To reduce this risk, we applied a
systematic analysis of each profile’s formal responsibilities and
adopted iterative reviews during the competency mapping phase.
Furthermore, we applied AHP to bring structure and transparency
to the prioritization of KSAs, reducing arbitrariness.

External validity concerns the generalizability of the results to
other contexts. While our frameworks are tailored to the Brazilian
federal public administration, similar roles and responsibilities exist
in other countries and public agencies. Nonetheless, organizational
structures, legal terminology, and maturity levels may vary signifi-
cantly. To mitigate this threat, the frameworks were grounded in
internationally recognized principles (e.g., GDPR, ISO/IEC 27701),
and we designed the role-competency structure to be adaptable. Fu-
ture work includes replication of this model in different government
levels (state, municipal) and potential adaptation to private-sector
use cases.

Conclusion validity relates to the reliability of the conclusions
drawn from the data. As our study includes qualitative mapping
and does not rely on statistical hypothesis testing, there is limited
risk of type I or II statistical errors. However, there is a threat that
conclusions may not be replicable or that competency assignments
may be inconsistently interpreted. To address this, we documented
our methodology transparently, included detailed competency defi-
nitions, and made the resulting framework publicly accessible via
an online platform at: https://competencias-privacidade.vercel.app/
and https://competencias-seguranca.vercel.app/. This transparency
supports peer review, community feedback, and future updates.

7 Conclusion

This study proposed a role-based competency framework to en-
hance privacy and information security governance in Brazil’s fed-
eral public administration. Grounded in national legislation (LGPD),
regulatory instruments (PPSI, IN GSI/PR n° 3/2021), and interna-
tional standards (e.g., ISO/IEC 27701), the framework identifies
key institutional roles, maps their responsibilities, and defines the
knowledge, skills, and abilities (KSAs) required at different levels
of proficiency.
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By modeling 8 strategic roles in privacy and 16 in infor-
mation security, the framework delivers a comprehensive and
actionable view of the organizational landscape responsible for
protecting personal data and ensuring secure digital services. The
competency models serve not only as guidance for role clarification
but also as a foundation for scalable training programs, performance
evaluation, institutional benchmarking, and workforce planning.

Key contributions of this work include:

o A structured mapping of KSAs aligned with regulatory ex-
pectations and operational responsibilities;

e A methodology for building training journeys tailored to
different maturity levels;

e A visual interaction model identifying interdependencies
and potential governance gaps across roles;

e Practical indicators to monitor knowledge maturity and sup-
port strategic decision-making.

The availability of an interactive online platform® 7 extends the
reach of the framework, enabling public managers, policymakers,
and practitioners to explore and adopt its components in a modular
and accessible way. The platform also fosters transparency and
collaborative improvement through community engagement.

By approaching privacy and security not merely as compliance
imperatives, but as institutional capabilities, this research advances
the understanding of how human capital and organizational struc-
ture impact the quality, reliability, and trustworthiness of public dig-
ital services. The framework aligns with software quality principles
such as security, maintainability, transparency, and user trust—key
attributes in modern governance.

Future work includes pilot implementations in public agencies,
empirical evaluation of training journeys, and adaptation of the
framework to other levels of government and organizational con-
texts. We also aim to integrate the competency models with digital
maturity assessments and service design initiatives to reinforce the
role of privacy and security as strategic enablers of digital transfor-
mation in the public sector.
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