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ABSTRACT

Teaching aeronautical software quality standards, such as RTCA
DO-178C and RTCA DO-200B, presents significant challenges, mainly
when delivered to students who do not work directly in this do-
main. This paper explores the complex characteristics of conveying
these specialized standards to a diverse audience. We identify the
primary challenges in the teaching-learning process through a de-
tailed analysis of the difficulties faced. These challenges include the
need to contextualize aeronautical quality standards with practical
examples, the abstract nature of the content, and the necessity for
interactive methods and teaching resources to facilitate compre-
hension. This study provides insights for educators and educational
institutions to improve their approaches to teaching aeronautical
software quality standards.
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1 Introduction

Safety-critical systems develop within regulated environments,
where even a small software error can lead to the loss of human lives
or result in catastrophic consequences. Some prominent examples
of such systems include aircraft control systems, nuclear reactors,
and medical devices. The utmost priority lies in demonstrating the
correctness of these software solutions with the highest level of
assurance [14].

Safety-critical products must adhere to rigorous standards to
meet stringent certification requirements imposed by regulatory
agencies. This includes embedded software, which is crucial in en-
suring system safety. The entire process of developing safety-critical
software requires robust development, verification, configuration
management, and quality assurance procedures [13].

As society becomes increasingly dependent on software and data-
base systems, the need for reliability and safety intensifies. While
the aviation industry has maintained a commendable track record,
systems’ growing complexity and criticality demand standardized
approaches [25].

Software in regulated environments is critical in integrating var-
ious safety-critical products such as medical devices, nuclear power
equipment, satellites, aircraft, vehicles, and more. The reliability of
software is a paramount factor affecting the overall system relia-
bility, as highlighted by Behera et al. [3]. Several approaches have
been proposed to assess software reliability.

As noted by Wiegers & Beatty [40], software development is a
challenging and resource-intensive task, especially with software
projects’ increasing size and complexity. Influential standards are
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established by committees, technical entities, or regulatory agen-
cies to guide software development in regulated environments and
address the associated risks [20]. Different domains have their spe-
cific software standards like RTCA DO-178C [31] in aviation and
TEC 62304 [9] in medical devices.

This paper will delve into executing a comprehensive six-year
program focused on teaching aeronautical software standards (RTCA
DO-178C and DO-200B) to a group of professional master’s stu-
dents at a leading aerospace industry company. Over the duration
of these courses, students were exposed to the critical principles
and practices associated with these standards, which are essential
for ensuring software reliability and compliance in the aviation
sector.

The objective of this work is to assess the effectiveness and
impact of the training program in software quality standards for
the aeronautical domain (RTCA DO-178C e DO-200B) over six
years (2018-2023) to professional master students. To achieve this,
we administered a survey at the end of each class. These surveys
were designed to capture the students’ feedback in specific parts of
our training. We aim to provide a comprehensive overview of the
training’s outcomes by analyzing the responses collected over six
years.

Additionally, we conducted a thorough literature review to con-
textualize our challenges within the broader field of aeronautical
software education. The combined insights from the questionnaires
and literature review enabled us to identify key challenges and
develop strategic approaches to enhance the training program. Our
findings highlight areas of success and pinpoint challenges faced
during the training.

Ultimately, this study offers valuable insights into the continu-
ous development and refinement of educational programs in aero-
nautical software standards, contributing to enhancing safety and
efficiency in the aerospace industry.

The findings of this work are of primary interest to the aeronau-
tical software quality community, as Brazil is home to the third-
largest aerospace industry, where software development for these
products (airplanes, helicopters, drones, etc.) plays a crucial role.
Reporting on the characteristics of a specific market may, as a con-
sequence, encourage further research in the field of critical software
development, not only in the aeronautical sector but also in other
domains such as medical, automotive, railway, and nuclear, all of
which have their own standards and regulations to meet. By show-
casing a niche market in which Brazil plays a prominent role, it can
open up avenues of interest for our undergraduate and postgraduate
students.

This work contains seven other sections in addition to this in-
troductory section. Section 2 presents the background. Section 3
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presents the Professional Master’s Program in Aeronautical Sys-
tems. Section 4 presents our Software Quality Standards Training.
Section 4 presents our methodology. Sections 5, 6, and 7 present
each stage of our methodology. Section 8 presents the conclusion
and future work.

2 Background

2.1 Aircraft and Software Certification

In many safety-critical environments, obtaining approval or certifi-
cation is a crucial step. The aviation industry, in particular, faces a
demanding certification process that requires constant attention.
Failing to meet the certification requirements during the project
can lead to costly consequences, such as certification delays or even
the inability to obtain certification at all [22].

Certification authorities like the FAA (Federal Aviation Admin-
istration), EASA (European Aviation Safety Agency), and ANAC
(National Agency of Civil Aviation) are responsible for certifying
aircraft in aviation.

Software plays a significant role in the systems or equipment
installed in aircraft. It is not considered an isolated product but
an integral component of the entire system. For this reason, both
systems and equipment, including embedded software, must un-
dergo an approval process to be accepted as part of the aircraft
certification [16].

2.2 RTCA DO-178C

The RTCA DO-178C [31] document outlines comprehensive pro-
cesses encompassing system aspects, software planning, develop-
ment, verification, configuration management, quality assurance,
and certification, as well as life cycle data.

The Radio Technical Commission for Aeronautics (RTCA) ini-
tially released RTCA DO-178 [28] in January 1982. This was fol-
lowed by a revision, RTCA DO-178A [29], in 1985, which focused
mainly on enhancing documentation. In December 1992, RTCA
DO-178B [30] was issued, emphasizing objectives and life cycle
data more.

The latest version, RTCA DO-178C, published in December 2011,
includes supplements such as RTCA DO-330 (Software Tool Qual-
ification Considerations) [32], RTCA DO-331 (Model-Based De-
velopment and Verification) [33], RTCA DO-332 (Object-Oriented
Techniques) [34], and RTCA DO-333 (Formal Methods) [35].

RTCA DO-178C’s 71 objectives are distributed across 10 specific
tables (A-1 to A-10) within the standard. The processes described
are structured around the objectives that must be achieved. Figure
2 illustrates the interconnections between the various tables (A1 to
A-10) of RTCA DO-178C.

Each table includes guidance for 1) The process objectives appli-
cable for each software level; 2) The independence required by the
software level; and 3) The configuration control category applied by
the software level for each software life cycle data. Table 1 presents
the total of RTCA DO-178C objectives per table.

Figure 2 shows an example of the DO-178C table of objectives,
presenting how the objectives and outputs are applicable for each
software level. Each software level then corresponds to a failure
condition category (related to the effect at the aircraft level), where:
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Table 1: RTCA DO-178C Objectives per Table.

Table | Title Objectives
A-1 | Software Planning Process 7
A-2 | Software Development Processes 7
A-3 | Verification of Outputs of Requirements 7

Process
A-4 | Verification of Outputs of Design Process 13
A-5 | Verification of Outputs of Coding & Inte- 9
gration Processes
A-6 | Testing Process 5
A-7 | Verification of Test Results Process 9
A-8 | Software Configuration Management Pro- 6
cess
A-9 | Software Quality Assurance Process 5
A-10 | Certification Liaison Process 3

A corresponds to Catastrophic; B to Hazardous; C to Major; D to
Minor.

The levels defined in RTCA DO-178C are used to classify failure
conditions based on their potential consequences:

e Level A (catastrophic) pertains to failure conditions that
could lead to multiple fatalities, often resulting in the loss of
the entire aircraft;

o Level B (hazardous) denotes failure conditions that cause a
significant reduction in safety margins or functional capabil-
ities;

o Level C (major) indicates failure conditions that result in a
notable reduction in safety margins or functional capabilities;

e Level D (minor) represents failure conditions that lead to a
slight reduction in safety margins or functional capabilities;
and

o Level E (no effect) is assigned to failure conditions that would
not impact the operational capability of the aircraft or in-
crease crew workload.

In the context of RTCA DO-178C, Level E is not applicable, as
it addresses scenarios where failures do not affect the aircraft’s
operations or crew workload. The software life cycle is defined
within RTCA DO-178C in three processes:

o The Software Planning Process defines and coordinates the
activities of software development and verification processes
for a project;

e The Software Development Process produces the software
product;

e The Software Verification Process ensures the correctness,
control, and confidence of the software life cycle process and
their outputs. The RTCA DO-178C does not use the term
validation. The term verification includes the definition of
validation; and

e Software Integral Processes that include configuration con-
trol, quality assurance, and certification.

The Software Development Process is divided into other four
processes:
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Table A-3 Verification of QOutputs of Software Requirements Process
Objective 'E Applicability by Qutput Control Category
E Software Level P by Software Level
Description Ref Ref A | B | C D | Data ltem Ref A | B | C D
High-level requirements Software
1 | comply with system 6.3.1.a | 6.3.1 ® | O | Q| Verification 1114 | @ | @ | @ | @
| requiremeants. Results
. . Saoftware
High-level requirements are - )
2 accurate and consistent. 63i1b | 631 @ | @ O O ::g[ﬁ:tmn 1ni2|@ @@
High-level requirements are Software
3 compatible with target 6.31c 631 |0 | O Verification 1114 | @ | @
computer. Results
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Results
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requirements. Results
Saoftware
7 | Algorithms are accurate. 6319 631 |@ |@ | O Verification 1114 | @ | @ | @
Results

Figure 2: Example of a Table of RTCA DO-178C Objectives [31]

o The Software Requirements Process uses the outputs of the

system life cycle process to develop the software high-level

requirements;

ware.

o The Software Design Process uses the outputs of the Software
Requirements Sub Process to develop software architecture

and software low-level requirements that can be used to

implement source code;

e The Software Coding Process uses the outputs of the Soft-
ware Design Sub Process to implement source code; and

o The Software Integration Sub Process uses the source code
for generating the executable code to be loaded in the hard-

The Software Configuration Process establishes the methods
to achieve the objectives of configuration management through-
out the software life cycle. It includes the environment, baselines,
configuration items, archive, and release.

The Software Quality Assurance Process establishes the methods
to achieve quality assurance objectives. It includes descriptions
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Table 2: Failure Condition Categories and DPALs

Failure Condition Category | DPAL
Catastrophic 1
Hazardous
Major 2
Minor
No Safety Effect 3

of process improvement, metrics, and progressive management
methods.

The Certification Liaison Process establishes communication
and understanding with the certification authority throughout the
software life cycle to assist the certification process.

2.3 RTCA DO-200B

RTCA DO-200B is a crucial document in aeronautics, especially con-
cerning aeronautical databases’ management and quality assurance.
It provides standards and guidelines for processing aeronautical
data to ensure accuracy, reliability, and suitability in aviation sys-
tems.

It addresses several key components, including data quality re-
quirements, processing, organizational responsibilities, and certifi-
cation and compliance. Regarding data quality requirements, RTCA
DO-200B emphasizes accuracy, ensuring that the data correctly rep-
resents real-world entities and conditions; integrity, with measures
to prevent data corruption and unauthorized alterations; resolution,
with the appropriate level of detail necessary for specific aviation
applications; and timeliness, ensuring that the data is up-to-date
and relevant at the time of use.

In terms of data processing, the document describes standardized
procedures and protocols for data handling from initial collection to
final dissemination, as well as systematic methods to validate and
verify the data against predefined criteria to ensure its correctness
and reliability. Concerning organizational responsibilities, RTCA
DO-200B defines the roles of different entities, such as data origi-
nators, who are responsible for collecting and initially processing
the data following stringent protocols to ensure data quality; data
processors, who must adhere to prescribed methods for further
processing, including transformation and aggregation; and data
users, who must follow guidelines to ensure proper application and
adherence to data standards.

RTCA DO-200B establishes three Data Process Assurance Levels
(DPAL). It represents the verification and validation tasks performed
during data processing to assure data quality. Preliminary system
safety assessment defines the DPAL. Table 2 presents the correlation
of Failure Condition Categories and DPALSs.

All data used to generate the Aeronautical Database must meet
Data Quality Requirements (DQRs) specified by Data Processors.
Data Quality Requirements shall characterize the data by Accuracy,
resolution, confidence that data have not been corrupted while
stored, processed, or transmitted, ability to determine the origin of
data (traceability), level of confidence that data apply to the period
of the intended use (timeliness), and format.
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Figure 3 presents a typical Aeronautical Data Chain with the
following 5 phases: Receive; Assemble; Translate and Select; Format;
and Distribute.

The Receive phase involves identifying and selecting data sources
that can support the development of the Aeronautical Database.
The Assembly phase involves collecting and collating data from
one or more suppliers. It should result in a database that meets the
DOQR of the next activity in the chain.

The Translate/Select phase involves the changes in how informa-
tion is expressed. Checks are carried out to ensure that the integrity
of the original data is maintained after translation. The appropriate
data is also selected if needed.

The Format phase involves converting the selected data subset
into a format that is acceptable to the following functional link in
the chain. This may take the shape of a published exchange standard
format for the transmission of data, a proprietary format for loading
in a target application, or another agreed format. Checks are made
to ensure that data elements are compatible with the selected format.
The source of every error is identified, so that appropriate corrective
actions can be taken.

The Distribute phase completes the processing data model and
forms part of the transmission link in an aeronautical data chain.
It involves delivering the formatted data set to users. Checks are
carried out to ensure that the distributed data meets or maintains
the DQR and that no media errors exist. If errors or omissions are
identified, they are reported to the appropriate participant within
the data chain, and procedures are followed to ensure that deficien-
cies are corrected and recorded for potential notification to data
end-users.

3 Professional Master’s Program in
Aeronautical Systems

The professional Master’s program in Aeronautical Systems is struc-
tured into three phases, each designed to provide comprehensive
knowledge and expertise. As presented in Figure 4, the program
contains three phases:

e Phase 1 - Fundamentals of Aeronautics: This phase covers
the essential principles of aeronautics, including the basics
of flight mechanics, aerodynamics, aircraft structures, and
propulsion systems. Students will gain a solid foundation in
the scientific and engineering concepts that underpin the
design and operation of aircraft;

e Phase 2 - Systems Engineering: In this phase, students delve
into the principles and practices of systems engineering,
which is critical for managing complex aeronautical projects.
Topics include systems integration, lifecycle management,
risk assessment, and quality assurance. A key component of
this phase is the course on Aeronautical Software Quality
Standards (RTCA DO-178C & DO-200B), which provides in-
depth knowledge on the guidelines and processes necessary
to ensure the safety and reliability of aeronautical software;
and

e Phase 3 - Master’s Research: The final phase is dedicated to
conducting original research in a specific area of aeronautical
systems. Under the guidance of faculty advisors, students will
develop and complete a research project that contributes to
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Figure 3: The Aeronautical Data Process [14]

advancing aeronautical science and technology. This phase
emphasizes critical thinking, problem-solving, and applying
theoretical knowledge to practical challenges.

This program is designed to equip students with the skills and
knowledge necessary to excel in the aeronautical industry. It
combines rigorous academic training with practical, hands-
on experience.

4 Software Quality Standards Training

This summary outlines a comprehensive 40-hour course on Soft-
ware Standards for the Aeronautics Sector, explicitly focusing on
RTCA DO-178C and DO-200B. For the past six years, this course
has been a vital component of a professional master’s program,
attracting newly graduated engineers from diverse disciplines who
are specializing in the aeronautics industry.

The course was designed to provide in-depth knowledge and
practical application of these critical standards, which are essential
for ensuring aviation software’s safety, reliability, and compliance.
Students are introduced to the fundamental principles of RTCA DO-
178C, which addresses software considerations in airborne systems
and equipment certification, and RTCA DO-200B, which pertains
to standards for processing aeronautical data.

Throughout the course, students engage in various learning
activities, including lectures, hands-on exercises, and case studies,
which collectively enhance their understanding of the standards’
requirements and their implementation in real-world scenarios. The
curriculum covers software planning, development, verification,
configuration management, and quality assurance, all tailored to
meet the stringent demands of the aeronautics sector.

By the end of the course, participants are equipped with the
skills and knowledge necessary to contribute effectively to projects
that require adherence to these standards. This training not only
bolsters their technical expertise but also enhances their ability to
navigate the complex regulatory environment of the aeronautics
industry.

5 Methodology

Figure 5 presents the methodology used for improving the training
program in aeronautical software standards. It consists of five main
stages:

e Stage 1 - Literature Review: At this stage, a thorough litera-
ture review is conducted to gather insights and identify best
practices related to aeronautical software standards. This
review helps understand the current landscape, the related
works, emerging trends, and existing challenges in the field;

e Stage 2 - Survey with students: The feedback collected through
surveys is analyzed to gain valuable insights. These insights
inform the refinement and improvement of the course, aim-
ing to better align with the needs and expectations of stu-
dents; and

e Stage 3 - Identify Challenges: Based on the insights from the
literature review, the next step is to identify the specific chal-
lenges faced in training for aeronautical software standards.
This could include issues such as regulatory compliance,
resource limitations, cultural barriers, and the standards’
complexity.

6 Stagel

The development of aviation software adheres to standardization
in aviation through the implementation of RTCA DO-178C [31]
and RTCA Do-200B. Recent years have seen numerous papers dis-
cussing advancements and methodologies in aviation software de-
velopment. The authors of this work have identified and categorized
related research into six key themes:

(1) Impacts of transitioning from DO-178B [30] to DO-178C
[31], as explored by Youn et al. (2015) [42], and Jimenez et
al. (2017) [2].

(2) Experience reports and relation to maturity models, as inves-
tigated by Ferreiros & Dias [7], Machado & Marques (2023)
[12], Marques et al. (2023) [17].
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(3) Model-Based Development, as investigated by Paz & Bou-
saidi (2016) [24], Sarkis et al. (2020) [36], and Panchal et al.
(2022) [23].

(4) Use of Agile Methods in Software Development, examined
by VanderLeest & Buster (2009) [38], Fernandes & Franca
(2015) [6], and Marsden et al. (2019) [18].

(5) Formal Verification, discussed in the works of Moy et al.
(2013) [19], Marques & Cunha (2017) [14], and Rodrigues et
al. (2022) [27).

(6) Aeronautical Embedded Software Loading, addressed by Mar-
ques et al. (2019) [15], and Marques et al. (2021) [16].

(7) Focus on training on RTCA DO-178C and/or DO-200B, ad-
dressed by White (2017) [39], Anderson (2018) [1], Brown
(2018) [4], DeLong (2019) [5], Smith (2020) [37], and Green
(2021) [8].

We will summarize the works that focus on training on RTCA

DO-178C and/or DO-200B

White (2017) [39] focuses on incorporating practical applications

into aeronautical software training. The paper presents case studies

and examples of how hands-on experience and real-world scenarios
can significantly improve learning. White advocates for integrating
simulations and project-based learning to bridge the gap between
theoretical knowledge and practical application.

Anderson (2018) [1] emphasizes the importance of customized
training solutions for aeronautical standards’ compliance. The ar-
ticle discusses how tailored training programs can address the
specific needs of different roles within an organization. Anderson
highlights the benefits of personalized learning paths and modular
training approaches in enhancing the effectiveness of training pro-
grams and ensuring compliance with standards like RTCA DO-178C
and DO-200B.

Brown (2018) [4] discusses the challenges of training a diverse
audience in aeronautical standards, noting the varying levels of
expertise and backgrounds among trainees. The article emphasizes
the need for customized training approaches for different roles,
such as software engineers and quality assurance professionals.
Brown highlights the effectiveness of tailored training programs in
enhancing understanding and compliance across the board.

DeLong (2019) [5] delves into the multifaceted challenges faced
in the development of aeronautical software, focusing on the com-
plexity of adhering to stringent safety standards such as RTCA
DO-178C. The paper highlights issues such as maintaining soft-
ware reliability, managing extensive documentation, and ensuring
compliance with evolving regulatory requirements. It underscores
the need for robust training programs to equip engineers with
the necessary skills and knowledge to navigate these challenges
effectively.

Smith (2020) [37] explores the dynamic nature of aviation soft-
ware standards and the implications of their continual evolution.
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The article examines how updates to standards, including the tran-
sition from RTCA DO-178B to DO-178C, introduce new method-
ologies and tools that professionals must learn. Smith argues for
the importance of adaptive training programs that keep pace with
these changes to ensure that aviation software professionals remain
compliant and proficient.

Green (2021) [8] examines the critical aspect of regulatory com-
pliance in aviation software development. The article outlines the
stringent requirements of standards like DO-178C and DO-200B and
discusses the challenges developers face in achieving compliance.
Green emphasizes the role of comprehensive training and continu-
ous learning in ensuring that aviation professionals understand and
adhere to these regulations, thereby avoiding costly compliance
failures.

7 Stage 2

Implementing a system for continuous updates and incorporating
feedback from past training sessions can ensure that the training
material remains current and effective. Engaging with industry
forums and standard bodies can provide insights into upcoming
changes [26].

Between 2018 and 2023, spanning six-course editions, a sur-
vey was conducted to gather student feedback on various aspects.
The survey aimed to identify the impact of diverse educational
backgrounds, as the students came from different engineering disci-
plines. It also explored the challenges of teaching software quality
standards to students without a computing background.

Additionally, the survey assessed the students’ perceptions of
the course’s balance between theoretical and practical components.
Another key focus was understanding the students’ preferences
regarding the course’s schedule, precisely whether they preferred
an intensive 40-hour week or a more spread-out schedule of 40
hours over five weeks, with classes held twice a week for four
hours each.

The feedback collected through these surveys provided valuable
insights into how the course could be refined and improved to
better meet the needs and expectations of the students, ensuring a
practical and engaging learning experience. Table 3 presents the
three items used for the Survey.

8 Stage3

Aeronautical software standards are not static; they evolve with
technological advancements and emerging safety requirements.
Keeping training material up-to-date with the latest revisions and
best practices is a continuous challenge. Frequent updates mean
that training materials can quickly become outdated, necessitating
constant revisions and updates [37].

In 2011, the shift from RTCA DO-178B to DO-178C introduced
new elements like model-based development and formal methods,
which required comprehensive updates to training programs. Train-
ers must stay informed about changes and promptly incorporate
them into their curriculum. In 2017, the RTCA DO-200B changed
from RTCA DO-200A4, introducing new elements. Both standards
were used in its last version. So the need to continuously update
training when standards evolve allowed us to identify Challenge 1.
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Challenge 1: Evolving Nature of Standards

The survey instruments were developed following the guidelines
provided by Kasunic (2005) [11], and the questions were specifi-
cally designed for this study based on the informed judgment of
the authors responsible for structuring the training program on
aeronautical software standards.

The audience for training in aeronautical software standards is
highly diverse, encompassing software engineers, quality assur-
ance professionals, project managers, and regulatory compliance
officers. Each group has different levels of understanding and dis-
tinct training needs. For example, Engineers might need a deep
dive into software coding standards, while quality assurance pro-
fessionals must thoroughly understand verification and validation
processes. This diversity necessitates a tailored approach to training
that can effectively address the participants’ varied backgrounds
and expertise levels. Additionally, varying prior knowledge and
experience can make it challenging to design a one-size-fits-all
training program [4].

B Computer Engineering ® Electrical Engineering

B Mechanical Engineering m Civil Engineering

CLASS 2018 CLASS 2019 CLASS 2023

CLASS 2020

CLASS 2021 CLASS 2022

Figure 6: Survey Results of Item 1, presented in Table 3

Challenge 2: Diverse Audience

RTCA DO-178C and DO-200B are among the most detailed and
stringent standards in the aviation industry, designed to ensure
the highest levels of safety and reliability. These standards’ sheer
depth and breadth make them challenging to teach and learn. The
complexity lies in understanding and applying the numerous re-
quirements, such as software verification and validation processes
and compliance with various criticality levels. For instance, differen-
tiating and applying the objectives for different Design Assurance
Levels (DALs) in RTCA DO-178C can be daunting for trainees who
are not well-versed in these standards [5].

The intricate nature of these standards often results in signifi-
cant knowledge gaps among developers and engineers, leading to
potential non-compliance issues. In addition, the standards require
meticulous documentation and detailed record-keeping, which can
be overwhelming without proper training and experience. Over the
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Table 3: Survey items

Marques et al.

ID | Item

Justification

Answer Type

Inform your engineering background.

This question aims to ask the respondent to indicate
their undergraduate engineering degree.

Multiple choice

I believe that teaching standards like RTCA DO-
178C and DO-200B is complex due to the amount
of detail involved in meeting these regulations.

This item aims to gather perceptions on how com-
plex it is to learn about these standards.

Likert scale (1 to 5)

I believe the course balanced theory with practice.

This item seeks to obtain the student’s perception
of the balance between theory and practice.

Likert scale (1 to 5)

Which schedule configuration do you prefer?

The proposed course can be delivered in two dif-
ferent formats to accommodate diverse learning
needs and schedules: Intensive Week-long Format
(5x8h/day in 1 week) and Extended Weekly Format

Multiple choice

(2x4h/day in 5 weeks)

course of six training sessions conducted between 2018 and 2023,
a significant number of students perceived teaching both RTCA
DO-178C and DO-200B standards as highly complex due to the
extensive details involved in complying with these regulations, as
presented in Figure 7. Specifically, the percentage of students who
agreed with this sentiment increased from 15% in 2018 to 24.3% in
2020. Additionally, the percentage of students who strongly agreed
with this assertion ranged from 13.5% to 17.5%.

Class 2019 21,6% 21,6% 18,9% 24,3% 13,5%

Class 2018 22,5% 22,5% 22,5% 15,0% 17,5%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

m 1-Strongly Disagree m2-Disagree m3-Neutral m4-Agree ®5-Strongly Agree

Figure 7: Survey Results of Item 2, presented in Table 3

This feedback is associated with the considerations detailed in
[5], which offered a comprehensive understanding of the complexi-
ties and intricacies involved. By analyzing these insights alongside
the feedback, we could pinpoint and clearly define Challenge 6,
highlighting the specific areas that require focused attention and
improvement.

Challenge 3: Complexity of Standards

Practical training in complex standards requires more than just
theoretical knowledge. Trainees need practical, hands-on experi-
ence to understand how to apply these standards in real-world

scenarios. For example, implementing real-world simulations and
hands-on projects where trainees can apply DO-178C and DO-200B
principles helps bridge the gap between theory and practice. Incor-
porating practical exercises has significantly enhanced the retention
and understanding of complex technical material. Practical appli-
cation also helps trainees develop problem-solving skills and gain
confidence in their ability to comply with the standards [39].

Incorporating interactive elements such as case studies, simula-
tions, and practical exercises can bridge the gap between theoretical
knowledge and real-world application. Partnering with organiza-
tions specializing in aeronautical simulations can provide valuable
hands-on experience [10].

Over the course of six years, student feedback has consistently
highlighted the importance of adopting a more practical, hands-on
approach in teaching software quality standards such as RTCA
DO-178C and DO-200B. This approach allows students to better
understand how to meet these requirements through examples
and case studies. As illustrated in Figure 8, this perception has
significantly increased: in the 2018 class, 55% of students found the
course practical (with 25% responding as Agree and 30% as Strongly
Agree). By 2023, an impressive 96.6% of students agreed that the
course was hands-on (with 27.6% responding as Agree and 69% as
Strongly Agree). This shift underscores the growing recognition
of the value of practical learning experiences in mastering these
complex standards.

The data feedback presented in Figure 8, associated with the con-
siderations detailed in [39], offered a comprehensive understanding
of the need to include more and more hands-on activities. By an-
alyzing these insights alongside the feedback, we could pinpoint
and clearly define Challenge 4.

Challenge 4: Hands-On Experience and Practical Application

Ensuring that trainees understand and can apply the stringent
regulatory compliance requirements of RTCA DO-178C and DO-
200B is crucial. Misunderstanding these requirements can lead to
non-compliance, which has severe repercussions, including certi-
fication delays and increased costs. Detailed documentation and
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Figure 8: Survey Results of Item 3, presented in Table 3

meticulous verification processes are critical components of regula-
tory compliance that need thorough training. Regular assessments
and practical case studies on past regulatory issues can help rein-
force the importance of compliance and prevent costly mistakes.
Understanding the implications of non-compliance and the poten-
tial risks involved is essential for all stakeholders [8].

Emphasizing the importance of regulatory compliance through
dedicated sessions and real-life examples can enhance understand-
ing. Regular assessments and quizzes can reinforce key regulatory
concepts [21]. Although our survey does not cover the students’
perception of regulatory compliance, the Literature Review has
confirmed this as a challenge. So, we decided to include Challenge
5.

Challenge 5: Regulatory Compliance

Balancing the intensive training required to understand these
standards with the regular duties of professionals can be challeng-
ing. Training sessions that are too long or too frequent can be
difficult to accommodate. Intensive multi-day training sessions
might be impractical for professionals who are also managing on-
going projects and responsibilities. Effective time management and
integrating training into regular workflows can help alleviate this
issue. Providing flexible training schedules and options for self-
paced learning can also help professionals manage their time more
effectively [41].

Tailoring training programs to the specific needs of different
organizational roles can enhance effectiveness. Modular training
sessions that allow participants to focus on relevant areas can help
manage the diverse audience challenge [1].

As presented in Figure 9, most students prefer the course to be
conducted over five consecutive weeks, with two 4-hour sessions
per day, totaling 40 hours of training. The 2018 class delivered
the course over five consecutive days with 8-hour daily sessions.
The first survey conducted with this class revealed that students
preferred a more distributed schedule over five weeks. Starting with
the 2019 class, the course has been consistently offered over five
weeks with two 4-hour daily sessions. However, at the end of each
course, we continued to survey students to gauge their perception
of this format. So, we decided to include Challenge 6.
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Figure 9: Survey Results of Item 4, presented in Table 3

Challenge 6: Time Constraints

9 Conclusion

In conclusion, the professional Master’s program in Aeronautical
Systems has been meticulously structured to provide a comprehen-
sive education through its three phases: Fundamentals of Aeronau-
tics, Systems Engineering, and Master’s Research. Each phase builds
upon the previous one, ensuring students acquire theoretical and
practical knowledge. Including the Aeronautical Software Quality
Standards (RTCA DO-178C & DO-200B) course within the Systems
Engineering phase is particularly significant, as it equips students
with essential competencies in software quality assurance, crucial
for the aviation industry.

The course was offered within the scope of the Professional
Master’s Program in Aeronautical Engineering, during the Systems
Engineering phase. It consisted of a 40-hour course held annually
between 2018 and 2023, with the purpose of providing in-depth
knowledge of the RTCA DO-178C (embedded software certifica-
tion) and DO-200B (aeronautical data processing) standards, both
essential for safety and compliance in aviation.

The target audience comprised newly graduated engineers from
various fields undergoing specialization for work in the aeronautical
industry. The methodology combined lectures, practical exercises,
case studies, and interactive activities.

Regarding the format, during the pandemic, the course was con-
ducted online in an intensive format (five days of eight hours) in
2020 and 2021, while in 2018, 2019, 2022, and 2023, it was delivered
in person over five weeks (two four-hour classes per week).

Student evaluation was carried out through questionnaires ad-
ministered at the end of each edition, aiming to capture perceptions
about the balance between theory and practice, content complexity,
workload, and course applicability. Over the six editions, a total of
245 students participated: 40 in 2018, 42 in 2019, 38 in 2020, 44 in
2021, 39 in 2022, and 42 in 2023.

Not all challenges emerged from the survey. Some were derived
from the nature of the aviation sector itself or from the charac-
teristics of the professional master’s program. For example, the
challenge Evolving Nature of Standards reflects the difficulty of
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keeping the training constantly updated in response to evolving
standards. The challenge Diverse Audience stems from the fact that
our professional master’s program includes students with bache-
lor’s degrees in different engineering fields (electrical, mechanical,
civil, computer, naval, production, etc.) who are then trained in the
aeronautical engineering domain. This diversity of backgrounds
can complicate the understanding of aviation software regulations.
The challenge Hands-On Experience and Practical Application is
also connected to this diversity of backgrounds, combined with the
inherent difficulty of teaching standards, since standards usually
prescribe what must be done but not how. A training course, how-
ever, must explore examples, which are not always easy to find in
the literature and may depend on the professional experience and
expertise of the instructors.

The lessons learned are:

e Expand the use of real cases, projects, and audit simulations
to better connect theory with certification scenarios.

e Modularize the content to address different profiles (soft-
ware engineers, quality engineers, managers, etc.), enabling
personalized learning paths.

o Integrate emerging topics (e.g., Al, advanced verification
tools) to contextualize the standards in light of new tech-
nologies.

o Strengthen formative assessment mechanisms through quizzes
to monitor individual progress throughout the course.

We identified some threats to validity:

o The study relied on questionnaires to capture students’ per-
ceptions, which may not fully reflect actual learning out-
comes or the transfer of knowledge to professional settings.
The heterogeneous profile of students (different engineer-
ing backgrounds, some without computing experience) may
have influenced responses, introducing uncontrolled biases.
The change in delivery format (face-to-face vs. online, inten-
sive vs. distributed) over the years may also have affected
students’ perceptions, making direct comparisons across co-
horts difficult.

The study was conducted within a single professional mas-
ter’s program at a Brazilian institution, which may limit the
generalizability of the findings to other academic or indus-
trial contexts.

Although the sample size was significant (245 students), it
was limited to early-career professionals in the aeronautical
field and may not reflect more experienced professionals or
those from other regulated sectors.

There is a risk of social desirability bias: students may have
responded positively to please the instructors, thus inflating
perceptions of the course’s effectiveness.

Future work will focus on further refining and enhancing the
program to address the evolving needs of the aeronautical industry.
Key areas for future development include:

o Curriculum Enhancement: Continuously updating the cur-
riculum to include the latest advancements and technologies
in aeronautics and software engineering. This ensures that
graduates are well-prepared to meet current and future in-
dustry demands;
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o Integration of Emerging Technologies: Incorporating emerg-
ing technologies such as artificial intelligence, machine learn-
ing, and advanced data analytics into the program. This will
give students cutting-edge tools and techniques to tackle
complex aeronautical challenges;

e Industry Collaboration: Strengthening partnerships with
leading aerospace companies and regulatory bodies to pro-
vide students with real-world experience through intern-
ships, collaborative projects, and guest lectures from indus-
try experts.

ARTIFACT AVAILABILITY

The training materials are available at https://www.gimps.info/
materiais.
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