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Abstract. Continuous experimentation (CE) is a software practice used in or-
ganizations to verify the feasibility of a product and its features. It provides
procedures to verify the effect of a change by comparing different variants of a
product or its features with the original version. Usually, it works as a series of
online experiments with final users as participants, i.e., people with rights and
duties, which experimenters need to take care of. This research aims to provide
a process for addressing ethical issues in CE to support experts in designing
experiments while providing ethically acceptable decisions. This paper brings
reflection on ethical issues in the existing related literature and discusses them
in the context of CE. Link: https://youtu.be/t53y3DdcJ3M

1. Introduction
Online controlled experiments, such as A/B tests, are frequently used by Amazon, Mi-
crosoft, eBay, Meta, Google, Yahoo, and many other organizations to inform data-driven
decisions [Kohavi et al. 2020]. Usually, it works as experiments under the application in-
frastructure with final users as participants, who have rights and duties. Organizations use
experiments for many reasons, such as to increase product value to their users, understand
user behavior, increase customer numbers, and improve their content [Yaman et al. 2017].

Although such experiments provide benefits in terms of business and product ro-
admaps, some organizations are putting ethical concerns aside when applying online ex-
perimentation [Benbunan-Fich 2017]. This attitude brings negative consequences to users
involved in the experiment, i.e., emotional distress, financial loss, discrimination, and ma-
nipulation for financial gain [Kohavi et al. 2020]. The users are not informed about their
participation or warned of possible consequences. The lack of discussion on this matter
negatively impacts users’ rights, and these issues remain unsolved or taken as irrelevant.

There are two exemplar cases [Benbunan-Fich 2017] [Kohavi et al. 2020] in
which ethics was overlooked. Facebook’s experiment, named “analyzing emotional con-
tagion via social media” [Kramer et al. 2014], exposed randomly selected participants to
more negative posts and other users to more positive ones. The aim was to verify if the
participants seeing these posts would reinforce those emotional characteristics and publish
negative or positive posts [Kohavi et al. 2020]. OKCupid’s mismatching experiment, na-
med “the power of suggestion”, took pairs of users determined to be poor matches by the
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matching algorithm (below 30% compatibility level) and adjusted the level to indicate a
90% match, indicating an excellent fit. When they believed their matches were compa-
tible, misled users sent more first messages, confirming the hypothesis, and exchanged
more messages with their supposed partners [Benbunan-Fich 2017].

These experiments do not warn users in both cases. Intentional deception was
used in both Facebook’s and OKCupid’s emotional experiments and could be harmful to
people who are already emotionally fragile. Many individuals often use social networks
for friend support and conversation. Similarly, many who register on dating sites like
OkCupid search for friendship and, ultimately, committed relationships. Users who are
unhappy, lonely, or emotionally vulnerable, thus, may be harmed disproportionately if
information in their feed or compatibility matches is manipulated [Benbunan-Fich 2017].

As these cases are not unusual, there is a need for discussing ethical issues not
only in Online Experimentation as discrete instances but also in the Continuous Expe-
rimentation (CE) process, which consists of conducting experiments in iterations during
the software engineering process [Ros and Runeson 2018]. This discussion about ethics
should address practices such as informed consent and how professionals (experimenters)
deal with ethical factors such as transparency, honesty, justice, independence, well-being,
and others.

In this work, we address the lack of ethical guidance in the execution of online
experimentation, highlighting the relevance of ethical issues to protect the rights of par-
ticipants and showing that, scientifically, the problem stems from the need for reliable
methods, approaches, or tools supporting the awareness of ethical aspects during the on-
line experimentation process, as well as preventing unethical practices to take place. In
this way, the main problem to be addressed in this work is how to deal with ethical issues
in the CE to overcome the lack of ethical guidance.

To tackle this problem, we state the following research question: what ethical con-
siderations and practices should be implemented to ensure a continuous experimentation
process that is ethically sound and responsible in software development? This way, we
aim to provide a process for addressing ethical issues in CE to support experts in designing
experiments and, thus, provide ethically acceptable experiments.

Therefore, to achieve our goal, we examined ethical factors from various fields
related to online experimentation. By integrating elements from different areas and alig-
ning them with the perspective of CE, the work provides a comprehensive understanding
of the ethical considerations that need to be addressed in this particular context.

Our planned contributions include (i) an initial overview of how Brazilian organi-
zations treat ethical factors through survey results; (ii) a re-reading of the ethical factors
from other areas for continuous experimentation; (iii) a list of ethical factors for CE; (iv)
consolidation of techniques to predict ethical factors in CE; and (v) a process for addres-
sing ethical issues at CE.

The work is organized as follows. Section 2 presents the background with the main
concepts for a better understanding of this work, such as continuous experimentation and
ethics. Section 3 presents the methods for carrying out the research. Section 4 presents
the related works. Section 5 brings the preliminary results. Section 6 presents the solution
proposal design, and finally Section 7 presents the final remarks of the article.



2. Background
2.1. Online Experimentation
Online experimentation involves controlled experiments, typically using digital platforms,
websites, or software applications. Software product users are persistently randomly as-
signed to different variants, such as different product interface designs. It often involves
techniques such as A/B testing, where different versions of an element are shown to diffe-
rent groups of users to compare their performance or effectiveness [Fabijan et al. 2020].

In software development, online experimentation supports decision-making,
answering questions such as (1) Does the product or a feature solve the user’s real pro-
blems and thus provide value? (2) Which of the alternative implementations do users like
best? (3) Have the customers changed their behavior? (4) Does the product (still) fit the
market or a segment? [Munezero et al. 2017].

2.2. Continuous Experimentation
Continuous experimentation consists of conducting online experiments in a cycle invol-
ving methods for determining the impact of a planned modification on a software product
or feature by contrasting variants with the original one. The most used CE approach is de-
signing the experiments as A/B tests. This is accomplished by segregating and exposing
users to one variant (A or B) and comparing their performance data [Auer et al. 2021].

The term “A/B testing” refers to a practice for testing a hypothesis in which the
variables are deliberately varied to observe the effects. This way, experimenters use one
factor with two alternatives (A and B), the control (usually a baseline), and one varia-
tion. An experiment is repeated in different trials (with different participants) since the
results are unpredictable and contain variance. In this design, controlled variable settings
are randomly assigned to the participants [Auer et al. 2021]. In this practice, business
and development processes are oriented by constantly conducting experiments and col-
lecting user feedback. It allows empirical evaluation of their capabilities (e.g., features
and quality levels) to avoid unnecessary product risks [Munezero et al. 2017].

A continuous experimentation cycle linked with decision-making was presented
by [Munezero et al. 2017]. The cycle starts by identifying and selecting an idea to vali-
date. Then, the idea is broken into assumptions. The most relevant hypothesis is chosen
for a more thorough, systematically designed experiment, in which the hypothesis beco-
mes testable. Then, the experiment is run, and, in the end, it is possible to analyze the
outcomes and decide how successful the idea was.

Continuous experimentation is gaining momentum, but there are several key cha-
racteristics contributing to its success. First, it supports software systems engineering
by providing a framework for iterative improvement and adaptation. Defining hypotheses
and research goals ensures clear objectives are established. Metrics are used to assess user
acceptance or rejection of hypotheses, enabling data-driven decision-making. Second, it
requires continuous delivery of new features and updates, allowing for rapid feedback
and validation. Third, it emphasizes the build-measure-learn cycle, based on the lean star-
tup methodology, to drive innovation and value creation. Fourth, it fosters collaboration
between potential users and development teams to validate proposed solutions and disco-
ver real needs. By prioritizing user data, CE enables the implementation of specific requi-
rements or features with a high potential for user satisfaction. Experimentation strategies



such as A/B tests, Beta Tests, and Canary Releases are central in prioritizing, eliciting,
and validating software requirements. Lastly, they guide software development processes,
ensuring continuous improvement and adaptation based on user data and feedback. In this
context, learning about customers, users, and the market takes precedence over the code
itself, emphasizing the importance of customer-centricity [Erthal et al. 2023].

The term “C/D experimentation” introduced by [Benbunan-Fich 2017] refers to
deceptive experiments involving programmed changes to manipulate results about users’
information to intentionally mislead or misguide final users without notifying them when
they are participating in the experiment. There are three aspects of ethical issues con-
cerning C/D experiments: (i) the existence of deception; (ii) lack of protection for
human participants; and (iii) lack of user agreement to participate in the experiment
[Benbunan-Fich 2017].

2.3. Ethics

According to dictionaries, ethics consists of (1) “the study of what is morally right and
what is not”[Cambridge 2023]. (2) “moral rules or principles of behavior for deciding
what is right and wrong”[Longman 2012]. Expanding on this understanding, The defini-
tion of ethics by [Sidgwick 2011] (3) “is a systematic and precise study of determining
what individuals should do or what is morally right for them to do. It is a rational pro-
cedure that seeks to determine principles of conduct and the ultimate end of reasonable
human action” [Singer 2011].

The definition of ethics by [Singer 2011] (4) is the study of moral judgments,
ethical problems, and upholding ethical standards. It involves looking into the nature
of ethical decisions, identifying moral and practical judgments, and comprehending the
norms or principles that serve as one’s compass. Evaluation of people’s compliance with
ethical standards, which may deviate from social norms, is another aspect of ethics. They
emphasize the use of reason in determining what is ethically right and wrong while ack-
nowledging various viewpoints and ethical convictions.

Finally, the concept of ethics brought by [Gray and Webb 2020] (4) “is a branch
of philosophy that addresses questions about morality, such as what is the fundamental
nature of morality, and how moral values are determined.”.

2.3.1. Ethics in Software Engineering

There are three ways to approach software engineering ethics. First, it can be used to
characterize the actions of software engineers who make practical decisions that greatly
impact others. Second, it can be used to define a set of rules, directives, or ethical impe-
ratives that direct or mandate legislative action. Third, it can refer to a field of study that
examines the connections between the other two meanings of ethics [Gotterbarn 2017].

Since software influences the lives of billions of people, some organizations have
made their codes of ethics, such as the Association for Computing Machinery (ACM), the
Australian Computer Society, the British Computer Society (BCS), the IEEE Computer
Society (IEEE-CS), and the New Zealand Computer Society have all refined their Codes
of Ethics [Gotterbarn 2017].



2.3.2. Common principles and challenges

While there is overlap in ethical principles in these areas, there may also be unique con-
siderations specific to each area. The convergence of ethical principles in these topics is
evident in the emphasis on transparency, responsibility, justice, and respect for the rights
of individuals.

Challenges regarding ethical factors in online experimentation are often not ade-
quately addressed in discrete and occasional experiments. Furthermore, as online expe-
rimentation evolves into a continuous model, the impact of these ethical issues becomes
even more significant. The continuous nature of online experimentation implies that par-
ticipants are constantly exposed to interventions and changes in the digital environment
[Erthal et al. 2023]. Therefore, we need to understand the concepts and definitions that
involve experimentation to advance the discussion toward continuous experimentation.

3. Research Method

We adopt a mixed-method approach to achieve our main research goal, encompassing:

• A literature review on CE to identify key concepts and related work;
• A literature review for investigating the treatment of ethics in related areas: Infor-

mation Technology, AI/ML (machine learning), Software Engineering, and Con-
tinuous Experimentation.

• Conduct a survey with Brazilian organizations to understand how they address
ethical issues when experimenting online.

• Compiling the ethical problems from the CE area and the survey.
• Propose a process to handle the ethical issues, with techniques and/or solutions

already known in the literature or propose new solutions.
• Case studies to evaluate the proposed process.

The current state of our work is on proposing strategies to handle ethical issues,
with existing techniques from the literature or proposing new ones.

4. Related Work

We conducted a mapping study on ethics in continuous experimentation. However, the
studies found barely mention ethical issues. Therefore, we conducted an ad-hoc literature
review on ethics in related areas (some of them presented in Section 2.3), searching for
works discussing ethical factors in their area and possible ways of dealing with them. The
main intersection of these works with our proposal is that they all aim to identify and
find ways to deal with ethical factors within their areas. The three main related works are
described below.

Yu [Yu 2020] examines ethical issues in a multi-case study and assesses their re-
levance to software engineering case studies. The study reviewed the literature to map
ethical values, components, and characteristics. Then, 21 suggested solutions to reduce
ethical concerns were introduced based on experience. Most of the suggested actions may
be adapted to online experimentation, as they discuss maintaining confidentiality, ensu-
ring security precautions are in place, maintaining anonymity, and clearly outlining any
associated risks.



Cerqueira [de Cerqueira 2021] proposed an online guide, called RE4AI Ethical
Guide, to assist Product Owners and developers of Artificial Intelligence (AI)-based sys-
tems in eliciting ethical requirements. To comprehend the issue, thorough literature rese-
arch was conducted using the Design Science Research methodology. The manual empha-
sizes 11 crucial ethical concepts and is based on the ECCOLA technique, serving as a
game of planning. A poll of 40 undergraduate and graduate students and a focus group
with five seasoned professionals in the field were used to validate the guide.

Yaman et al. [Yaman et al. 2017] explore the importance of understanding ethical
considerations associated with experimentation as a company development strategy. Spe-
cifically, they focus on the need to notify users when they engage in an experiment. They
surveyed four software companies, including employees from different profiles, to share
their perceptions and attitudes about ethical scenarios.

5. Results

5.1. Ethical Factors in the CE Perspective

As the literature on online and CE does not establish ethical principles, factors, and prac-
tices, we discuss the ethical factors established in other areas (Transparency, Honesty,
Privacy and Confidentiality, Freedom, Social and environmental well-being, Justice and
Equity, Sustainability, Dignity and Solidarity) from the perspective of online and conti-
nuous experimentation, according to the characteristics presented in Section 2.2. As an
example, we present one factor in the following under the CE perspective.

Transparency is essential in online experimentation as it promotes accountability,
openness, and trustworthiness, ensuring that experiments are conducted ethically and res-
ponsibly. Several approaches can address these factors effectively, including clear com-
munication, disclosure of non-sensitive information, open access, and exposure to the
ethical review criteria. The CE features related to transparency are supporting software
systems engineering, continuous delivery to the end-users, monitoring metrics to assess
the acceptance or rejection of hypotheses based on actual use, and the basis of the lean
startup that involves the build-measure-learn cycle.

5.2. Survey

We conducted a survey to verify if and how Brazilian organizations consider the ethical
issues inherent to online experiments and to identify which ethical issues have been con-
sidered. The target audience is online experimentation practitioners in Brazilian software
development organizations applying online experiments.

The questions expected to be answered were whether Brazilian organizations un-
derstand as relevant to consider ethics when running online experiments; what ethical fac-
tors are considered and are most relevant when carrying out continuous experimentation
in Brazilian organizations; and whether Brazilian organizations believe that considering
ethics can increase product delivery time.

The questionnaire is composed of the following sections: (i) characterization of
the participant and his/her organization; (ii) relevance list of ethical issues; (iii) ethical
issues relevant to the organization; and, finally, (iv) impressions about two well-known
online experiments that ethics were overlooked.



Experts assessed ethical factors and other issues using a six-point Likert scale,
with one being ‘never’ or ‘not at all’ and six being ‘very high’ or ‘always.’ Also, we
used descriptive statistics for quantitative analysis, and charts and numerical summaries
were generated to analyze the survey data. For the qualitative analysis, coding was used,
individually analyzing each response.

A total of eleven responses were received. Experts believe that addressing ethical
issues in an online experiment is relevant, with a median of 6 and a range of 2. Moreover,
analyzing factors per organization size, transparency, honesty, privacy, confidentiality,
social justice, dignity, and solidarity did not vary significantly with company size. The
average company’s sustainability varies with ‘little’, ‘high,’ and ‘very high’ importance.

Experts believe the organizations they work with take ethical issues into account;
the median is 5, and the range is 2. Most consider confidentiality, privacy, and transpa-
rency; the not observed factors are social and environmental well-being, sustainability,
and dignity.

Organizations understand that handling ethics increases delivery time. Only one
organization believes it does not increase the deadline.

6. An Ethics-Aware Continuous Experimentation Process

The proposed solution will be based on the identified ethical problems, proposing ways
of dealing with these problems within the CE process, taking into account ready-made
solutions or suggestions for new solutions, and carrying out a case study in organizations
to evaluate the proposed process.

In this way, the process will take as input the design of the experiment with the
proposed intervention and variables involved and have four steps: (1) design analysis,
identify which ethical issues are involved; (2) selection of one or more solutions; (3)
implementation of solutions; (4) solution evaluation, evaluate the solution after running
the experiment, if the solution is ok, proceed; if not, realign the solution.

The main users of such a process are the experimenters, which may include ma-
nagers, analysts, or developers who conduct experiments in software organizations. They
would use the process during the experiment planning since it requires identifying the
target audience and experiment design, including intervention and variables involved.

The intended benefits include (i) clarity on the points of the experiment that need
attention related to ethical issues, (ii) the guarantee of ethical rights for the end-user, and
(iii) the organization fulfilling its duty regarding ethics in experiments with real users.

7. Final Remarks

The survey results reinforce the importance of discussing ethics in online software experi-
mentation. One can also perceive the urgency in which we need to consider some factors
in this area and the need for clarification and precise ways to identify and conduct these
ethical issues within organizations.

The ethical factors that Brazilian organizations consider most important are con-
fidentiality, privacy, and transparency. A re-reading of the ethical factors of other areas in
the online experimentation was carried out, as it can be noticed, analyzing the data and



the factors that are not taken into account or have a low evaluation, that one of the causes
of not being taken into account would not understand the role of that factor in an online
experiment.
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