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Abstract. Root Cause Analysis (RCA) in networked and virtualized infrastruc-
tures is a complex task due to the volume of low-level metrics and the ambiguity
of observable symptoms. Although Large Language Models (LLMs) have re-
cently been explored for automated diagnosis, their effectiveness in realistic net-
work scenarios remains unclear. This paper investigates the use of small-scale
LLMs for network fault diagnosis through a systematic experimental study. We
introduce the NetPerf-RCA Benchmark, composed of 24 representative network
and virtualization scenarios, and evaluate multiple diagnostic approaches. Our
results show that diagnostic effectiveness is primarily constrained by scenario
characteristics and system observability.

1. Introduction

The evolution of network infrastructure, driven by virtualization, the consolidation of
cloud architectures, and the increasing heterogeneity of workloads, have significantly in-
creased operational complexity and the volume of data generated [Kosiniska et al. 2023].
In this scenario, maintaining service availability and performance depend on the agility
in diagnosing failures and specifically identifying Root Causes [Han et al. 2024]. How-
ever, such a diagnosis still largely depends on the manual interpretation of techni-
cal logs, configuration files, and the collected performance metrics by specialists,
which constitutes a time-consuming process, susceptible to errors, and difficult to scale
[Kosinska et al. 2023].

Recently, Language Models have emerged as powerful tools for processing un-
structured information, demonstrating remarkable capabilities in natural language inter-
pretation and production. Furthermore, recent research explores the use of these mod-
els as mechanisms for analyzing and diagnosing logs and anomalies in complex sys-
tems, leveraging their ability to extract semantic meaning from textual operational records
[Guan et al. 2024, Akhtar et al. 2025]. These approaches investigate how language mod-
els can overcome limitations of traditional detection methods and offer richer, more con-
textualized explanations of flaws in observational data, opening new directions for au-
tomating Root Cause Analysis (RCA) in technical domains. Despite this potential, the
direct application of generic models in specific domains, such as the computer network-
ing sector, faces critical challenges, such as the occurrence of hallucinations, sensitivity to
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noise, and limitations in causal inference from partial observations [Huang et al. 2025].
In network scenarios, where multiple distinct mechanisms can produce similar observa-
tional symptoms, causal distinction is even more challenging [Lakhina et al. 2004].

This work proposes an approach to optimize fault diagnosis across a network
infrastructure through the specialization of language models. It utilizes efficient Fine-
Tuning techniques via QLoRA (Quantized Low-Rank Adaptation) [Dettmers et al. 2023]
and Retrieval-augmented Generation (RAG) systems [Lewis et al. 2020]. We investigated
the way that Llama-3.1, Mistral, and Gemma models can be adapted to interpret complex
RCA scenarios applied to networks. The focus is on mapping the manner in which char-
acteristics of the analyzed scenarios impact the feasibility of automated diagnostics, going
beyond conventional accuracy optimization. As such, we seek to reduce diagnostic time
and increase analytical precision by correlating textual evidence with technical knowledge
bases, transforming raw data into actionable diagnostics in an automated way.

The rest of this paper is organized into the following sections: Background and
Related Works reviews relevant literature; Methodology details the models, datasets, and
experimental procedures; the section on Results and Discussion presents quantitative and
qualitative findings and limitations; Conclusions summarizes contributions and future
work.

2. Background and Related Works

The adoption of language models for diagnostic automation has advanced in several ar-
eas, based on the application of specialization techniques such as fine-tuning, Retrieval-
Augmented Generation (RAG), and hybrid pipelines, which adapt base models to domain-
specific tasks. Although these approaches reduce hallucinations, they do not, by them-
selves, guarantee robust causal reasoning under limited observability [Pingua et al. 2025].
Recent work demonstrates that Large Language Models (LLMs) can act as effective
mechanisms for interpreting logs, events, and operational data, exploiting their innate
ability to capture semantic relationships in unstructured information [Guan et al. 2024,
Akhtar et al. 2025]. In the context of computer networks and telecommunications, the in-
tegration of Al and LLMs in 5G/6G [Kan et al. 2024, Usman et al. 2025] architectures is
already established as a trend for optimizing complex operations. However, Root Cause
Analysis (RCA) in this sector requires identifying not only the symptom, but the real
origin of the failure through metrics, logs, and traceability.

Current literature presents relevant RCA benchmarks for microservices and large-
scale systems, such as [Pham et al. 2025, Zheng et al. 2025], but these focus on classi-
cal machine learning methods, failing to explicitly model Virtualized Network Functions
(VNFs) and multi-layer network stacks. In parallel, studies focused on networks, such
as [Tan et al. 2024, Tan et al. 2024], perform robust anomaly detection, but without ex-
ploring the potential of language models or the variation of observability regimes. On
the other hand, there are recent approaches that integrate LLMs into the RCA process for
cloud log and incident analysis [Guan et al. 2024, Akhtar et al. 2025], but they tend to
evaluate few scenarios, rely heavily on large-scale proprietary models, and do not provide
end-to-end public benchmarks. Consequently, there is a gap in the literature regarding
the automation of diagnostics with LLMs specifically geared towards virtualized network
infrastructures and the systematic variation of multi-layered complexity.

2



Anais do SBRC 2026: Artigos Completos

To our knowledge, there is still no open benchmark for RCA in virtualized net-
work scenarios that simultaneously: (i) provides complete implementations and knowl-
edge bases; (i1) covers diverse performance and failure conditions; and (iii) allows for
a systematic comparison of LLM specialization strategies under different observability
levels. To fill this gap, this work introduces the NetPerf-RCA benchmark, offering a
scenario-driven study focused on the practical limitations of Small LLLMs (such as Llama-
3.1, Mistral, and Gemma) for automated diagnostics in NFV environments, mapping the
direct impact of causal ambiguity and visibility constraints on model effectiveness.

3. Methodology

This section details the methodology employed, including the creation of the specialized
benchmark NetPerf-RCA and the procedures for specializing the language models. The
approach ranges from curating training data and performing fine-tuning via QLoRA, to
implementing Retrieval-augmented generation (RAG) strategies and configuring the hy-
brid model, which integrates fine-tuning with RAG.

Figure 1 presents a high-level overview of the proposed methodology. The
pipeline starts with raw observational data collected from networked systems, which is
encapsulated into structured prompts and provided as input to different language models.
We next evaluate three model families (Llama, Mistral, and Gemma) under four configu-
rations: baseline inference, fine-tuning only, retrieval-augmented generation (RAG) only,
and a hybrid approach combining fine-tuning with RAG. The technical specifications of
the selected models are summarized in Table 1. The output of each configuration consists
of a structured diagnosis, supporting evidence extracted from the logs, and suggested
remediation steps.

Table 1. Technical specifications of the evaluated language models.

Model Version | Parameters | Developer
Llama-3.1-8B-Instruct 3.1 8 Billion Meta
Mistral-7B-v0.3-Instruct v0.3 7 Billion Mistral Al
Gemma-3-12b-it 3.0 12 Billion Google

The selection of the models was based on their widespread adoption and their
small-to-medium parameter scales. This choice was strictly conditioned by the available
infrastructure, as the experiments were conducted on a single NVIDIA GeForce RTX
4090 GPU with 24 GB of VRAM, hosted on a workstation equipped with an Intel®
Core™ i7-5820K CPU (6 cores, 12 threads) and 64 GB of system memory, running
Ubuntu 24.04.3 LTS. This hardware configuration imposed an upper bound on the scale
of supported architectures, since larger models with higher parameter counts, although
potentially achieving superior generalization and causal inference capabilities, present a
prohibitive computational cost for the environment used. Finally, the inclusion of three
distinct model families aimed to ensure architectural diversity, allowing for a more robust
comparative analysis of performance in network diagnostic tasks.

The following subsections describe each component of the methodology in de-
tail, starting with the construction of the NetPerf-RCA Benchmark, which serves as the
foundation for both model training and evaluation.
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Figure 1. Methodology Flow

3.1. Dataset

To address the limited availability of public datasets focused on network diagnosis for
language-model contexts, we propose the NetPerf-RCA Benchmark. This dataset com-
prises 24 scenarios covering critical failures across multiple layers of the technology
stack, enabling a systematic evaluation of the limits of automated diagnosis in networking
and virtualization environments.

Technological Domains. The Kernel/Base layer includes scenarios of SoftIRQ satura-
tion, bufferbloat, and MTU fragmentation. At the Virtualization level (KVM/SR-IOV), we
address issues of emulation overload, VMExXxits, steal time, and VF spoofing. Finally, the
High-Performance Packet Processing layer (DPDK/XDP) focuses on PCle versus CPU
bottlenecks and logical failures in eBPF. This diversity of domains was intentionally cho-
sen to reflect the heterogeneity of failures observed in real networking and virtualization
environments.

Composition of Scenarios. FEach dataset instance is rigorously structured into three
fundamental components: Prompt, Correct Answer, and Evidence. The Prompt contains
the problem context and the raw operational logs extracted from monitoring tools such as
mpstat, ethtool, topand perf. The Correct Answer provides the precise diagnosis
of the failure, while the Evidence correlates the numerical data from the logs with the root
cause. The scenario names shown in Table 2 correspond to high-level descriptions used
for categorization and analysis, while the specific root cause deterministically induced by
system configurations is defined as the ground truth through domain expert annotation.
This structure is intended to ensure that the model interprets quantitative metrics for di-
agnosis, rather than relying solely on explicit textual indicators, aligning the dataset with
an evaluation focused on causal inference rather than mere textual similarity. Based on
these scenarios, Table 3 organizes the dataset according to a network-subsystem-oriented
taxonomy, which is later used to analyze how different classes of failures influence the
observed success and error patterns in the experimental results. The Observability col-
umn indicates the extent to which the root cause can be inferred from the metrics and
logs available in the prompt, i.e., the level of visibility provided by passive system instru-
mentation. Two independent domain experts assigned these ordinal levels: High (explicit
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signatures strongly constraining plausible causes), Medium (partial evidence admitting
multiple interpretations), and Low (subtle symptoms making causal inference underde-
termined). It is important to note that this taxonomy is not mutually exclusive, as some
scenarios involve multiple subsystems; in such cases, they are listed under more than one
class to reflect their multi-layer nature.

Table 2. Network scenarios evaluated in the study. The labels represent the high-
level characterization of each scenario; the specific root cause associated
with each scenario is detailed in the dataset used for evaluation.

Scenario (Diagnosis)
CPU SoftIRQ saturation | 9  VirtIO single-queue 17 DPDK degradation
TCP bufferbloat 10  Packet drops (app CPU) | 18 XDP complex BPF
Context switches 11 High latency (C-states) | 19 PCle link degradation
TCP listen overflows 12 E1000 driver overhead | 20 XDP DROP action

Path MTU mismatch 13 E1000 throughput lim. | 21  VirtlO TX saturation
Small NIC ring buffers | 14 Docker/Netfilter ovh. 22 CPU steal time

TCP offloads disabled 15 RTT jitter (neighbor) 23 SR-IOV MAC spoofing
RTLS8139 overhead 16 XDP CPU saturation 24 Netfilter conntrack

BN e N e N N S e

Dataset Structure. The NetPerf-RCA Benchmark consists of two main files in JSON
Lines format and is publicly available as an open dataset'. The prompts. jsonl file
contains the scenario descriptions and observable system data, including metrics and logs
collected from monitoring tools, representing the input provided to the language mod-
els. The scenarios. jsonl file contains the expected diagnosis and the associated
root cause for each scenario, and is used exclusively as ground truth during the evalua-
tion stage. This separation ensures that models are evaluated solely based on observable
information, reflecting realistic diagnostic conditions in networked environments.

Table 3. Taxonomy of the evaluated network scenarios, with explicit mapping of
the 24 scenarios.

Class Dominant Subsystem Scenarios (#) Observability
CPU-bound CPU / Power Management 1, 3,9, 11, 15, 16,17, 18,22 Low
NIC-bound NIC / Queues / PCle 2,5,6,7,19,21 High
Kernel-path Kernel / TCP / Netfilter 4, 14, 20, 24 High
Virtualization VMM / Emulated Driver 8,12,13,21 Medium
Mixed Multi-layer 10, 15, 22 Low

3.2. Fine-tuning

Based on the scenarios defined in the NetPerf-RCA Benchmark, we apply parameter-
efficient fine-tuning techniques to adapt each model to the network diagnosis domain. The
goal of this step is not to develop new knowledge but to encourage structured reasoning
over low-level system metrics and logs.

The fine-tuning process was applied to the Llama-3.1-8B, Mistral-7B-v0.3,
and Gemma-3-12B models using the QLoRA (Quantized Low-Rank Adaptation) tech-
nique [Dettmers et al. 2023]. This approach combines the efficiency of LoRA (Low-Rank
Adaptation), which keeps the original model weights frozen while introducing low-rank
adaptation matrices, with 4-bit quantization, significantly reducing VRAM usage during

"https://github.com/prximenes/NetPerf-RCA-Benchmark
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training. To further optimize memory efficiency and training stability, we employed the
Unsloth framework [Daniel Han and team 2023], which provides optimized support for
quantization-aware fine-tuning and gradient checkpointing. The overall setup and hy-
perparameter choices follow established practices in the literature for domain-specific
adaptation of large language models [Pingua et al. 2025].

Given that effective fine-tuning typically requires a substantially larger number of
training examples than the 24 original benchmark scenarios, we adopted an instruction
expansion strategy to increase data diversity and coverage. Starting with the NetPerf-RCA
scenarios, we generated an expanded instruction set following the workflow proposed
in Mobile-LLaMA [Kan et al. 2024]. To control redundancy and encourage variability
in the generated instructions, we employed the ROUGE-L metric as a similarity filter,
discarding instructions with similarity above 70%. This iterative process was repeated
until reaching a target of 500 qualified instructions. A key adaptation introduced in this
work was restructuring the expanded data into a structured Prompt, Correct Answer, and
Evidence format, with the explicit goal of encouraging the model to perform analytical
reasoning over technical logs before producing a final diagnostic decision.

LoRA-based adaptation was applied using the
FastLanguageModel.get peft model () function of the Unsloth frame-
work, targeting the transformer attention and feed-forward layers. The main LoRA
configuration parameters and training arguments used during fine-tuning are summarized
in Table 4.

Table 4. LoRA adaptation configuration and training arguments used for fine-

tuning.
LoRA Configuration Training Arguments
Parameter Value Parameter Value
Rank (r) 16 Batch size (per device) 2
LoRA Alpha 16 Gradient accum. steps 4
Target modules g, k, v, o_proj Learning rate 2x 1074
gate, up, down_proj | Optimizer AdamW 8-bit
LoRA Dropout 0 Scheduler Linear
Bias None Max steps 60

Gradient checkpointing Enabled (Unsloth)

Retrieval-Augmented Gener- ation (RAG). In addition to fine-tuning, we evaluate the
use of RAG as a complementary strategy to support automated diagnosis. In this ap-
proach, external technical information is retrieved at inference time and injected into the
prompt, following the classical RAG paradigm proposed by [Lewis et al. 2020]. The im-
plementation and full knowledge base used in this study are publicly available’. This
setup allows us to assess whether increased observability through explicit knowledge can
reduce diagnostic ambiguity in complex network scenarios. The knowledge base used for
RAG consists of technical documentation focused on Linux and virtualization?, includ-
ing man pages (manuals), kernel documentation, and references to technologies such as
KVM, SR-IOV, DPDK, and XDP. The documents are normalized, segmented into over-
lapping textual chunks, and indexed in a local vector database (Qdrant) using dense em-
beddings. During inference, the scenario prompt is converted into a query vector, and the
top-%£ semantically the closest chunks (with k£ = 5) are retrieved via cosine similarity and

https://github.com/prximenes/RAG-for-NetPerf-RCA/tree/full-kb
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appended to the original prompt as an explicit additional context section. The generator
model is executed locally and conditioned solely on the augmented prompt, producing
a structured output containing the diagnosis, evidence, and next steps. This experimen-
tal design isolates the effect of RAG as a context augmentation mechanism, enabling us
to distinguish scenarios in which the retrieval of technical knowledge supports diagnosis
from those in which performance limitations stem from insufficient observable signals,
regardless of the specialization technique employed.

Evaluation Methodology. The evaluation of the models is conducted with a focus on
the effectiveness of fault diagnosis in network scenarios, rather than on textual similarity
between responses. For each benchmark scenario, five responses are generated per model.
Considering the 24 evaluated scenarios, this results in 120 responses per model and per
approach. In total, considering three base models and four distinct approaches (baseline,
fine-tuning, RAG, and RAG+FT), the experimental process comprises 1,440 generated
responses. Each of these responses is manually analyzed by domain experts, compared
against the dataset ground truth, and classified as either a correct or incorrect diagnosis.
A response is considered correct if it accurately identifies the underlying fault, regardless
of textual formulation or the order in which evidence is presented.

Based on this evaluation procedure, we adopt Pass@k-based metrics,
which are widely used to assess diagnostic tasks and multiple-hypothesis genera-
tion [Qiu et al. 2025]. In our experiments, we use £ = 1 and £k = 5. Formally, the
Pass @k metric is defined as Pass@k = % Zf\il I(3j < ksuch that r; ; € C;), where N
denotes the total number of evaluated scenarios, 7; ; corresponds to the j-th response gen-
erated for scenario 7, C; represents the set of responses considered correct for scenario
i, and I(-) is the indicator function, which takes value 1 when the condition is satisfied
and O otherwise. Specifically, Pass@ I measures the proportion of scenarios in which the
correct diagnosis is obtained in the first response generated by the model, reflecting a
conservative operational setting in which only a single diagnostic hypothesis is consid-
ered. In contrast, Pass@)5 evaluates whether at least one of the five generated responses
contains the correct diagnosis. {Following [Qiu et al. 2025], we adopt £ = 5 to reflect
operational scenarios where multiple hypotheses are presented to the operator for verifi-
cation.Table 5 summarizes the metrics used and their interpretation in the context of this
study. In addition, correct responses are further classified into diagnoses with and without
explicit root cause analysis (RCA), enabling a separate assessment of problem recogni-
tion and causal inference. Classical textual similarity metrics like BLEU, ROUGE-L and
BERTScore are reported only for complementary analysis.

4. Results and discussion

This section presents a detailed analysis of the experimental results obtained from apply-
ing language models to the automated diagnosis of network problems.

4.1. Effectiveness of the Diagnosis

Table 6 presents the aggregated diagnostic performance (Pass@1 and Pass@5) by base
model and approach, considering all 24 evaluated scenarios. It can be observed that
Pass@5 is consistently higher than Pass@1 across all models, indicating that the main
contribution of the evaluated approaches lies in expanding diagnostic coverage rather than
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Table 5. Evaluation metrics used and their interpretation in the context of network

diagnosis.

Metric Definition Interpretation in Networking

Pass@1 Proportion of scenarios in which the first Reflects a conservative opera-
generated answer contains the correct tional setting in which only a sin-
diagnosis. gle diagnostic hypothesis is con-

sidered.

Pass@5 Proportion of scenarios in which at least Models real-world troubleshoot-
one of the five generated answers con- ing practices, where multiple hy-
tains the correct diagnosis. potheses are explored before con-

firming the root cause.

Pass@5 (with Pass@5 considering only responses that Evaluates the model’s ability to

RCA) explicitly include root cause analysis. perform causal inference beyond

problem recognition.

Pass@5 (without
RCA)

Pass@5 considering correct responses
without explicit causal explanation.

Indicates symptom-level recogni-
tion, even in the absence of an ex-
plicit causal mechanism.

BLEU / ROUGE-
L / BERTScore

Textual similarity metrics between gen-
erated responses and references.

Used only for complementary
analysis; they do not reliably re-

flect diagnostic correctness.

improving the precision of the initial response. From an operational perspective, this sug-
gests that the models are more effective when used as decision-support tools, providing
a small set of plausible diagnostic hypotheses instead of a single definitive answer. The
results also reveal relevant differences among base models. Gemma-based approaches
achieve the highest diagnostic coverage, correctly identifying up to 20 out of 24 scenar-
ios (Pass@5 = 0.83) when combined with RAG. Mistral-based models exhibit intermedi-
ate performance, whereas LlaMA-based approaches show higher variability, with notable
gains under fine-tuning but significant degradation when combined with RAG.

Overall, the aggregate results in Table 6 indicate that, under small-language-model
constraints, base model choice has a stronger impact on diagnostic coverage than adding
RAG or fine-tuning. These conclusions, however, only concern the ability to obtain at
least one correct diagnosis (Pass@ 1/Pass@5) and do not account for whether the response
explicitly states the root cause, which is analyzed in the next Section 4.2.

4.2. Diagnosis with and without Root Cause Analysis (RCA)

Although the aggregated results indicate high diagnostic coverage across several scenar-
ios, particularly in terms of Pass@5, diagnostic effectiveness also depends on the model’s
ability to correctly articulate the root cause of the observed problem. To assess diagnostic
depth, we separate correct responses into diagnoses with RCA and without RCA. Table 7
shows that requiring an explicit and correct root cause explanation substantially reduces
performance in terms of Pass@5.

The consistent gap between diagnoses with and without RCA indicates that the
primary challenge lies not in identifying the problem, but in correctly explicating its root
cause. From a networking perspective, this reflects the difficulty of causal inference based
on observable symptoms, particularly in failures involving interactions across multiple
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Table 6. Aggregate diagnostic performance by baseline model and approach (24
scenarios).

Model / Approach Pass@1 Pass@5 Scenarios (Pass@5)

Baseline Gemma 0.50 0.71 17
RAG Gemma 0.63 0.83 20
FT Gemma 0.21 0.79 19
RAG+FT Gemma 0.38 0.58 14
Baseline Mistral 0.29 0.50 12
RAG Mistral 0.25 0.42 10
FT Mistral 0.38 0.63 15
RAG+FT Mistral 0.29 0.54 13
Baseline LLaMA 0.29 0.54 13
RAG LLaMA 0.13 0.25 6
FT LLaMA 0.42 0.67 16
RAG+FT LLaMA 0.08 0.46 11

Table 7. Comparison between correct diagnoses with and without RCA (Pass@5),
aggregated by base model.

Base Model Pass@5 (with RCA) Pass@5 (without RCA)

Gemma 0.46 - 0.54 0.25-0.71
Mistral 0.29-0.54 0.33-0.42
LLaMA 0.08 - 0.29 0.21-0.50

system layers, such as CPU, kernel, and network subsystems, where causal ambiguity is
common. Figure 2 further confirms that gains in diagnostic coverage do not automatically
translate into correct causal explanations.

4.3. Impact of RAG and Fine-Tuning

In this subsection, we evaluate the impact of using RAG and fine-tuning on diagnostic
coverage, considering both RCA and non-RCA diagnoses as correct, in order to isolate
the effect of these techniques on identifying the problem itself.

Impact of Retrieval-Augmented Generation (RAG): The use of RAG yields moder-
ate gains that are strongly dependent on the base model and, more importantly, on the
level of observability of the network scenario. As shown in Figure 3, which reports
how many scenarios each model correctly diagnoses at least once across the five attempts,
applying RAG to the Gemma model increases the concentration of correctly diagnosed
scenarios, particularly in cases where relevant symptoms are explicitly represented in the
retrieved data. However, this effect does not generalize across all scenarios. In cases
characterized by subtle or ambiguous symptoms, the mere addition of textual context is
insufficient when the model fails to correctly interpret low-level operational signals, such
as CPU statistics, network queues, buffer behavior, and effects along the kernel execution
path.

Effect of Fine-Tuning (FT) Fine-tuning exhibits a limited impact on diagnostic effec-
tiveness. Although it improves textual similarity metrics, these gains do not persist when
evaluated using operational metrics such as Pass@5 (Table 6). This behavior indicates that

9
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FT primarily enhances the textual form of the responses, without necessarily strengthen-
ing the causal reasoning capabilities required for diagnosing complex networked systems.

Combination of RAG and fine-tuning. The hybrid RAG+FT approach often degrades
Pass@5 for Gemma and LLaMA compared to either method in isolation. In this small-
model regime, retrieved text likely dilutes the influence of low-level logs, causing over-
reliance on generic documentation. This effect peaks in low-observability scenarios,
where broad retrieved contexts introduce multiple unconstrained failure modes, increas-

ing confusion rather than resolving it.

4.4. Textual Similarity versus Diagnostic Correctness

Figure 4 presents the average textual similarity metrics. It is observed that fine-tuned
approaches achieve higher ROUGE-L values, indicating greater superficial similarity to

the expected answers.
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Figure 4. Average textual similarity metrics by model and approach.

However, Figure 5 shows that these metrics exhibit weak or only moderate cor-
relation with Pass@35, reinforcing that textual similarity is not a reliable proxy for diag-
nostic correctness in network scenarios. This behavior indicates that fine-tuning tends to
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improve the textual form of the responses and their superficial alignment with expected
patterns, without consistently strengthening the causal inference capability required for
diagnosing complex network systems.

BERTScore Score (Mean)

Figure 5. Correlation between textual similarity metrics and Pass@5.

4.5. Scenario-Oriented Network Analysis

A scenario-oriented analysis reveals that the performance of automated diagnosis is
strongly conditioned by the intrinsic characteristics of network failures, rather than by
the specific Al technique employed. In particular, the dominant affected subsystem and
the level of symptom observability play a central role in diagnostic effectiveness.

Table 3 presents a taxonomy of the 24 evaluated scenarios, grouping them ac-
cording to the primary subsystem impacted. This classification provides an interpretative
lens for the patterns observed in performance metrics and aggregated visualizations. Sce-
narios classified as NIC-bound and kernel-path (e.g., Scenarios 2, 6, 14, and 24) exhibit
high observability, as their symptoms manifest through explicit counters, error messages,
and well-instrumented kernel events. A representative example is Scenario 24 (Netfilter
Conntrack Table Exhaustion), which is correctly diagnosed by all evaluated approaches
(Figure 6). In such cases, the strong correlation between cause and effect enables consis-
tent diagnosis even with small-scale models. In contrast, CPU-bound and mixed scenarios
concentrate the highest error rates, as evidenced in Figure 6. Scenario 11 (High latency
under low load due to aggressive interrupt coalescing and/or CPU C-states) exem-
plifies this behavior: subtle and counterintuitive symptoms emerge from the interaction
between power management, CPU scheduling, and packet processing, resulting in high
causal ambiguity. This pattern becomes even more evident when analyzing the aggregated
performance by scenario and approach, as shown in the heatmap in Figure 6. The heatmap
reveals that the same scenarios tend to be consistently diagnosed correctly or incorrectly
across different approaches, reinforcing that the dominant factor is the scenario itself
rather than the specific technique applied. Scenarios associated with virtualization (e.g.,
Scenarios 8, 12, and 13) exhibit intermediate behavior. Although CPU and I/O metrics
are available, the mediation performed by the hypervisor and emulated drivers introduces
additional layers of abstraction, reducing the clarity of the cause-effect relationship and
resulting in variable diagnostic performance.

Overall, the results indicate that the difficulty of automated network diagnosis is
strongly associated with the inherent causal ambiguity of certain scenarios, particularly
those involving interactions across multiple system layers. Such scenarios impose funda-
mental limits on approaches based exclusively on passive observation of metrics and logs,
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reinforcing that advances in this area depend not only on more sophisticated models but
also on improved instrumentation and active diagnostic strategies.

Heatmap: Average Pass@5 per Scenario and Approach
(Green = Better, Red = Worse)

Approach

RAG

RAGHFT

Figure 6. Aggregated heatmap of diagnostic performance by scenario and ap-
proach.

4.6. Discussion of Results
Implications for Network Instrumentation and Active Diagnosis

The results presented throughout this section indicate that automated diagnosis of network
problems, when based exclusively on passive observation of metrics and logs, faces struc-
tural limitations imposed by the nature of the analyzed scenarios themselves. In particular,
scenarios characterized by low observability, causal ambiguity, and interactions across
multiple system layers prove to be intrinsically difficult to diagnose, regardless of the
model and/or technique employed. From a network engineering perspective, these find-
ings suggest that significant advances in automated diagnosis depend less on the choice
of models or learning techniques and more on improvements in system instrumenta-
tion. CPU-bound and mixed scenarios, for instance, require more fine-grained metrics
regarding kernel execution paths, softirg distribution, power management effects, and in-
terference among concurrent workloads. Without this level of visibility, causal inference
remains fundamentally underdetermined.

The results also indicate that higher-capacity models, such as Gemma, tend to
achieve slightly better diagnostic coverage. This effect, however, does not alter the na-
ture of the observed limitations and is likely associated with a greater ability to integrate
multiple partial signals and maintain competing hypotheses, rather than with a deeper
causal understanding of system behavior. Moreover, the findings reinforce the role of ac-
tive diagnosis as a necessary complement to passive observation. Mechanisms such as
controlled load injection, intentional variation of parameters (e.g., CPU affinity, interrupt
coalescing, or NIC queue configurations), and guided experimentation can significantly
reduce causal ambiguity, enabling the differentiation of hypotheses that produce indistin-
guishable symptoms under passive observation.

In this context, techniques such as RAG should be interpreted as auxiliary mecha-
nisms whose benefits are conditioned on the availability of sufficient observability. When
relevant signals are available and well instrumented, RAG can facilitate the association
between symptoms and known causes. Conversely, in the absence of such signals, the
addition of textual context does not compensate for the lack of causal information, lim-
iting its practical effectiveness. Similarly, fine-tuning primarily demonstrates utility in
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improving the textual form of responses and alignment with expected patterns, without
consistently enhancing causal reasoning capabilities. This observation underscores that
improvements in textual similarity metrics should not be interpreted as genuine advances
in the diagnostic capability of complex networked systems.

5. Conclusion

This paper investigated the use of language models for automating Root Cause Analysis
(RCA) in networking and virtualization scenarios, with an emphasis on understanding
their practical limits under realistic constraints of small-scale models. Through a system-
atic evaluation, we demonstrate that the effectiveness of automated diagnosis is strongly
conditioned by the intrinsic characteristics of network scenarios, particularly the domi-
nant affected subsystem and the level of symptom observability available, and not solely
by the chosen specialization technique. Results show that metrics such as Pass @5 are bet-
ter suited to capture the operational role of these models, reflecting their ability to expand
diagnostic coverage by generating multiple hypotheses. Conversely, the separate anal-
ysis of diagnoses with and without explicit root-cause identification reveals that causal
inference remains the primary challenge. Techniques such as fine-tuning and Retrieval-
Augmented Generation (RAG) yield limited gains that are highly dependent on scenario
observability and do not overcome difficulties posed by causal ambiguity, subtle symp-
toms, and interactions across multiple system layers such as CPU, kernel, networking,
and virtualization.

As a contribution, this work validates a set of metrics and experimental proce-
dures for evaluating language models applied to automated fault diagnosis in networks,
emphasizing operational criteria rather than textual similarity. By adopting Pass @k-based
metrics, distinguishing diagnoses with and without explicit root-cause identification, and
organizing scenarios according to a subsystem- and observability-oriented taxonomy, we
establish a reproducible methodology for more realistic analysis of these approaches in
networking and virtualization contexts. Using this methodology, results indicate that for
small-scale language models, the performance of the specialization techniques evaluated
is strongly conditioned by scenario characteristics, particularly the available level of ob-
servability and the degree of causal ambiguity. These factors explain much of the varia-
tion observed across scenarios and approaches, while techniques such as fine-tuning and
Retrieval-Augmented Generation (RAG) yield context-dependent, localized gains. To-
gether, this evidence reinforces that progress in automated network diagnosis requires not
only model improvements but also a systemic approach combining better instrumentation,
increased observability, and active-diagnosis strategies.

For future work, we highlight (i) expanding NetPerf-RCA with new scenarios and
greater diversity of multilayer interactions to reduce bias and increase fault-space cover-
age; (i1) investigating the impact of higher and larger-capacity models; and (ii1) integrating
active-diagnosis strategies and more refined instrumentation to reduce causal ambiguity
and provide more informative operational signals to models.
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