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Abstract. This paper presents a symbolic flow-level representation for early net-
work traffic classification based on the first M packets of a bidirectional flow.
Each packet payload is converted into a symbolic token sequence and embedded
using a transformer-based sentence embedding model, followed by flow-level
aggregation. The resulting embeddings are evaluated using XGBoost for binary
VPN mode classification and multiclass traffic-type classification. Experiments
are conducted on the ISCX VPN-nonVPN dataset using repeated balanced hold-
out validation. Results show that the proposed representation enables accurate
discrimination between VPN and non-VPN traffic and supports traffic-type iden-
tification under both VPN and non-VPN settings.

1. Introduction

Network traffic classification is a fundamental task for network management and security,
supporting applications such as service identification, anomaly detection, and policy en-
forcement. The widespread adoption of encryption mechanisms, including VPN tunnels
and application-layer encryption, has reduced the effectiveness of traditional approaches
based on payload inspection and protocol-specific features. Consequently, recent research
has shifted toward learning-based methods operating on flow-level representations, par-
ticularly for encrypted and VPN traffic [Azab et al. 2024, Dong et al. 2025]. However,
many existing approaches rely on time-based observation windows or complex feature
engineering, which introduces variability in decision latency and limits applicability to
early classification scenarios [Azab et al. 2024, Nascita et al. 2024]. These limitations
motivate the development of representations that avoid explicit temporal dependencies
while remaining effective when only limited early traffic observations are available.

Several studies have investigated learning-based approaches for network traf-
fic classification in encrypted communication scenarios. The work presented
in [Lotfollahi et al. 2020] proposed Deep Packet, which applies deep neural networks
directly to raw packet payloads, showing that discriminative patterns can be learned
under encryption. More recently, the work presented in [Lin et al. 2022] introduced
ET-BERT, leveraging transformer-based pre-training to obtain contextualized represen-
tations from encrypted datagrams. Other efforts have explored classical machine learning
in flow-based settings, often combined with Software-Defined Networking, as reported
in [Salau and Beyene 2024, Najm et al. 2024], where engineered statistical features are
used for traffic classification. Although these approaches achieve competitive results,
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they commonly depend on deep architectures with high computational cost or on feature
representations derived from time-based aggregation and protocol-specific characteris-
tics. Additional work has addressed encrypted traffic classification using broader learn-
ing paradigms, including uncertainty-aware models, mobile traffic analysis, and label-
efficient strategies. The work presented in [Jorgensen et al. 2023] explored uncertainty
quantification for adaptive traffic labeling in VPN environments, while the work pre-
sented in [Aceto et al. 2018] applied deep learning to mobile encrypted traffic. More re-
cently, the work presented in [Eslami and Hamouda 2025] combined self-supervised and
confident learning to mitigate label scarcity and noise. Despite addressing important chal-
lenges, these approaches generally rely on temporal aggregation, statistical flow features,
or complex training pipelines, motivating alternative representations that support early
classification based on limited packet observations.

Despite the progress achieved by learning-based approaches for encrypted traf-
fic classification, several gaps remain in the literature. Many existing methods depend on
time-based aggregation, flow duration, or handcrafted feature extraction, resulting in vari-
able decision latency and reduced suitability for early classification scenarios. In addition,
deep architectures and large-scale pre-training often incur high computational cost, while
flow-based machine learning solutions commonly depend on statistical features that are
sensitive to protocol behavior or temporal dynamics. Furthermore, most studies address
VPN detection and application classification as separate problems, rather than under a
unified and deterministic representation. In this context, the present work introduces a
Symbolic Flow Representation based on the First-AM packets (SFR-M), which operates
directly on payload-derived token sequences and avoids explicit temporal metrics. By
combining packet-level symbolic encoding, transformer-based embeddings, and a simple
aggregation scheme, SFR-M supports early classification with deterministic latency and
fixed computational cost per flow.

The methodology adopted in this work combines a symbolic flow-level represen-
tation with transformer-based embeddings and supervised learning for early traffic clas-
sification. Network flows are constructed from the first M packets of each bidirectional
communication, and packet payloads are converted into symbolic token sequences that
are subsequently embedded and aggregated at the flow level. The evaluation is conducted
using the ISCX VPN-nonVPN dataset, originally introduced in [Gil et al. 2016], which
provides labeled encrypted and VPN traffic across multiple application categories under
controlled experimental conditions. Classification experiments are performed using XG-
Boost under a repeated balanced holdout protocol, addressing both binary VPN mode
detection and multiclass traffic-type identification for Non-VPN and VPN scenarios. The
reported results indicate that the proposed representation supports accurate classification
from early packet observations while maintaining deterministic latency and independence
from explicit temporal features. The flow-level token datasets and the corresponding em-
bedding datasets generated in this work are publicly available in Parquet format to support
reproducibility and further research. The complete datasets, including configurations for
b= 2 and b = §, are available at Mendeley Data [Fernandes 2026].

2. Proposed Method

This work introduces a network traffic characterization and classification pipeline, re-
ferred to as the SFR-M, designed for continuous operation with a focus on early clas-
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sification and independence from traditional time-based metrics. The system adopts the
bidirectional flow as the fundamental unit of analysis, identified by a canonical 5-tuple,
treating both communication directions as a single logical entity. Accordingly, a bidirec-
tional flow defined by a canonical 5-tuple can be expressed as ¢ = (IP,, IP, p., ps, 7),
where IP. and TP, denote the IP addresses of the communicating endpoints, p. and p, the
transport-layer ports, and 7 the transport protocol. The flow is treated as a single logical
entity that aggregates both directions of communication. Each packet belonging to the
flow is assigned to one of the two directions, denoted as ¢ — s and s — c. This modeling
reflects the concept of a dialogue between endpoints and enables the capture of relevant
structural patterns from the earliest observed packets, without relying on the total flow
duration or fixed time windows.

Unlike time-based approaches, the proposed method explicitly defines traffic ob-
servation based on a fixed number of initial packets in each communication direction
(c = s and s — c¢). For each i-th flow, denoted as ¢;, the first M packets in the client-to-
server direction (¢ — s) and the first M packets in the server-to-client direction (s — ¢)
are considered. Time plays only an operational role, being used to terminate inactive flow
states through an idle-timeout mechanism, thus preventing unbounded growth of the in-
ternal state. In this way, the amount of evidence used for characterization is controlled
by the order of packet arrivals, while the decision latency is directly associated with the
progression of the dialogue rather than elapsed time. Thus, for each i-th flow ¢;, at most
M packets are considered in each direction, resulting in the set

P¢i = {pf,?sv s 7pz?,_)Ms} U {pfjcv SR 7pf,?46 (1

where , p{}’® is the k-th packet in the ¢ — s direction of the i-th flow ¢;, and p;;’“ is the
k-th packet in the s — ¢ direction of the same i-th flow ¢;. In the proposed method, time
does not define the content of the observation and is used only as an operational criterion
for terminating inactive flows through an idle-timeout. An instance associated with the
i-th flow ¢; is emitted as soon as both packet subsets reach cardinality M, enabling early
classification and deterministic latency.

During operation, each received packet undergoes minimal parsing at the network
and transport layers, sufficient only to update the flow state and determine its relative
direction. There is no need for session reconstruction, segment reassembly, or deep se-
mantic inspection of the payload. A flow instance is considered complete as soon as the
first M packets in both communication directions are observed, at which point the clas-
sification decision can be taken immediately. Accordingly, for each k-th selected packet

cls—s|c

of a given direction (c|s — s|c) associated with the i-th flow, denoted as p;, ", a short

cls—s|c

binary signature x; is extracted from the beginning of the packet payload. This sig-
nature is defined as the sequence of the first /V consecutive available bits and is expressed

as
cls—sle c|s—sle c|s—sle N

Xk = |:xzk1 ser o Tip N } € {0,1}7, ()

where xf'i?s‘c € {0,1}. This binary signature x_>"*I°, associated with each k-th packet

of the ¢-th flow, is then converted into a sequence of tokens through a quantization process
over blocks of b bits, resulting in

C|S S|C C|S S|C C|S S|C N
ti,'k% ©= |:ti,|k: | ""7ti,|k:3 | } , J= o (3)
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where b < N and b is an even integer, i.e., b € {2,4,6,8, ... }. Each j-th token associated

with the k-th packet of the i-th flow in either direction (c|3 — sle), denoted as tf|z7s|c, is
formed by a sequence of symbols belonging to a discrete alphabet ¥ = {0y, 09, 03,04},
in which each symbol is encoded using two bits.

In the next stage, the token sequences associated with the k-th packet of the -
th flow, denoted as t C‘,‘z_)‘g‘c are transformed into dense vector representations by means
of transformer-based models of the sentence embedding type. Each packet signature is
treated as an independent textual unit, avoiding truncation issues and preserving the struc-
tural granularity of the initial communication. Thus, each token sequence associated with
the k-th packet of the ¢-th flow ¢; is mapped to a dense vector representation through an
embedding function, resulting in the dense vector

cls—sle | c|s—s|c cls—slc
€k = [ei,k,l v € ep | 4)

where D denotes the embedding dimensionality.

Prior to the aggregation stage, each packet-level embedding vector is normalized
using the /5 norm in order to ensure comparable magnitudes across packets. Formally,
the normalized embedding is defined as

c|s~>s|c c|s~>s|c

~cls—s|e
e, = : 5
i,k ‘ c|s—>s|c c|s%s\c 2

S ()

As, for each i-th flow ¢;, M packets are used (see Equation 1), the embedding matrices
are formed as

~C—S ~C—S ~C—S
€1 €11 -+ €1D
c—Ss __ . _ . . .
B = =] (©6)
~C—S éC—)S éC—)S
i\ M M1 - G MD
and
~S—C ~S—C ~S—C
€1 €11 --- €i1D
S—C __ . — . . .
E ™= : = : .. : ) (7
~S—C ~S—C ~S—C
€M €M1 -+ €MD

where E{7° stores the embeddings of the first M packets of the ¢-th flow in the client-
to-server direction (¢ — s), and E;7¢ stores the embeddings of the first M packets in
the server-to-client direction (s — c¢). After constructing the embedding matrices, an
operation is applied to obtain a single embedding per direction, which can be expressed
as

c—s __ c—s __ c—s c—s
z; T =wE;" = [2@1 305 2D ] ®)

and

z; 7 =wE! 7= [zi?c, e ,2330} , 9)
where z{7° and z; ¢ are D-dimensional vectors representing the directional embeddings
of the i-th flow gbz, and w is a weight vector that aggregates the embeddings of the M

packets associated with each direction, given by

w = [wy,...,wyl. (10)
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To obtain a single representation for each i-th flow ¢;, a max-based aggregation
operator is applied between the directional embeddings z{* and z; ¢, that is,

c—S S—cC

o Sﬁc) = [maX (zi,l 721',1 ) y e 1AX (Z;BS’ ZZBC)] ’ (11)

V/

z; = max (z{ '°, z;
where z; is a vector representing the final signature of the i-th flow ¢;. It can be concluded
that z; captures both the weighted average behavior (see Equations 8 and 9) and the most
salient patterns observed in the first M packets of the flow (see Equation 11). Finally,
the final vector representation z; produced by the proposed SFR-M can be used as input
to any supervised machine learning classifier. In this work, XGBoost is adopted as the
classification model for all experimental evaluations. This explicit separation between
the semantic representation stage and the decision stage allows different classification
techniques to be evaluated under the same representational basis, favoring fair and re-
producible comparisons. The resulting vector representation has deterministic length and
does not depend on identifier fields, semantic payload content, or explicit temporal met-
rics. Directional separation between client and server is preserved throughout the entire
pipeline, enabling asymmetric dialogue patterns to be retained. Moreover, by operating
on abstract symbolic sequences, the SFR-M approach reduces the risk of bias associated
with specific endpoints and promotes generalization to environments and applications not
observed during training.

3. Methodology

3.1. Flow-Based Token Dataset

The dataset used in this work is derived from the ISCX VPN-nonVPN collection
[Gil et al. 2016], which contains raw network traffic captured in PCAP format under con-
trolled experimental conditions. The dataset comprises approximately 25 GB of packet
traces distributed across 140 PCAP files, including 109 non-VPN files and 31 VPN files,
covering multiple application categories such as VoIP, file transfer, chat, email, streaming,
and peer-to-peer services. All PCAP files contain full packet captures with payload infor-
mation, enabling direct extraction of packet-level content without relying on precomputed
flow features.

Raw PCAP files are processed by a dedicated pipeline that constructs bidirectional
flows and extracts symbolic signatures directly from packet payloads. For each packet
considered, the first 64 bytes of the payload are selected, corresponding to N = 512
consecutive bits. These bits are converted into a binary representation and subsequently
mapped to symbolic tokens using a fixed alphabet ¥ = {0y = A, 09 = B,03 = C,04 =
D}. No artificial padding is applied during this process; only bytes effectively observed
in the payload are used, preventing the introduction of synthetic patterns. Tokenization is
evaluated under three configurations, with b € {2, 8} bits per token, resulting in J = 256,
and 64 tokens per packet, respectively. Each row in the final dataset corresponds to a bidi-
rectional flow, for which up to M = 4 packets are retained in each communication direc-
tion, preserving the order of packet observation within the flow. This value was selected
as a compromise between capturing sufficient discriminative information and maintaining
low computational cost, as the initial packets of a flow often contain characteristic patterns
relevant for service identification. Only flows that reach this maximum number of packets
in both directions are included in the dataset, ensuring a uniform structure across all sam-
ples. Packets without payload are discarded, and all explicitly identifiable information,
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such as IP addresses and port numbers, is removed to reduce the risk of endpoint-related
bias.

After processing all PCAP files, the resulting dataset contains a total of 1,242,608
flow instances, of which 954,252 correspond to non-VPN traffic and 288,356 correspond
to VPN traffic. Each flow instance contains the token sequences extracted from the M
packets in both directions, forming a compact and deterministic symbolic representation
at the flow level. Table 1 summarizes the class distribution of the dataset after flow con-
struction and tokenization. The resulting dataset is therefore suitable for evaluating early
traffic classification methods, as it emphasizes structural patterns present in the initial
packets of each flow rather than time-dependent statistics or protocol-specific features.

Table 1. Distribution of flow instances in the constructed dataset.

VPN Mode  Total VoIP  File Transfer Chat Email Streaming P2P
Non-VPN 954,252 827,883 119,439 4,969 1,030 931 -
VPN 288,356 280,213 3,245 2,956 740 597 605

3.2. Embedding Dataset

Following the symbolic representation defined in the proposed method, each token se-
quence t;',f,_’S'C associated with the k-th packet of the i-th flow ¢; is mapped to a dense vec-
tor representation using a transformer-based sentence embedding model. In this work, we
employ the all-MiniLM-L6-v2 architecture from the Sentence-Transformers framework,
which encodes each packet-level token sequence independently into a fixed-dimensional
embedding vector egz—)s‘c. This model supports a maximum input length of 256 tokens,
which is sufficient to accommodate all token sequences generated in our experiments for
the considered configurations, namely b = 2 and b = 8 with NV = 512 bits, resulting in
J = 256 and J = 64 tokens per packet, respectively. Treating each packet as an inde-
pendent textual unit avoids truncation effects and preserves the structural granularity of
the early communication, as all token sequences extracted from the first M packets are
fully processed by the transformer encoder. Prior to aggregation, each embedding vector
is /5-normalized to improve numerical stability and ensure comparable vector magnitudes

across packets.

In the aggregation stage, the weight vector w used in Equations 8 and 9 is defined
as a uniform weighting scheme, given by w = |17, 47, .., 77|, that is, wy, = 7 for all
k = 1,..., M. With this definition, the aggregation of packet-level embeddings within
each communication direction corresponds to the arithmetic mean of the M normalized
embeddings associated with that direction. This choice ensures that all packets contribute
equally to the directional representation, while preserving a fixed-dimensional and order-

independent summary of the early flow behavior.

For each flow ¢;, the packet-level embeddings are aggregated according to the
formulation introduced in Section 2. Specifically, embeddings from the M packets in
each direction are combined using a mean—maximum aggregation strategy, producing the
directional vectors z{* and z;¢. The final flow-level representation z; is then obtained
by applying an element-wise maximum between the two directional vectors, resulting in
a single embedding of dimension D per flow. The resulting embedding dataset there-
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fore consists of compact, deterministic, and direction-aware flow representations, directly
aligned with the symbolic formulation of the proposed method.

3.3. ML Classification

This subsection describes the supervised learning protocol adopted to evaluate the pro-
posed flow-level representation z; under different tokenization configurations. The exper-
iments consider two tokenization settings, b € {2, 8}, with fixed parameters N = 512 bits
and M = 4 packets per direction. Classification is performed exclusively using XGBoost,
which is employed as the supervised learning model for all evaluation scenarios. For each
tokenization setting, the binary classification task of distinguishing non-VPN from VPN
traffic is first addressed using the flow-level embeddings as input features.

To mitigate the effects of class imbalance, a minimum-class balancing strategy
based on random under-sampling is adopted. At each repetition, the training set is con-
structed by sampling the same number of instances from each class, corresponding to the
size of the minority class. After balancing, a stratified holdout split is applied, with 80%
of the balanced instances used for training and 20% for testing. This procedure is re-
peated 10 times using independent re-sampling and re-splitting, and performance metrics
are reported as the aggregation of results across the 10 repetitions. This evaluation proto-
col ensures consistent and reproducible assessment of the proposed representation under
controlled conditions. In addition to VPN mode detection, multiclass traffic-type classi-
fication is evaluated separately for non-VPN and VPN traffic. In this case, models are
trained and tested using only the subset of flows corresponding to each VPN mode. The
same minimum-class under-sampling strategy is applied across all traffic-type classes,
followed by a stratified 80/20 holdout split, repeated 10 times. This design results in
three evaluation scenarios for each tokenization setting: (i) binary VPN mode classifica-
tion on the full dataset, (ii) traffic-type classification restricted to non-VPN flows, and (iii)
traffic-type classification restricted to VPN flows, all evaluated under identical balancing
and repeated holdout conditions.

4. Results and Analysis

4.1. Data Analysis

The t-distributed Stochastic Neighbor Embedding (¢-SNE) technique is applied to project
the high-dimensional flow embeddings z; into a two-dimensional space for exploratory
data analysis. Figures la and 1b present the resulting projections for the binary classi-
fication task between non-VPN and VPN traffic, considering the two tokenization con-
figurations evaluated in this study, namely b = 2 and b = 8. In both figures, each point
represents a flow-level embedding, and colors indicate the corresponding VPN mode. The
projections are generated using the same embedding dataset employed in the classifica-
tion experiments, ensuring consistency between qualitative visualization and quantitative
evaluation.

The projections show different spatial distributions of non-VPN and VPN flows
across the two tokenization settings. For b = 2, the embedding space contains regions
where flows from both classes are interspersed, indicating partial overlap between the two
categories. For b = 8, the projections display regions with higher concentration of flows
associated with the same VPN mode, particularly for VPN traffic. Overlapping regions are
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Figure 1. t-SNE projections of the flow-level embeddings z; for VPN mode classi-
fication (Non-VPN vs VPN) under two tokenization settings.

still present in both configurations, reflecting the heterogeneity of traffic types included
in the dataset. These observations are aligned with the differences in classification results
obtained for the two tokenization settings.

Figures 2a, 2b, 2c, and 2d present two-dimensional ¢-SNE projections of the flow-
level embeddings z;, generated separately for the Non-VPN and VPN classes under both
values of b. In each figure, every point corresponds to a flow-level embedding, and colors
indicate the associated traffic type (see Table 1). The projections are computed from
the same embedding dataset used in the classification experiments, ensuring consistency
between the exploratory visualization and the quantitative evaluation.

The t-SNE projections reveal differences in the spatial organization of flows
within each VPN mode across the two tokenization settings. For b = 2, both Non-VPN
and VPN projections exhibit regions where multiple traffic types are interspersed, indi-
cating overlap in the embedding space. In contrast, the b = 8 projections show more
localized clusters, particularly within the VPN class, where flows of the same traffic type
tend to concentrate in distinct regions. Nevertheless, overlapping regions remain present
in both configurations, reflecting the diversity of applications and communication patterns
included in the dataset. These observations are consistent with the classification results
and indicate that the symbolic representation preserves structural information whose dis-
criminative power varies with the granularity of the tokenization parameter b.

4.2. XGBoost Classification Results

Table 2 reports the XGBoost results for binary VPN mode classification under both val-
ues of b. The results are presented as mean and standard deviation over 10x repeated
holdout experiments with an 80/20 train—test split and minimum-class balancing. The
evaluated metrics include Accuracy, Precision, Recall, F1-score, ROC-AUC, PR-AUC,
and Log-loss. Figure 3 complements these results by illustrating the corresponding con-
fusion matrices, allowing an inspection of class-wise prediction behavior.

The results indicate that both tokenization settings yield high recall for the VPN
class, with values above 0.99, reflecting a low rate of false negatives in VPN detection.
The configuration with b = 8 presents slightly higher Accuracy, F1-score, ROC-AUC,
and PR-AUC, as well as lower Log-loss, compared to b = 2, suggesting a more confi-
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(b) VPN flows (b = 2)

(c) Non-VPN flows (b = 8) (d) VPN flows (b = 8)

Figure 2. t-SNE projections of flow-level embeddings z; generated separately
for Non-VPN and VPN traffic under two tokenization configurations. Each
point corresponds to a flow-level embedding, and colors indicate traffic
types within the same VPN mode.

dent separation between the two classes. The confusion matrices in Figure 3 show that
most misclassifications occur in the Non-VPN class, while the VPN class is consistently
identified with high correctness across both configurations. These results indicate that the
proposed flow-level symbolic representation supports reliable VPN mode discrimination
using early packet observations, with performance variations that are influenced by the
tokenization granularity.

A comparison between the quantitative results in Table 2, the confusion matrices
in Figure 3, and the ¢-SNE visualization in Figure 2b indicates a consistent relationship
between the embedding space structure and the observed classification performance. For
b = 2, the t-SNE projection shows partial overlap between Non-VPN and VPN flows,
which is reflected in the confusion matrices by misclassifications concentrated in the Non-
VPN class, while the VPN class exhibits a low false-negative rate. Despite this overlap,
the quantitative results report high Recall and F1-score values for both tokenization set-
tings, indicating that the learned flow-level representation retains sufficient discrimina-
tive information for reliable VPN mode classification. Overall, the qualitative patterns
observed in the ¢-SNE projection are aligned with the class-wise performance trends ob-
tained with XGBoost, highlighting the influence of tokenization granularity on embedding
separability and classification outcomes.

Table 3 presents the XGBoost results for multiclass traffic-type classification un-
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