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Abstract. In multi-stakeholder systems, such as healthcare, the Internet of
Things, and supply chain management, there is frequent data generation,
exchange, and sharing. As a result, data owners often desire control over
their data and maintain privacy, while data consumers require methods to
ascertain the origins and creators of the data. These conflicts of interest
require developing data governance systems that guarantee data provenance,
privacy protection, consent management, and selective disclosure. This
research proposed a decentralized data governance system utilizing blockchain
technology, proxy re-encryption (PRE), and Boneh, Boyen, and Shacham (BBS)
signatures to address these challenges. The proposed system enables data
owners to control, selectively share, and track their data through privacy-
enhancing, consent management, and selective disclosure mechanisms while
also allowing data consumers to understand the lineage of the data through
a blockchain-based provenance mechanism. As a case study, the research
examined and evaluated electronic prescriptions involving sensitive data and
multiple stakeholders, including patients as data owners and doctors and
pharmacists as data consumers. The research was structured as a collection
of published articles organized in the following sequence: problem formulation
and developing smart contracts, implementing privacy and consent management
through PRE, and applying BBS signatures for selective data sharing. The
proof-of-concept implementation and evaluations, conducted using CosmWasm,
Hyperledger Besu, Ethereum, pyUmbral PRE, and BBS signatures, demonstrate
that the proposed decentralized system is platform-agnostic, scalable, and
capable of providing a higher level of transparency, privacy, and trust with
minimal overhead.

1. Introduction

The expansion of digital technologies has led to exponential data production and sharing
among stakeholders. Applications such as healthcare and the Internet of Things are
examples of this trend, as they rely heavily on collecting and disseminating data
[Mukta et al. 2022]. However, as the scale of data sharing expands, it is crucial to
ensure that individuals’ privacy rights are protected. In multi-stakeholder applications,
data consumers need to clearly understand the lineage of the data they utilize,
including knowledge of the services and companies involved in collecting, storing, and
disseminating the data. Furthermore, data owners need to consent to share specific
information with data consumers and have the control to grant or revoke access to personal



information and sensitive data, allowing greater control and transparency in handling
personal information [Kakarlapudi and Mahmoud 2021].

In the healthcare industry, sensitive data such as electronic medical records
(EMRs) are routinely produced and shared among various stakeholders, including
patients, doctors, hospitals, and pharmacies. For instance, EMRs contain personally
identifiable information (PII), diagnosis, and medication. This information is required
to provide quality care. However, handling sensitive data requires robust data protection
measures to ensure the privacy and security of individuals. The centralization of
data storage in current healthcare systems, including electronic prescription systems,
imposes a significant challenge to protecting EMRs and the privacy of individuals whose
information is being collected and shared. The centralized structure of these systems
creates a single point of failure, making them vulnerable to breaches and unauthorized
access [Wazid et al. 2022]. Additionally, the lack of transparency inherent in such
architecture can compromise the ability of patients to exert control and oversight over
their personal information, raising concerns about potential violations of privacy rights
[Qahtan et al. 2023].

The trust mechanism in a centralized architecture is typically based on a central
authority to enable controlling and managing data access. In contrast, a decentralized
architecture, such as blockchain, uses distributed ledger technology to record and share
information in a tamper-proof manner without needing a central entity [Nakamoto 2009].
Blockchain technology uses a peer-to-peer (P2P) network to establish trust among
participating nodes through a consensus mechanism rather than relying on a central
authority, providing security and transparency. The transparency inherent in blockchain
technology enables all participants in the network to have a clear view of the data and
its history, making it easier to trace the lineage of the data and understand how it has
been shared and processed. Furthermore, the decentralized structure of the network
makes it more resilient to attacks and failures. In addition to its decentralized structure,
blockchain technology also enables smart contracts. This feature was initially proposed
by Szabo [Szabo 1997] as protocols, and in blockchain platforms such as Ethereum, acts
as immutable self-executing programs written in code and stored on the blockchain. It
enables task automation and agreements without needing a third party as an intermediary,
which increases efficiency, security, and trust in the execution of the contract while also
reducing costs [Hewa et al. 2021].

Despite capabilities, one of the main limitations of using blockchain technology
in sensitive applications such as healthcare and the Internet of Things is the issue of data
privacy [Peng et al. 2021]. The transparency of blockchain technology means that all
data stored on the blockchain is available to all network nodes. It implies a significant
challenge to maintaining the confidentiality of sensitive healthcare information, such as
medical records and personal information, which must be protected in compliance with
regulations such as the General Data Protection Regulation (GDPR). Researchers have
proposed some approaches to address the issue of sensitive data privacy in healthcare
applications, such as off-chain data storage, encryption, and zero-knowledge proofs
(ZKP) [Yin et al. 2023]. However, there is a lack of study on enabling data owners to
manage and selectively share attributes with stakeholders while preserving sensitive data
privacy, particularly in the healthcare sector, such as electronic prescription.



2. Research Questions
The objective of the research is to propose a blockchain-based system that answers the
following research questions (RQ):

• RQ1: how can blockchain and smart contracts secure and manage sensitive data in
a tamper-proof ledger? In particular, how can smart contracts be implemented for
electronic prescription use cases using byzantine fault tolerance (BFT) platforms
such as Tendermint?

• RQ2: how can data owners, such as patients, maintain their privacy while still
tracking and governing the usage by other parties?

• RQ3: while maintaining data owners’ privacy, how can a regulatory entity
access data for accountability and compliance verification in a decentralized data
governance system?

• RQ4: how can data owners selectively share specific attributes with certain
stakeholders in a reliable and scalable manner?

Particularly, this study employed proxy re-encryption (PRE) to ensure the privacy
of sensitive data and enable data sharing with owner consent. Additionally, Boneh, Boyen,
and Shachum (BBS) signatures built with zero-knowledge proof were utilized to allow
the selective sharing of data in a blockchain-based system. The research focused on
the electronic prescription (e-prescription) use case, a multi-stakeholder application with
sensitive data sharing [Vejdani et al. 2022]. Patients act as data owners and can selectively
share their data with relevant stakeholders, such as pharmacies and doctors, while keeping
the data securely encrypted and stored on the blockchain [Garcia 2023].

3. Publications and Contributions
The dissertation was structured as a series of published articles (four articles in total)
grouped according to their contribution. Figure 1 shows the research questions,
techniques used, and published articles. It also includes the publication metrics over the
period from 2017 to 2020, as evaluated using the Qualis Capes platform1.

3.1. Towards a Decentralized e-Prescription System Using Smart Contracts
The first article, titled “Towards a Decentralized e-Prescription System Using Smart
Contracts” [Garcia et al. 2021], introduces an electronic prescription system that
leverages smart contracts on BFT platforms. The main contributions of this research
are as follows:

• Design and implementation of a blockchain-based e-prescription system using
smart contracts on a BFT-based consensus mechanism. In particular, the work
used Tendermint consensus, which is not widely adopted for smart contract
applications.

• Performance evaluation of the proposed system with another BFT platform,
Hyperledger Fabric, evaluating contract file size, transaction overhead, scalability,
and smart contract deployment complexity.

However, the study does not evaluate and compare the cost with another existing
consensus mechanism, such as Proof of Work (PoW). Furthermore, the work does not
address the issue of data privacy in transactions and the mechanisms used to protect it.

1https://qualis.capes.gov.br/
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Figure 1. The research questions highlighting the features employed and the
published articles during the research

3.2. Exploiting smart contracts in PBFT-based blockchains: A case study in
medical prescription system

The second article, titled “Exploiting smart contracts in PBFT-based blockchains: A case
study in medical prescription system” [Garcia et al. 2022a] builds upon the previous work
by providing a more comprehensive evaluation and discussion. The contributions are the
follows:

• Evaluate the implementation of smart contracts on BFT blockchain platforms such
as Tendermint and Hyperledger Besu;

• Compare their operational cost and performance to Ethereum, a PoW blockchain.

However, the study only briefly discusses the use of public key encryption to
preserve patient privacy in the blockchain-based e-prescription system and does not
evaluate its effectiveness.

3.3. A Blockchain-based Data Governance with Privacy and Provenance: a case
study for e-Prescription

The third work, entitled “A Blockchain-based Data Governance with Privacy and
Provenance: a case study for e-Prescription” [Garcia et al. 2022b], implements the use
of proxy re-encryption to ensure patient consent and privacy. The main contribution of
the research is:



• A system that enables data owners to control and monitor their data through
privacy-enhancing and consent management mechanisms while also allowing data
consumers to trace the origins of the data through a blockchain-based provenance
system.

However, the study does not implement a selective disclosure mechanism to allow
data owners to share specific information with selected stakeholders.

3.4. Blockchain-aided and Privacy-preserving Data Governance in
Multi-stakeholder Applications

As an extension of prior work, the fourth article, entitled “Blockchain-aided and Privacy-
preserving Data Governance in Multi-stakeholder Applications” [Garcia et al. 2022c],
includes a regulator authority and incorporates the use of Boneh, Boyen, and Shacham
signatures to enable selective sharing by data owners. The research presents the following
contributions:

• A decentralized architecture for multi-stakeholder applications that combines
blockchain, smart contracts, and proxy re-encryption mechanism that allows for
data owner consent while keeping data encrypted on the blockchain, enabling
regulator entity to track the records with data owner permission;

• The use of BBS signatures to enable data owners to share specific attributes with
data consumers;

• A proof-of-concept performance evaluation using BFT blockchain platforms
(CosmWasm and Hyperledger Besu) compared to Ethereum PoW. Additionally,
the study employs NuCypher’s pyUmbral proxy re-encryption (PRE) library
and MATTR JSON-LD library using BLS12-381 key pairs for BBS signature
evaluation.

All evaluation software and smart contracts developed as part of the research can
be accessed on GitHub2.

4. Discussion
This section discusses the challenges and importance of results associated with
implementing a blockchain governance system.

4.1. Challenges

There are some challenges associated with implementing a blockchain governance
system. For instance, regulatory compliance is crucial, as blockchain systems must ensure
strict adherence to privacy regulations and rigorous data protection standards such as the
GDPR and LGPD (General Personal Data Protection Law). Another challenge includes
the integration of blockchain-based governance into existing infrastructures. The existing
reliance on centralized systems presents both technical and operational challenges.
Additionally, from an adoption standpoint, scalability is a challenge; the technology must
demonstrate that it can handle large transaction volumes while maintaining privacy—an
essential factor in complex, multi-stakeholder environments, including healthcare, supply
chain, and the Internet of Things.

2https://github.com/rodrigodg1/e-prescription



4.2. The BBS Signatures Employment
This work uses BBS signatures, a cryptographic technique for privacy-sensitive
data sharing. Data owners can choose which specific pieces of information to
reveal to different parties. While other methods like Redactable Signatures exist
[Hörandner et al. 2020], they are based on less robust security assumptions. BBS
signatures support Zero-Knowledge Proofs. The security of BBS is based on the robust
q-SDH (Strong Diffie-Hellman) assumption, making it stronger and more secure against
cryptographic attacks [Yamamoto et al. 2022].

4.3. Importance of the Results
The proposed system prioritizes privacy and data ownership. It empowers data owners,
like patients and users, to directly control who accesses their information – a vital feature
in today’s world of frequent data breaches and heightened privacy concerns. Blockchain
technology guarantees transparency and traceability in how data is used and where it
comes from. This builds trust in environments with many stakeholders and provides
clear audit trails for regulatory compliance. Additionally, smart contracts automate
processes, save costs, and significantly improve operational efficiency, especially in
sectors with data-sharing requirements. This research advances the knowledge of
combining advanced cryptographic techniques with blockchain technology to address
practical data governance challenges.

5. Conclusion
Applications that involve multiple stakeholders, such as healthcare, the Internet of Things,
and supply chain management, necessitate the protection of privacy and the management
of private data. This research presents a governance system based on blockchain
technology, which explores e-prescription to ensure privacy, consent management, and
selective sharing. The research is comprised of a collection of published articles that
contribute to the field in the following order: the implementation and evaluation of smart
contracts using BFT-based platforms like Tendermint consensus, Hyperledger Fabric,
and Hyperledger Besu, with a comparison of operational costs to Ethereum PoW; the
implementation and evaluation of proxy re-encryption operations in the context of e-
prescription, utilizing the NuCypher pyUmbral PRE library for enabling patient consent;
and the implementation and evaluation of BBS signatures, which enable selective sharing
by the patient through the use of the MATTR JSON-LD library.

To address the first research question (RQ1) on how blockchain and smart
contracts can be employed to secure and manage sensitive data in an immutable ledger,
the first article proposes a decentralized e-prescription system that utilizes smart contracts.
The proposed system aims to securely manage electronic medical records by leveraging
the tamper-proof and transparent features of blockchain, thereby mitigating fraudulent
activities such as data tampering. Furthermore, the contracts are implemented, evaluated,
and compared on two BFT-based platforms: CosmWasm (Tendermint consensus) and
Hyperledger Fabric. The findings indicate that a higher number of validator nodes
enhances the system’s fault tolerance. However, it also leads to increased latency
due to BFT consensus message traffic. Additionally, the second article expands on
the evaluation and privacy considerations within multi-stakeholder applications like e-
prescription. Specifically, the study compares the operational costs of smart contracts in



CosmWasm and Hyperledger Besu, focusing on the CPU and memory usage of validator
nodes during consensus. Moreover, the article evaluates the block time of BFT platforms
in comparison to Ethereum mining time. The results demonstrate the feasibility of BFT-
based platforms for healthcare applications in contrast to PoW solutions.

In conjunction with the second article, the third article presents a blockchain-
based system that addresses the privacy protection and consent management requirements
of multi-stakeholder environments. The system aims to respond to the second research
question (RQ2), which pertains to preserving the privacy of data owners and enabling
them to track and govern the usage of their data by other parties. The system ensures
the encryption of all data and stores requests in a transparent and tamper-proof ledger,
allowing data owners to delegate access to other parties. Notably, the study employs
proxy re-encryption as a means to safeguard data privacy and enable data owner consent
in data sharing. The evaluations demonstrate that proxy re-encryption effectively protects
the privacy of patients and enables data governance with minimal overhead.

Furthermore, to address RQ3 concerning how can a regulatory entity access
data for accountability and compliance verification in a decentralized data governance
system, the fourth article, using patient permission, includes smart contracts to enable
the regulator entity to track the flow of goods through a tamper-proof ledger reducing
illegal drug sales. Regarding RQ4 about how data owners can selectively share specific
attributes with certain stakeholders in a reliable and scalable manner, the fourth article
includes BBS signatures on top of proxy re-encryption to allow data owners to selectively
share data while maintaining the encrypted form on the blockchain. In particular, the
patient acts as a data owner and creates a verifiable derived proof using zero-knowledge
proof to share specific attributes with selected stakeholders. The evaluations show that
the blockchain-based governance system using proxy re-encryption and BBS signatures
libraries can be explored in any multi-stakeholder system with private data with minimal
overhead.
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