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Abstract. In this paper, we report ory? analyses of block-cipher based (cryp-
tographic) compression functions. Our aim is not to findisahs nor (second)
preimages, but to detect non-random properties that magndigish a com-
pression function from an ideal primitive such as a randoracte. We study
some well-known single-block modes of operation such agBaweyer (DM),
Matyas-Meyer-Oseas (MMO) and Miyaguchi-Preneel (MP), dodble-block
modes such as Hirose’s, Tandem-DM, Abreast-DM, Paralll-&nd MDC-2.
This paper shows how a weaknegs$ ¢orrelation) in the underlying block ci-
pher can propagate to the compression function via the mbdeeration used
in hash constructions. To demonstrate our ideas, we inigti#at the block ci-
pher underlying these modes with variable-round RC5, RG6ERC6 block
ciphers.

Keywords:y? cryptanalysis, block-cipher-based (cryptographic) caeagion func-
tions, single- and double-block-length modes of operation

1. Introduction

Hash and compression functions are pervasive cryptogrgguimitives used for privacy
and authentication purposes in environments as diverseraputer networks, sensor
networks and mobile devices [Kaufman et al. 2002, Stall2@@33]. There are many se-
curity properties that compression and hash functions tagatisfy depending on the
application environment. In this paper, we appfyanalysis techniques to block-cipher
based compression and hash functions in order to detect sormandom behavior that
demonstrates that they are not ideal primitives. Our aimoista find collisions nor
(second) preimages [Menezes et al. 1997], but statistaatkations between the input
and the output of the compression or hash functions. Welrdwl NIST requested in
[NIST 2007b] that the SHA-3 candidates should behave ag@ssossible to random
oracles [NIST 2007a], which is as expected of an ideal ciyatphic primitive.

We selected the following block ciphers to instantiate thiemputation mapping(s),
denotedF, inside the compression functions under analysis (Fig. 1):

e the RC6 block cipher [Rivest et al. 1998] has a Feistel Neiktvstnucture and was
a finalist candidate to the AES competition [NIST 2001] ainadelecting the
successor of the DES [NIST 1993] cipher. RC6 actually stdada family of
ciphers, and is more appropriately designated as RC6%, wherew stands for
the word size in bits (RC6 is a word-oriented cipher in thesedhat it operates on
neatly partitionedov-bit words),r is the number of rounds artds the key length
in bytes. For the AES competitiom; = 32 (a text block consists of fouw-bit
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words),r = 20 and three key sizes: 128 bits £ 16), 192 bits { = 24) and 256
bits (0 = 32). This version is called simply RC6.

e the RC5 block cipher [Rivest 1994] has a Feistel Networkcstme, and is the
predecessor of RC6. More formally, RC5 stands for a familgiphers, and is
designated RC%:/r /b, with parametersy, » andb having the same meaning as
in RC6 and value rangesy € {16,32,64}, 0 < k < 255,0 < r < 255. A
text block in RC5 consists of twa-bit words. The original parameter values are
w = 32 (leading to a 64-bit block); = 12 (nowadays, 20 rounds are suggested)
andb = 16 (or 128-bit key).

e the ERC6 block cipher [Ragab et al. 2001] has a Feistel Né&twtucture and
is a large-block generalization of RC6, thus the name ExddrRRIC6. Formally,
ERCS6 stands for a family of ciphers, and is parameterizedRG&8=v /r /b, with
the same meaning as for RC6. A text block in ERC6 consistsybit ei-bit words.
Nominal values of these parameters are not available, biiRagab et al. 2001]
one can find the values = 32, r = b = 16 used for performance evaluation in
software.

This choice of block ciphers leads to hash digests (or chginariables) of 64, 128, 256
and 512 bits for the single- and double-block length hashesodOur attacks do not
depend on related-keys nor on the key schedule algorithonghdt details about it, for
each key size, can be found in [Rivest et al. 1998, Rivest 1Rf4dab et al. 2001].

Our choice of RC5/RC6/ERC6 was motivated by well-known itssaf 2 attacks
on reduced-round versions of each cipher [Isogai et al. 200@dsen 2002, Jr. et al. 2009].
These results indicate that not only a large number of rogadsbe distinguished from
a random permutation without exhausting the codebook, lsatthat theyx? correlation
patterns aréterative, which is a fundamental feature for leveraging the attack karge
number of rounds when these ciphers are used as buildingilocompression and hash
function constructions.

This paper is organized as follows: Sect. 2 summarizes th&ibations of this
paper. Sect. 3 briefly explains\@ analysis. Sect. 4 describes attacks on the compression
function in DM mode. Sect. 5 describes attacks on compregaiactions in MMO and
MP modes. Sect. 6 presents an attack on a double-blockilemgtie of operation called
Tandem-DM. Sect. 7 presents an attack on the Abreast-DM m8édet. 8 presents an
attack on the Parallel-DM mode. Sect. 9 presents an attatikeoDC-2 mode. Sect. 10
concludes this paper.

2. Contributions
The contributions of this paper include

e a concrete application of? technique [Knudsen and Meier 2000] to compression
functions; in particular we aim at block-cipher based hastcfion constructions.

e to demonstrate our attacks, we instantiated the block diph@nside the hash-
ing modes of operation with variable-round versions of RRié¢st 1994], RC6
[Rivest et al. 1998] and ERC6 [Ragab et al. 2001], for whicr¢hare well-known
x? correlations for a large number of rounds. We require thgetanlock ciphers
to be susceptible tg? (distinguishing) attacks, so that we can extend this catrel
tion further to the compression function, via the mode ofrapen, and eventually
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to the hash function. Note that the fact that up to 44-roun@&Ra large number
of rounds) is susceptible tg* attacks already indicates that these primitives are
not appropriate building blocks in compression functionstouctions.

o further,we exploit the fact that the correlations patterns are iter@ that is, they
have the same form both at the input and at the output of thekldipher, so
that we can bypass the feedforward and feedback of chaimingbles commonly
found in modes of operation, and thus extend the distinguistapability ofy?
technique beyond the block cipher framework.

e we perform onlydistinguishing attacksince there are no secret keys in com-
pression/hash function settings. On one hand, this factiesphat the attack
complexities are lower since no keys are recovered/gues3edhe other hand,
the fact that the key is not secret means that it is under théraoof the ad-
versary. So, in our attacks, we can freely choose the key todak concern-
ing the x? attacks, and thus, cover a large number of rounds of the Iymatgr
block ciphers. Even thoug{? attacks can be performed under a known-plaintext
setting [Shimoyama et al. 2001, Miyaji et al. 2002], we haveltoose some mes-
sage blocks and chaining variables to satisfy the attacknements. Thus, all our
attacks operate under a chosen-message-or-chainirapka(CMCV) setting.

e we analyse single-block modes of operation such as DaviegeMDM), Matyas-
Meyer-Oseas (MMO) and Miyaguchi-Preneel (MP) [Menezed.€t397]. This
is a subset of a large series of modes of operation originiabgeribed by Preneel
et al. in [Preneel et al. 1994]. We also analysed double-block medeh as Hi-
rose’s [Hirose 2006], Tandem-DM, Abreast-DM [Lai and Mas$893], Parallel-
DM and MDC-2 [Brachtl et al. 1990], [Meyer and Schilling 1988

e our attacks use thg? technique to demonstrate non-random properties of the
underlying block cipher. We describe how a particular wesssn ay? correla-
tion, can propagate from the block cipher to the compreskiantion via the
mode of operation. Therefore, val® notaim at traditional attacks such as col-
lisions or (second) preimage, but our findings are relevaipplications where
hash functions are expected to behave as random oracleas(jebeudo-)random
number generators, which is required by NIST for the ong@hk\-3 competi-
tion [NIST 2007b, NIST 2007a]. While most of the traditiorsadalysis of hash
functions use differential cryptanalysis (aimed at findiogisions), our approach
uses they? technique for the analysis of compression functions in otdeun-
cover weaknesses and non-random behavior which provehtbse functions are
not ideal cryptographic primitives.

3. A Brief Overview of x2 Correlations

We recall from [Knudsen and Meier 2000] a brief descriptidrine y? goodness-of-fit
test to distinguish a random source with unknown probatdlistributionpx from a ran-
dom source with uniform distributiop,;. This y? test will be used to detect correlations
between specific input and output bitsefound ciphers. LetX = zg,x1,..., 2,1
be identically and independently distributed random \des taking values in the set
{ag, a1, ...,a,_1} with unkown probability distribution. The? test is used to decide
if an observationey, 1, ..., x,_; IS consistent with the hypothesis(Rr= a;) = p(j)
for0 < j < m, wherepx = {p(j)} is a discrete probability distribution on a setsof
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elements. LetV,; (X) denote the number of times the observatiortakes on the value
a;. Then,>7. N, (X) = n. Thex?” statistic is the random variable defined by

()

For the uniform distributiop;, the x” statistic is jus€? >~ . (N,, (X) — )% In ax” test,
the observed” statistic is compared tg> ,, ,, the threshold for the” test withm — 1
degrees of freedom and with significance lavel

-3 (20,00 o)

Jj=

In this paper, we exploik? correlations as a distinguishing tool to detect non-
random behavior of block ciphers inside a compression fanéh modes of operation
such as Matyas-Meyer-Oseas (MMO), Davies-Meyer (DM) angelguchi-Preneel (MP)
[Menezes et al. 1997]. Further, we look to extend such caticels to the full mode of
operation, and eventually to the hash function as well. &there is no key involved in
compression or hash functions, all attacks are of the gjstgh-from-random type.

In [Knudsen and Meier 2000], Knudsen and Meier showédorrelations can be
used to distinguish 15-round RC6 from a random permutatmal (Up to 17 rounds for
weak keys). These correlations were derived from 2-rowerdiive linear relations called
Type-l approximations, having the form

(A-e) ®(Crey) = (A e,)®(C"e,), (1)

whereA andC' are the first and thira-bit input words, that is, a plaintext block has the
form A||B||C|| D, while A’ andC” are the first and third-bit words two rounds later, that
is, the cipher state after two rounds has the fotthB'|C’||D’; e; denotes av-bit mask
with a single bitl in the ¢-th least significant bit position. if, s, « andv are nonzero
but less than five, there is a nonzero bias which depends ovathes oft, s, u,v. The
idea is to fix each of the IgbA) and Isi(C') and collect statistics of the ten bits: {$H’)
and Isi(C’). That means an iterative distinguisher that can be conatddrevery two
rounds. Note that thg? analysis sets the least significantdagpits of A andC to zero.
This is a consequent of previous analysis of RC5 in [Borst. e309].

RC6 is well-known for the extensive use of data-dependdatioms. It was men-
tioned in [Knudsen and Meier 2000] that for some weak keysdbaerate zero rotation
amounts,y? correlations could be detected up to 16-round RC6. Sinceam&ra the
key input, which means the message blogksor chaining variable$?;_; and H;, we
can afford to choose them so that the key is weak. Also fordhise reason, we can in-
clude the pre-whitening layer with subkeys. But, we omitplost-whitening layer since
our distinguishers do not cover the full nominal number afrds. Therefore, follow-
ing [Knudsen and Meier 2000], we assume that with a@ditchosen plaintexts, we can
detecty? correlation across 16-round RC6 under weak keys.

In [Miyaiji et al. 2002], Miyajiet al. described improvements ¢ attacks applied
to RC5-32 {v = 32), for up to 10 rounds. The analysis approach is similar tcagqo
(1). Let a plaintext block be denotetl| B and the output aftek rounds beA’||B’. The
attack setting in reduced-round RC5 starts by setting( Bbto zero and computing?
correlation in Ish(B’). The idea is similar to (1). For an even number of rounds:

B-e, =B -e,, (2)

89 ©2012 SBC — Soc. Bras. de Computa¢do



XII Simpdsio Brasileiro em Seguranca da Informagao e de Sistemas Computacionais — SBSeg 2012

wheree; denotes av-bit mask with a single bit in thet-th least significant bit position.
The besty? distinguishing attack reported in [Miyaji et al. 2002] rbas 10 rounds and
require2°”#" chosen plaintexts and equivalent 10-round computations.

In [Shimoyama et al. 2001], Shimoyanea al. describedy? analysis of RC5-
32/10 using2®”87 chosen ciphertexts and equivalent number of 10-round ctatipos.
This attack has high success rate and uses a similar appiméZh For weak keys that
lead to small or zero rotation valueg? correlations can be detected further up to 12
rounds.

In [Isogai et al. 2002], Isogat al. described attacks on RC5-64, ie. with= 64
up to 16 rounds. This is an indication that increasing thedwsze helps improve the
attack to more rounds singg correlations can be detected over a larger seéb@fw
bits of some input and output words ofround RC5-64. Actually, as demonstrated by
attacks on RC5, RC6, ERC6 and further on MRC6 [El-Fishawy.€2@04], in this order,
it seems that increasing the number of words in a text blos& helps improve thg?
attacks to a larger number of rounds.

In [Jr. et al. 2009], Nakaharet al. describedy? distinguishing attacks on up to
44-round ERCS6 using?3 chosen plaintexts. There is no mention of attack improvemen
due to weak keys/subkeys in [Jr. et al. 2009]. So, we applyopalysis assuming the key
is fixed but arbitrary. The correlation pattern for ERC6 hasgwalar form to (1) but a text
block has eight words, denoted| B||C||D|| E| F||G|| H. For an even number of rounds,
and following a Type-I approximation, the correlation pattfor ERC6 is

Ave, C e, DF e, G-y, = A ey, ® (3)
C ey BE e, BG - eyy.

There are many other ciphers that could be attacked, butateewll variants of
RC5/RC6, weakened or extended versions such as RC6-64 §énit002] and MRC6 in
[El-Fishawy et al. 2004]. We limit our analyses to these Jiens: RC5, RC6 and ERCS6,
since they provide enough freedom of choice of block and kasss

4. Attackson the DM mode
The DM mode is depicted in Fig. 1(b). Theh chaining value is computed as

H;=H; 1®E,,(H;_1), (4)

where H, = IV is the initial value,m; is thei-th message block an#,(y) is a block
cipher with keyx and plaintexty. In all settings, we assume the key sizeHaan be
adapted to fit the message or chaining variable length.

Let us consider RC6-32/16/16 &Sfor an initial attack on a compression function
in DM mode since equation (1) is iterative, that is, the venye words are used both at the
input and the output. In particular, let;, H;,_, € Z;* be the input andi; € Z.* be the
output of a compression function in DM mode. The attack pedseas follows: we fixn;
appropriately as a weak key so that we our attack reachesih@s®fF. We choosédd;
as input toF according to (1), that isyith the five least significant bits of its first and third
words set to zerso that ay* correlation can be detected in the same words,a{ H; ).

90 ©2012 SBC — Soc. Bras. de Computa¢do



XII Simpdsio Brasileiro em Seguranca da Informagao e de Sistemas Computacionais — SBSeg 2012

Despite the feedforward aff;_; in DM mode in (4), this correlation can lextendedo
H; because of the wa¥i; ; was constructed, that is, the zero bitsHn ; do not affect
the correlation inH; and the correlation pattern appears at the same place infoth
andE,,.(H,_,). Following [Knudsen and Meier 2000], by appropriately ckiog H; ;
and keepingn; fixed, we can detect a biased distributionA, and thus, distinguish a
compression function in DM mode instantiated by RC6-32l&6/om a random mapping
using2!'*® chosen chaining variable values and equivalent effort. Btgns negligible
since we do not need to store the messages, but only’tlséatistics. Note that even if
the feedforward off{,_; was combined via modular addition instead of xor, the attack
would still hold because the least significant five bits of ils€ and 3rd words off;_;
were purposefully set to zero.

Suppose we set = 2 in the previous paragraph. If we vary; over all 21?8
possible text blocks, wittt, fixed, thenH, = E,,, (Hy) ® H, would behave as a random
function. According to [Rijmen et al. 1997], varying, this way would cover about
1.2 = 212656 of the codebook. Suppose now that we keepfixed as key input
to the next compression function instance, tiién= E,,,(H;) & H;. If m, is the last
message block then it should contain padding and the totsgage length (following MD
strengthening). But, we cannot contidl to have zero bits in the appropriate positions
for the y? attack on the underlying block cipher. Thus, our attack s&rieted to the
compression function only.

Now, suppose we instantiaté with RC5-32/10/8 in DM mode. We apply the
iterative pattern in (2). This timep,;, H;_, € Z5* are the input and?; € Z5* is the
output of a compression function in DM mode. The attack pedseas follows: we
fix m; as a key so thatl behaves as a permutation. We chodge; as input toF
according to (2), that is, with the five least significant lmtsts second word only set to
zero so that a? correlation can be detected in the same wordB,at(H;_,). Despite
the feedforward of{;_ in (4), this correlation can be leveragedfg because of the way
H,;_, was constructed, that is, the zero bitdin_; do not affect the correlation if; and
the correlation pattern appears at the same place in Bpdnd ,,,, (H;_1). Following
[Miyaji et al. 2002], by appropriately choosing;_, and keepingn; fixed, we can detect
a biased distribution if{;, and thus, distinguish a compression function in DM mode
instantiated by RC5-32/10/8 from a random mapping ugiig’ chosen messages and
equivalent effort.

Repeating the same reasoning for ERC6-32/44/32 in DM maukapplying the
pattern (4). This timen,;, H;_; € Z5°° are the input andi; € Z3°° are the output of
the compression function. The attack proceeds as follovesfixvmn; as key so thatr
behaves as a permutation. We choéke,; as input toF so that the five least significant
bits of four words, according to (4), are set to zero so thgt eorrelation can be detected
in the same words &, (H;_1), despite the feedforward df,;_, in (4), as explained in
the previous paragraphs. Following [Jr. et al. 2009], byrappately choosing?;_; and
keepingm, fixed, we can detect a biased distributionAin, and thus, distinguish a com-
pression function in DM mode instantiated by ERC6-32/44f82h a random mapping
using223? chosen messages and equivalent effort.

A reasoning why so far we could not extend the attack to a hasttibn in DM
mode is the following: suppose a messddge= m, ||m, wherem, is variable whileH,
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is fixed. It means that/; = Hy, ® E,,, (Hy) behaves as a random function. According to
[Rijmen et al. 1997], ifin, runs over alR'*® values, then about - 2'* ~ 2'26-¢ distinct
values appear ii/;. We keepmn, fixed since it might contain (eventual) padding and the
length of M, due to the Merkle-Damgaard (MD) strengthening. Thug, (H;) behaves
as a permutation. If we could filter out only those valuegfefwhich have zero bits in
the five least significant positions of its first and third warthen we could detect &
correlation inH, = H, ® E,,,(H,), which would be the hash digest. Out of thig®-5¢
inputs, 10 bits would have to be fixed. That means @§°¢ would be available, which

is not enough. We neett*® texts.

5. Distinguishing attacks for the MM O and M P modes

In MMO mode, thei-th chaining variable is computed as
H; =m; ® Ey,_ (m;), (5)

with Hy, = IV, as depicted in Fig. 1(a). Let us consider RC6-32/16/1& as MMO
mode. Letm;, H;_; € Z}* be the input andi; € Z,* be the output of the compression
function. The attack proceeds as follows: we choose a fixeadlywalue forH;_; so that
itis a (weak) key taF. We choosen; as input toE' according to (1), that is, with the five
least significant bits of its first and third words set to zerthat ay? correlation can be de-
tected in the same words BY;, , (m;). Due to the feedforward of:;, this y* correlation
can be extended té/; because of (5). Following [Knudsen and Meier 2000], by appro
priately choosingn; and keepingH;_; fixed, we can detect a biased distributionH,
and thus, distinguish a compression function MMO mode mgted by RC6-32/16/16
from a random mapping usirj'® chosen messages and equivalent effort. Memory is
negligible since we do not need to store the messages, butrent? statistics.

Now, suppose we instantiaié with RC5-32/10/8 in MMO mode. The attack
would proceed similarly to the one for RC6-32/16/16, but H,_,, H; € Z5" and the
complexity become8®”#” chosen messages and equivalent effort.

Analogously, if we instantiat& with ERC6-32/44/32 in MMO mode. Once again,
the attack would proceed similarly to the one for RC6, bt H,_,, H; € Z3°° and the
complexity would becom@?3? chosen messages and equivalent effort.

In MP mode, the-th chaining variable is computed as
Hi =m; ® Hi_1 ® Eg,_,(my), (6)

with Hy, = IV, as depicted in Fig. 1(c). We consider RC6-32/16/16 instng F in
MP mode. The attack proceeds analogous to the one in theopseparagraph. The MP
and MMO modes are quite similar, except for a feedforwaré/pf,. We keepH;_ fixed

as a (weak) key input. Thus, we can simple remove it flipbefore checking the?
correlation, by just xoring?; with H;_; in (6). The attack complexity remains the same
as in the MMO case.

Now, if we instantiate” with RC5-32/10/8 in MP mode, the attack on the com-
pression function would proceed similarly to the one for RR2616/16, butmn;, H; 1,
H; € Z5" and the complexity become¥’#” chosen messages and equivalent effort.
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Analogously, we instantiate with ERC6-32/44/32 in MP mode. Once again, the
attack on the compression function would proceed simil@arijpe one for RC6-32/16/16,
butm,, H;_,, H; € Z3*° and the complexity would becon®** chosen messages and
equivalent effort.

6. Distinguishing attacks on the Tandem-DM mode

In [Lai and Massey 1993], Lai and Massey proposed a douldekbength hash mode
called Tandem-DM that uses two instances ofrabit block, 2n-bit key cipherE. A
compression function instance is depicted in Fig. 1(e). ifhi@al values aref/} and HZ.

The attack proceeds as follows: we instantiatevith RC6-32/16/32, message
blocksm; € Z,*® and chaining variable#l!, H? € Z}*®. We keepH} , andm,; fixed as
key input, so thaty;: ., (-) behaves as a permutation. We véfy , over2''® distinct
messages, with the least significant five bits of its first &md tvords set to zero. We shall
detecty? correlation atEHigl”mi(Hffl) with high probability. Because of our choice of

H? ,, its feedforward will still allow to detect correlation & = H? @ Epy1 ,, (H7 )

Due to the feedback oEHil_lei(Hf_l) as part of the key input to the othér
instance, our attack is restricted to the compression imm¢and only to one® instance).
The attack complexity i8!!® chosen messages and equivalent computation effort.

Now, if we instantiate” with RC5-32/10/16 (we have to adjust the key size to fit
the double-sized key input) in Tandem-DM mode. The attadkerompression function
proceeds similarly to the one in the previous paragraphybutl;_,, H; € Z5" and the
complexity become8®”#” chosen messages and equivalent effort.

Analogously, if we instantiat& with ERC6-32/44/64 in Tandem-DM mode. Once
again, the attack on the compression function would prosg®darly to the previous
ones, butm,, H;_;, H; € Z5*° and the complexity would becon?8* chosen messages
and equivalent effort.

7. Distinguishing attacks on Abreast-DM mode

In [Lai and Massey 1993], Lai and Massey proposed a douldekbength hash mode
called Abreast-DM. A compression function instance is digai in Fig. 1(f).

The attack proceeds as follows: we instantiatevith RC6-32/16/32. We keep
H} | andm; fixed as key inputs, so thﬂHi{lei(.) behaves as a permutation. We vary
H? | over2!!® distinct messages, all of which have the pattern (1). Wel sleaécty?
correlation atfy: .., (H7-;) with high probability. Because of our choice 8’ |, its
feedforward will still allow to detect correlation &f?.

Due to the feedforward off? , as part of the key input to the othér instance,
our attack is restricted to the compression function (anig tmone £ instance). In
the original definition of Abreast-DM, th& instance whose input i&} ; is negated
(bitwise NOT). For our attacks, it does not matter since wendbdepend on thig/
instance. We use only the othBrinstancé. Anyway, if necessary, we could compensate
for this bitwise NOT by xoring with '1’ bits the specific po&ihs where we look fox?

Thus, as long as thE instance we attack contains RC6-32/16/32, the ofh@rstance could be any block cipher
whatsoever.
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correlation. We can afford to do it since we attack the cosgiom function. Thus, for
simplicity, we omit the bitwise NOT in Fig. 1(f) and in the atk description.

The final attack complexity i8!'® chosen messages and equivalent computational
effort.

Now, if we instantiateF’ with RC5-32/10/16 in Abreast-DM mode. The attack
on the compression function would proceed similarly to the o the previous para-
graph, buim;, H;_,, H; € Z5* and the complexity become$™*” chosen messages and
equivalent effort.

Analogously, if we instantiat® with ERC6-32/44/64 in Abreast-DM mode. Once
again, the attack on the compression function would prosg®darly to the previous
ones, butm,, H;_,, H; € Z5*° and the complexity would becon28* chosen messages
and equivalent effort.

8. Distinguishing attacks on the Parallel-DM mode

The Parallel-DM is a double-block length hash mode of opematesigned by Hohdt al.
in [Hohl et al. 1993]. A compression function instance isidegad in Fig. 1(g).

Let us consider RC6-32/16/32 &sin Parallel-DM mode. We attack the compres-
sion function only. Letn!, m? € Z,* be fixed values, as key inputs to thginstance
whose input isif} | € Z;**. The attack proceeds as follows: we choose a weak value
for m; & m? so that it is a (weak) key t&, which behaves as a permutation. We choose
H} | & m] as input toE so that the least significant five bits of its first and third dsr
are zero, while the remaining bits vary o\@t® values. This means that! ; shall be
chosen carefully to compensate for the xor with a fix¢dbefore being input tdz. This
way, ax? correlation can be detected in the same WordE,,(;)gI@m?(mi1 @ H! ). Due
to the feedforward o7} | & m;, this x* correlation can be extended ' because of
the way H , was constructed. Following [Knudsen and Meier 2000], byrappately
choosingm}, m? and H} |, we can detect a biased distributionAff, and thus, distin-
guish a compression function Parallel-DM mode instantidtg RC6-32/16/32 from a
random mapping using!'® chosen messages and equivalent effort. Memory is neggigibl
since we do not need to store the messages, but onlythmtistics.

Now, if we instantiateZ with RC5-32/10/8 in Parallel-DM mode the attack on the
compression function would proceed similarly to the onehm previous paragraph, but
my, Hi_y, H; € Z5* and the complexity becom@8’™%” chosen messages and equivalent
effort.

Analogously, we instantiate’ with ERC6-32/44/32 in Parallel-DM mode. Once
again, the attack on the compression function would prosg®darly to the previous
ones, butn;, H;_,, H; € Z5° and the complexity would becon22** chosen messages
and equivalent effort.

9. Distinguishing attackson MDC-2 mode

The MDC-2 mode is a double-block length hash mode descrilyeBracthl et al. in
[Brachtl et al. 1990] and in [Meyer and Schilling 1988]. Itdspicted in Fig. 1(h). Ac-
cording to [Menezes et al. 1997], there is a fixed word swagr #fie feedforward ofn;,
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before the output is assignedit} and 2, but this swap does not affect our attack. Thus,
we omit this swap to simplify the analysis.

Let us consider RC6-32/16/16 &5in MDC-2 mode. We attack the compression
function only. LetH}! |, H? | € Z}* be fixed values, as key inputs to theinstances,
andm; € Z,*®. The attack proceeds as follows: we choose a weak valuéffor
and H? | so that they are (weak) keys to the tdits, that behave as permutations. We
choosemn; so that the least significant five bits of its first and third dgare zero, while
the remaining bits vary over''® values. This way, a? correlation can be detected in
the same words a‘EHilfl(mi) and atEHZ{l(mi)- Due to the feedforward af:; in both
F instances, this? correlation can be detected i} and H? as well, because of the
way m; was constructed. Following [Knudsen and Meier 2000], we aetect a biased
distribution in both/H! and H? and thus, distinguish a compression function MDC-2
mode instantiated by RC6-32/16/16 from a random mappimpsi® chosen messages
and equivalent effort. Memory is negligible since we do ne¢dto store the messages,
but only they? statistics.

Now, we instantiate® with RC5-32/10/8 in MDC-2 mode. The attack on the
compression function would proceed similarly to the onehm previous paragraph, but
m, Hi_,, H; € Z5* and the complexity becom@s™*” chosen messages and equivalent
effort.

Analogously, if we instantiat& with ERC6-32/44/32 in MDC-2 mode, the attack
on the compression function would proceed similarly to theyjous ones, but;, H; 1,
H; € Z3*° and the complexity would becom?é*® chosen messages and equivalent effort.

10. Conclusions

This paper presented @ analysis of block-cipher based compression functions. Our
attacks included both single-block-length modes such ayadaMeyer-Oseas (MMO),
Davies-Meyer (DM) and Miyaguchi-Preneel (MP) [Menezeslel897], and double-
block-length hash modes such as Tandem-DM, Hirose’s, Abifell, Parallel-DM and
MDC-2. Attack complexities are listed in Table 1. Memory qaexity is negligible,
since we do not need to store the messages, and since wenpéi&imguishing attacks
only. There is no point in key-recovery attacks since theroisecret value involved.

We describe how? correlations can be extended from the underlying block ci-
phers to the compression function, in several modes of tiparao that these primitives
do not behave ideally, but can be distinguished from a ranchampping in a chosen-text
setting.

In our analyses, we used variable-round versions of ERC®&, & RC5 ciphers
to instantiate the block cipher(s) underlying all modespdrmation studied. Our choice of
block ciphers is based on the fact that these versions acetilsle toy? cryptanalysis.
Nonetheless, they serve as a proof-of-concept. Our poitd rmake clear that weak-
nesses such ag correlations can propagate beyond the block cipher to a cesajpn
function in some hashing mode of operation such as DM, MMO Mg allowing one
to distinguish them from random mappings. Unlike otherckisawe do not exploit this
weakness to find collisions nor (second) preimages. Ratleesearch for other properties
(x? correlations) that have been overlooked and that may iteltbat these primitives are
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Table 1. x? attack complexities on compression functions in several modes of operation.
Memory cost is negligible.

Data (CMCV) Time Modes Block Cipher
2233 2233 DM, MMO, MP, Parallel-DM, MDC-2 ERCG6-32/44/32
2233 2233 Tandem-DM, Abreast-DM ERC6-32/44/64
2118 2118 DM, MMO, MP, Parallel-DM, MDC-2 RC6-32/16/16
2118 2118 Tandem-DM, Abreast-DM RC6-32/16/32
25787 25787 DM, MMO, MP, Parallel-DM, MDC-2 RC5-32/10/8
25787 25787 Tandem-DM, Abreast-DM RC5-32/10/16

CMCV: Chosen Message or Chaining Variable

not ideal candidates for applications such as pseudorandomber generators and PRP’s
[NIST 2007a]. We believe these properties are relevant halll 3ot be underestimated.

Our results were possible due to the fact that the correlgiaterns for RC5, RC6
and ERCE6 are iterative, that is, they have the same form fibr the input and the output
of the block cipher. This simple fact allowed us to bypassféeelback and feedforward
of values commonly used in modes of operation.

So far, our analyses apply to the compression functions dWyleave as an open
problem how to extend ouy? correlations attacks to the full hash function.
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A. Modes of Operation Schematics

Fig. 1 illustrates several modes of operation discusselisrpaper.F’ stands for a block
cipher; the triangle in the side of the square holdifigndicates the key input; is a
constant.
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Figure 1. Modes of operation: (a) Matyas-Meyer-Oseas (MMO); (b) Davies-Meyer (DM); (c)

Miyaguchi-Preneel (MP); (d) Hirose’s; (e) Tandem-DM; (f) Abreast-DM; (g) Parallel-DM; (h)
MDC-2
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