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Abstract

ParasiticauthenticatiofjEbringeretal., 200Q is a novel approacHor userauthenticationn electronicwallet
systemsvhichcombinessecurityandusability We proposeanextensionto parasiticauthenticationhatintegrates
it to paymentprotocolsthusincreasingthe securityof electronicwallets. The additionalsecuritycomesat the
expenseof greatercompleity in the secondarylevicesusedin the authenticatiorprocess.

1 Introduction

Applicationsrunningin mobile devices,speciallyelectronicwallets,needauthenticatiormethodshat (i) require
the physicalpresenceof the userin the authenticatiorprocessbut are otherwisetransparento him or her; and
(i) do not requirethe userto type passverds very often. In [Ebringeretal., 2000, the authorsdiscussthese
requirementsindpresenparasitic authenticatiorasa solutionto the problemof authenticatingisersof electronic
wallets. They identify threeclasseof authenticationwhich are basedon (i) somethingknown to the user (ii)
somethingpossessebly the user or (iii) somethingnherentto the user Passvordsarea typical exampleof the
first class:assuminghatonly the authorizeduserknowsthecorrectpassverd, the systenwill authenticateanyone
ableto producetheright combinationof usernameandpassverd. Thesecondlassmakesuseof tokensownedby
users.Examplesof thesearesmartcardsandsynchronizedne-timepasswod electronictokens. Thethird class
includesbiometrictechniqueswhich measuresomephysicalcharacteristién orderto identify theuser Thethree
classesrelistedin increasingorderof security Biometricspromisethe greaterevel of securityandeaseof use,
but its acceptanceresendifficultiessuchasprivacy concernsandtheimpossibility of revocationof themeasured
characteristic.

Parasiticauthentications basedon using tokensthat can be hiddenin the users clothesand that answers
authenticatiorrequests.As such, parasiticauthenticatioies somavherein betweenthe useof tokensandbio-
metrics:aswith biometrics the propertyneededor authenticatioris supposedo be partof theuser;however, the
systemstill presentghe possibility of revoking or changingthat property Moreover, usingtokensin conjunction
with parasiticauthenticatioropensthe possibilityfor evenmoresecureandelaborateauthenticatiorprotocols.

We arguethat, althoughparasiticauthenticatioris a steptowardsbetteridentificationsystemsfor electronic
wallets,its currentform is inadequatesinceusersmay still have their walletsusedby knowledgeablehieves. We
proposepushingthis paradigma stepfurther andintegratingthe authenticatiortoken into the paymentprotocol
thusincreasinghe securityof the systemwhile maintainingusability.

Section2 below sketchesthe architectureand protocolsfrom [Ebringeretal., 2000. In Section3 we present
our approachfolincreasingsecurity and corvenienceof parasiticauthentication. The last sectionpresentsour
conclusions.

2 Parasitic Authentication

ParasiticauthenticatiofEbringeretal., 200Q involvesbothnew architectureandprotocols.Thenew architecture
includesa novel device, the authenticator responsibldor authenticatinghe user The protocolsspecifyhow the
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Figurel: Theparasiticauthenticatiorarchitectureshaving thewalletatthecenterthetransceveror authenticator
atthetop andthe merchanterminalontheright.

walletwill interactwith the authenticatoin orderto achiese secureuserauthenticationWe will first describethe
architectureandthensketchthe protocolsproposedy Ebringeretal.

2.1 Architecture

The authenticatos operationis basedon its proximity to the electronicwallet. More specifically the wallet does
not functionaway from the authenticatarThusthe usercancarry the authenticatoin the pocket andbe surethat
thewalletwill notoperaten caseit is misplacedor stolen.

Figurel shavsthe elementsandthe communicatiorpatternfor the original parasiticauthenticatiorprotocols:

Electronic Wallet It is responsibleor storingall userrelatedpaymentinformationand executingthe payment
protocolon behalfof theuser It relieson the proximity of the authenticatoto identify the user The wallet
shouldremainblockedif it cannot communicatavith the correctauthenticatar

Authenticator Also calledthe transceier, it is responsibldor authenticatinghe userto the wallet, prior to al-
lowing it to engagdn paymenttransactionslts compleity canvary from a simple passverd brodcasting
device to acomplex processoperformingmodulararithmeticandSchnorrauthenticatiodSchnory 199Q.

Merchant terminal It actsonbehalfof themerchantjnteractingwith thewalletin orderto performatransaction.

2.2 Protocols

Theprotocolsusedn parasiticauthenticatiowvary with thecompleity andcomputationapower of thetranscever.
We first presentthe basic protocol and then showv four different versionsfor different classesof transcevers.
[Ebringeretal., 200q introduceparasiticauthenticatiorasfollows: “With parasiticauthenticationyserscantem-
porarily delegatetheir responsibilityfor authorizinga transactiorto a small, portablesecondanydevice, carried
andconcealedy the user As long asthe e-wallet canverify thatit is indeedthe samesecondarylevice thatwas
involvedin the setupprocessthe e-wallet actsasif it hasthe necessarauthorizationto completea transaction.
Thus, the continuedproximity of the secondarydevice to the e-wallet is the sourceof authentication.Existing
identificationprotocolsensurethat the secondandevicesthat do not belongto the owner of the e-wallet cannot
confuseor spoofthee-wallet. Thisis akinto aconcepintimatelyfamiliarto mostusers:sessionaauthenticatiord



2.2.1 Basic protocol

Whentheuserandthe merchantiecideto useanelectronicpaymensystemnto settleapurchasetheuserwill power
onits walletandthe merchantill instructits terminalto initiate a paymenttransaction Beforethe wallet begins
the transactionjt mustget authorizationfrom the user which is donewith passverdsin corventionalsystems.
Parasiticauthentication-baseslystemswill requirethe passwerd just oncein a sessionwith the authenticator
providing authorizatiorthroughouthe sessioh. The mainstepsof atransactiorusingparasiticauthenticatiorare
(asshawvnin Figurel):

1. Themerchanterminalsendsa paymentrequesto theuserswallet.
2. Theuseragreeswith the content(descriptionpriceetc.) of thetransaction.

3. Thewalletseeksauthorizationlf thereis no openauthorizatiorsessionthewalletasksthe userto openone
by inputingapasswverd. In any casethewalletwill contactheauthenticatoandwait for thecorrectanswer

4. Theauthenticatoanswergherequest.

5. If theansweliis correct thewallet startsthe paymentransactiorwith themerchanterminal.

2.2.2 Variationsof the basic protocol

Dependingon the complexity andcomputationapower of the secondangdevice, differentprotocolsmay be used
for the continuedauthentication.Four differentsystemsof increasingcompleity wereproposedfrom a simple
passvetranspondethatonly broadcastéts serialnumberto anauthenticatothatcanperformmodulararithmetic.

Passive RFID transponder. A RFID (RadioFrequeng Identification)transponders only ableto broadcasits
identity. Accordingly, in step3 of the protocolthe wallet broadcasta querywhichis answeredy thetransponder
in step4.

Transponder with memory. Here the wallet initializes the transpondeiby storing several hashvaluesin its
memory In step3 of the basicprotocolthe wallet requestsone of the hashedrom the transpondethat must
answerwith thecorrectvaluein step4.

Transponder that computes hash functions. In this casethe electronicwallet initializes the transpondeby
storinga secrekey valuek in its memory Thiskey will beinputto ahashfunctionh(k, =) usedby boththewallet
andthetransponde(the readeris referredto [Menezestal., 1997 for moreinformationon cryptographichash
functions). Thenin thethird stepof the protocol,the wallet generates randomnumberr andtransmitsit to the
transponderThetranspondeanswerswith h(k,r). Thewalletcomputesi(k, r) independentlyhuscheckingthe
answer

Transponder that can perform modular arithmetic. Heresteps3 and4 of the protocol,which atually perform
theauthenticationgorrespondo the stepsof SchnorrsauthenticatiorschemgSchnory 1990, notexplainedhere.
Schnorrsschemas believedto be computationallysecureandrequiresonly a few modulararithmeticoperations.

2.3 Limitations

In their paper Ebringeretal. arguethatit is possibleto subvert parasiticauthenticatiorby reverseengineeringhe
electronicwallet, eliminating userauthenticatioroperationdrom its program. In otherwords, with the original
parasiticauthenticatiorschemeasthe authenticatois only usedto unlock the wallet, it may be possibleto use
well-known hackingtechniquedo force the wallet to executea paymentwithout authenticatinghe user Ebringer
etal. mentiontheseattacksbut arguethatcryptographidechniquego preventthemwould make the authenticator
too expensve andslow.

We arguethat preventingtheseattacksmaywell beworth it, sincesubvertingthe authenticatoandthe wallet
software may causeserere damageto the rightful owner of the wallet/authenticatopair. One solutionfor this
limitation is to usethe authenticatoras an active playerin the paymentprotocol, thus making impossiblethe
executionof the protocolwithoutit. We discusghis solutionin the next section.

1A singlesessiormayincludeseveral paymentransactionsvith variousdifferentmerchants.



3 A Step Beyond

To overcomethelimitations of parasiticauthenticatiorstatedabove, we have to considetthe authenticatgraswell
asthe wallet, asentitiesin paymentprotocols. We will baseour discussionon the paymentprotocol model of
[FerreiraandDahab,1999, whosesecurityis basedon public key encryptionanddigital signatures.n this sce-
nario,the bestpossibilityis to delegatesignatureoperationgo the authenticatgrasthosesignaturesvill guarantee
userauthentication. The main concernhereis which communicationprotocol the wallet and the authenticator
will useto communicate.As the computingcapacityof the authenticatoincreasesthis protocolcan be made
better Basedon researcibeingconductedat several places(see[OrlandoandPaar 2000 or [Leungetal., 200Q),
we assumehattheauthenticatowill atleastbeableto executesignatureoperationaisinganElliptic Curve Cryp-
tosystemwith 160 bit keys (for moreinformationon Elliptic Curve Cryptosystemsthe readeris referredto the
introductorychapterof [Hernandez200(Q). The next sectionspresentpossibleprotocolsfor authenticatorsvith
increasingcomputingpower.

3.1 Signature-only authenticator

In this scenariothe authenticators only ableto executesignatureoperationsdasedn a privatekey presentn its
privatestorage.Theauthenticatowill thensignall 160bit stringsit recevesandbroadcasthe signatureback.In
this casethe mainsecurityproblemsaredenialof serviceandsigningspuriousbit strings.

To achieve denial of service,an adwersarywould keep sendingstringsto the authenticatgroverloadingit
andmakingit unavailableto answerlegitimaterequests.Thoseattacksareunlikely in the ervironmentparasitic
authenticationwould be used,namelyinsidea store,asthey canhardlybedirectedto a singlecustomeiandwould
be very likely detected allowing the store owner to take ary requiredaction (technicalor legal) to counterit.
Anotherpossibility is congestioncausedy a large numberof customerauthenticatorén a departmenstore. In
this ervironment,mary authenticatorsvould try to answerto eachwallet requestgcausingnot only authenticator
overloadingif mary walletsarein usebut alsocongestiorof the radio frequeng used. The solutionsfor those
problemsare limiting the transmissiorcapacityof theseequipmentgo a minimum and settingmary possible
frequenciedor authenticatomvalletcommunication.

To avoid adwersariesbeing able to use strings signedby someoneelses authenticatgrwe can changethe
protocolto requiretwo signatureon the paymentorder Thefirst signatureis provided by the authenticatoand
the secondis provided by the wallet, usinga passvord protectedprivatekey. With this change,only someone
thatcanfool theauthenticatoandthe correspondingvallet canfake paymentrders.Thisis certainlymuchmore
difficult thanjust reverseengineerindost or stolenwallets,asthereis alsoneedto have the authenticatosignthe
paymenbrdet For this classof authenticatorgheprotocolstepsare:

1. Thewalletprepares hash of the paymentrder

2. Thewallettransmitghe hashto the authenticatoandbeginscomputingits own signatureof the hash.
3. Uponreceptionof the hashtheauthenticatowill signit andair-wave theresultingsignature.
4

. Thewallet verifiesthe signatureandappendst to the alreadysignedpaymentorderandsendghe resultto
themerchantterminal.

After thesestepsthe merchanterminalcancontactthe bankto verify thevalidity andsettlethe paymentorderas
in the original protocolsfor electronicpayments.

3.2 Alittlemorethan just signing

If theauthenticatois ableto signstringsandperformsomemorelogical operationsywe mayincreasehe security
of theproposedrotocolby forcing theauthenticatoto requirea passverd to performits signature The passverd
couldbeinsertedn thedevice storagan the sameway asits privatekey. Thatenhancementreventsoverloading

2A cryptographichash(in the correctformatandpaddedo 160bits) may be usedto decreas¢he sizeof theinformationto besigned.



the authenticatoif therearemultiple walletstrying to executethe protocolnearit. An adwersarystill canrecord
thepassverd by eavesdroppinghetransmissiorfrom thewalletto the authenticatoandattemptto causedenialof
serviceby overloadingthe authenticatoor by filling up theradiofrequeng usedfor transmissionThe adwersary
mayalsotry to signits own strings,but this signaturehasno useunlesst cangetthe correspondingignaturefrom
thewalletor compose fake messagérom thehashwhichis computationallynfeasiblewith agoodcryptographic
hashfunction.

If the protectionmechanismsnd protocol describedn the previous sectionare used,this solution may be
adequatdor most ernvironments. Another enhancementvould be adding non-wolatile writable memoryto the
authenticatoto allow for the useof one-timepassverds, possiblythe schemedescribedn the next section. The
compleity andsecurityof the one-timepassverd schemeo be usedwould be dependendf thecomputingpower
of thedevice.

3.3 Fully featured authenticator

A fully featuredauthenticatowould have the memoryandprocessingower to decryptandsign 160 bit strings,
executesomeotherlogical operationsandalsocontainnon-wolatile writable memory With suchanauthenticatar
it is possibleto constructa secureprotocolto guaranteesecureauthenticatiorandto ensurethat only authorized
walletscanrequessignaturesrom theauthenticatar

Whena signatures neededthe wallet will sendthe authenticatoan encryptedpassverd anda hashvalueto
besigned.Thepassverdis madeup of two randomnumbersthefirstis the currentpassverd andtheseconds the
passwverd to be usedin the next request.The authenticatoonly executedts programif this wallet authentication
succeedsThosenumberscanbe 80 bit long, sothetwo partsof the passward make up a singleencryptionblock.
This preventsreplayattacks whereanadwersarywould eavesdropthe encryptechew passverd andresendt with
fake datato besigned.

In this scenariothe paymentprotocoldoesnot needto be changedasonly the right wallet is ableto request
signaturedrom the authenticatar An adwersaryis ableto listen to the encryptedpassverd andthe hashto be
signedby the authenticatarbut is unableto decryptthe password or constructa valid messagdérom the hash.So,
evenif theadwersaryis ableto listento the messageexchangedy the wallet andthe authenticatarit is not able
to build amessagé¢hatwould fool thebank,leadingit to make anunauthorizeghayment.lt is alsopossibleto alter
thepaymentprotocolandrequirethewalletto signthe messagealthoughwe feel this is notneededThe protocol
stepdfor this scenaricare:

1. Thewalletcomputesatwo partpassverd comprisedf anew randomnumberandthelastpassvord used.
. Thewalletencryptsthe passverd andconstructsa hashof the paymentorderin theright formatandlength.

. Thewalletbuildsthemessagappendinghehashto theencryptedgassvord andsendst to theauthenticatar
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4. Theauthenticatorecevesthe messagejecryptsthe passverd andverifiesits validity.

5. If thepasswerd s valid, the authenticatosignsthe hashsentby thewallet andbroadcastés signature.
6

. Thewalletrecevesthesignatureappendst to the paymeniorderandproceedsvith the usualprotocol.

4 Communication technologies

Parasiticauthenticatiorbasedsystemscould be usedwith mary datatransmissiortechnologiesspeciallymost
low-powerwirelesstechnologiesThosetechniquesreusuallynamedpersonalareanetwork(PAN) technologies.
A well known technologyfor PAN-basedcomputingis the Bluetooth[Bluetooth,200Q framework, thatwill soon
beavailablein PDAs or cell phonesBluetoothis alow powerwirelessnetworking systenthathasbeendesignedo
allow thedeploymentof smallareanetworksthatwould spanall devicescarriedby auserandalsoto communicate
with accespointsto broademetworkslocatednearthe user Anothertransmissiorsystemof interestwith similar
characteristicss PicoRadigRabag etal.,200d.



Both techniquegpresentedbore allow eavesdroppingattacks,asthey senddatausingradio signalsthat may
be receved by anyonewith a recever within a shortdistanceof the transmittingdevice. To counterthis type of
attack,a techniquecallednearfield intrabodycommunicatiofZimmerman,199¢4 may be used. This technique
usesthe humanbody astransmissiormediumandtransmitsmessageasvery low power electromagnetievaves
throughthe users body. If this techniques used,the eavesdroppervould have to touchthe userin orderto be
ableto receve the messageransmittedby the authenticatoandthe electronicwallet, thusbeingdetectedby the
ownerof thewallet. Thistechniquewvould alsoavoid frequeng congestiorandotherproblemsthatarisewith the
useof wirelesscommunicationsandwould make thewallet usableonly if it is touchedby the userthatcarriesthe
correctauthenticatgmmakingthe systemmoresecure.

5 Conclusions

Parasiticauthentications a novel authenticatiormechanisnwhich malkeselectronicwalletsmoreusableandless
intrusive. We presente@dnextensionto theoriginal parasiticauthenticatiorfiramavork whichimprovesits security
Our approachrequiresmorecomputingpower for the authenticatarbut we believe this computingpower will be
availablesoon,if notalreadyavailable. The proposedsolutioninvolvesthe useof a public key infrastructureby
the authenticatorsbut it doesnot complicatethe deploymentof suchinfrastructureif comparedwith the usual
wallet-basedtlectroniccommerce Our proposalbnly makesnecessaryo embedpublic keys in the authenticatqr
but this may be the samekey thatwould be usedin a wallet in currentsolutions. In the casewherewe propose
theuseof two keys, onefor the authenticatoandonefor thewallet, it is necessaryhe generatiorof two different
keys wherecurrentsolutionsrequireonly one. We believe this is feasibleandis a small additionalcostto pay
for theincreasen security Parasiticauthentications a steptowardsmoresecureand userfriendly e-commerce
applicationsandwe believe the extensiongpresentedhereareanimprovementin bothaspects.
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