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Abstract

Parasiticauthentication[Ebringeretal., 2000] is a novel approachfor userauthenticationin electronicwallet
systemswhichcombinessecurityandusability. Weproposeanextensionto parasiticauthenticationthatintegrates
it to paymentprotocolsthusincreasingthe securityof electronicwallets. The additionalsecuritycomesat the
expenseof greatercomplexity in thesecondarydevicesusedin theauthenticationprocess.

1 Introduction

Applicationsrunningin mobiledevices,speciallyelectronicwallets,needauthenticationmethodsthat (i) require
the physicalpresenceof the userin the authenticationprocessbut areotherwisetransparentto him or her; and
(ii) do not requirethe userto type passwords very often. In [Ebringeretal., 2000], the authorsdiscussthese
requirementsandpresentparasiticauthenticationasasolutionto theproblemof authenticatingusersof electronic
wallets. They identify threeclassesof authentication,which arebasedon (i) somethingknown to the user, (ii)
somethingpossessedby the user, or (iii) somethinginherentto the user. Passwordsarea typical exampleof the
first class:assumingthatonly theauthorizeduserknowsthecorrectpassword,thesystemwill authenticateanyone
ableto producetheright combinationof user-nameandpassword. Thesecondclassmakesuseof tokensownedby
users.Examplesof thesearesmartcardsandsynchronizedone-timepassword electronictokens.Thethird class
includesbiometrictechniques,which measuresomephysicalcharacteristicin orderto identify theuser. Thethree
classesarelisted in increasingorderof security. Biometricspromisethegreaterlevel of securityandeaseof use,
but its acceptancepresentdifficultiessuchasprivacy concernsandtheimpossibilityof revocationof themeasured
characteristic.

Parasiticauthenticationis basedon using tokensthat can be hiddenin the user’s clothesand that answers
authenticationrequests.As such,parasiticauthenticationlies somewherein betweenthe useof tokensandbio-
metrics:aswith biometrics,thepropertyneededfor authenticationis supposedto bepartof theuser;however, the
systemstill presentsthepossibilityof revoking or changingthatproperty. Moreover, usingtokensin conjunction
with parasiticauthenticationopensthepossibilityfor evenmoresecureandelaborateauthenticationprotocols.

We arguethat, althoughparasiticauthenticationis a steptowardsbetteridentificationsystemsfor electronic
wallets,its currentform is inadequatesinceusersmaystill have their walletsusedby knowledgeablethieves.We
proposepushingthis paradigma stepfurther andintegratingthe authenticationtoken into the paymentprotocol
thusincreasingthesecurityof thesystemwhile maintainingusability.

Section2 below sketchesthearchitectureandprotocolsfrom [Ebringeret al., 2000]. In Section3 we present
our approachforincreasingsecurityand convenienceof parasiticauthentication.The last sectionpresentsour
conclusions.

2 Parasitic Authentication

Parasiticauthentication[Ebringeretal., 2000] involvesbothnew architectureandprotocols.Thenew architecture
includesa novel device, theauthenticator, responsiblefor authenticatingtheuser. Theprotocolsspecifyhow the



Figure1: Theparasiticauthenticationarchitecture,showing thewalletat thecenter, thetransceiveror authenticator
at thetop andthemerchantterminalon theright.

wallet will interactwith theauthenticatorin orderto achievesecureuserauthentication.We will first describethe
architectureandthensketchtheprotocolsproposedby Ebringeretal.

2.1 Architecture

Theauthenticator’soperationis basedon its proximity to theelectronicwallet. More specifically, thewallet does
not functionaway from theauthenticator. Thustheusercancarrytheauthenticatorin thepocket andbesurethat
thewallet will notoperatein caseit is misplacedor stolen.

Figure1 shows theelementsandthecommunicationpatternfor theoriginalparasiticauthenticationprotocols:

Electronic Wallet It is responsiblefor storingall user-relatedpaymentinformationandexecutingthe payment
protocolon behalfof theuser. It relieson theproximity of theauthenticatorto identify theuser. Thewallet
shouldremainblockedif it cannot communicatewith thecorrectauthenticator.

Authenticator Also calledthe transceiver, it is responsiblefor authenticatingthe userto the wallet, prior to al-
lowing it to engagein paymenttransactions.Its complexity canvary from a simplepassword brodcasting
device to acomplex processorperformingmodulararithmeticandSchnorrauthentication[Schnorr, 1990].

Merchant terminal It actsonbehalfof themerchant,interactingwith thewallet in orderto performatransaction.

2.2 Protocols

Theprotocolsusedin parasiticauthenticationvarywith thecomplexity andcomputationalpowerof thetransceiver.
We first presentthe basicprotocol and then show four different versionsfor different classesof transceivers.
[Ebringeret al., 2000] introduceparasiticauthenticationasfollows: “With parasiticauthentication,userscantem-
porarily delegatetheir responsibilityfor authorizinga transactionto a small, portablesecondarydevice, carried
andconcealedby theuser. As long asthee-wallet canverify that it is indeedthesamesecondarydevice thatwas
involvedin the setupprocess,the e-wallet actsasif it hasthe necessaryauthorizationto completea transaction.
Thus, the continuedproximity of the secondarydevice to the e-wallet is the sourceof authentication.Existing
identificationprotocolsensurethat the secondarydevicesthatdo not belongto the owner of the e-wallet cannot
confuseor spoofthee-wallet. Thisis akinto aconceptintimatelyfamiliar to mostusers:sessionalauthentication.”



2.2.1 Basic protocol

Whentheuserandthemerchantdecideto useanelectronicpaymentsystemto settleapurchase,theuserwill power
on its wallet andthemerchantwill instructits terminalto initiate a paymenttransaction.Beforethewallet begins
the transaction,it mustget authorizationfrom the user, which is donewith passwords in conventionalsystems.
Parasiticauthentication-basedsystemswill requirethe password just oncein a session,with the authenticator
providing authorizationthroughoutthesession1. Themainstepsof a transactionusingparasiticauthenticationare
(asshown in Figure1):

1. Themerchantterminalsendsa paymentrequestto theuser’swallet.

2. Theuseragreeswith thecontent(description,priceetc.)of thetransaction.

3. Thewalletseeksauthorization.If thereis noopenauthorizationsession,thewalletaskstheuserto openone
by inputingapassword. In any case,thewalletwill contacttheauthenticatorandwait for thecorrectanswer.

4. Theauthenticatoranswerstherequest.

5. If theansweris correct,thewallet startsthepaymenttransactionwith themerchantterminal.

2.2.2 Variations of the basic protocol

Dependingon thecomplexity andcomputationalpower of thesecondarydevice,differentprotocolsmaybeused
for the continuedauthentication.Four differentsystemsof increasingcomplexity wereproposed,from a simple
passivetransponderthatonly broadcastsits serialnumberto anauthenticatorthatcanperformmodulararithmetic.

Passive RFID transponder. A RFID (RadioFrequency Identification)transponderis only ableto broadcastits
identity. Accordingly, in step3 of theprotocolthewalletbroadcastsaquerywhich is answeredby thetransponder
in step4.
Transponder with memory. Here the wallet initializes the transponderby storing several hashvaluesin its
memory. In step3 of the basicprotocol the wallet requestsoneof the hashesfrom the transponderthat must
answerwith thecorrectvaluein step4.
Transponder that computes hash functions. In this casethe electronicwallet initializes the transponderby
storingasecretkey value

�
in its memory. Thiskey will beinput to ahashfunction ��� �����	� usedby boththewallet

andthe transponder(the readeris referredto [Menezeset al., 1997] for moreinformationon cryptographichash
functions).Thenin thethird stepof theprotocol,thewallet generatesa randomnumber
 andtransmitsit to the
transponder. Thetransponderanswerswith ��� ��� 
 � . Thewallet computes��� ��� 
 � independentlythuscheckingthe
answer.
Transponder that can perform modular arithmetic. Heresteps3 and4 of theprotocol,which atuallyperform
theauthentication,correspondto thestepsof Schnorr’sauthenticationscheme[Schnorr, 1990], notexplainedhere.
Schnorr’sschemeis believedto becomputationallysecureandrequiresonly a few modulararithmeticoperations.

2.3 Limitations

In their paper, Ebringeretal. arguethatit is possibleto subvertparasiticauthenticationby reverseengineeringthe
electronicwallet, eliminatinguserauthenticationoperationsfrom its program. In otherwords,with the original
parasiticauthenticationscheme,asthe authenticatoris only usedto unlock the wallet, it may be possibleto use
well-known hackingtechniquesto forcethewallet to executea paymentwithout authenticatingtheuser. Ebringer
etal. mentiontheseattacksbut arguethatcryptographictechniquesto preventthemwouldmake theauthenticator
tooexpensiveandslow.

We arguethatpreventingtheseattacksmaywell beworth it, sincesubvertingtheauthenticatorandthewallet
softwaremay causeseveredamageto the rightful owner of the wallet/authenticatorpair. Onesolution for this
limitation is to usethe authenticatoras an active player in the paymentprotocol, thus making impossiblethe
executionof theprotocolwithout it. We discussthis solutionin thenext section.

1A singlesessionmayincludeseveralpaymenttransactionswith variousdifferentmerchants.



3 A Step Beyond

To overcomethelimitationsof parasiticauthenticationstatedabove,wehaveto considertheauthenticator, aswell
as the wallet, asentitiesin paymentprotocols. We will baseour discussionon the paymentprotocolmodelof
[FerreiraandDahab,1998], whosesecurityis basedon public key encryptionanddigital signatures.In this sce-
nario,thebestpossibilityis to delegatesignatureoperationsto theauthenticator, asthosesignatureswill guarantee
userauthentication.The main concernhereis which communicationprotocol the wallet and the authenticator
will useto communicate.As the computingcapacityof the authenticatorincreases,this protocolcanbe made
better. Basedon researchbeingconductedat severalplaces(see[OrlandoandPaar, 2000]or [Leunget al., 2000]),
weassumethattheauthenticatorwill at leastbeableto executesignatureoperationsusinganElliptic CurveCryp-
tosystemwith 160 bit keys (for moreinformationon Elliptic Curve Cryptosystems,the readeris referredto the
introductorychapterof [Hernández,2000]). Thenext sectionspresentpossibleprotocolsfor authenticatorswith
increasingcomputingpower.

3.1 Signature-only authenticator

In this scenario,theauthenticatoris only ableto executesignatureoperationsbasedon a privatekey presentin its
privatestorage.Theauthenticatorwill thensignall 160bit stringsit receivesandbroadcastthesignatureback.In
thiscase,themainsecurityproblemsaredenialof serviceandsigningspuriousbit strings.

To achieve denial of service,an adversarywould keepsendingstringsto the authenticator, overloadingit
andmakingit unavailableto answerlegitimaterequests.Thoseattacksareunlikely in theenvironmentparasitic
authenticationwouldbeused,namelyinsideastore,asthey canhardlybedirectedto asinglecustomerandwould
be very likely detected,allowing the storeowner to take any requiredaction (technicalor legal) to counterit.
Anotherpossibility is congestioncausedby a largenumberof customerauthenticatorsin a departmentstore. In
this environment,many authenticatorswould try to answerto eachwallet request,causingnot only authenticator
overloadingif many walletsarein usebut alsocongestionof the radio frequency used. The solutionsfor those
problemsare limiting the transmissioncapacityof theseequipmentsto a minimum and settingmany possible
frequenciesfor authenticator-walletcommunication.

To avoid adversariesbeing able to usestringssignedby someoneelse’s authenticator, we can changethe
protocolto requiretwo signatureson thepaymentorder. Thefirst signatureis providedby theauthenticatorand
the secondis provided by the wallet, usinga password protectedprivatekey. With this change,only someone
thatcanfool theauthenticatorandthecorrespondingwallet canfakepaymentorders.This is certainlymuchmore
difficult thanjust reverseengineeringlost or stolenwallets,asthereis alsoneedto have theauthenticatorsignthe
paymentorder. For this classof authenticators,theprotocolstepsare:

1. Thewallet preparesahash2 of thepaymentorder.

2. Thewallet transmitsthehashto theauthenticatorandbeginscomputingits own signatureof thehash.

3. Uponreceptionof thehash,theauthenticatorwill signit andair-wave theresultingsignature.

4. Thewallet verifiesthesignatureandappendsit to thealreadysignedpaymentorderandsendstheresultto
themerchant’s terminal.

After thesesteps,themerchantterminalcancontactthebankto verify thevalidity andsettlethepaymentorderas
in theoriginalprotocolsfor electronicpayments.

3.2 A little more than just signing

If theauthenticatoris ableto signstringsandperformsomemorelogical operations,wemayincreasethesecurity
of theproposedprotocolby forcing theauthenticatorto requireapassword to performits signature.Thepassword
couldbeinsertedin thedevicestoragein thesameway asits privatekey. Thatenhancementpreventsoverloading

2A cryptographichash(in thecorrectformatandpaddedto 160bits)maybeusedto decreasethesizeof theinformationto besigned.



theauthenticatorif therearemultiple walletstrying to executetheprotocolnearit. An adversarystill canrecord
thepasswordby eavesdroppingthetransmissionfrom thewallet to theauthenticatorandattemptto causedenialof
serviceby overloadingtheauthenticatoror by filling up theradiofrequency usedfor transmission.Theadversary
mayalsotry to signits own strings,but thissignaturehasnouseunlessit cangetthecorrespondingsignaturefrom
thewalletor composeafakemessagefrom thehash,whichis computationallyinfeasiblewith agoodcryptographic
hashfunction.

If the protectionmechanismsandprotocoldescribedin the previous sectionareused,this solutionmay be
adequatefor most environments. Anotherenhancementwould be addingnon-volatile writable memoryto the
authenticatorto allow for theuseof one-timepasswords,possiblytheschemedescribedin thenext section.The
complexity andsecurityof theone-timepasswordschemeto beusedwouldbedependentof thecomputingpower
of thedevice.

3.3 Fully featured authenticator

A fully featuredauthenticatorwould have thememoryandprocessingpower to decryptandsign160bit strings,
executesomeotherlogical operationsandalsocontainnon-volatilewritablememory. With suchanauthenticator,
it is possibleto constructa secureprotocolto guaranteesecureauthenticationandto ensurethatonly authorized
walletscanrequestsignaturesfrom theauthenticator.

Whena signatureis needed,thewallet will sendtheauthenticatoranencryptedpassword anda hashvalueto
besigned.Thepasswordis madeupof two randomnumbers:thefirst is thecurrentpasswordandthesecondis the
password to beusedin thenext request.Theauthenticatoronly executesits programif this wallet authentication
succeeds.Thosenumberscanbe80 bit long,sothetwo partsof thepassword make up a singleencryptionblock.
This preventsreplayattacks,whereanadversarywould eavesdroptheencryptednew password andresendit with
fakedatato besigned.

In this scenario,thepaymentprotocoldoesnot needto bechanged,asonly theright wallet is ableto request
signaturesfrom the authenticator. An adversaryis able to listen to the encryptedpassword and the hashto be
signedby theauthenticator, but is unableto decryptthepassword or constructa valid messagefrom thehash.So,
evenif theadversaryis ableto listento themessagesexchangedby thewallet andtheauthenticator, it is not able
to build amessagethatwould fool thebank,leadingit to makeanunauthorizedpayment.It is alsopossibleto alter
thepaymentprotocolandrequirethewallet to signthemessage,althoughwefeel this is notneeded.Theprotocol
stepsfor this scenarioare:

1. Thewallet computesa two partpasswordcomprisedof anew randomnumberandthelastpassword used.

2. Thewallet encryptsthepassword andconstructsahashof thepaymentorderin theright formatandlength.

3. Thewalletbuildsthemessageappendingthehashto theencryptedpasswordandsendsit to theauthenticator.

4. Theauthenticatorreceivesthemessage,decryptsthepasswordandverifiesits validity.

5. If thepassword is valid, theauthenticatorsignsthehashsentby thewallet andbroadcastsits signature.

6. Thewallet receivesthesignature,appendsit to thepaymentorderandproceedswith theusualprotocol.

4 Communication technologies

Parasiticauthenticationbasedsystemscould be usedwith many datatransmissiontechnologies,speciallymost
low-powerwirelesstechnologies.Thosetechniquesareusuallynamedpersonalareanetwork(PAN) technologies.
A well known technologyfor PAN-basedcomputingis theBluetooth[Bluetooth,2000] framework, thatwill soon
beavailablein PDAsor cell phones.Bluetoothis alow powerwirelessnetworkingsystemthathasbeendesignedto
allow thedeploymentof smallareanetworksthatwouldspanall devicescarriedby auserandalsoto communicate
with accesspointsto broadernetworkslocatedneartheuser. Anothertransmissionsystemof interestwith similar
characteristicsis PicoRadio[Rabaey et al., 2000].



Both techniquespresentedabove allow eavesdroppingattacks,asthey senddatausingradiosignalsthatmay
bereceivedby anyonewith a receiver within a shortdistanceof the transmittingdevice. To counterthis typeof
attack,a techniquecallednear-field intrabodycommunication[Zimmerman,1996] maybe used.This technique
usesthehumanbodyastransmissionmediumandtransmitsmessagesasvery low power electromagneticwaves
throughthe user’s body. If this techniqueis used,the eavesdropperwould have to touchthe userin orderto be
ableto receive themessagestransmittedby theauthenticatorandtheelectronicwallet, thusbeingdetectedby the
ownerof thewallet. This techniquewould alsoavoid frequency congestionandotherproblemsthatarisewith the
useof wirelesscommunications,andwouldmakethewalletusableonly if it is touchedby theuserthatcarriesthe
correctauthenticator, makingthesystemmoresecure.

5 Conclusions

Parasiticauthenticationis a novel authenticationmechanismwhich makeselectronicwalletsmoreusableandless
intrusive.Wepresentedanextensionto theoriginalparasiticauthenticationframeworkwhichimprovesits security.
Our approachrequiresmorecomputingpower for theauthenticator, but we believe this computingpower will be
availablesoon,if not alreadyavailable. Theproposedsolutioninvolvestheuseof a public key infrastructureby
the authenticators,but it doesnot complicatethe deploymentof suchinfrastructureif comparedwith the usual
wallet-basedelectroniccommerce.Our proposalonly makesnecessaryto embedpublic keys in theauthenticator,
but this maybe the samekey thatwould be usedin a wallet in currentsolutions. In the casewherewe propose
theuseof two keys,onefor theauthenticatorandonefor thewallet, it is necessarythegenerationof two different
keys wherecurrentsolutionsrequireonly one. We believe this is feasibleandis a small additionalcost to pay
for the increasein security. Parasiticauthenticationis a steptowardsmoresecureanduser-friendly e-commerce
applicationsandwe believe theextensionspresentedhereareanimprovementin bothaspects.
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