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Abstract. Keystroke dynamics is a biometric modality which can be applied as
an additional authentication factor. Some studies have shown that keystroke
data can change over time and, consequently, a biometric system which does
not update the biometric reference acquired at enrolment time may face per-
formance degradation. Adaptive biometric systems can be applied in this case
and automatically adapt the biometric reference. An important aspect of these
systems is how the thresholds are defined. Thresholds can be used for classifi-
cation and to define which samples will be used for adaptation. A few studies
have worked on how to adapt the thresholds. This paper studies user-specific
thresholds for keystroke dynamics in adaptive biometric systems.

1. Introduction
Several services are available online nowadays. In this scenario, user authentication is a
key aspect. A simple password may not provide enough security since it is prone to differ-
ent types of attacks such as guessing, shoulder surfing, etc [Sae-Bae and Memon 2022].
An alternative to deal with these problems can be the adoption of additional authentication
factors, such as two-factor authentication (2FA) and multi-factor authentication (MFA)
[AlQahtani et al. 2021]. In addition to the password, keystroke dynamics has been pro-
posed as a second authentication factor [Sae-Bae and Memon 2022]. Keystroke dynamics
recognizes users by their typing rhythm [Killourhy and Maxion 2009].

A biometric system which implements keystroke dynamics captures keystroke
samples from the genuine user at enrolment time to obtain a biometric reference. At
recognition time, the biometric system receives query samples and compares them with
the biometric reference. This comparison can output a score, which is then compared to
a threshold to define whether the query sample will be classified as genuine or impostor.
The biometric system described here considers the verification operating mode, which
will be the focus of the current paper. In the literature, the threshold can be defined glob-
ally, by adopting a common fixed threshold for all users in the biometric system, or it
can be defined individually (user-specific), when each user can adopt a different threshold
[Giot et al. 2011b, Mhenni et al. 2019].

Keystroke dynamics is subject to changes over time and, consequently, the pre-
dictive performance of a biometric system which implements this biometric modality can
decrease over time if the biometric reference is not updated [Giot et al. 2011a]. It means
that the biometric reference obtained at enrolment time may become outdated and not
properly represent current keystroke data of the user. These changes on the biometric
data over time are also known as template ageing [Jain et al. 2016].
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Adaptive biometric systems which can automatically update the biometric refer-
ence over time can handle template ageing [Ryu et al. 2023]. Some studies have studied
alternatives to update the biometric reference in keystroke dynamics [Kang et al. 2007,
Giot et al. 2011a, Giot et al. 2012]. These studies work by managing a gallery of biomet-
ric samples which are used to recompute the biometric reference over time.

Although the proposed adaptation strategies can increase the predictive perfor-
mance, the study on how to also adapt the threshold has not been extensively explored. A
method to adapt the threshold has been proposed in [Hosseinzadeh and Krishnan 2008].
The proposed method uses leave one out method (LOOM) to obtain the threshold and up-
dates it every time the user is authenticated. Previous work from [Mhenni et al. 2016,
Mhenni et al. 2019] has also investigated threshold adaptation, showing that it can
increase the performance of an adaptive biometric system. Overall, both papers
[Mhenni et al. 2016, Mhenni et al. 2019] proposed to make the threshold more stringent
over time depending on some user parameters.

Papers which deal with keystroke dynamics frequently report results in terms of
EER (equal error rate) [Roy et al. 2022]. In order to obtain the EER, the threshold value
can be adjusted until false rejection and false acceptance rates are equal. Nevertheless,
this method requires access to true labels of testing data and these labels may not be
available in a practical application scenario. Moreover, a previous paper mentioned that
reporting EER may not be a suitable choice for biometric systems with template update
[Giot et al. 2012]. For these reasons, the current study does not report results in terms of
EER and do not use this method to obtain the thresholds.

The current paper presents a new investigation on user-specific threshold con-
figuration for keystroke dynamics in adaptive biometric systems, in which the bio-
metric reference can be automatically updated over time. Two adaptation strate-
gies were considered during the experiments: Growing and Moving/Sliding window
[Kang et al. 2007, Giot et al. 2011a, Giot et al. 2012]. Along with the adaptation process,
an study on user-specific threshold configuration is performed. Two methods to obtain the
threshold from the user gallery are evaluated. There are two key positive aspects of these
methods. Firstly, they only require the biometric samples from the user gallery to be com-
puted. Secondly, they are not as costly as using LOOM. The experiments were performed
on two public datasets, including one recently published. The remaining of the paper is
organized as follows: Section 2 describes the evaluation methodology, including the eval-
uated threshold configuration; Section 3 reports and discusses the obtained results; and,
Section 4 presents the conclusion and future work.

2. Evaluation methodology
This section describes the evaluation methodology adopted in the current study.

2.1. Datasets, enrolment and biometric data stream
This paper used two keystroke dynamics datasets: CMU [Killourhy and Maxion 2009]
and KeyRecs (only the fixed text part) [Dias et al. 2023]. The CMU1 dataset contains
data from 51 users, while KeyRecs2 contains data from 99 users.

1https://www.cs.cmu.edu/˜keystroke/
2https://zenodo.org/records/7886743

Anais do SBSeg 2024: Artigos Curtos

2



For each user, the first 50 samples were used for enrolment (training). It corre-
sponds to the first session in the CMU dataset, and the first 50 samples of the first session
in the KeyRecs dataset. The remaining samples were used to generate a test biometric data
stream, which were presented in the same order they were stored in the dataset. Among
the genuine biometric samples, some impostor samples were randomly introduced. Im-
postor samples were chosen randomly from the other users in the dataset. The generation
of the test sequence followed a protocol similar to the one used to generate a pool in
[Giot et al. 2013]. In the current study, the test biometric data stream contains 70% of
genuine samples and 30% of impostor samples.

Regarding adaptation, three cases were considered in the experiments: no adapta-
tion, Growing window and Sliding/Moving window [Kang et al. 2007, Giot et al. 2011a,
Giot et al. 2012]. Growing adds every sample recognized as genuine to the user gallery
and recomputes the biometric reference afterwards. Sliding works in a similar way, but it
also removes the older sample from the gallery.

2.2. Score computation and threshold configuration
The algorithm from [Magalhães et al. 2005] was used to obtain the biometric reference
and compute similarity scores. The biometric reference of the user j will be defined
as refj in this paper. The experiments performed in this work adopted an approach in
which the biometric system only has access to the data from the genuine user to define
the threshold. It means that the system only has access to Gj , which is the genuine gallery
of the user j. At enrolment time, the gallery contains only enrolment samples from the
genuine user. In this scenario, the biometric reference refj is computed based on Gj . In an
adaptive biometric system, this gallery can be updated later, depending on the adaptation
strategy [Kang et al. 2007, Giot et al. 2011a, Giot et al. 2012].

A possible method to obtain the threshold is to compute the scores that each
gallery sample in Gj obtains when using refj . It results in a set of scores Sj . A sim-
ple method is to define the threshold is min(Sj). This method will be named as min
throughout the paper. By adopting this method, all samples in the gallery would be
correctly matched, meaning zero false non-matches for these samples. However, out-
liers may lead to a threshold value which is too low and, consequently, false matches
may also increase. In order to deal with it, outliers can be removed, similarly to
[Hosseinzadeh and Krishnan 2008]. This method, named as min-non-outlier here, com-
putes the threshold as min(Sn

j ). Sn
j is the set of scores from Sj which are higher than

mean(Sj)−2.5× std(Sj), where mean and std are the mean and the standard deviation,
respectively. The choice of 2.5 standard deviations was based on the value adopted in
[Hosseinzadeh and Krishnan 2008], which presented a similar procedure.

During the experiments, the adaptive strategies were applied using a fixed thresh-
old and a dynamic threshold configuration. In the fixed threshold configuration, the
threshold is computed at enrolment time, using either min or min-non-outlier, and the
threshold remains fixed during the test biometric data stream. Conversely, in the dy-
namic threshold configuration, the threshold does not remain fixed over time. Each time
the gallery is updated, the threshold is also recomputed using the same method applied
at training time (min or min-non-outlier). The dynamic configuration is similar to the
LOOM threshold from [Hosseinzadeh and Krishnan 2008], although no leave-one-out is
performed here, decreasing computational cost.

Anais do SBSeg 2024: Artigos Curtos

3



3. Results and discussion
This section discusses the results obtained in the experiments. Firstly, the overall results
are shown and then an evaluation of genuine scores over time is presented.

3.1. Overall performance

The results were reported in terms of false match rate (FMR) and false non-match rate
(FNMR) [Precise Biometrics 2014, Mhenni et al. 2019]. FMR measures the rate in which
the impostor samples are wrongly classified as genuine, and FNMR measures the rate in
which the genuine samples are wrongly classified as impostor. Balanced accuracy was
also reported and is defined as 1− (FMR+FNMR)

2
. In general, the min-non-outlier method

reached better balanced accuracy, which is a result of an improvement over the FMR. The
higher threshold of the min-non-outlier compared to the min method contributed to this
result. Due to these results, only the min-non-outlier method will be further studied. The
overall performance is shown in Table 1 (average from 30 runs).

Table 1. Overall performance for both datasets. Standard deviation is shown
between parenthesis and the best results are highlighted in bold.

CMU KeyRecs
Adaptation strategy BAcc FMR FNMR BAcc FMR FNMR
No adaptation 0.774 (0.120) 0.238 (0.213) 0.214 (0.213) 0.671 (0.124) 0.613 (0.248) 0.045 (0.090)
Growing (fixed threshold) 0.824 (0.116) 0.312 (0.244) 0.040 (0.056) 0.626 (0.122) 0.733 (0.234) 0.016 (0.064)
Sliding (fixed threshold) 0.881 (0.088) 0.140 (0.184) 0.097 (0.113) 0.709 (0.130) 0.547 (0.263) 0.036 (0.074)
Growing (dynamic threshold) 0.817 (0.114) 0.336 (0.232) 0.029 (0.038) 0.634 (0.118) 0.715 (0.226) 0.018 (0.065)
Sliding (dynamic threshold) 0.889 (0.066) 0.110 (0.152) 0.112 (0.063) 0.762 (0.122) 0.415 (0.246) 0.060 (0.088)

The results in CMU and KeyRecs datasets were different by adopting a dynamic
threshold. Overall, the balanced accuracy was higher using a dynamic threshold. In
CMU, however, Growing is an exception. It obtained higher balanced accuracy by using
a fixed threshold. These results illustrates that adapting the threshold over time can be a
promising approach for the Sliding adaptation strategy.

Finally, it can be observed that adaptation strategies can result in higher balanced
accuracy compared to not using any adaptation strategy. An exception occurred in the
KeyRecs dataset, in which Growing results in lower performance regardless of the thresh-
old configuration. Between Growing and Sliding, usually, FNMR values are lower for
Growing and FMR are lower for Sliding.

3.2. Genuine scores and threshold

After evaluating the overall performance, this section deepens the study by observing
the genuine scores and threshold values over time. Figure 1 contains the genuine scores
and the threshold value over time of the first run. The genuine scores are the scores
obtained by the verification performed on the true genuine samples only. The impostor
samples were not considered in the plots of this section. These figures focus on the Sliding
adaptation strategy, which obtained the best results on both datasets. The no adaptation
is also illustrated for comparison.

In the CMU dataset, among the 51 users, four of them were selected since they
present different behaviours over time. In these plots, if the blue points (genuine scores)
are above the orange curve (threshold value), it means that the biometric sample was cor-
rectly classified as genuine. Firstly, in general, the use of the adaptation strategy resulted
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(a) No adaptation - CMU.
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(b) Sliding (fixed) - CMU.
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(c) Sliding (dynamic) - CMU.
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(d) No adaptation - KeyRecs.
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(e) Sliding (fixed) - KeyRecs.
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(f) Sliding (dynamic) - KeyRecs.

Figure 1. Genuine scores and threshold over time for both datasets.

in higher scores, particularly in later moments of the biometric data stream. It illustrates
that adaptation can improve predictive performance by decreasing FNMR.

Regarding the threshold, the plots show that it changes in different ways over
time. For example, for users s016, s047 and s052, the dynamic threshold value were
higher than the fixed value in several cases. The threshold increase for user s047 was still
below most genuine scores. However, for user s016, the higher threshold results in many
false non-matches in the last part of the biometric data stream. Some false non-matches
also occurred for user s052. Conversely, the threshold decreased for user s007 compared
to the initial fixed threshold. The lower threshold improved the adaptation performance,
reducing false non-matches. It can be observed by comparing the results of the dynamic
threshold and the other approaches with fixed threshold. By reducing false non-matches,
a higher number of true genuine samples can be used to update the gallery, which can
result in a better biometric reference over time.

In the KeyRecs dataset, among the 99 users, four users were selected. Three of
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these users (p006, p047 and p085) showed a tendency to obtain increased threshold val-
ues over time, while one (p019) presented a different tendency. In general, the higher
threshold values were still below the genuine scores. It can potentially result in lower
FMR while not substantially increasing the FNMR. However, some users may have
been negatively impacted by a higher threshold. For example, the higher threshold value
of user p006 when using dynamic threshold for Sliding, compared to the fixed configura-
tion, resulted in some false non-matches.

The average threshold value considering all biometric samples (and all runs) were
higher for the dynamic threshold approach in Sliding compared to the fixed threshold (on
both datasets). It illustrates that the dynamic threshold can potentially decrease the FMR
by adopting a higher threshold for Sliding.

4. Conclusion and future work
Adaptive biometrics systems can automatically update the biometric reference, avoid-
ing or decreasing predictive performance loss over time. In this context, several adapta-
tion strategies involve managing a gallery, such as Growing window and Sliding window.
Apart from adapting the gallery, the threshold is also a component which can be updated
over time. Some previous papers have discussed threshold adaptation for keystroke dy-
namics [Hosseinzadeh and Krishnan 2008, Mhenni et al. 2016, Mhenni et al. 2019].

The current study contributes by studying some methods to update the threshold
value of each user and how they impact the performance over time. This study involved
the evaluation of different adaptation strategies (Growing window and Sliding window)
and two threshold approaches: fixed and dynamic. According to the reported results, each
adaptation strategy has a different behaviour while using each threshold approach. Sliding
window attained the best results on both datasets. This adaptation strategy also was the
one which most benefited from the dynamic threshold approach using min-non-outlier.
The possibility of assigning a lower threshold in some cases seems to have improved the
performance for some users, while the threshold increased over time for other users.

Some limitations of the current study can be explored in future work. For in-
stance, this study considered two methods to define the initial threshold: min and min-
non-outlier. However, other methods could be investigated in future studies. Moreover,
additional algorithms to compute scores may also be studied and how different threshold
configuration approaches impact the predictive performance. Other datasets or biometric
modalities could also be considered, along with different methods to generate the biomet-
ric data stream. Keystroke dynamics in the forensic context may also be part of additional
studies. Future work can also investigate the challenges of deploying the studied meth-
ods in real-world scenarios, including how adaptation strategies contribute to FMR and
FNMR over time.
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