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Abstract. Transciphering is a powerful technique to reduce communication
overhead of fully homomorphic encryption. We propose to use the standard-
ized cipher Chacha20 to construct transciphering. We implement a full bitwise
homomorphic version of Chacha20 and analyze different strategies and tech-
niques to implement it with non-binary messages. We also propose a non-black-
box way of computing homomorphic XOR gates for free within Chacha20 round
evaluation. This yields a significant reduction on the computation cost, with an
estimate of 238.08 s to run the cipher in our best serial implementation, with
our throughput being up to 2 times higher than the state of the art.

1. Introduction
Fully homomorphic encryption (FHE) [Gentry 2009] allows a server to compute functions
on encrypted data without ever decrypting it, which guarantees security and privacy of
the client’s data. In recent years, this technology has increasingly gained relevance in
practical applications, such as private artificial neural networks, as well as in theoretical
works, such as building indistinguishable obfuscation.

However, despite being extremely useful, FHE has practical challenges related
to high computational costs and communication overheads, since encrypting a message
tends to increase its size in at least 3 orders of magnitude [Chillotti et al. 2020]. Tran-
sciphering is a technique that aims to overcome this limitation by combining homomor-
phic encryption with traditional encryption methods [Thakur et al. 2025]. In summary,
transciphering works as follows: a client who wishes to outsource the computation of
some function f on their data x, instead of simply encrypting x with FHE and sending
FHE.enc(x) to the server, chooses a symmetric cipher SC with secret key k, then encrypts
x with SC, obtaining SC.enc(x) and uses FHE to encrypt k, getting FHE.enc(k). Finally,
SC.enc(x) and FHE.enc(k) are sent to the server. Since symmetric ciphers do not increase
the data size when they are encrypted, sending SC.enc(x) represents essentially the same
communication cost as sending x in clear, and only k suffers from ciphertext expansion.
However, k is typically very small, say 128 bits, thus, FHE.enc(k), although having much
more than 128 bits, remains small.

The server, on its end, uses FHE capabilities to evaluate the decryption circuit of
SC homomorphically, using FHE.enc(k), i.e., the server sets F = SC.dec and computes

c = Eval(F, SC.enc(x),FHE.enc(k)) = FHE.enc(SC.deck(SC.enc(x)) = FHE.enc(x)

After that, the server can continue the homomorphic computation of the desired function
f on x, since it has x encrypted under a homomorphic scheme.
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There are two ways of constructing transciphering protocols [Thakur et al. 2025].
The first one is by proposing ad hoc symmetric ciphers that are FHE-friendly, i.e., which
are designed so that their decryption function can be easily evaluated by FHE, achiev-
ing thus more efficient transciphering [Cosseron et al. 2022, Dobraunig et al. 2023]. The
drawback of this strategy lies on its security, since ad hoc ciphers lack extensive cryptanal-
isys. The second approach relies on using standardized and well-established ciphers, try-
ing to obtain the best possible efficiency without giving up security. In this case, AES is
the most widely used cipher, but, since it was not designed to be FHE-friendly, it yields
transciphering protocols with somewhat high latency and low throughput. This leads to
the question of which standardized cipher would be the best one to construct transcipher-
ing.

In this paper, we investigate the suitability of using Chacha20 to design transci-
phering. For this, we propose a basic strategy to homomorphically evaluate Chacha20
and we implement it in Rust using the TFHE-rs library1. Our implementation is pub-
licly available2. We also analyze other possible homomorphic implementations over var-
ious message space sizes and how it affects the efficiency of homomorphic versions of
Chacha20.

2. Preliminaries

Hardness assumptions: The homomorphic encryption schemes used in this work are
based in the Learning with Errors (LWE) and the Ring Learning with Errors (RLWE)
problems [Lyubashevsky et al. 2010]. In a nutshell, those problems define a secret value
s and samples of the form (ai, bi) with bi = ai ·s+ei, where ei is some low-norm term and
ai is uniformly distributed (where all the operations are performed in some ring, like Zq

for LWE and Zq[X]/⟨XN +1⟩ for RLWE). Then, an attacker is given access to arbitrarily
many LWE/RLWE samples and has to find the secret s.

Fully homomorphic encryption (FHE): FHE is an advanced cryptographic primi-
tive that allows one to evaluate arbitrary functions over encrypted data [Gentry 2009].
In this work, we focus on the so-called 3rd generation FHE, which includes
schemes such as FHEW [Ducas and Micciancio 2015], TFHE [Chillotti et al. 2020],
FHEZ [Pereira 2021], and FINAL [Bonte et al. 2022]. Those schemes offer the following
programming interface: at setup time, when generating the parameters and the crypto-
graphic keys, one can set the precision k, i.e., the number of bits of the message space.
Then, one can encrypt messages m ∈ {0, 1}t, generating c = Enc(m). Given a ciphertext
c, it is possible to execute any function f : {0, 1}t → {0, 1}t, yielding Enc(f(m)). This
operations is called programmable bootstrapping (PBS) and f is called a t-LUT (look-up-
table), or simply LUT. In the particular case where t = 1, instead of having LUTs, each
bootstrapping can perform one binary gate (e.g., AND, OR, and XOR gates).

Hence, to evaluate an arbitrary function F (m1, ...,mℓ), one has to represent F as
a sequence of t-LUTs, possibly with some of them simply evaluating binary gates, then
perform each t-LUT via PBS. Since PBS is slow, one generally wants to minimize the
number of PBS executions in a homomorphic evaluation.

1https://docs.zama.ai/tfhe-rs
2https://github.com/gabijacob/ETC
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Via a technique called multi-value bootstrapping (MVPBS), it is possi-
ble to execute one single PBS on Enc(m) and extract many LUTs, obtaining
Enc(f1(m)),Enc(f2(m)), ...,Enc(fℓ(m)), almost for the same cost as obtaining a single
LUT [Carpov et al. 2019].

Notice that the cost of homomorphically evaluating a function is roughly the num-
ber of bootstrappings multiplied by the running time of each bootstrapping, since all the
other operations have negligible running time compared to the bootstrapping. Also, once
you fix the precision t of the message space, all your bootstrappings cost the same, re-
gardless of the LUT f : {0, 1}t → {0, 1}t that they evaluate.

Chacha20: Chacha20 [Bernstein 2008, Nir and Langley 2018], or simply Chacha, is a
stream cipher based on three functions: 32-bit addition, XOR and rotation. Chacha offers
256 bits of security and operates on a state composed of 512 bits into 16 variables of 32
bits each. It performs 20 rounds updating the state with a function called quarter round,
QR(a, b, c, d), which is composed of the following operations, where addition is modulo
232, ⊕ denotes bitwise XOR, and ≪ is a circular shift:

a = (a+ b); d = (d⊕ a); d = (d ≪ 16);
c = (c+ d); b = (b⊕ c) ; b = (b ≪ 12);
a = (a+ b); d = (d⊕ a) ; d = (d ≪ 8);
c = (c+ d); b = (b⊕ c) ; d = (b ≪ 7);

After the last round, the mixed state is added to the initial state to obtain the
keystream block, which is used to encrypt and decrypt messages by XOR’ing with the
plaintext or ciphertext. Therefore, evaluating Chacha homomorphically boils down to
efficiently evaluating the QR function, which requires a 32-bit full-adder. For this, we
considered Ripple Carry Adder (RCA), which, given 32-bit integers x = (y0, ..., x31) and
y = (y0, ..., y31), calculates sum = x + y mod 232 as follows: define carry0 = 0, then,
compute for 0 ≤ i ≤ 31:

sumi = xi ⊕ yi ⊕ carryi and carryi+1 = (xi ∧ yi) ∨ (carryi ∧ (xi ⊕ yi)) (1)

3. Our results
We started with the most natural implementation, that is, since Chacha operations are
defined in bitwise level (e.g., bitwise XOR), we first used FHE with a binary message
space and only evaluating binary gates homomorphically to implement RCA and XOR
gates. The rotations are free, as they only require us to rename variables. We performed a
theoretical analysis of this version, counting the number of bootstrappings it requires and
we implemented in Rust using the TFHE-rs library. Therefore, our first contribution is to
provide a baseline for Chacha-based transciphering.

We further proceeded to study other ways of implementing Chacha assuming that
we have larger message spaces, say {0, 1}t instead of simply {0, 1}, so that we can also
execute t-LUTs instead of only binary gates. Thus, our second contribution is proposing
and analysing homomorphic versions of Chacha using 2- and 3-LUTs.

3.1. Bitwise Implementation
Our baseline version uses {0, 1} as the message space and only boolean gates are eval-
uated homomorphically (requiring one bootstrapping per gate). For the homomorphic
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rotation, the input vector is rotated by simply rotating its positions. Thus, this function
does not need any bootstrapping and its cost is negligible for the total execution time.

For the homomorphic XOR, we iterate through both input vectors, calculating
XOR bitwise and pushing the result to an output vector. This results in 32 bootstrap-
pings. Subsequently, the most expensive building-block of Chacha is the 32-bit adder.
The full-adder implemented for this purpose was Ripple Carry Adder (RCA), which iter-
ates through pairs of input bits computing the output bit (the actual sum) and the carry bit.
As shown in Equation (1), it takes 5 bootstrappings for each pair of bits, hence requiring
a total of 5 · 32 = 160 bootstrappings.

With those “low-level” building blocks implemented, we can implement the Quar-
ter Round (QR), the fundamental function of Chacha, which essentially calls the above-
mentioned functions 4 times each, as described in Section 2. Thus, each execution of the
QR requires (32+160) ·4 = 768 bootstrappings. Then, Chacha performs 20 rounds, each
one calling QR 4 times, giving us a total of 768 · 80 = 61440 bootstrappings.

Finally, as a last step, Chacha adds the secret key to the state, which takes another
512 · 5 = 2560 bootstrappings. Therefore, in total, Chacha implementation with binary
messages requires 61440 + 2560 = 64000 bootstrappings.

3.2. (Scaled) XOR for free

Our first major optimization consists in using the implementation details of FHE schemes
to obtain XOR for free in our homomorphic Chacha when our message space consists
in more than one bit (therefore, this optimization does not apply to our baseline imple-
mentation). That is, instead of using the FHE scheme as a black box, we use its internal
representation of messages to evaluate XOR gates without executing bootstrappings.

Since we know that in LWE-based 3rd-generation FHE schemes a message mi ∈
{0, 1}t is encrypted under a key s ∈ Zn

q as (ai, bi) ∈ Zn+1
q where bi = ai · s + ei +

∆ · mi mod q, ∆ = q/2t+1, and ei is some small noise term, we can compute XOR as
follows: Given two ciphertexts (a1, b1) and (a2, b2) encrypting bits m1,m2 ∈ {0, 1}, we
output (a3, b3) := (2t · (a1 + a2, ), 2

t · (b1 + b2)).

One can see that b3 = a3 · s + e3 + (q/2t+1) ·m3, where e3 = 2t · (e1 + e2) and
m3 = 2t · (m1 + m2). Since t is always a very small constant, typically 2 ≤ t ≤ 8, it
follows that (a3, b3) is a valid LWE encryption of m3 mod 2t+1 with small noise e3.

Notice that if m1 = m2 = 0, then clearly (a3, b3) encrypts 0. Also, if m1 = m2 =
1, then ∆ ·m3 = (q/2t+1) · 2t+1 ≡ 0 mod q, thus, (a3, b3) also encrypts 0. On the other
hand, if m1 and m2 are different, then ∆·m3 = ∆·2t ·1, but 1 = xor(m1,m2). Therefore,
in all of the three cases, we conclude that (a3, b3) encrypts 2t · xor(m1,m2).

Notice that computing (a3, b3) only requires n+1 additions modulo a small q, typ-
ically, q = 232 or q = 264, in other words, those are simple integer additions implemented
natively by common processors. Therefore, this scaled XOR is essentially for free when
compared to the Θ(n) homomorphic multiplications required by the PBS.

In summary, we have defined a computationally cheap operation mapping two
encrypted bits m1 and m2 to Enc(2t · xor(m1,m2)). Notice that this operation is not
composable, since the input is supposed to be bits while the output can be 2t.

Anais do SBSeg 2025: Artigos Curtos

4



3.3. Homomorphic Chacha with 2-LUTs
For a message space of 2 bits, we can exploit rotation and scaled XOR for free. It remains
to efficiently implement the homomorphic 32-bit adder, which takes integers x and y en-
crypted bitwise and generates z = x+ y mod 232, also encrypted bitwise. Thus, consider
we have LWE ciphertexts encrypting each bit xi and yi of x and y, for 0 ≤ i ≤ 31. Define
carry0 = 0 and ccarry0 = Enc(carry0), then, proceed as follows computing encryptions of
each zi and carryi, for 0 ≤ i ≤ 31.

1. compute c0||yi := 2t · Enc(yi)
2. compute cxi||yi := c0||yi + Enc(xi). One can see that cxi||yi = Enc(xi + 2tyi)
3. define functions f0(x) := lsb(x)⊕msb(x) and f1(x) := lsb(x) ∧msb(x)
4. with one MVPBS, apply f0 and f1 to cxi||yi , obtaining c⊕ = Enc(f0(xi +2tyi)) =

Enc(xi ⊕ yi) and cand = Enc(f1(xi + 2tyi)) = Enc(xi ∧ yi)
5. compute ccarry||xor = 2 ·c⊕+ccarryi . Notice that ccarry||xor = Enc(carryi+2(xi⊕yi))
6. with one single MVPBS, apply f0 and f1 to ccarry||xor, generating csumi :=

Enc((xi ⊕ yi)⊕ carryi) and ctmp
i := Enc((xi ⊕ yi) ∧ carryi)

7. with one PBS compute the OR gate, yielding

ccarryi+1 = FHE.OR(cand, ctmp
i ) = Enc((xi ∧ yi) ∨ ((xi ⊕ yi) ∧ carryi))

Hence, we obtained encryptions of the i-th bit of the sum, csumi = Enc(zi), and
of the next carry, ccarryi+1 , using 3 bootstrappings. The last iteration needs one less boot-
strapping, since we do not need to compute the very last carry, thus, the total amount of
bootstrappings is 31 · 3 + 2 = 95.

Finally, notice that when we apply the (scaled) XOR for free, we obtain Enc(2tyi),
thus, to perform the RCA as described above, we just skip step 1.

By observing the subsequent lines of QR(a, b, c, d), we can see that it composes
bitwise XOR with addition (ignoring the rotation, since it is simply a renaming of vari-
ables in our case). For the first and second lines, we evaluate the RCA homomorphically
and the XOR for free. This costs 2 · 95 = 190 bootstrappings. As for the third and fourth
lines, we can evaluate RCA the same way, but we cannot use the XOR for free, since it is
not composable, as explained in Section 3.2. Thus, the XOR gates have to be performed
with bootstrappings. Therefore, these lines cost 2 · 95 + 2 · 32 = 254 bootstrappings.

As a result, to evaluate one time the QR function, it takes 190 + 254 = 444
bootstrappings. In the end of the algorithm we have to add the initial state to the final
state, calling the homomorphic add function 16 more times, which costs 16 · 95 = 1520
additional bootstrappings. Therefore, the total number of bootstrappings when evaluating
Chacha completely is 444 · 80 + 1520 = 37040.

3.4. Homomorphic Chacha with 3-LUTs
The actual turning point on the algorithm efficiency is using a message space of 3 bits and
MVPBS. In this case, it is possible to calculate the sum using only one bootstrapping per
pair of bits instead of 3.

As in Section 3.3, consider we have ccarry0 = Enc(0) and encryptions of bits xi and
yi for 0 ≤ i ≤ 31. Then, to evaluate RCA, we proceed as follows:

1. compute c0||0||yi := 2t · Enc(yi)
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2. compute cxi||carryi||yi := c0||0||yi + Enc(xi) + 2 · ccarryi . Notice that cxi||carryi||yi =
Enc(xi + 2carryi + 4yi)

3. define gi(u) as the i-th bit of u, f0(u) = g0(u) ⊕ g1(u) ⊕ g2(u), and f1(u) =
(g2(u) ∧ g0(u)) ∨ (g1(u) ∧ (g0(u) ⊕ g2(u))). Notice that f0 and f1 compute the
sum and carry bits given by Equation (1)

4. with one single MVPBS, apply f0 and f1 to cxi||carryi||yi obtaining csumi :=
Enc(xi ⊕ carryi ⊕ yi) and ccarryi+1 := Enc((xi ∧ yi) ∨ (carryi ∧ (xi ⊕ yi)))

Thus, by using the message space {0, 1}3, RCA can be evaluated homomorphi-
cally with one bootstrapping per iteration, meaning 32 bootstrappings in total. To evaluate
the QR, we need to run RCA 4 times, one per line, giving us 128 bootstrappings. We can
use XOR for free in the first 2 lines, but we need bootstrappingss to evaluate the XOR
gates in the 2 last lines, to avoid problems with composability (just as in 2-LUT), which
takes 64 bootstrappings. Hence, we have 192 bootstrappings per execution of QR.

Lastly, we need to add the final state to the initial state to finalize the encryption
process, which takes 512 bootstrappings, one for each bit. Thus, the total amount of
bootstrappings to evaluate Chacha with a message space of 3 bits is 192·80+512 = 15872.

3.5. Homomorphic Chacha with 4-LUTs

Analyzing a message space of 4 bits using the same logic leads us to the conclusion that
the number of bootstrappings will not decrease. Since RCA computes the output bits in a
serial manner, we would still need at least one bootstrappings per bit. Hence, even if the
message space is larger than 3 bits, the number of bootstrappings is the same.

4. Comparison

We compare our results to the state-of-the-art transciphering techniques based on standard
ciphers, that is, that do not use ad hoc ciphers created on purpose to be FHE-friendly.
More specifically, we consider the fastest transciphering using AES [Trama et al. 2023].

Since our work only considered serial implementation, we do not compare with
parallel implementations presented in [Trama et al. 2023]. Thus, our main comparison
metric is the total number of bootstrappings. It is important to notice that, as one increases
the message space to accommodate more bits and to be able to evaluate larger t-LUTs,
bootstrapping becomes exponentially more expensive, therefore, it is only possible to
handle very small values of t. Given the number of bootstrappings and the value of t,
we can estimate the running time of each bootstrapping, then estimate the total execution
time, which is the latency. Our second comparison metric is the throughput, which is
the number of bits produced per second. To compute this, we divide the latency by the
number of bits that are processed at once, which is 128 for AES and 512 for Chacha. Of
course, low latency and high throughput are preferable.

We ran our Rust implementation of the bitwise version on an Apple M2 3.49GHz
machine with 8 GB of RAM running on a macOS Sequoia 15.3.2 (24D81). Each boot-
strapping evaluating one single boolean gate took an average of 0.011 s and the total
execution of homomorphic Chacha was 758.29 s, which is close to the expected time,
namely, the number of required bootstrappings times the time per bootstrapping, confirm-
ing that the bootstrappings dominate the execution time.
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To estimate the execution time of the non-binary versions, we used the unitary
times for bootstrapping reported in [Trama et al. 2023]: 0.007 s for 2-LUT and 0.015 s
for 3-LUT. Then we multiplied these times by the number bootstrappings that each of our
versions of homomorphic Chacha uses. In summary, 3-LUT gives us the best latency and
throughput while 4-LUT is the best for [Trama et al. 2023]. Considering this, our best
latency in worse than theirs by a factor of 238.08/122.5 ≈ 1.94, while our throughput is
better than theirs by about 2.15/1.045 ≈ 2.06 times. We present the comparison in more
detail in Table 1.

Ultimately, it is important to acknowledge that, even though we made a direct
comparison, we studied a cipher that has 256-bit security level, while [Trama et al. 2023]
used AES with 128 bits of security. This is a significant difference, since AES-256 has 14
rounds, while AES-128 has only 10. Also, it is important to notice that in a post-quantum
scenario, AES-128 is insecure and one has to use AES-256 to achieve 128 bits of security.
Considering this, it would be interesting to extend the results of [Trama et al. 2023] to
understand the exact overhead of evaluating AES-256 homomorphically, then comparing
again with our results. Since evaluating more rounds of AES will obviously be more
expensive, our throughput will be more than 2× better than theirs.

Message space bootstrappings Latency Throughput
AES

8-LUT 1664 2496.00 s 0.051
4-LUT 4224 122.50 s 1.045
3-LUT 17088 256.32 s 0.499
2-LUT 44288 310.02 s 0.412

Chacha
3-LUT 15872 238.08 s 2.15
2-LUT 37040 259.28 s 1.97
bitwise 64000 704.00 s 0.727

Table 1. Total number of bootstrappings, estimated execution times (latency) and
number of bits per second (throughput) for different message spaces

5. Conclusion and Future Work
The implementation already done in this research was focused on a message space of a
single bit. The main focus of the future work is towards implementing the cipher using
a message space of 3 bits, which is, theoretically, the most optimized version of homo-
morphic Chacha. Furthermore, the analysis on this research was done only considering
a sequential execution. Thus, as future work, we can study strategies to evaluate parts
of Chacha in parallel. For example, we can consider other full-adder algorithms that are
more parallelizable, such as Carry Lookahead Adder.
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