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1

Faculdade de Computação – Universidade Federal do Pará (UFPA)
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Abstract. Coercion is an intrinsic problem of Internet elections that certainly
prevent its wide use. Although there is no optimal solution for this problem, modern cryptographic election schemes can mitigate it. Most of these proposals,
however, were never used to carry out real elections due to the lack of software
implementations. As a result, it is not possible to test these schemes in realistic election scenarios and so their interest remain purely theoretical. In this
context, this work introduces the CIVIS election system. CIVIS is a web-based
system that implements ideas to fight coercive attacks. It is based on a secure
coercion-resistant election scheme and it shows the applicability of this scheme
to accomplish realistic elections. Besides introducing CIVIS, we show that a
famous Internet-based election system used in Brazil does not satisfy important
security properties for voting.

1. Introduction
Internet elections have many inherent benefits.
Voters, for instance, can cast
their votes from any connected place, using their own devices.
These benefits probably motivated countries such as Switzerland [Serdult et al. 2015] and Estonia [The National Election Committee 2017] to adopt it in government elections.
However, ensuring security in Internet elections is not an easy task and many researchers [Participants of the 2007 Dagstuhl Conference on Frontiers of E-Voting 2007] do
not recommend them. The lack of a controlled place to cast votes and the intrinsic insecurity of the Internet environment certainly increase the attack vectors.
One of the main challenges of Internet elections is to solve the coercion problem.
Because adversaries (coercers or vote buyers) can observe voters while voting, they can
easily influence voters to select their candidates. Although there is no optimal solution
for this problem, Juels, Catalano, and Jakobsson [Juels et al. 2005] (JCJ) introduced an
idea to mitigate it. In their idea, each eligible voter receives a credential (i.e. a random
password) that she uses to cast her vote. This credential identifies votes to be counted in
the final tally. A voter under coercion, however, could use a fake credential (i.e. a fake
password) to vote. Both credentials are indistinguishable to the adversary, but fake credentials will be identified and removed from the tally without enabling the adversary to
determine which one was discarded. Based on JCJ’s ideas, several schemes were proposed. Most of them, however, remain theoretical as they were never implemented. As a

result, it is impossible either to evaluate these schemes or to test them in practical scenarios. The scheme due to ABRTY [Araújo et al. 2010] is an example. Their proposal is
one of the most efficient coercion-resistant schemes for Internet elections nowadays, but
to the best of our knowledge there is no previous implementation of this scheme.
Contributions. SIGEleição is an Internet-based voting system that has been used
to carry out elections in many Brazilian universities. In this work, we first show that
SIGEleição relies on strong assumptions to satisfy security properties. After that, we
introduce the CIVIS election system. CIVIS is a web-based system developed from the
ABRTY election scheme. It aims at showing the practicability of this protocol in real
elections. This way, it can be used for tests purposes and to carry out elections. CIVIS was
inspired by the Helios voting system [Adida 2008], so it borrows its main characteristics
such as execution in a single server and management of multiple elections. CIVIS allows
voters to deceive adversaries using JCJ ideas and its current version follows the design
of ABRTY cryptographic election scheme. Although it is currently alpha software, the
system is functional and will be available soon as open-source software. The CIVIS
current version was conceived for small-scale elections. However, due to its design, the
system can be adjusted to perform larger elections. To show the applicability of CIVIS,
we present the results of a simulated election carried out in a university department.
Related work. This work is related to many secure election systems. CIVIS
shares similarities with Helios voting system [Adida 2008]. However, the two systems
have different purposes. Helios focuses on auditability and it was not conceived to defeat
coercive attacks. This system allows voters to verify their votes are correctly formed
by means of Benaloh’s challenge [Benaloh 2006]. Differently, CIVIS mitigates coercive
attacks. CIVITAS [Clarkson et al. 2008] and Mosaic [Abdellatif and Adouani 2014] are
election schemes that deal with this problem properly. CIVITAS is an implementation
of JCJ original scheme with improvements related to efficiency. However, CIVITAS is
clearly impracticable as the complexity of its tallying phase is quadratic in the number
of submitted ballots and therefore it could not be used for large real-world elections.
Mosaic is based on a more efficient protocol than CIVITAS. Unfortunately, Mosaic relies
on a cryptographic voting protocol that is not formally proved secure. This work is also
related to the systems used in Estonia [The National Election Committee 2017] and in
Switzerland [Serdult et al. 2015]. However, these systems do not mitigate all coercive
attacks (e.g. forced abstention attack) as JCJ based proposals do.
Organization. This paper is organized as follows. The next section recalls the
SIGEleição voting system and shows that it relies on strong assumptions to satisfy security properties. After that, Section 3 details the CIVIS election system. It presents an
overview of CIVIS architecture as well as its main web and cryptographic building blocks.
Section 4 presents the results of the simulated election that employs CIVIS. Finally, we
present our conclusions and future works in Section 5.

2. The Sig-Eleição Voting system
2.1. Overview of SIGEleição Voting system
The SIGEleição voting system [Santos et al. 2017] is part of a broader management system (i.e. Sistemas Institucionais Integrados de Gestão - SIG) that is employed

by a number of Brazilian universities. This voting system is web-based and it was conceived for conducting secure elections. SIGEleição is famous in universities that uses
the management system that it belongs to and has been used to carrying out election in
many of these universities. However, unfortunately there is no complete description of
SIGEleição voting protocol in the literature and this system is not open-source. Recently, [Santos et al. 2017] published a paper about this system that contains some important
details about it. Based on this work, we describe next the SIGEleição system.
The system requires the generation of a random secret key for an election authority
(EA) before the election. This authority keeps it in secrecy and should not reveal it. EA
enters the secret key on the SIGEleição server before the voting period starts and the server
stores it in its memory. SIGEleição uses this key in the generation of cryptographic hashes
later on. At time of voting, once SIGEleição server receives a vote, it stores information
about the voter and her vote apart. For this, the system maintains two database tables: one
for the votes (i.e. the Voto table) and another for the voters (i.e. the VotoEleitor table). For
each vote, the system stores in the Voto table a unique vote identification number (id voto)
and a number that identifies the election (id eleicao) that the vote belongs to. Also, it
stores in plaintext the candidate number (id chapa) that the voter has voted for (without
identifying the voter herself), and a value (valor) about the state of the vote (i.e. valid,
white, or null). The system also computes a cryptographic hash that takes as input the
secret key and the former data. The resulting hash as well as the other data are stored
in the same line of the Voto table. The system stores the vote information in a random
order to avoid the association between the voter and her vote. In a line of the VotoEleitor
table, the system stores the same election identification number (id eleicao) of the Voto
table, the identification number of the voter (id pessoa), the date that the system received
her vote, and the ip address of the voter computer (ip eleitor). Taking as input all these
data and the EA secret key, it computes a cryptographic hash and stores the resulting hash
value in the same line of VotoEleitor table. The system also generates a general hash
of the election data. At the end of the election, EA enters his secret key to generate the
hashes again and compares the new hash values to the values stored before. Finally, the
system counts the votes that match both.
2.2. Security Properties for Voting
Cryptographic voting protocols are the core of any secure voting system and are designed to satisfy a set of security properties. Most of these properties come from general
principles conventionally employed in elections. Others are more specific as coercionresistance. We recall next security properties for voting that are widely discussed in the
literature (see, for instance, the works of [Langer et al. 2009] and [Delaune et al. 2010]).
Eligibility. Only eligible voters can cast valid votes and only one vote per eligible voter
is counted. Fairness. All votes remain secret until the voting is completed. Accuracy.
Upon cast, a vote cannot be altered, duplicated, or eliminated and all valid votes are
counted correctly. Vote Privacy. A vote cannot be associated to the voter who cast it.
Universal and Individual Verifiability. Universal verifiability means that anyone can
verify the correctness of the results. Individual verifiability means that a voter can verify
her vote was correctly counted. Receipt-freeness. A voter cannot obtain any information
(i.e. a receipt) that can be used as a prove of her vote. Coercion-resistance. A voter
cannot convince a coercer about her true vote intention.

2.3. A Sketch Analysis of SIGEleição
The design of a secure voting protocol is the first step towards the development of a
secure voting system. To be secure, a protocol must fulfil at least the Eligibility, the
Fairness, the Vote Privacy, and the Universal Verifiability properties. However, the other
requirements are highly recommended as they allow more transparency and security for
elections. In the next, we present a sketch analysis of SIGEleição with regards these
properties. Because there is no complete description of SIGEleição publicly available,
our analysis is based on the SIGEleição system presented by [Santos et al. 2017] (see
Section 2.1). In this analysis, we abstract implementation details and consider that the
communications channels are secure and authenticated.
If SIGEleição performs correctly, it receives a vote and stores its data in the Voto
table and voter data in the VotoEleitor table. By looking at the field id pessoa of the
VotoEleitor table, the Election Authority (EA) can verify that only eligible voters voted.
In addition, by looking at the Voto table, it is possible to verify that there is one vote per
voter. This would satisfy the eligibility property. However, if a malicious system deviates
the protocol, it could store the voter data in the VotoEleitor table exactly as posted by
the voter, but it could store a different vote in the Voto table. By means of these tables,
it is not possible to identify this malicious behavior. SIGEleição does not rely on any
cryptographic primitive to keep the votes in secrecy until the end of the election. The
votes are not encrypted, and the system stores them in plaintext in the field id chapa of
the Voto table. By looking at this table, an adversary (e.g. a malicious EA) can easily
identify the winner option before the end of the election. In this case, the system does
not satisfy fairness as well. Upon receiving a vote, SIGEleição stores it along with a
cryptographic hash. The hash value is computed using the EA secret key that is stored in
the server memory. Because the vote, the secret key, and other data are hashed together, an
adversary would need this key to alter or to duplicate a vote stored in the Voto table. Also,
the security of the cryptographic hash function ensures that the vote cannot be changed. If
the EA is trustworthy and the secret key cannot be obtained from the server memory, the
adversary cannot succeed. However, a malicious EA can easily alter or duplicate votes
without being noted. In addition, because the secret key is stored in the server memory
during the voting period, it is difficult to ensure that it cannot be obtained by adversaries.
A hacker could compromise the server during the voting.
SIGEleição does not employ any standard cryptographic primitive to disassociate
the vote from the voter. Instead, it relies on unrelated tables to disassociate them. The
system stores data related to the vote in the Voto table and data related to the voter in the
VotoEleitor table. Because SIGEleição does not use cryptographic primitives for ensuring
vote privacy, the system must be trustworthy. Otherwise, it does not ensure vote privacy.
Because the system knows the vote and the voter data, a malicious system can easily link
a voter to her vote. To be universally verifiable, a system (and its corresponding protocol) must allow the verification of the properties above. In other words, anyone (voters,
authorities, third parties, etc.) must be able to verify the correctness of the results. Supposing that the EA publicly reveals its secret key after the election, anyone can generate
the hash values again and compare them to the hashes stored in the tables. However, as
presented above, because there is no way to check if the data saved in the tables were not
changed by the EA or by the system, the system is not universally verifiable. In addition,
the system is not receipt-free. The voter may save all transcripts of her communication

with the system (e.g. session keys used in the TLS protocol) and reveal it to an adversary.
These transcripts are used as a receipt to prove the vote to an adversary. He is now able to
decrypt the communication data and verify the vote. Because SIGEleição is not receiptfree, it is also not coercion resistant. In addition, it does not satisfy individual verifiability
as it does not provide any mechanism for voters to verify their votes.
In a perfect world, the SIGEleição system and its users would follow all the steps
required. However, when designing a voting protocol and implementing it later, it must
be considered that adversaries may show up and perform maliciously. SIGEleição relies
strongly on its system and on the Election Authority. If they do not follow the protocol,
the system does not satisfy important security requirements as described above.

3. The CIVIS Election System
As presented, SIGEleição strongly relies on one authority and on the system itself. In
the next, we introduce a system with better security guarantees: the CIVIS voting system. CIVIS is based on the secure cryptographic coercion-resistant voting protocol due
to ABRTY [Araújo et al. 2010].
3.1. Architecture Overview
The CIVIS architecture has three main parts: administration, voting, and public information. The administration part controls all the election phases and their different steps. The
voting part is related to the vote casting. The public information part is responsible to
make public all data that it receives. Each part has one or more modules. These modules can be viewed as independent applications that can be run in parallel or turned off as
required. For instance, the voting module can be turned on just during the voting period.
The election map, setup, registration, tallying, and mix net modules compose the
administration part. The election map allows the management of all election phases and
their steps. It calls all the other administration modules and also controls the voting. By
means of it, administrators may initialize or end a phase after executing their corresponding steps. Because the protocol that CIVIS is based on requires a number of steps to
run an election, the system introduces the idea of a map. It makes election management
more user-friendly. The remaining modules contain all steps necessary to generate the
election, to register voters, and to tally votes. They use the properly cryptographic tools
to accomplish their steps. The tallying module, in particular, controls a special module
called mix net. This module manages the mix net cryptographic primitive. The voting
part is composed of a unique module of the same name. It is the part of the system that
deals with the voting phase. This module contains all steps related to the generation of
the vote and it uses the suitable cryptographic tools for this purpose. The administration
as well as the voting modules depend on the web bulletin board module (WBB) to publish
any public information (e.g. encrypted votes). This module allows anyone to verify and
to attest any public information about the election, e.g. the encrypted votes sent to the
system. The mix net also relies on this module to broadcast information used to verify the
mixing process.
The access to the administration modules depends on a preliminary authentication.
In the current version of the system, this is performed via login and password. Different
from the administration modules, the voting module does not require any previous authentication. Although this allows anyone to cast a vote using the system, this is a requirement

of JCJ based schemes. If a system requires voter authentication, then an adversary could
easily force a voter to reveal her login and password, and vote on her behalf later on.
Figure 1 illustrates the CIVIS architecture.

Figura 1. Overview of the CIVIS architecture.

3.2. Technological Building Blocks
CIVIS depends on a set of technologies to accomplish a web-based coercion-resistant
election system. These mechanisms perform either on the user web browser (client side)
or on the server side. We present them next.
Python and the Django framework. Most of the web part of CIVIS relies on the
Django web framework [DSF 2017]. Django is a Python [PSF 2018] based open-source
framework that follows the MVC (model, view, controller) concept. To perform computation on server side, CIVIS also relies on Python programming language. JavaScript
and jQuery Library. The system employs cryptographic mechanisms that require computation on the client side. To perform this, CIVIS relies on the JavaScript [Eich 2005]
programming language. It uses jQuery to simplify a number of JavaScript tasks.
In addition to these web components, CIVIS relies on JavaScript Object Notation
(JSON) [IETF 2014] to represent all its data. This notation is lightweight and can be used
to interchange data between Python and JavaScript languages. In the system, it represents
all cryptographic material such as keys (public and private) and NIZKPs as well as races,
candidates, and all other information related to an election. Because election data belongs
to a unique election, all JSON data includes an election ID (ElecID) and a description
(Desc) fields. The former field identifies the election that the data belongs to. The latter
describes for what the data is intended for. For instance, ”Desc”:”Credential” indicates
that the data is a credential. The CIVIS system performs cryptographic computations
on the server and on the client sides. Key generation, encryptions and decryptions, and
zero-knowledge proofs computations, for instance, take place on the user web browser.
Due to the characteristic of the current version that executes the whole system in a single
machine, it establishes the underlying algebraic group on the server side and runs the mix
net on the same server. In the sequel, we present CIVIS cryptographic components.

Cryptosystems. The current version of CIVIS implements the El Gamal cryptosystem [Gamal 1985] as well as its threshold version due to [Cramer et al. 1997]. In
the threshold version, the El Gamal public key and its corresponding private key are cooperatively generated by n parties, but the private key is shared among a set of n parties.
In order to decrypt a ciphertext, a minimal number of t out of n parties is necessary.
Both El Gamal versions rely on a cyclic group G of order p where the Decision DiffieHellman problem (see [Boneh 1998] for details) is hard. To establish this group, the
system randomly selects two primes p, q such that p = 2q + 1. We could also adapt
the system to use the elliptic curve variant of El Gamal. It generates two pair of keys.
Let g1 , g3 ∈ Z∗p be two random generators and x1 , y ∈R Z∗q be two random numbers.
The first El Gamal public key is T = hp, q, g1 , h1 = g1x1 i and its corresponding private
key is Tb = x1 . The second public key is R = hp, q, g3 , g3y i and its corresponding prib = y. In the threshold version, the pair of keys (T ,Tb) is generated such
vate key is R
that Tb is shared among the set of n parties. The El Gamal cryptosystem is semantically
secure [Goldwasser and Micali 1984], i.e., its ciphertexts do not reveal any information
about the corresponding plaintexts. Also, it is homomorphic under multiplication. This
way, let ET [m1 ] and ET [m2 ] be the El Gamal ciphertexts of the messages m1 and m2
using a public key T , ET [m1 ] · ET [m2 ] = ET [m1 · m2 ]. Although the use of the threshold
version is recommended, CIVIS allows the use of the conventional El Gamal version for
flexibility. This way, it is possible to use the system in less restricted elections.
Non-Interactive Zero-Knowledge Proofs (NIZKPs). The system implements a
set of proofs of knowledge (PoK). In order to make ciphertexts plaintext aware (i.e. to
prove knowledge of the underlying plaintext), it employs the proof of knowledge of a
discrete logarithm due to [Schnorr 1991]. By means of this primitive, the party that makes the ciphertext proves that he is aware of what he is encrypting. The system also
uses the proof of validity of an encrypted vote due to [Lee and Kim 2002]. It allows a
party to prove that an encrypted vote belongs to the list of valid voting options. Besides these primitives, CIVIS implements the discrete logarithm equality test owing to
[Chaum and Pedersen 1992]. It is used to ensure the correct key generation and that the
ciphertexts are correctly decrypted. CIVIS implements the protocol for proving knowledge of a representation proposed by [Okamoto 1992]. It proves that, for two random
group generators g, h ∈ Zp (i.e. two bases), the representation of z is r, s ∈R Zq if
g r hs = z. The system uses this proof during the vote generation. The system also implements a plaintext equivalence test. This primitive verifies whether two ciphertexts encrypt
the same plaintexts or not without leaking any bit about the corresponding plaintexts. Particularly, here we verify a ciphertext encrypts the value 1 or not using the same technique.
That is, for a ciphertext C computed using a public key T , the system selects random
number z ∈ Zq and computes C z . After decrypting C z using the private key Tb, the result
is equal to 1 (if C encrypted the value 1) or to a random number. CIVIS uses Fiat-Shamir
heuristic [Fiat and Shamir 1986] to make these PoK non-interactive (NIZKPs).
Universally Verifiable Mix net and the Web Bulletin Board. A mix net is a
cryptographic primitive that is composed of a set of servers (mixers). Each server performs by receiving as input a set of ciphertexts (e.g. encrypted votes) and outputs an
anonymized set (i.e. by re-encrypting and permuting the ciphertexts of the original set).
This way, the next mixer receives as input the output of the previous mixer. As long as

at least one mixer does not reveal its secrets (i.e. the random values used to re-encrypt
the ciphertexts as well as the secret permutation) used to anonymize the set, no one can
learn any correspondence between the messages on both sets (inputs and output). Because mixers may be malicious, for instance, by replacing any ciphertexts in the input set
by a different one, CIVIS applies the scheme due to [Furukawa and Sako 2001] to allow
verification of mix net work. That is, each mixer should prove that the ciphertexts on both
sets (input and output) correspond to the same plaintexts without revealing any correspondence about them. As the proofs are public, anyone can verify them. In the current
version, the mix net module contains the mix net primitive and it runs on the server side.
Let ET [·]0 be an anonymized ciphertext. The bulletin board (WBB) is another important
tool of the CIVIS system. It is a communication model that allows anyone to publish
information. Once it receives a data, it makes the data public, and no one can delete or
alter it. The current version of the system, however, models the bulletin board as a set
of web pages along with a database by means of the WBB module. Through the WBB,
anyone can verify public information about an election such as the encrypted votes.
3.3. Election Phases and Participants
CIVIS has a preliminary phase that creates an election. In addition, it has four phases
that follow ABRTY’s scheme. All phases are related to a module in the architecture. The
setup is the phase that configures an election. In the registration phase, eligible voters
receive valid credentials for voting. Voters cast their votes in the voting phase. The
system identifies votes cast with valid credentials and tallies these votes in the tallying
phase. Authorities, voters, and verifiers interact with the administration, the voting, and
the bulletin board parts. The authorities create and manage the election by means of the
administration part. The system has three types of authorities. The election authority
(EA), the registration authority (RA), and the tallying authority (TA). EA is responsible
for managing the election. It conducts the election and acts mainly in the preliminary
phase. For instance, by enrolling eligible voters and the other authorities. RA issues
credentials to the voters enrolled by EA and helps TA to identify these credentials in the
tallying phase. Tallying votes and publishing the election results is the work of TA. For
this, it identifies the valid credentials with the help of RA. The system allows to set one
or more roles for an authority. In other words, the same entity can have the EA, RA, or
TA roles, or one or two of them. As showed in Section 3.2, the system uses two El Gamal
key pairs. TA computes her pair of El Gamal keys T = hp, q, g1 , h1 = g1x1 i and Tb = x1 .
b = y.
RA computes her pair R = hp, q, g3 , g3y i and R
3.4. Credential and Vote Formats
JCJ based schemes such as ABRTY use credentials to authorize votes from eligible voters
while keeping their identities anonymous. For this, one (or more in cooperation for better
security) authority issues a unique and exclusive credential to each voter. We refer to this
credential as valid. The voter uses her valid credential to cast a vote that will appear in the
final tally. In addition to valid credentials, these schemes also employ fake credentials.
Different from the valid ones, fake credentials identify votes that will be removed from the
tally and thus will not appear in the results. Voters under coercion use fake credentials to
deceive adversaries. Both (valid and fake) credentials are indistinguishable to adversaries.
This way, even if a voter transfers her valid credential to an adversary, the latter will not

be able to verify whether it is a valid one or a fake one. When under a coercive attack, the
voter uses a fake credential instead of the valid one or give it to the adversary. Another
defense against coercive attacks is the possibility to vote multiple times. That is, voters
can vote more than once using the same credential (valid or fake). As a result, a voter can
give a fake credential to an adversary and, when she is not under coercion, she can vote
again using this time her valid credential. CIVIS computes a valid credential from a set
of parameters via the registration module. A credential has a mathematical structure and
1
it is composed of three values: hA = (g1 g3x ) y+r , r, xi, where g1 , g3 ∈ Z∗p are two random
b = y is the RA secret key.
group generators, r, x ∈R Z∗q are two random numbers, and R
After generating a valid credential, the system encodes it in JSON data format. Figure 2
shows an example of encoded credential. In order to deceive adversaries during coercive
attacks, the voter needs a fake credential. In CIVIS, the voter generates a fake credential
by replacing the value x of her valid credential by a new randomly generated value x0 .
The system will discard votes corresponding to fake credentials.
Just as with credentials, CIVIS represents votes in JSON format. A vote is composed of two JSON data. The first one contains the ciphertexts related to the chosen candidates as well as data related to the credential. The second one is related to the NIZKPs.
In order to encode the first JSON data, the system receives as input the chosen candidates
as well as a credential in JSON format. From this credential, it randomly chooses a secret
−1
−1
value s and computes the parameters hB = As , B s , B rs , g3x , ox i, where g3 , o ∈ Z∗p are
group generators (see Section 3.2). The system then encrypts the candidate and the parameters except the value B using TA public key, and encodes these values in JSON format.
−1
−1
As a result, the first JSON data includes h ET [v ], B, ET [B s ], ET [B rs ], ET [g3x ], ox i,
for a chosen candidate v. From the candidate and parameters, the system also computes
the proof of knowledge of a discrete logarithm for each ciphertext, a proof of validity of
an encrypted vote for the vote ciphertext and the proof of knowledge of a representation
(see Section 3.2). The system encodes these NIZKPs in the second JSON data. In order
to link the set of NIZKPs to the vote, the second JSON data includes a VoteID field. This
field contains a cryptographic hash of the JSON that contains the vote (i.e. the first JSON
data). The system makes the vote in the voter web browser.
3.5. Running an Election
In the sections above, we introduced the CIVIS components. As described, these components perform cryptographic operations on the voter web browser and on the server. We
present next all steps necessary for running an election using the system.
Creating an Election. In order to run an election using CIVIS, the first step is
to create it. For this, the system requires the registration of an election authority (EA).
In the current version, EA registers directly in the system by informing her name, her
e-mail address, and a password. Once registered, EA can log into the system. After a
successful log in, EA inserts global information about the election. For this, EA enters the
election title and an optional short text describing the election. She also selects whether
the election will have a distributed tallying or not. By selecting it, the system will use
the threshold El Gamal cryptosystem. Otherwise, it will use the conventional version of
this cryptosystem. Then, EA enters the races and their corresponding candidates. After
saving this data, EA enrolls the registration authority (RA) and the tallying authority (TA)
as well as the eligible voters next by entering their names and their e-mail addresses. The

current system allows the registration of more than one TA, but it registers only one RA.
These TAs forms the set of n parties for the threshold El Gamal.
Setup Phase. After successfully logging into the system, RA and TA access the
election map (Figure 3 exemplifies part of the election map). By means of this map, RA
and TA generate their cryptographic material. In other words, the system computes the
elements that define the secure cyclic group, that is, the primes p, q, and the generator
g. From this group, if EA selected distributed tallying before, then the set of n TAs in
cooperation runs threshold ElGamal cryptosystem to generate a key pair, where the private
key is shared among them. Otherwise, the system uses a single TA and this authority
generates her conventional El Gamal key pair. RA also generates her pair of keys. As
next steps, EA computes the election generator number o. The value o ∈ Z∗p is a random
group generator and it will be used during the vote generation later on. To finish this
phase, EA publishes all public election data on WBB. This includes general election data,
authorities’ data, races and candidates’ data, and public keys. All data is JSON encoded.
Registration Phase. In this phase, all eligible voters receive their valid credentials. Ideally, voters have to receive their valid credentials from RA in secrecy. To accomplish this, the interaction between each voter and this authority takes place through a
untappable channel. In practice, because untappable channels are difficult to accomplish,
this channel is replaced by a registration place. That is, a secure place (e.g. the City hall
for a political election) that the voter should visit to obtain her credential after proving
that she is eligible. Although CIVIS can be adjusted to issue valid credentials in a secure
place, this would limit its use as it would not be possible to use the entirely system via
Internet, in a way similar to the Helios system. To allow this, the system can send valid
credentials by e-mail. On one hand, because e-mail is an insecure channel, this undermines the coercion-resistance of the system. A coercer could easily obtain a valid credential
by eavesdropping this channel. On the other hand, the submission of valid credentials
by e-mail allows the use of the system in simple scenarios and to perform test elections
without requiring voters to visit registration places. In order to generate a valid credential,
EA enters her private key and the system generates a valid credential (see Section 3.4).
Voting Phase. In order to vote, the voter first visits the system and selects the
election that she wants to vote. There is no previous authentication to access an election.
After that, the system presents to the voter the races and their corresponding candidates.
After selecting her candidates, the voter enters her credential in JSON format as illustrated
in Figure 2. After that, the system computes the two parts that compose the vote (see
Section 3.4) and encodes them. To finish, the system asks the voter to confirm her vote.
After receiving the confirmation, the system publishes it on WBB. Upon publishing the
vote on WBB, the system verifies whether its corresponding NIZKPs proofs are all valid.
If one of the proofs is invalid, the system invalidates the vote. Otherwise, it identifies the
vote as well formed on WBB.
Tallying Phase. After the voting period ends, the authorities can begin to tally
the votes posted on WBB. For this, TA and RA access the election map as illustrated in
Figure 3. From all votes (i.e. the first part of the vote) that passed the NIZKPs verification, TA firstly instructs the system to remove duplicated votes (step 8), that is, votes
posted with the same credential. The system identifies these votes by comparing all values ox on the first part of the vote. Indeed, votes posted using the same credential will

Figura 2. Voter enters her JSON encoded credential into the system.

all share the same value ox . From these votes, the system removes all but the last posted
one based on the data/time of posting on WBB. After that, TA instructs the system to
send all remaining votes (non-duplicated votes and the last posted duplicated votes) to
the verifiable mix net (step 9). This starts the verifiable mix net on the server (see Section 3.2). After anonymizing the votes, the mix net publishes them on WBB as well as the
proofs that it behaved correctly. From the anonymized votes, RA and TA begin the identification of the votes posted with valid credentials. For this, RA enters her private key
b = y and the system computes ET [B s−1 ]0y = ET [B ys−1 ]0 and ET [B ys−1 ]0 · ET [B rs−1 ]0 =
R
−1
−1
−1
−1
ET [B ys +rs ]0 (step 10). The system publishes ET [B ys +rs ]0 on WBB. TA now en−1
−1
ters her private key Tb and reads the values ET [B ys +rs ]0 from WBB. She then com−1
−1
−1
−1
putes C = ET [B ys +rs g1−1 g3−x ]0 from ET [B ys +rs ]0 , ET [g3x ]0 , and the public group
generator g1 . Still in this step, the system next runs the Plaintext Equivalence Test (see
Section 3.2) to verify whether C is an encryption of the plaintext 1 or not (step 11). If
the resulting plaintext is equal to the value 1, then ET [v] corresponds to a valid credential.
The system then decrypts all ET [v] related to the valid credentials (step 12), count the
votes and publishes the results on WBB. Again, all computations are performed locally
on TA and on RA web browsers.

4. Election Simulation
In order to show the applicability of CIVIS, we present below the results of a first smallscale election that employed this system. The simulation was carried out in a university
environment. We invited and registered a total of 200 eligible voters between professors
and students of a computer science department. The election was created with two races.
One for choosing the student union president and the other for choosing the college director. Each race contained three options. Because the election was configured with an EA
authority that also performs the roles of RA and of TA, it used the conventional El Gamal

Figura 3. Steps of the talling phase on the Election map.

cryptosystem. The system generated 1024-bits El Gamal keys and it was installed on a
Linux virtual machine (VM). Eligible voters received their valid credentials via e-mail
address. Because we were carrying out a test election, we expected that most of the voters
would not visit a registration place to receive their valid credentials. Thus, we decided to
send credentials by e-mail addresses. Notice that we used this just for test purposes.
After configuring the election and registering the eligible voters, EA started the
voting phase and it was available for a week. During this period, the system received 202
votes. When the voting period ended, TA started the tallying. From 202 votes, 8 votes
were discarded due to invalid NIZKPs. For test purposes, the CIVIS team submitted
these discarded votes using different fake credentials. Each credential were generated
by selecting random values for A0 , r0 , and x0 . Then, the system evaluated 194 votes to
identify duplicated votes. The running time for this was about 1.38 seconds and 177 votes
remained for the next step. The system sent 177 votes to the mix net. The running time
to anonymize these votes and to generate the proofs was 32.9 seconds. Next, the system
began the identification of the valid credentials. After the RA entered her secret key, the
system processed 177 anonymized votes in 8 seconds. It ran for 13 seconds after TA
entered its secret key. Thus, the total running time to identify valid credentials from 177
votes was 21 seconds. During this process, the system identified 148 votes cast with valid
credentials and 29 votes cast with fake credentials. After that, TA decrypted the votes
from the valid credentials and published the results on WBB.

5. Conclusion and Future Work
The design of a secure system begins by the design of a secure protocol. If the protocol
is insecure, even a secure implementation of this protocol may fail to ensure a secure
election. Because there are few documents about SIGEleição publicly available, we only
sketched an analysis of it. This analysis showed that, to satisfy the secure properties,
the election authority and the system itself must be trustworthy. These are very strong

assumptions to ensure security in real word elections. Coercion is intrinsic problem of
Internet elections that many election systems ignore or do not treat properly. In this context, we introduced CIVIS, an election system that fights coercive attacks. CIVIS is based
on one of the most efficient coercion-resistant protocols available. It puts a theoretical
scheme into action and it allows carrying out elections using advanced technology against
coercion problems. We also presented the first results of a simulated election carried out
using CIVIS. In this test, the system sent voters credentials by e-mail. We stress that the email is an insecure channel for sending valid credentials. However, the test allowed users
to experience the system and presented results about the system performance. Although
the current version of CIVIS is functional, it still requires improvements and more tests. It
does not include a distributed credential generation. Also, it needs improvements related
to its usability. For instance, voters need an easy way to generate fake credentials. We are
currently working on these features.
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