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Abstract. Technical Security Debt (TSD) refers to latent vulnerabilities that may
not immediately compromise software functionality but progressively weaken its
defenses. Conventional Static Application Security Testing (SAST) tools pro-
vide the basis for vulnerability detection and remain essential in secure de-
velopment workflows. However, complementary semantic layers can support
contextualizing the findings in terms of data flows, attack patterns, and archi-
tectural impact. In this paper, we propose a neuro-symbolic approach for audit-
ing TSD by integrating Large Language Models (LLMs), Retrieval-Augmented
Generation (RAG), and security ontologies. Our approach uses the CWE —»
CAPEC — STRIDE chain as the supporting structure to link implementation-
level weaknesses to attack patterns, and preliminary architectural threat hy-
potheses. We use the Open Worldwide Application Security Project (OWASP)
Benchmark v1.2, we built a pipeline that enriches code fragments with onto-
logical metadata and retrieves semantically similar examples during inference.
The RAG-assisted configuration achieved 90.88% of accuracy, and a weighted
Fl-score of 0.9142 in CWE classification, outperforming an LLM-only baseline
by 20.44% points in accuracy. A paired McNemar test confirmed that this im-
provement was statistically significant (p = 3.85 x 1073%). The results indicate
that retrieval and ontological grounding can reduce semantic drift in vulnera-
bility auditing, while STRIDE-based threat mapping should be interpreted as a
preliminary contextualization layer rather than as a definitive threat-modeling
oracle.

1. Introduction

Modern software development is increasingly driven by rapid delivery cycles, continuous
integration, and pressure for frequent releases. In this context, functionality is often prior-
itized at the expense of structural robustness, favoring the accumulation of Technical Debt
[Lenarduzzi et al. 2021} [Khan and Uddin 2022]]. Among its most critical manifestations
it is Technical Security Debt (TSD), which refers to latent security weaknesses embed-
ded in the logic or architecture of software systems. Although such weaknesses may not
immediately compromise execution or functional correctness, they progressively increase
the risk of exploitation as the system evolves [Izurieta et al. 2018, Martinez et al. 2021]].

The automated detection of TSD remains challenging because security risks of-
ten emerge from relationships among implementation choices, data flows, and poten-
tial exploitation paths. Traditional Static Application Security Testing (SAST) tools,
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commonly based on constraint analysis, rule matching, and control or data-flow ab-
stractions, are effective at identifying known vulnerability patterns. However, their
findings often require additional semantic interpretation to support risk prioritization,
especially when exploitability depends on relationships among code behavior, assets,
and architectural assumptions. This limitation contributes to false positives, hinders
risk prioritization, and intensifies alert fatigue among developers and security analysts
[Fu et al. 2024, [Paul et al. 2025a, [Lenarduzzi et al. 2021]].

Large Language Models (LLMs) provide advanced semantic analysis capabili-
ties and have shown potential for reasoning about source code, vulnerability descriptions,
and security-related artifacts [Nam et al. 2024, Xue et al. 2025]]. Nevertheless, their iso-
lated application to security auditing is constrained by hallucinations, outdated parametric
knowledge, and limited knowledge in authoritative security taxonomies [Yao et al. 2024].
Vulnerability auditing requires more than pattern recognition: it demands the ability to re-
late implementation-level weaknesses to attack patterns and architectural threats. There-
fore, an effective approach to TSD auditing should combine semantic reasoning with
structured security knowledge.

This exploratory study is guided by the following research question: fo what extent
can a Retrieval-Augmented Generation (RAG) architecture, enriched with security on-
tologies, support CWE-based TSD detection and provide preliminary architectural threat
contextualization from source code? To address this question, we propose an approach
based on RAG [Lewis et al. 2020]], integrating LLLMs with security ontologies to support
contextual and traceable vulnerability analysis. We formalize TSD detection as a causal
quadruple D = (c,v,a,t), where c represents the analyzed code, v the vulnerability or
weakness expressed as a CWE, a the corresponding attack pattern represented by CAPEC,
and ¢ the architectural threat derived from STRIDE. This modeling strategy enables the in-
ference of relationships between implementation-level defects and their potential impact
on the attack surface.

The main contribution of this study is a neuro-symbolic auditing approach that
uses the CWE-CAPEC-STRIDE chain as the basis for inference. The proposed pipeline
enriches code analysis with ontological metadata, retrieves semantically similar examples
to guide the model, and it maps detected weaknesses to architectural threat categories. By
addressing this issue, we complement syntactic and rule-based detection with a seman-
tic layer for risk-oriented threat inference. Empirically, the RAG-assisted configuration
achieved 90.88% accuracy and a weighted F1-score of 0.9142 in CWE classification over
548 test cases from the Open Worldwide Application Security Project EkOWASP) Bench-
mark v1.2, improving the accuracy of an LLM-only baseline from 70.44% to 90.88%. A
paired McNemar test further confirmed the statistical significance of this improvement
(p = 3.85 x 1073%).

This paper is organized as follows. In Section 2, we present Technical Security
Debt and other concepts necessary for the reader to understand the contributions of this
research. Related work is highlighted in Section 3. In Section 4, we present the research
methodology and the proposed RAG-based approach to identify security technical debt
in the source code. In Section 5, we present the evaluation. We highlight the threats to
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validity in Section 6. Finally, in Section 7, we present the conclusion and sketch future
research directions.

2. Background

In this section, we introduce the concepts of Technical and Security Debt, the causal
security modeling using CWE, CAPEC, and the STRIDE method, and describe the role of
RAG in grounding LLLM-based security inference to support the reader in understanding
the contributions of this study.

2.1. Technical Security Debt

TSD refers to latent vulnerabilities in software logic or architecture that increase the ex-
posure to attacks over time [[zurieta et al. 2018]. Unlike Self-Admitted Technical Debt
(SATD), which is explicitly documented in source-code comments, TSD is typically im-
plicit and it must be inferred from implementation behavior, data flows, control flows, and
architectural assumptions [Martinez et al. 2021} [Fu et al. 2024]. This makes TSD harder
to detect than comment-based debt, since the relevant risk may not appear as an explicit
textual marker, but as a relationship between code, assets, and possible exploitation paths.

2.2. CWE, CAPEC, and STRIDE as a Causal Chain

To relate implementation-level weaknesses to security impact, we adopt three comple-
mentary security knowledge structures: the Common Weakness Enumeration (CWE),
the Common Attack Pattern Enumeration and Classification (CAPEC), and the STRIDE
threat model. CWE provides a structured catalog of software and hardware weaknesses
that may lead to vulnerabilities [MITRE 2026c], whereas CAPEC organizes known at-
tack patterns used by adversaries to exploit such weaknesses [MITRE 2026a]. More-
over, Common Vulnerabilities and Exposures (CVE) provides a standardized reference
system for publicly disclosed vulnerabilities, while NVD enriches CVE records with
additional information such as severity scores, impact data, and search capabilities
[MITRE 2026b, MITRE Corporation 2026].

We used this chain in this study as a structured reasoning layer for TSD auditing.
The goal is not only to classify a vulnerable code fragment, but also to contextualize it
as part of a broader security risk that may affect confidentiality, integrity, authentication,
authorization, or system behavior.

2.3. LLMs and Retrieval-Augmented Generation

LLMs provide strong semantic capabilities for reasoning over source code and security
descriptions, but their direct application to vulnerability auditing is limited by hallucina-
tions, outdated parametric knowledge, and weak grounding in authoritative taxonomies
[Yao et al. 2024]]. RAG mitigates these limitations by incorporating external knowledge
during inference [Lewis et al. 2020]. In this study, RAG enables the model to retrieve
semantically similar examples and ontology-enriched metadata, reducing exclusive de-
pendence on parametric knowledge and supporting more traceable CWE and STRIDE
inference.
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3. Related Work

Recent research on software security analysis has moved from rule-based and syntactic
techniques towards approaches based on semantic representation, machine learning, and
contextual reasoning. This section positions the present study in relation to three research
directions: technical debt detection, LLM-based software security, and threat modeling
supported by structured security knowledge.

3.1. Technical Debt and Security-Oriented Code Analysis

The detection of SATD has evolved from keyword-based techniques to deep
learning models capable of capturing semantic nuances in developer comments
[Sharma et al. 2022, |Khan and Uddin 2022]]. Hybrid neural architectures have also
been explored to address class imbalance and textual heterogeneity in SATD datasets
[Njeru et al. 2025]]. However, these approaches remain dependent on explicit textual evi-
dence. As a result, they are less suitable for identifying implicit security debt, where the
risk is embedded in code behavior rather than declared in comments [Russo et al. 2025].

This limitation motivates the focus of the present work. Instead of detecting de-
clared debt, we address TSD as a latent security condition that requires semantic code
analysis and security knowledge. Prior studies also show that code quality affects model
reliability: code smells and noisy implementation patterns may compromise generaliza-
tion and lead models to learn unstable correlations [Xue et al. 2025]]. This issue is particu-
larly relevant in vulnerability auditing, where small implementation details may determine
whether a fragment is actually exploitable or only syntactically suspicious.

3.2. LLMs and RAG in Software Security

LLMs have been applied to vulnerability detection, configuration analysis, vulnerabil-
ity reproduction, and automated repair. Previous work shows that prompt formulation
can substantially affect detection performance, with prompt tuning improving the iden-
tification of security-relevant patterns [Ren et al. 2024]]. LLMs have also been used to
interpret complex configurations and reproduce state-dependent failures, indicating their
potential to reason beyond isolated code fragments [Fu et al. 2024]]. In industrial set-
tings, generative models have been investigated for vulnerability fixing, although they
may produce patches without fully capturing the broader security implications of a defect
[Costa et al. 2025]].

RAG has emerged as a way to reduce the limitations of parametric knowledge
by incorporating external sources during inference [Lewis et al. 2020]. Recent security
studies have used RAG to integrate knowledge bases such as CWE and CVE, improving
the foundation of vulnerability analysis [Paul et al. 2025bl]. However, most uses of RAG
remain oriented toward retrieval support rather than structured reasoning. In contrast, this
work uses RAG to operationalize the CWE — CAPEC — STRIDE chain, supporting the
relation between implementation weaknesses, attack patterns, and preliminary architec-
tural threat hypotheses.

3.3. Threat Modeling and Traceability

LLM-based approaches have also been applied to STRIDE threat modeling at the sys-
tem level [AbdulGhaffar and Matrawy 2025]]. However, these analyses often operate at
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a high level of abstraction and remain disconnected from concrete implementation arti-
facts. This limits traceability between the code where a weakness is introduced and the
architectural property that may be compromised. The present study addresses this gap by
combining semantic code analysis, ontology-enriched retrieval, and STRIDE inference
over benchmarked code instances. By doing so, it positions TSD auditing as a bridge
between vulnerability detection and preliminary architectural threat contextualization.

4. Research Methodology and the Proposed Approach

The proposed approach is characterized as neuro-symbolic in a pragmatic sense: it com-
bines neural components, namely vector-based code representation and LLM inference,
with symbolic security artifacts, namely CWE, CAPEC, STRIDE mappings, and rule-
based output constraints. We do not employ a formal logical prover or symbolic execu-
tion engine; instead, we use ontological metadata and decision rules to constrain, con-
textualize, and audit neural inference. In this setting, RAG acts as a semantic anchoring
mechanism that supports the causal chain CWE — CAPEC — STRIDE.

4.1. Dataset and Data Engineering

We use the OWASP Benchmark vi.2 as the experimental oracle, a Java-based bench-
mark suite designed to evaluate application security testing tools, including SAST,
DAST, and IAST tools [OWASP Foundation 2026, OWASP Benchmark Project 2026].
Version 1.2 comprises 2,740 executable test cases, each associated with a vulnerabil-
ity category, a CWE identifier, and an expected true-positive or false-positive outcome
[OWASP Foundation 2026l]. To make these instances suitable for semantic auditing, we
implemented an ETL pipeline that removes irrelevant textual noise and enriches each sam-
ple with security-oriented metadata. The enrichment stage integrates CWE and CAPEC
knowledge bases and maps weaknesses to STRIDE categories using CAPEC metadata
and predefined decision rules.

This process transforms isolated code instances into enriched semantic units, al-
lowing each sample to be analyzed in terms of its syntactic structure, weakness class,
attack pattern, and potential architectural security impact.

4.2. RAG Architecture and Inference Pipeline

To mitigate the limitations of LLM’s parametric knowledge, we adopted a RAG archi-
tecture that combines vector memory with generative inference [Lewis et al. 2020]. The
dataset was divided into two disjoint partitions to avoid data leakage: 80% of the samples
were used as the retrieval base for vector indexing, totaling 2,192 instances, while 548
cases were reserved for blind evaluation. This separation ensures that the target instance
itself is not retrieved during evaluation.

For vector representation, we use Nomic Embed v1.5, which supports sequences
of up to 8k tokens and allows complete Java classes to be represented with limited contex-
tual loss. The resulting embeddings are indexed using ChromaDB, and cosine similarity
is applied to retrieve the k£ = 3 closest examples for each target fragment.

During inference, the target code is embedded and used to retrieve semantically
similar examples with their associated CWE, CAPEC, and STRIDE metadata. This re-
trieved context is incorporated into the prompt and provided to Llama-3.3-70B, executed
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through the Groq API with the temperature set to 0. The model returns a structured JSON
object containing the predicted CWE, STRIDE category, and evidence-based justification.

4.3. Prompting Strategy and Experimental Protocol

The prompting strategy was designed to reduce ambiguity between semantically close
CWE classes and to prevent decisions based solely on isolated keywords. For CWE clas-
sification, the prompt enforces rules grounded in APIs, methods, and flow patterns. For
instance, primitives such as MessageDigest and algorithms such as MD5 or SHA1
are prioritized as CWE-328, whereas ciphers such as DES and RC4, or improper uses of
Cipher.getInstance, are prioritized as CWE-327. Similarly, CWE-614 is assigned
only when there is evidence of cookie creation and addition without the corresponding
security flags. The complete system prompts, along with the JSON schema definitions,
are provided in the supplementary artifacts repository. To support reproducibility, the
source code, scripts, configuration files, and aggregated results are available through a

Ekepository.
Table |l| summarizes the experimental protocol adopted in this study, detailing the
dataset configuration, embedding and generative models, and evaluation metrics used.
Table 1. Summary of the experimental protocol

Aspect Adopted configuration

Dataset OWASP Benchmark vi.2, with Java/Servlet cases.
Data split 80% for retrieval and 20% for blind evaluation.
Indexed samples 2,192 enriched instances.

Evaluated samples 548 cases, all with valid CWE predictions.
Embedding model = Nomic Embed v1.5, with up to 8k tokens.
Vector database ChromaDB with cosine similarity.
Retrieved examples k& = 3.

Generative model Llama-3.3-70B via Groq API.

Temperature 0.

Output format Structured JSON with CWE, STRIDE, and justification.

Metrics Accuracy, precision, recall, F1-score, STRIDE agreement, and McNe-
mar’s test.

5. Evaluation and Discussion

We conducted an experimental evaluation on the reserved test set of the OWASP Bench-
mark v1.2 access the feasibility of the proposed approach on identifying security debt in
the source code. A total of 548 cases were evaluated, and all of them produced valid
structured CWE predictions after response sanitization and parsing. The retrieval base
and the evaluation set were kept separate to avoid data leakage. Embeddings were gener-
ated locally using Nomic Embed v1.5, whereas generative inference was performed with
Llama-3.3-70B through the Groq API, with temperature set to zero to reduce response
variability.

To assess the contribution of retrieval, we also executed an LLLM-only baseline
over the same 548 test cases. This baseline used the same generative model, temperature,
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output format, and CWE label space, but did not receive retrieved examples or ontolog-
ical metadata from the CWE-CAPEC-STRIDE chain. This design allows us to compare
the proposed RAG-assisted configuration against a controlled LLM-only setting while
preserving the same evaluation partition and output constraints.

5.1. Vulnerability Classification (CWE)

The proposed RAG-assisted approach achieved 90.88 % overall accuracy and a weighted
F1-score of 0.9142 in CWE classification. Table 2] presents the per-class metrics. The re-
sults indicate particularly strong performance on data-flow vulnerabilities, such as SQL
Injection, XSS, Command Injection, Path Traversal, XPath Injection, and LDAP Injec-
tion. These classes achieved perfect classification in the evaluated partition. The model
also achieved perfect results for CWE-327 and CWE-328, suggesting that the retrieved ex-
amples and ontological metadata helped distinguish cryptographic weaknesses that were
substantially more ambiguous in the LLM-only setting.

Table 2. Performance metrics by CWE class for the RAG-assisted configuration

Class (CWE) Prec. Rec. F1 Supp.
CWE-22 (Path Traversal) 1.00 1.00 1.00 42
CWE-327 (Broken Crypto) 1.00 1.00 1.00 43
CWE-328 (Weak Hash) 1.00 1.00 1.00 47
CWE-330 (Weak Randomness) 1.00 0.49 0.66 96
CWE-501 (Trust Boundary) 0.64 0.97 0.77 29
CWE-614 (Secure Cookie) 0.28 1.00 0.43 13
CWE-643 (XPath Injection) 1.00 1.00 1.00 4
CWE-78 (Command Injection) 1.00 1.00 1.00 40
CWE-79 (XSS) 1.00 1.00 1.00 111
CWE-89 (SQL Injection) 1.00 1.00 1.00 111
CWE-90 (LDAP Injection) 1.00 1.00 1.00 12
Macro Avg. 0.90 0.95 0.90 548
Weighted Avg. 0.96 091 091 548

Table [3| presents the confusion matrix for CWE classification. The errors are con-
centrated in only three transitions: CWE-330 — CWE-614, CWE-330 — CWE-501, and
CWE-501 — CWE-614. This concentration suggests that the model did not fail in a dis-
tributed manner across classes, but rather within a semantically specific region associated
with weak randomness, cookies, sessions, and trust-boundary-related constructs.
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Table 3. CWE classification confusion matrix for the RAG-assisted configuration
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The main source of error was CWE-330 (Weak Randomness), with 49 false nega-
tives: 33 classified as CWE-614 and 16 as CWE-501. This behavior indicates that tokens
such as Cookie, Session, and setAttribute still exerted a strong influence on
the inference process, shifting the model’s focus from entropy and predictability proper-
ties to cookie configuration or trust-boundary issues. In contrast, the remaining classes
showed stable performance, with perfect classification for CWE-22, CWE-78, CWE-79,
CWE-89, CWE-90, CWE-327, CWE-328, and CWE-643. Thus, the observed limitation
does not generally compromise the detection capability of the approach, but reveals a lo-
calized weakness in vulnerabilities whose risk depends on algorithmic properties that are
less explicit in the code.

5.2. Comparison with an LLM-only Baseline

Table [] compares the proposed RAG-assisted configuration with the LLM-only baseline.
Both configurations produced valid CWE predictions for all 548 cases. The LLM-only
baseline achieved 70.44% accuracy and a weighted F1-score of 0.6672, whereas the RAG-
assisted configuration achieved 90.88% accuracy and a weighted F1-score of 0.9142. This
corresponds to an improvement of 20.44 percentage points in accuracy and a reduction
from 162 to 50 classification errors.

Table 4. Comparison between LLM-only and RAG-assisted configurations for
CWE classification

Configuration Valid out- Accuracy Macro F1 Weighted Errors

puts F1
LLM-only 548/548 0.7044 0.6955 0.6672 162
RAG-assisted  548/548 0.9088 0.8962 0.9142 50

The comparison indicates that retrieval substantially improves CWE classification
stability. The LLM-only baseline overpredicted CWE-79 and CWE-614, while underde-
tecting CWE-327 and CWE-330. In particular, CWE-327 was predicted only once by the
LLM-only configuration despite having 43 true instances, and CWE-330 was predicted
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only five times despite having 96 true instances. Conversely, the RAG-assisted config-
uration produced a more stable prediction distribution, correctly matching the expected
support for most CWE classes and concentrating its remaining errors in the boundary
between CWE-330, CWE-501, and CWE-614.

Table [5| summarizes the main error transitions in both configurations. The LLM-
only setting produced broad confusions involving CWE-79 and CWE-614, including 40
cases of CWE-327 classified as CWE-79 and 16 cases of CWE-328 classified as CWE-79.
These confusions disappear in the RAG-assisted configuration. The remaining errors are
concentrated in weak-randomness cases misclassified as cookie or trust-boundary weak-
nesses.

Table 5. Main CWE confusions in the LLM-only and RAG-assisted configurations

Expected CWE Predicted CWE LLM-only RAG-assisted
CWE-330 CWE-614 81 33

CWE-330 CWE-501 0 16

CWE-327 CWE-79 40 0

CWE-328 CWE-79 16 0

CWE-501 CWE-79 6 0

CWE-501 CWE-614 4 1

CWE-614 CWE-79 3 0

Since both configurations were evaluated on the same 548 test cases, we ap-
plied McNemar’s exact test to assess whether the observed difference was statistically
significant. The paired comparison showed that both configurations correctly classified
386 cases, while the RAG-assisted configuration corrected 112 cases misclassified by
the LLM-only baseline. Conversely, there were no cases correctly classified only by
the LLM-only configuration, and 50 cases were misclassified by both. The exact two-
sided test indicated a statistically significant difference between the two configurations
(p = 3.85 x 1073%), confirming that the improvement obtained by the RAG-assisted con-
figuration is not attributable to random variation.

These results support the hypothesis that retrieval and ontological metadata re-
duce semantic drift in CWE classification. However, they do not isolate the individual
effects of retrieval, ontological enrichment, and prompt constraints. Therefore, while the
comparison strengthens the empirical evidence for the proposed configuration, a complete
ablation study remains necessary to separate the contribution of each component.

5.3. Architectural Threat Inference (STRIDE)

In addition to the CWE classification, we evaluated the coherence of architectural infer-
ence based on STRIDE. The adopted metric was agreement between the STRIDE class
inferred by the model and the expected STRIDE set derived from the enriched oracle. The
RAG-assisted configuration achieved 75.00% agreement, as shown in Table 6]

Table [/| summarizes the distribution of STRIDE categories inferred by the LLM-
only and RAG-assisted configurations. Both configurations produced STRIDE predic-
tions for all 548 cases. The RAG-assisted setting produced fewer Spoofing predictions
and more Tampering predictions than the LLM-only baseline, suggesting that the retrieved
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Table 6. STRIDE inference performance for the RAG-assisted configuration

Metric Value
Total analyzed cases 548
Agreement 411
Divergences 137

Overall agreement rate 75.00%
Divergence rate 25.00%

CWE-CAPEC-STRIDE context influenced the model toward integrity-related interpre-

tations in several cases.
Table 7. Distribution of STRIDE predictions by configuration

Configuration Info. Disc. Tampering Spoofing Elev. Priv.
LLM-only 281 69 158 40
RAG-assisted 260 144 104 40

The STRIDE results should be interpreted more cautiously than CWE classifi-
cation. Unlike CWE labels, which are evaluated against a single weakness category,
STRIDE categories are inherently context-sensitive and may admit multiple plausible
threat interpretations for the same weakness. For example, an injection vulnerability may
affect Information Disclosure when used for unauthorized reading, but Tampering when
used to modify state. Similarly, cryptographic weaknesses may be interpreted in terms
of confidentiality, integrity, or authentication depending on the operation and asset under
analysis.

Therefore, the main empirical gain of the proposed approach is observed in
CWE classification, where the RAG-assisted configuration substantially outperformed
the LLM-only baseline. STRIDE inference should be interpreted as a preliminary threat-
mapping layer that supports architectural reasoning, rather than as a definitive threat-
modeling oracle. Future evaluations should consider expert validation or multi-label
threat modeling to better capture the ambiguity inherent to architectural security infer-
ence.

5.4. Qualitative Analysis of Boundary Cases

To complement the quantitative metrics, we analyzed boundary cases that illustrate both
the strengths and limitations of the approach. Table 8| summarizes representative patterns.
The correct cases indicate that retrieved examples support reasoning over data flows, in-
cluding structures involving inner classes and conditional paths. Conversely, the divergent
cases show that the approach may prioritize architectural or contextual signals that differ
from those adopted by the oracle. This behavior is relevant for TSD auditing: rather than
merely reproducing static classifications, the model can identify risk relationships not ex-
plicitly captured by a single-label oracle, although this also requires additional validation
to avoid semantic false positives.

5.5. Computational Performance

The processing of the 548 instances used an RTX 3050 GPU for local embedding gen-
eration, whereas generative inference was executed through the Groq API. The observed
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Table 8. Qualitative summary of boundary cases

Case Result Interpretation

BenchmarkTest01396  Correct The model tracked data flow through an inner class and
classified the SQL Injection case according to the vulner-
able operation.

BenchmarkTest01346  Correct The model identified the vulnerable branch in a condi-
tional structure, classifying XSS as a threat associated
with information exposure.

BenchmarkTest01540 Incorrect  The model confused weak randomness with cookie con-
figuration, suggesting attention bias toward tokens such as
Cookie and Session.

BenchmarkTest00183 Divergent The prediction indicated a trust-boundary-related inter-
pretation, revealing a plausible architectural risk not nec-
essarily prioritized by the oracle.

average processing time was approximately 1.2 seconds per audited Java class. This re-
sult indicates preliminary feasibility for integration into automated auditing workflows,
such as CI/CD pipelines. However, since inference was not executed entirely in a local
environment, the evaluation demonstrates only partial feasibility in privacy-constrained
scenarios. Fully local execution with open-weight models remains a direction for future
work.

5.6. Practical Implications

The results suggest three practical implications for secure development teams. First, CWE
classification can serve as a semantic triage layer that complements SAST tools, espe-
cially for data-flow vulnerabilities and injection-related weaknesses, for which the model
showed consistent performance. Second, STRIDE inference can help transform technical
alerts into preliminary hypotheses about architectural impact, supporting the prioritiza-
tion of fixes according to affected security properties, such as confidentiality, integrity,
authentication, or authorization. Third, the RAG structure facilitates the update of secu-
rity knowledge without requiring model retraining, allowing new versions of ontologies
or audited examples to be incorporated into the vector database.

Nevertheless, the approach should not be interpreted as a replacement for SAST
tools or deterministic validation. Its intended role is to provide a semantic auditing layer
that complements static analysis, human review, symbolic execution, and fuzzing. Thus,
the most appropriate use of the proposed approach is as a support mechanism for auditing
and prioritization, reducing the initial effort required to interpret security alerts while
preserving the need for expert validation in high-risk contexts.

6. Threats to Validity

Internal validity is mainly affected by the sensitivity of LLM-based inference to prompt
formulation, retrieved context, and output constraints. To mitigate this risk, we used a
zero-temperature setting, structured JSON outputs, and explicit decision rules for CWE
classification and STRIDE inference. Moreover, the comparison with an LLM-only base-
line was conducted over the same test partition, model, temperature, output format, and

11



26° Smposio Brasileiro de Ciberseguranca (SBSeg 2026), Armagao dos Buzios - RJ
Trilha Principal: Artigos Completos

label space, reducing confounding factors in the evaluation of retrieval effects. Nev-
ertheless, the errors involving CWE-330, CWE-501, and CWE-614 indicate that the
model may still prioritize semantically salient tokens, such as Cookie, Session, and
setAttribute, over less explicit algorithmic properties such as entropy and pre-
dictability. Moreover, since the retrieved examples were selected through vector simi-
larity, the model may be influenced by cases that are structurally similar but differ in the
security property that determines the correct classification.

External validity is limited by the exclusive use of the OWASP Benchmark v1.2,
which consists of Java/Servlet cases designed for controlled vulnerability assessment.
As noted as an important limitation, restricting the evaluation to a controlled benchmark
and Java cases limits the generalization of the results to other ecosystems, programming
languages, and real-world software scenarios. Although CWE, CAPEC, and STRIDE
are language-independent taxonomies, the effectiveness of the approach may vary across
these different environments, architectural styles, and real-world systems involving com-
plex dependencies, distributed states, authentication flows, and multi-service interactions.

Construct validity is related to the use of benchmark labels and enriched meta-
data as the evaluation oracle. This issue is particularly relevant for STRIDE inference,
since a single weakness may plausibly affect multiple security properties, such as con-
fidentiality, integrity, authentication, or authorization. As a result, agreement with an
expected STRIDE set may still fail to capture the full ambiguity of architectural threat
modeling. Although the qualitative analysis of boundary cases helps contextualize such
divergences, future evaluations should include expert validation or multi-label threat mod-
eling to better assess whether a predicted threat category is security-relevant even when it
differs from the reference mapping.

Conclusion validity is mitigated, but not eliminated, by the inclusion of an LLM-
only baseline and a paired McNemar test over the same 548 cases. The RAG-assisted
configuration outperformed the baseline in CWE classification, correcting 112 cases that
were misclassified by the LLM-only setting, with no cases corrected only by the baseline.
However, this comparison does not isolate the individual effects of retrieval, ontological
enrichment, and prompt constraints. Therefore, the results support the effectiveness of
the proposed RAG-assisted, ontology-enriched configuration against the evaluated LLM-
only baseline, but should not be interpreted as conclusive superiority over all possible
LLM configurations or over traditional SAST tools. Likewise, STRIDE results should be
interpreted as preliminary threat contextualization rather than as validated architectural
threat modeling.

7. Conclusion

In this study, we presented a neuro-symbolic approach for auditing Technical Secu-
rity Debt (TSD), combining Large Language Models, Retrieval-Augmented Generation
(RAG), and security ontologies. The proposed approach uses the CWE — CAPEC —
STRIDE chain to relate implementation-level vulnerabilities to attack patterns and pre-
liminary architectural threat hypotheses, shifting the analysis from a purely syntactic per-
spective toward risk-oriented semantic auditing.

The evaluation on the OWASP Benchmark v1.2 demonstratedthat the RAG-
assisted configuration achieved 90.88% accuracy and a weighted F1-score of 0.9142 for
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CWE classification over 548 valid test cases. Compared with an LLM-only baseline eval-
uated under the same experimental protocol, the proposed configuration improved accu-
racy from 70.44% to 90.88% and reduced classification errors from 162 to 50. A paired
McNemar test further confirmed that this difference was statistically significant, with 112
cases correctly classified only by the RAG-assisted configuration and no cases correctly
classified only by the LLM-only baseline (p = 3.85 x 1073%).

The results were particularly consistent for data-flow and injection-related vul-
nerabilities, such as SQL Injection, XSS, Command Injection, Path Traversal, XPath
Injection, and LDAP Injection, as well as for the evaluated cryptographic weakness
classes CWE-327 and CWE-328. Conversely, the remaining errors were concentrated
around weak randomness, cookie configuration, and trust-boundary-related cases, espe-
cially in the transitions CWE-330 — CWE-614 and CWE-330 — CWE-501. This sug-
gests that, although retrieval and ontological metadata reduce broad semantic drift, gen-
erative models may still be influenced by salient tokens such as Cookie, Session, and
setAttribute when the relevant security property depends on less explicit algorith-
mic characteristics, such as entropy and predictability.

For STRIDE-based threat mapping, the RAG-assisted configuration achieved
75.00% agreement with the enriched reference mapping. We interpret this result as pre-
liminary evidence that the proposed chain can contextualize CWE predictions in terms
of architectural security properties. However, STRIDE inference is inherently context-
sensitive and should not be treated as a definitive threat-modeling oracle without ex-
pert validation or multi-label evaluation. Thus, the strongest empirical evidence in this
study lies in CWE classification, while STRIDE serves as a complementary layer for
risk-oriented interpretation.

As future work, we intend to conduct broader ablation studies to isolate the indi-
vidual effects of retrieval, ontological enrichment, and prompt constraints. We also plan
to compare the proposed approach with representative SAST tools and other commer-
cial LLMs known for their effectiveness in vulnerability analysis (e.g., Claude) under the
same benchmark partition. Additionally, we intend to investigate deterministic valida-
tors, such as symbolic analysis, targeted fuzzing, and Code Property Graphs, to reduce
semantic false positives and improve auditing robustness. Finally, fully local execution
of generative inference remains a relevant direction in scenarios with strict privacy and
code-sovereignty requirements.
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