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Abstract. The number of disclosed vulnerabilities should surpass 50,000 in
2026, making prioritization essential for allocating scarce remediation capacity
to the vulnerabilities that most require attention. This paper empirically eval-
uates CVSS-based, EPSS-based, and combined CVSS+EPSS vulnerability pri-
oritization strategies in terms of effectiveness and remediation effort, providing
guidance on how to select among them. We built a corpus of 31, 779 vulnerabil-
ities disclosed in 2024 from the National Vulnerability Database and used the
CISA Known Exploited Vulnerabilities (KEV) catalog as ground truth to iden-
tify the vulnerabilities that warrant prioritization. Our results show that CVSS-
based strategies provide broader coverage but produce substantially larger pri-
oritized sets, whereas EPSS-based strategies are more selective and concentrate
a higher share of known-exploited vulnerabilities in the prioritized set. Com-
bined strategies based on OR conditions can provide balanced trade-offs by
increasing coverage with a modest increase in remediation effort, while AND
combinations offer limited advantage over EPSS alone. Finally, our results pro-
vide evidence to enable organizations to choose the best prioritization strategy
considering their remediation capacity and tolerance for missing relevant vul-
nerabilities.

1. Introduction

The number of disclosed vulnerabilities has increased substantially in recent years. FIRST
[2026] reported that 2026 is projected to be the first year to exceed 50,000 published vul-
nerabilities, setting a new record for vulnerability disclosure volume. This growing vol-
ume forces organizations to triage vulnerabilities and prioritize the remediation of those
that pose the greatest risk [Alomar et al., 2020].

Sharma et al. [2021] explain that many organizations rely on scoring systems to
prioritize vulnerabilities, with the Common Vulnerability Scoring System (CVSS) being
one of the most commonly used criteria. The CVSS evaluates the characteristics of a vul-
nerability and assigns a score that maps the vulnerability to a severity category [FIRST,
2024a]. Based on this severity score, organizations decide which vulnerabilities to pri-
oritize for remediation. However, Spring et al. [2021] argue that using the CVSS base
score alone to prioritize vulnerabilities is not appropriate because it does not fully capture
the security risk. Moreover, Scarfone and Mell [2009]; Bozorgi et al. [2010] identified
limitations in CVSS scores, including difficulties in accurately measuring vulnerability
characteristics, limited score diversity, and the inability of a fixed equation to model the
severity of all vulnerabilities accurately.

These limitations highlight the importance of exploitability assessment as an in-
put for vulnerability prioritization [Elder et al., 2024]. The Exploit Prediction Scoring
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System (EPSS) uses information about vulnerabilities and evidence of exploitation to
train a machine learning model that estimates the probability that a vulnerability will be
exploited [Jacobs et al., 2021; FIRST, 2024b]. Unlike CVSS, EPSS incorporates threat-
related evidence, addressing the limitation that severity scores do not indicate whether a
vulnerability is being actively exploited or is likely to be exploited [Jacobs et al., 2020].
This distinction is particularly important because most cataloged vulnerabilities have no
evidence of real-world exploitation [Sabottke et al., 2015].

Although prior studies have shown the limitations of CVSS for vulnerability pri-
oritization and the potential of EPSS and other data-driven approaches to improve ex-
ploitation assessment [Allodi and Massacci, 2014; Bozorgi et al., 2010; Howland, 2022;
Jacobs et al., 2020, 2021, 2023; Sharma et al., 2021], there is still limited evidence on how
these scores should be operationalized as concrete threshold-based prioritization strate-
gies. Prior studies also recognize that organizations face limited remediation capacity
and may benefit from combining severity, exploitation likelihood, and evidence of known
exploitation [De Smale et al., 2023; Pinto, 2024; Shimizu and Hashimoto, 2026]. It is
not clear whether EPSS should be used as an alternative to CVSS or in combination with
CVSS to add exploitation-likelihood information to severity-based prioritization.

To address this gap, this paper empirically evaluates CVSS-based, EPSS-based,
and combined CVSS+EPSS prioritization strategies using fixed thresholds that can be
directly translated into vulnerability remediation policies. The contributions of this paper
are: (1) an evaluation of threshold-based prioritization strategies over a corpus of 31,779
vulnerabilities disclosed in 2024, using the CISA Known Exploited Vulnerabilities (KEV)
catalog as ground truth for vulnerabilities that warrant prioritization; (ii) an analysis of
the precision—recall trade-off and remediation effort implied by each strategy; and (iii)
practitioner-oriented recommendations for selecting a strategy according to remediation
capacity and tolerance for missing relevant vulnerabilities.

Our results show a clear trade-off between precision, recall, and remediation ef-
fort. The choice of an appropriate strategy depends on the organization’s remediation
capacity and tolerance for missing relevant vulnerabilities. CVSS-based strategies pro-
vide broader coverage but generate larger remediation sets. EPSS-based strategies are
more selective. Combined strategies reveal additional trade-offs: OR-based combinations
can increase coverage with a modest increase in remediation effort, whereas AND-based
combinations offer limited advantage over EPSS alone.

The remainder of this paper is organized as follows. Section 2 describes our study
design, corpus construction, and data analysis procedures. Section 3 presents our results.
Section 4 discusses the results and provides insights into how organizations can choose
an appropriate vulnerability prioritization strategy according to their remediation capacity
and tolerance for risk. Section 5 positions our study in relation to prior work. Finally,
Section 6 concludes the paper and presents future work.

2. Materials and Methods

In this section, we describe our vulnerability corpus (Section 2.1), our study design (Sec-
tion 2.2), the ground truth used to identify vulnerabilities that warrant prioritization (Sec-
tion 2.3), the analysis process (Section 2.4), and the threats to the validity of our study
(Section 2.5). To support reproducibility, we also provide a replication package contain-
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ing the datasets and scripts used in this study.

2.1. Vulnerability corpus

We constructed a vulnerability corpus suitable for evaluating vulnerability prioritization
strategies. We started from all vulnerabilities published in 2024 and then applied filtering
criteria based on vulnerability status, CVSS availability, and EPSS availability. We used
three main data sources to compose our corpus:

1. The National Vulnerability Database (NVD) to fetch the vulnerabilities, which is
the repository for vulnerabilities used by the U.S. government and is widely used
by researchers and practitioners;

2. The Known Exploited Vulnerabilities (KEV) catalog, which is maintained by the
Cybersecurity and Infrastructure Security Agency (CISA) and provides an author-
itative list of vulnerabilities that have been exploited in the wild; and

3. The Forum of Incident Response and Security Teams (FIRST) EPSS Database,
which holds the EPSS score and percentile for most published vulnerabilities.

We queried the NVD in April 2026 and selected all vulnerabilities published in
2024. We found 40,704 vulnerabilities published in 2024. We intentionally excluded
vulnerabilities published in 2025 and 2026 because the inclusion of some vulnerabilities
in the KEV may be delayed until evidence of exploitation is observed. By selecting
only vulnerabilities published in 2024, we allow sufficient time for KEV inclusion and
avoid incomplete labeling of recently published vulnerabilities. As discussed later in this
section, some vulnerabilities published in 2024 were added to the KEV catalog only in
2025 and 2026, confirming the need to allow sufficient time for KEV inclusion.

The NVD entries include a status field indicating the current state of each vulner-
ability record in the database. We excluded 745 vulnerabilities with status Rejected, as
they do not represent actual threats, and 7778 with status Awaiting Analysis or Undergo-
ing Analysis, since their analysis is still incomplete and may therefore be unreliable.

The NVD entries also provide severity information based on the Common Vul-
nerability Scoring System (CVSS). We observed that vulnerabilities were scored using
different CVSS versions, including 2.0, 3.0, 3.1, and 4.0. As newer CVSS versions are
likely to provide more accurate severity assessments, we selected the most recent ver-
sion available for each vulnerability. We found 27 vulnerabilities without a CVSS score,
which we excluded because they could not be evaluated by the CVSS-based prioritization
strategy used in our study.

We queried the EPSS Database using the official dataset published on GitHub.
This dataset contains all the EPSS values from 14th April, 2021, when the first EPSS
score was released. We excluded 375 vulnerabilities that did not have an EPSS score in
the dataset.

Because the EPSS scores vary over time as new information becomes available
for a given vulnerability, we had to define a reference date for the analysis. To minimize
the risk of incorporating information influenced by later events, such as KEV inclusion
and exploit disclosure, we used the first EPSS score available after the vulnerability’s
publication date.
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Finally, we used the NVD data to determine KEV inclusion, rather than directly
querying the CISA KEV catalog. The NVD provides the date the vulnerability was added
to KEV. Based on this information, we identified 156 KEV-listed vulnerabilities in the
corpus. Among them, 27 were added to the KEV catalog only in 2025 and 4 only in
2026, which reinforces the decision to restrict the corpus to vulnerabilities published in
2024.

After applying these filters sequentially, the final corpus comprises 31,779 vul-
nerabilities, all published in 2024, of which 156 were included in the KEV catalog. Each
vulnerability includes the CVE identifier, publication date, CVSS score (using the most
recent available version), the first available EPSS score and its date, and the KEV inclu-
sion date.

2.2. Study Design

We designed the study to compare CVSS-based, EPSS-based, and combined prioritization
strategies. We aim to understand whether these strategies identify the vulnerabilities that
warrant prioritization and how much remediation effort they require.

The CVSS-based prioritization strategy relies solely on CVSS scores to prioritize
vulnerabilities for remediation. It is widely used in practice and is commonly observed in
industry. We defined four CVSS-based strategies:

1. CVSS 5.0 (CVSS score > 5): a permissive scenario that prioritizes medium, high,
and critical vulnerabilities;

2. CVSS 7.0 (CVSS score > 7): a common scenario that aims to prioritize high and
critical severity vulnerabilities;

3. CVSS 9.0 (CVSS score > 9): a more conservative scenario that prioritizes only
critical severity vulnerabilities; and

4. CVSS 10.0 (CVSS score = 10): a very conservative strategy that prioritizes only
vulnerabilities with the maximum severity.

The EPSS-based prioritization strategy relies solely on EPSS scores to prioritize
vulnerabilities for remediation. It is a more recent approach that has been gaining atten-
tion in the industry. Unlike CVSS, EPSS does not define severity classes such as high or
critical. Thus, we defined five EPSS-based scenarios based on thresholds that represent
increasing levels of exploitation likelihood. We expressed these thresholds as percentages
of the EPSS score, so that, for example, 0.05% corresponds to EPSS score > 0.0005. The
evaluated thresholds were 0.05%, 0.10%, 0.50%, 1.00%, and 5.00%.

The combined prioritization strategies rely on integrating CVSS and EPSS scores
to prioritize vulnerabilities for remediation. Their goal is to combine vulnerability sever-
ity and exploitation likelihood to potentially improve prioritization effectiveness while
controlling remediation effort. We defined combined strategies using two logical opera-
tors:

1. AND operator: a more restrictive strategy that prioritizes vulnerabilities that meet
both the CVSS and the EPSS thresholds; and

2. OR operator: a more inclusive strategy that prioritizes vulnerabilities that meet at
least one of the two thresholds.
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We used EPSS 0.50% as the EPSS threshold in all combined strategies because,
among the standalone EPSS-based strategies evaluated in this study, it provided the best
balance between precision and recall. For CVSS, we selected the 7.0, 9.0, and 10.0 thresh-
olds. The combinations were designed to evaluate two complementary uses of EPSS: as
a filtering condition for broad CVSS thresholds and as an expansion condition for highly
selective CVSS thresholds:

1. CVSS 7.0 alone is relatively broad, so we paired it only with the AND operator to
restrict coverage by requiring the EPSS condition to also be met;

2. CVSS 9.0 represents an intermediate severity threshold and was therefore evalu-
ated under both AND and OR combinations; and

3. CVSS 10.0 alone is highly selective, so we paired it only with the OR operator to
extend coverage to vulnerabilities with higher predicted exploitation likelihood.

2.3. Ground Truth for Evaluation

To assess whether a strategy correctly identifies vulnerabilities that warrant prioritization,
we need to define a ground truth. Thus, we can compare the strategies’ results with the
ground truth to determine which strategy performs better.

We used the KEV catalog as our ground truth for known exploited vulnerabilities,
as it provides an authoritative list of vulnerabilities that are known to have been exploited
in the wild. The KEV catalog is a solid ground truth because it represents vulnerabilities
with evidence of real-world exploitation, regardless of their severity or likelihood of ex-
ploitation, rather than prioritization solely through model-derived proxies. This choice is
aligned with prior work [Jacobs et al., 2020, 2021, 2023; Shimizu and Hashimoto, 2026]
that used evidence of real-world exploitation as the outcome of interest. Using KEV as
our ground truth also improves reproducibility, since it is a public and authoritative cata-
log that is easy to access and widely used in both practice and research.

It is worth noting that EPSS is time-dependent and may incorporate information
related to the KEV catalog. However, this dependency should be interpreted with caution.
First, both EPSS and the KEV catalog are linked to real-world events and exploitation ev-
idence. Second, the most urgent vulnerabilities (e.g., zero-day vulnerabilities) may be
exploited very early and included in the KEV catalog before being published in the NVD
and before an EPSS score becomes available. In fact, in our corpus, this occurred for 40 of
the 156 vulnerabilities included in the KEV catalog. This raises an important methodolog-
ical decision: whether to exclude vulnerabilities whose KEV catalog inclusion predates
the first available EPSS score. We chose to retain these vulnerabilities, because excluding
them could remove some of the most critical and time-sensitive cases, thereby introducing
selection bias.

As our goal is to evaluate whether prioritization strategies can identify vulnerabil-
ities that warrant prioritization based on the information available to practitioners, retain-
ing vulnerabilities whose KEV inclusion predates the first available EPSS score does not
compromise our study. Moreover, as we do not aim to demonstrate causal independence
between EPSS and KEV, nor to predict KEV using EPSS, the KEV catalog remains an
appropriate ground truth for evaluating EPSS-based strategies.

5



26° Smposio Brasileiro de Ciberseguranca (SBSeg 2026), Armagao dos Buzios - RJ
Trilha Principal: Artigos Completos

2.4. Data Analysis

We assessed the vulnerability prioritization strategies from two perspectives: effective-
ness and remediation effort. Effectiveness refers to whether a strategy prioritizes relevant
vulnerabilities while avoiding missing vulnerabilities that warrant prioritization, whereas
remediation effort refers to the amount of work generated by the set of vulnerabilities
selected by the strategy.

We used precision and recall to measure the effectiveness of the strategies. In
a high-precision strategy, most of the prioritized vulnerabilities are relevant, while in a
high-recall strategy, most of the relevant vulnerabilities are prioritized. In this paper, a
true positive (TP) corresponds to a vulnerability that is prioritized by the strategy and
included in the KEV catalog, a false positive (FP) corresponds to a vulnerability that is
prioritized by the strategy but not included in the KEV catalog, and a false negative (FN)
corresponds to a vulnerability that is not prioritized by the strategy but included in the
KEV catalog.

As more restrictive thresholds generally increase precision and decrease recall, we
need a measure that combines both metrics. The F1-score, defined as the harmonic mean
of precision and recall, is commonly used for this purpose. However, assigning equal
weight to precision and recall favor very selective strategies that missed many KEV vul-
nerabilities. The F2-score is a weighted harmonic mean of precision and recall that gives
more weight to recall. Thus, we used the F2-score as the primary measure to compare
strategies, and the Fl-score as a secondary criterion when strategies presented similar
F2-scores.

Moreover, we used the total number of prioritized vulnerabilities to measure the
remediation effort of the strategies. We used this measure as a proxy for overall effort,
and we acknowledge that in the real world, different vulnerabilities may demand different
remediation efforts. In this context, strategies that prioritize fewer vulnerabilities require
less remediation effort and are therefore likely to be less costly than those that prioritize
more vulnerabilities.

2.5. Threats to validity
We discuss threats to validity following the classification proposed by Wohlin [2014]:

Internal validity: The EPSS scores are generated by a statistical model, and we only
have access to its historical values for each vulnerability. We do not control the data that
are incorporated into the model, and, as discussed earlier, the model may use the KEV
catalog. We used the first available EPSS score to reduce the likelihood of incorporating
information that may have been influenced by later events (e.g., exploitation evidence).

Construct validity: We used the KEV catalog as a ground truth to determine whether a
vulnerability should be prioritized. Although some vulnerabilities not included in KEV
may still warrant prioritization, the KEV catalog provides a reasonable proxy for high-
priority vulnerabilities because it captures observed exploitation in the wild. Moreover,
we approximated remediation effort by the number of prioritized vulnerabilities. This
proxy does not capture differences in remediation complexity, patch availability, valida-
tion effort, or coordination cost across vulnerabilities.

Conclusion validity: The results of our study depend on the selected CVSS and EPSS
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Table 1. Performance of the CVSS-based prioritization strategies

Effectiveness Quantity
Strategy Precision  Recall Fl-score F2-score TP FP FN  Total

CVSS 5.0 0.56% 99.36% 1.11% 2.73% 155 27,560 1 27,715
CVSS 7.0 0.96% 83.33% 1.90% 4.59% 130 13,402 26 13,532
CVSS 9.0 2.36% 41.03% 4.46% 9.59% 64 2,650 92 2,714
CVSS 10.0 5.30%  4.49% 4.86% 4.63% 7 125 149 132

thresholds. While different threshold configurations may lead to different prioritization
outcomes, we chose commonly used benchmarks for CVSS and EPSS to define our pri-
oritization strategies.

External validity: Our study focuses on vulnerabilities published in 2024, which may
limit the generalization of the results to other time periods, as vulnerability characteristics
and exploitation patterns may evolve over time.

3. Results

We ran each strategy against all the vulnerabilities in our corpus. Tables 1, 2, and 3
summarize the performance of the CVSS-based, EPSS-based, and combined strategies,
including precision, recall, Fl1-score, and F2-score, true positives, false positives, false
negatives, and total number of prioritized vulnerabilities.

Table 1 shows the performance of the CVSS-based strategies. In general, the
strategies with lower CVSS thresholds prioritized more vulnerabilities, which increased
recall but reduced precision. The strategies based on the CVSS 5.0, CVSS 7.0, and CVSS
9.0 thresholds followed this pattern. The CVSS 10.0 threshold stands apart from the other
thresholds because it is considerably more restrictive, resulting in the lowest recall among
the CVSS thresholds.

The CVSS 9.0 strategy was the most balanced according to the F2-score and pro-
vided a more conservative trade-off between precision and recall than the other CVSS-
based strategies. The CVSS 10.0 strategy had the highest precision, but was also the
most restrictive and had the lowest recall among the CVSS-based strategies. Although
the CVSS 5.0 strategy achieved the highest recall, it prioritized 86.20% of the vulnerabil-
ities, which is almost the entire corpus. These results suggest that the CVSS 5.0 strategy
is too broad to support selective prioritization.

Overall, increasing the CVSS threshold reduces the total number of prioritized
vulnerabilities. However, the reduction in prioritized vulnerabilities is more pronounced
than the reduction in KEV-listed vulnerabilities captured. For instance, the CVSS 7.0
strategy prioritized 42.58% of the vulnerabilities in the corpus while capturing 83.33%
of the vulnerabilities in the KEV catalog. The CVSS 9.0 strategy prioritized only 8.54%
of the vulnerabilities in the corpus but captured 41.03% of the vulnerabilities in the KEV
catalog. This indicates that CVSS thresholds can substantially reduce the prioritization
set while still preserving broad coverage of KEV-listed vulnerabilities.

Table 2 shows the performance of the EPSS-based strategies. As with the CVSS-
based strategies, lower EPSS thresholds prioritized more vulnerabilities. Overall, the
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Table 2. Performance of the EPSS-based prioritization strategies

Effectiveness Quantity
Strategy Precision  Recall Fl-score F2-score TP FP FN Total
EPSS 0.05% 1.66% 39.74% 3.18% 7.10% 62 3,678 94 3,740
EPSS 0.10%  13.27% 26.28% 17.63% 21.97% 41 268 115 309
EPSS 0.50%  63.64% 17.95% 28.00% 20.96% 28 16 128 44
EPSS 1.00%  80.77% 13.46%  23.08% 16.15% 21 5 135 26
EPSS 5.00%  80.00%  2.56% 4.97% 3.18% 4 1 152 5

Table 3. Performance of the combined CVSS and EPSS prioritization strategies

Effectiveness Quantity
Strategy Precision  Recall Fl-score F2-score TP FP FN Total
CVSS 7.0 AND EPSS 0.50%  58.33% 13.46% 21.88% 1591% 21 15 135 36
CVSS 9.0 AND EPSS 0.50%  42.11%  5.13% 9.14% 6.22% 8 11 148 19
CVSS 9.0 OR EPSS 0.50% 3.07% 53.85% 5.80% 12.49% 84 2,655 72 2,739
CVSS 10.0 OR EPSS 0.50% 20.00% 22.44% 21.15% 21.90% 35 140 121 175

EPSS-based strategies were more selective and prioritized fewer vulnerabilities than the
CVSS-based strategies. Moreover, as the EPSS threshold increased, precision increased
markedly, while recall decreased only moderately.

The EPSS 0.10% strategy performed best according to the F2-score. However,
the EPSS 0.50% strategy achieved a similar F2-score, along with substantially higher
precision and Fl-score. This suggests that the EPSS 0.50% strategy may be preferable
when greater selectivity is desired without a substantial loss in F2-score. The EPSS 1.00%
strategy achieved the highest precision. In contrast, the EPSS 0.05% strategy achieved
the highest recall, but at the cost of the lowest precision, resulting in a less balanced
strategy than the other EPSS-based strategies under both the F1-score and the F2-score.
Finally, the EPSS 5.00% strategy offered no advantage over the EPSS 1.00% strategy, as
it drastically reduced recall without increasing precision.

Overall, as observed with the CVSS thresholds, increasing the EPSS threshold
reduced the number of prioritized vulnerabilities more sharply than the number of KEV-
listed vulnerabilities captured. In addition, the EPSS-based strategies yielded a higher
proportion of KEV-listed vulnerabilities than the CVSS-based strategies. For instance, the
CVSS 10.0 strategy, the most restrictive CVSS-based strategy, included one KEV-listed
vulnerability for every 19 prioritized vulnerabilities, whereas the EPSS 0.50% strategy
included two KEV-listed vulnerabilities for every three prioritized vulnerabilities. More-
over, the CVSS 10.0 strategy prioritized 132 vulnerabilities and the EPSS 0.50% strategy
prioritized 44, or nearly one third as many. Therefore, the EPSS-based strategies not
only prioritized fewer vulnerabilities, but also concentrated a higher share of KEV-listed
vulnerabilities within the prioritized set.

Table 3 shows the performance of the combined strategies. The AND strategies
were more restrictive and tended to increase precision and reduce recall, while the OR
strategies were more inclusive and tended to reduce precision and increase recall. Overall,
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the OR-based combinations provided a better balance between coverage and selectivity
than the AND-based combinations.

Among the AND-based combined strategies, the CVSS 7.0 AND EPSS 0.50%
strategy achieved the best F2-score. This strategy outperformed the standalone CVSS-
based strategies, but still underperformed the EPSS 0.50% strategy in terms of F2-score.
Moreover, the EPSS strategy captured more KEV-listed vulnerabilities while prioritizing
only a few more vulnerabilities. These results suggest that adding CVSS as an additional
restrictive condition did not provide an advantage over using EPSS alone.

Among the OR-based combined strategies, the CVSS 10.0 OR EPSS 0.50% strat-
egy achieved the best F2-score. This strategy outperformed the standalone CVSS-based
strategies in terms of F2-score. The strategy matched the EPSS 0.50% strategy while
capturing more KEV-listed vulnerabilities at the cost of prioritizing more vulnerabilities.
Even so, both strategies prioritized relatively small sets of vulnerabilities.

Overall, the CVSS-based strategies provided broad coverage with low selectivity,
whereas the EPSS-based strategies provided a more selective approach. The combined
strategies were designed to assess whether combining severity and exploit likelihood
would improve prioritization over standalone strategies. The OR combinations appeared
to be the most promising among the combined strategies.

4. Discussion

The main question addressed in this paper is which strategy practitioners should use to
prioritize vulnerabilities. In an ideal setting, organizations would remediate all vulnera-
bilities promptly. However, in a real setting, this would result in the remediation of less
relevant vulnerabilities. Additionally, in practice, organizations often lack the capacity to
remediate all vulnerabilities.

Therefore, it is essential to define a prioritization strategy and the best choice de-
pends on the organizational context, capacity to remediate vulnerabilities, and tolerance
for missing relevant vulnerabilities (Section 4.1). Moreover, organizations may consider
additional factors when prioritizing vulnerabilities, such as the asset criticality and patch-
ing programs, to define the best vulnerability prioritization strategy (Section 4.2).

4.1. Choosing a strategy

Our results show that there is no single clear winner among the evaluated strategies. In-
stead, the evaluated strategies reflect a clear trade-off between precision and recall. Some
strategies favor precision and are more suitable for contexts in which remediation capacity
is limited (Section 4.1.1). Other strategies favor recall and are more suitable for contexts
in which missing relevant vulnerabilities is a greater concern than reducing remediation
effort (Section 4.1.2). Between these extremes, balanced strategies provide a compromise
between these two objectives and may be useful when organizations seek to preserve cov-
erage without adopting very broad thresholds (Section 4.1.3). Finally, some strategies
either perform poorly in precision and recall or provide limited discrimination between
vulnerabilities, suggesting limited practical value for prioritization (Section 4.1.4).
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4.1.1. Selective strategies

Selective strategies are useful when remediation capacity is limited and the organization
needs to focus on a smaller set of vulnerabilities with higher expected relevance. These
strategies favor precision and tend to reduce remediation effort, but at the cost of missing
some relevant vulnerabilities.

The CVSS-based strategies were not effective selective strategies. While raising
the CVSS threshold leads to a more selective strategy, our results show that the CVSS 10.0
strategy captured only a few KEV-listed vulnerabilities and prioritized vulnerabilities that
may not warrant immediate prioritization. This suggests that severity alone is insufficient
to support selective prioritization.

The EPSS-based strategies were the most suitable candidates for this type of ap-
proach. The EPSS 0.50% and EPSS 1.00% thresholds achieved high precision while
still prioritizing a reasonable number of vulnerabilities. Thus, they may be useful for
teams that need to reduce remediation workload while still focusing on vulnerabilities
with higher likelihood of exploitation. Therefore, these thresholds represent a practical
compromise for organizations that need a selective strategy without becoming overly re-
strictive.

The combined strategy CVSS 7.0 AND EPSS 0.50% was the most selective com-
bined strategy. However, it performed worse than the EPSS-based strategies in both pre-
cision and recall. This suggests that adding CVSS 7.0 as an additional condition did not
improve prioritization in our corpus, 1.e., the combination reduced coverage without pro-
viding a compensating gain in precision. In this case, using EPSS alone appears to be a
simpler and more effective selective strategy.

4.1.2. Broad coverage strategies

Some strategies favor recall. They tend to include more vulnerabilities that may not re-
quire immediate action. These strategies are more suitable for teams with high capacity
to remediate vulnerabilities or organizations with low tolerance for missing relevant vul-
nerabilities.

The CVSS-based strategies were more suitable for broad-coverage. Among the
evaluated strategies, the CVSS 7.0 captured a larger number of KEV-listed vulnerabilities
than more restrictive CVSS thresholds. However, this higher coverage comes at the cost
of a larger remediation workload. Therefore, CVSS 7.0 may be useful when the goal
is to maximize coverage and the organization has enough capacity to handle a larger
remediation workload.

The EPSS-based strategies were less suitable for broad coverage. Lower EPSS
thresholds increased recall, but also significantly reduced precision. Thus, EPSS alone
appears more useful for selective prioritization than for broad-coverage strategies.

The combined strategy CVSS 9.0 OR EPSS 0.50% achieved a favorable trade-off
between coverage and remediation effort. It prioritized 79.7% fewer vulnerabilities than
the CVSS 7.0 strategy, with only a small reduction in recall. This suggests that OR-based
combinations may be useful when organizations seek broad coverage but cannot absorb
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the remediation workload imposed by lower CVSS thresholds.

4.1.3. Balanced strategies

Balanced strategies aim to provide a compromise between selective and broad-coverage
approaches. They are useful when organizations want to preserve coverage of relevant
vulnerabilities, but cannot absorb the remediation workload imposed by broad strategies.
In this context, a balanced strategy should increase recall without excessively reducing
precision or substantially increasing the number of prioritized vulnerabilities.

The CVSS 10.0 OR EPSS 0.50% strategy achieved higher recall than either the
EPSS 0.50% strategy and the CVSS 10.0 strategy alone, without a substantial increase in
the number of prioritized vulnerabilities. This result suggests that this strategy provided a
favorable trade-off between recall and remediation effort in our corpus. From a practical
perspective, this strategy may be useful for organizations that want to reduce the risk of
missing relevant vulnerabilities without relying on low CVSS thresholds, which could
substantially increase the remediation workload.

4.1.4. Unworthy strategies

The purpose of a prioritization strategy is to distinguish the vulnerabilities that warrant
immediate attention from those that can be addressed later. Some strategies are too broad
and are not suitable for practical vulnerability prioritization because they prioritize many
irrelevant vulnerabilities. Others may be too selective and miss many relevant vulnerabil-
ities.

At first glance, CVSS 5.0 is the strategy with the highest recall among the evalu-
ated strategies. However, on closer inspection, this result is misleading because it prior-
itized 86.20% of the vulnerabilities in our corpus, i.e., almost all vulnerabilities. There-
fore, low CVSS thresholds may achieve high recall simply by prioritizing an excessively
large number of vulnerabilities, which limits their practical value for prioritization. A
similar issue happened with low EPSS score thresholds. As we reduce the threshold, we
include more vulnerabilities and the prioritization strategy becomes less useful in practice.

The high EPSS thresholds present another caveat. The strategy may become so
selective that it prioritizes very few vulnerabilities. As shown in Table 2, the EPSS 5.00%
achieved the same precision as the EPSS 1.00%, but a lower recall. This suggests that
increasing the EPSS threshold beyond this point reduces recall without providing a com-
pensating gain in precision.

4.2. Additional factors for prioritization

Organizations may use different prioritization strategies according to asset criticality. For
instance, an organization may favor recall-oriented strategies for high-criticality assets
and precision-oriented strategies for lower-criticality assets. For high-criticality assets, a
broader strategy will select more vulnerabilities, but applying this strategy only to a re-
stricted subset of assets may reduce the number of applicable vulnerabilities. Thus, the
resulting remediation effort may remain manageable. Moreover, by adopting a selective
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strategy for lower-criticality assets, the organization may still remediate relevant vulnera-
bilities without substantially increasing the overall remediation effort.

In addition to choosing different prioritization strategies, organizations may define
different deadlines for vulnerability remediation based on the asset criticality, vulnerabil-
ity severity, and likelihood of exploitation. This approach may offer greater flexibility for
teams to manage the remediation workload according to their capacity, aligning remedia-
tion urgency without compromising other important organizational initiatives.

Finally, by defining a regular patching program, the organization may still reme-
diate non-prioritized vulnerabilities under a less urgent schedule. This approach helps
reduce the risk and align expectations with senior management, as the relevant vulnera-
bilities will be prioritized and the remaining will be handled in traditional patch programs
that happen quarterly or semiannually.

5. Related Work

In this section, we review prior work on vulnerability prioritization, focusing on three
related lines of research: studies that discuss the limitations of CVSS as a prioritization
criterion, studies that develop or evaluate data-driven approaches for vulnerability assess-
ment and exploit prediction, including EPSS, and studies that examine how organizations
prioritize vulnerabilities in practice.

Allodi and Massacci [2014] and Howland [2022] both highlight important limita-
tions of CVSS as a basis for vulnerability prioritization. Although the two studies rely on
distinct datasets and analytical methods, they reach a similar conclusion that CVSS scores
are weak indicators of real-world exploitation and provide limited support for risk-based
remediation decisions. Neither study evaluates fixed threshold-based strategies, which is
the focus of our work.

Bozorgi et al. [2010] used machine learning over vulnerability descriptions, times-
tamps, cross-references, and other metadata to predict whether and how soon vulnerabil-
ities would be exploited. Sharma et al. [2021] used a convolutional neural network to
classify vulnerabilities into severity categories based on their textual descriptions. Al-
though these studies show the value of data-driven vulnerability assessment, they focus
on building or evaluating predictive models rather than comparing prioritization strategies
based on fixed CVSS and EPSS thresholds.

Jacobs et al. [2020] analyzed historical vulnerability data from MITRE’s Common
Vulnerabilities and Exposures (CVE) program, together with NVD records and other ex-
ploit databases, covering the period from 2009 to 2018. In later work, Jacobs et al. [2021,
2023] extended this research and developed the EPSS model. Jacobs et al. [2023] evalu-
ated EPSS for vulnerability prioritization against CVSS-based strategies, using observed
exploitation activity in the following 30 days as ground truth. Their results showed that
EPSS outperformed CVSS.

De Smale et al. [2023] highlighted that in the real world, organizations are un-
able to remediate all vulnerabilities and need to adopt prioritization strategies. Based
on interviews with 22 organizations in critical infrastructure and government services, the
study suggests that organizations adopt selective vulnerability prioritization strategies due
to limited resources. Pinto [2024] compared CVSS, EPSS, and other threat analysis ap-
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proaches in a conceptual analysis. The study argued that, although EPSS addresses some
limitations of CVSS, both scoring approaches should be complemented with broader risk
analysis to support effective vulnerability prioritization. These studies highlight both the
practical need for vulnerability prioritization and the limitations of relying on CVSS or
EPSS alone, whereas our work empirically evaluates vulnerability prioritization strategies
based on CVSS and EPSS scores.

Shimizu and Hashimoto [2026] devised a decision framework based on CVSS
score, EPSS score, and the CISA KEV catalog. The authors evaluated the framework
using real-world CVEs and vendor-reported exploitation data, showing that the combined
approach improves efficiency over CVSS-only prioritization while maintaining high cov-
erage. While their work defines specific thresholds and a decision tree for prioritization,
our work compares different threshold-based prioritization strategies using CVSS and
EPSS scores.

Overall, prior work shows that CVSS alone provides limited support for risk-based
prioritization, while EPSS adds exploitation-likelihood information that can improve pri-
oritization decisions. However, less attention has been given to how CVSS and EPSS can
be operationalized as concrete threshold-based vulnerability prioritization strategies and
how these strategies affect remediation effort. Our study addresses this gap by comparing
CVSS-based, EPSS-based, and combined CVSS+EPSS strategies in terms of effective-
ness and remediation effort.

6. Conclusion

In this paper, we empirically evaluated four CVSS-based, five EPSS-based, and four com-
bined prioritization strategies over a corpus of 31, 779 vulnerabilities disclosed in 2024,
using the CISA KEV catalog as ground truth. Our results show that EPSS-based strate-
gies are more selective than CVSS-based strategies while still capturing a relevant share
of known-exploited vulnerabilities. Combining CVSS and EPSS scores with OR extends
coverage with a modest increase in remediation effort, whereas combining them with
AND yields little advantage over EPSS alone. Moreover, some threshold configurations
should be avoided in practice, such as CVSS 5.0 and EPSS 5.00%, because they either
prioritize too many vulnerabilities or become overly restrictive without providing a clear
compensating benefit.

These findings provide concrete, threshold-level guidance for practitioners who
need to select a vulnerability prioritization strategy. Organizations with limited reme-
diation capacity should adopt more selective strategies, whereas more risk-averse orga-
nizations may prefer broader, coverage-oriented strategies. These strategies should also
be adapted to organizational context: broader strategies may be appropriate for high-
criticality assets, while more selective strategies may be sufficient for lower-criticality as-
sets. In addition, prioritization strategies should be combined with remediation deadlines
and regular patching programs so that non-prioritized vulnerabilities are still addressed
under less urgent schedules.

Future work can extend this study in four main directions. First, our analysis cov-
ers vulnerabilities disclosed in 2024. Replicating this study over a longer window, for
instance starting in 2021, when EPSS became publicly available, would assess the tem-
poral robustness of our findings. Second, we evaluated a discrete set of CVSS and EPSS
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thresholds aligned with current practice. Future work should explore the full continu-
ous threshold space to identify thresholds that maximize precision and recall trade-offs.
Third, our ground truth relies on the CISA KEV catalog, which captures only part of
real-world exploitation. Future work may evaluate prioritization strategies against other
sources, such as exploit databases and vendor exploitation reports. Fourth, a study could
validate our recommendations through case studies to assess prioritization strategies un-
der specific scenarios or product sets.
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