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Abstract. The growth of cyber threats and the evolution of attacks highlight
the need for more robust machine learning-based IDS capable of operating in
heterogeneous, dynamic network environments. Although some approaches pre-
sented in the literature improve the performance of these systems, their gener-
alization capability remains limited in multi-domain data scenarios. This paper
investigates supervised domain adaptation through controlled integration of la-
beled target-domain flows to diversify training and reduce generalization per-
formance degradation in IDS. Results show improvements in specific scenarios,
depending on the integrated flow type, with trade-offs among attack detection,
class balance, and false alarms.

1. Introduction

Intrusion Detection Systems (IDS) monitor, analyze, and generate alerts for suspicious
or malicious behaviors in network traffic [Putra and Huang 2019]. In machine learning-
based approaches, models build profiles of legitimate network behavior to identify devi-
ations in the traffic [Mahfouz et al. 2020]. However, the effectiveness of these systems
depends on their generalization capability, that is, their ability to maintain consistent per-
formance in environments different from those used during training [Sudyana et al. 2024].

Despite recent advances, the adoption of machine learning-based IDS in hetero-
geneous environments still faces limitations in adapting across different operational con-
texts. Studies by [Kenyon et al. 2020] and [Molina-Coronado et al. 2020] highlight het-
erogeneity across datasets, both in statistical characteristics and attack types, making it
difficult to apply intrusion detection models in scenarios involving multiple data domains.
In [Zoppi et al. 2023], this weakness is identified as an obstacle to the operational de-
ployment of such IDS in real and dynamic environments. Furthermore, evaluations con-
ducted only in single-domain scenarios do not adequately represent heterogeneous envi-
ronments. Results presented by [Layeghy and Portmann 2022], [Domingues et al. 2022],
[Verkerken et al. 2021], and [D’hooge et al. 2020] show consistent performance degrada-
tion when intrusion detection models are evaluated on datasets different from those used
during training. These findings highlight the need for approaches capable of handling the
statistical and behavioral variability present across multiple data domains.

The adoption of machine learning-based IDS in real-world environments depends
on the availability of large volumes of labeled network traffic containing both legitimate
and anomalous behaviors. However, obtaining such data is challenging due to the diffi-
culties of collecting, labeling, and sharing malicious traffic in operational environments.
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As an alternative, public datasets have been used to train these models, enabling the de-
velopment and experimental evaluation of different intrusion detection approaches. Nev-
ertheless, such datasets may not fully reflect the operational conditions of real networks,
which differ in infrastructure, devices, applications, and communication patterns, and
which also undergo continuous changes in traffic behavior. Consequently, models trained
exclusively on public data from a single domain may experience reduced generalization
capability when deployed in environments different from those used during training.

In this context, this paper investigates a controlled supervised domain adapta-
tion method that integrates labeled network flows from distinct traffic domains to in-
crease training diversity and reduce performance degradation during the generaliza-
tion of machine learning-based IDS. The proposed approach seeks to promote exper-
imental reproducibility by using reusable public datasets across different scenarios.
To achieve this, the UNSW-NB15 [Moustafa and Slay 2015], CIC-IDS2017, and CIC-
IDS2018 [Sharafaldin et al. 2018] datasets were used. These datasets underwent a feature
standardization process by extracting network flows from PCAP files using the NFStream
tool [Aouini and Pekar 2022], which transforms raw packets into bidirectional flows en-
riched with statistical features. In addition to preprocessing and manually labeling the
network flows, the supervised XGBoost algorithm was employed to build the models.

The main contributions of this work are threefold: (i) analyzing how the controlled
integration of labeled target-domain flows affects the performance of machine learning-
based IDS during generalization across distinct data domains; (ii) systematically evaluat-
ing supervised integration strategies involving benign, malicious, and mixed flows; and
(ii1) providing standardized versions of public datasets and experimental artifacts to sup-
port reproducible research on the generalization of machine learning-based IDS.

2. Related Work

The generalization of machine learning-based IDS has received attention over the last
five years because of the difficulties models face in multi-domain data scenarios. Stud-
ies by [D’hooge et al. 2020], [Verkerken et al. 2021], and [Layeghy and Portmann 2022]
showed that although supervised and unsupervised models perform well in single-domain
scenarios, performance degrades when evaluated across different data domains. These
results highlight limitations in the generalization capability of intrusion detection models
when dealing with attacks and patterns not observed during training.

Several studies have sought to mitigate this problem by improving data represen-
tation. In [Marvi et al. 2021], feature selection was used to eliminate redundant features,
thereby improving model performance. However, the evaluation was limited to a sin-
gle dataset. In [Rocha et al. 2023], t-distributed Stochastic Neighbor Embedding (t-SNE)
was used to analyze attack clusters and evaluate models’ ability to recognize unknown
variants, but without exploring multi-domain data. In turn, [Sudyana et al. 2024] pro-
posed an approach based on the attack lifecycle combined with deep learning models,
achieving improvements in generalization, though difficulties in identifying benign traffic
and increased false alarms remained.

More recently, [Santos and Miani 2025] investigated dimension reduction and fea-
ture selection techniques as intervention strategies to improve data quality at the fea-
ture level and, consequently, enhance the generalization of intrusion detection models in
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multi-domain data scenarios. The results showed that although these approaches improve
feature-level data representation, they do not independently address the generalization
problem across different domains, indicating that this limitation is strongly related to the
diversity of network flows encountered during training.

Given these limitations, this paper proposes a network flow integration method
as an instance-level intervention strategy to increase the diversity of patterns used dur-
ing training and, consequently, improve the performance and generalization capability of
machine learning-based IDS. Table 1 presents a comparative summary of the analyzed
studies. Unlike related work, our proposal combines interventions at both the feature
and instance levels, details the process of extracting and structuring network flows, and
evaluates intrusion detection models under different multi-domain data scenarios.

Table 1. Summary of related works

(1] [2] 131 (4] [5] [6] [71 | 181 | 191
7 Tree-Based
[D’hooge et al. 2020] 2 ne;gr‘i?;};?;igsed no no gg_;ggigig CICFlowMeter | no | yes | yes
1 regression-based
Autoencoder
[Verkerken et al. 2021] pSVM Dimension Reduction no gig_iggggg no yes | yes | yes
iForest
[Marvi et al. 2021] LGBM Feature Selection no | CIC-DDoS-2019 no yes | yes | no
Feed Forward
LST™M UNSW-NBI15
Random Forest CIC-IDS2018
[Layeghy and Portmann 2022] Extra-Tree no no ToN-ToT nProbe no | yes | yes
iForest
0SVM Bot-IoT
SGD-oSVM
Decision Tree
Random Forest
[Rocha et al. 2023] SVM Analysis of Attack Groups | no CIC-IDS2017 no no | yes | no
Logistic Regression
Extra-Tree
CREMEvV2
CNN CIC-IDS2017
[Sudyana et al. 2024] XGBoost Dimension Reduction no CIC-IDS2018 nProbe no | yes | yes
i CIC-DDoS-2019
CCU Mirai HTTP
. . . UNSW-NB15
[Santos and Miani 2025] %?323:‘ D‘lf::t‘jiznsg‘::‘i‘t‘;‘:’“ no | CICIDS2017 NFStream | yes | yes | yes
i CIC-IDS2018
Dimension Reduction UNSW-NB15
Our proposed approach XGBoost Feature Selection yes CIC-IDS2017 NFStream yes | yes | yes
Network Flow Integration CIC-IDS2018

[1] Reference; [2] Algorithms; [3] Implementation of Intervention Strategies in the Datasets; [4] Comparison of the Intervention Strategies;
[5] Dataset; [6] Tool for Network Flow Extraction; [7] Description of the Features Extracted and Integrated into the Datasets; [8] Performance
Evaluation in a Single Data Domain; [9] erformance Evaluation Across Multiple Data Domains.

3. Dataset Intervention Method

The workflow for building machine learning-based intrusion detection models involves a
sequence of fundamental steps: dataset selection; data analysis and preprocessing to im-
prove data quality; algorithm selection for model building; and performance evaluation.
The proposed approach extends this workflow by incorporating supervised domain adap-
tation strategies applied to the datasets and validation scenarios composed of distinct data
domains. Figure 1 illustrates this new workflow.

The intervention strategies, as represented in Step 3, are applied to the datasets at
the instance level via controlled integration of network flows. These strategies can be used
independently or combined with feature-level interventions [Santos and Miani 2025].
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Figure 1. Workflow of the proposed approach

Metrics

The objective is to increase the diversity of patterns observed during training and to an-
alyze how this diversity influences the models’ ability to maintain performance across
distinct domains. The validation scenarios, represented in Step 5, consider both single-
domain environments, in which the model is trained and tested on the same dataset, and
multi-domain scenarios, in which training and testing are performed on different datasets.

3.1. Problem Formalization

Consider a network traffic dataset as a domain D = (X, Y, P), where X ¢ R represents
the feature space of network flows, Y represents the set of classes, and P(X,Y") denotes
the joint data distribution. In this study, UNSW-NB15, CIC-IDS2017, and CIC-IDS2018
are treated as distinct domains because they were generated in different periods, network
infrastructures, traffic configurations, application environments, and attack scenarios. Al-
though NFStream provides a common feature space, it does not eliminate differences in
the distributions and behavioral patterns represented by the network flows. Given a source
domain D4 and a target domain D, the objective is to evaluate the ability of a classifier
fo: X = Y, trained on D4, to maintain predictive performance when evaluated on Dp.

In this work, generalization refers to the evaluation objective of maintaining pre-
dictive performance across distinct network traffic domains. Three learning settings can
be distinguished according to the availability of target-domain data: (i) cross-domain gen-
eralization, in which the model is trained exclusively on the source domain and evaluated
on an unseen target domain; (ii) unsupervised domain adaptation, in which unlabeled
target-domain data are available during training; and (iii) supervised domain adaptation,
in which labeled target-domain data are incorporated into the training process. The base-
line adopted in this study corresponds to the first setting. Thus, for an evaluation metric
M, its cross-domain performance is expressed as G(fy, Da, D) = M ( fg, D), where
fo is trained exclusively on D% and evaluated on D%¢*!. Generalization degradation is
estimated as AG = M( fy, D) — M( fp, D), with higher values indicating greater
performance loss when the model is evaluated on a distinct domain.

In contrast to the baseline, the proposed interventions correspond mainly to su-
pervised domain adaptation because controlled partitions of labeled benign or malicious
flows from the target domain are incorporated into the source-domain training set. The
interventions are modeled as operators I/, where k represents the integration strategy and
p € {20%,40%,60%, 80%} represents the proportion of target-domain flows used during
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training. Each operator produces a modified training set, DZ"Z”’p = [’(D%*" Dg). The
incorporated flows are removed from the corresponding target-domain test set, satisfy-
ing DY%"” 0 D' = @. This constraint prevents overlap between training and testing
data. Therefore, generalization is the evaluation objective, whereas supervised domain
adaptation characterizes the learning setting adopted by the proposed interventions.

3.2. Network Flow Integration

Network flow integration involves the controlled incorporation of flows across datasets
to increase the diversity of patterns during training and analyze their impact on model
generalization. For this purpose, the selected flows are extracted from dataset B in their
original order and incorporated into the training set A. This strategy seeks to introduce
patterns present in one domain but absent or underrepresented in another, promoting the
building of more robust representations during the learning process.

Let By and B); be the subsets of benign and malicious flows from the target
domain Dp, respectively. For a proportion p, we define S§, ¢ By and S}, c By as the
subsets selected for integration while preserving the original order of the flows. The three
evaluated strategies are defined as: 1) I, (D%*", D) = Dif*muS%, ii) I, (D% ", Dg) =
Diein gy 7., and iii) I%,,,(DY*", Dg) = D™ u SR u S%,.

The first strategy considers only benign flows, the second only malicious flows,
and the third combines both. In all cases, the integrated flows are removed from the
corresponding test set. The progressive integration process between datasets A and B
considers different proportions, such as 20%, 40%, 60%, and 80%. As an example, when
integrating 20% of the malicious flows from B into A, these flows are removed from B
before evaluation. In addition, the same proportion is removed from A, preserving the
original dataset dimensions and preventing performance gains from being attributed to
increased training data volume. Table 2 summarizes the practical applicability, evaluated
hypotheses, and methodological constraints of three network flow integration strategies:
benign, malicious, and mixed-flow integration. Together, these strategies enable separate
analysis of how legitimate, malicious, and combined target-domain patterns affect model
performance during generalization across data domains.

Table 2. Practical applicability, hypotheses, and constraints of the network flow
integration strategies

Strategy Practical Applicability Evaluated Hypothesis Methodological Constraint
Benign Flow Inte- | Scenarios with labeled be- | Increasing the diversity of legiti- | Does not introduce malicious
gration nign target-domain traffic. | mate patterns may improve adap- | patterns from the target domain.

tation to the target domain.

Scenarios with labeled
target-domain attacks.

Malicious Flow In-
tegration

Introducing malicious patterns
may improve the detection of
attacks shared across domains.

Depends on the availability
and correct labeling of target-
domain attacks.

Scenarios with labeled be-
nign and malicious target-
domain traffic.

Mixed Integration

Combining both flow types may
provide a more representative
target-domain sample.

Requires labeled data from both
classes and is sensitive to their
proportions.

In an operational scenario, a labeled public dataset may represent the source do-
main used for model training, while flows collected from a private network represent the
target domain. Unlike the controlled experimental setting, reliable labels are unavailable
for target-domain traffic, particularly for malicious flows. Therefore, interventions that
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integrate labeled target-domain flows represent a supervised adaptation condition whose
operational application depends on the prior collection, validation, and labeling of net-
work traffic. The results quantify the potential benefits of these interventions under con-
trolled data availability and motivate evaluations using real network traffic.

3.3. Validation Scenarios

The models are evaluated under two distinct scenarios. In the Intraset scenario, train-
ing and testing are performed on different partitions of the same dataset, allowing
the evaluation of model performance within a single network traffic domain: fy <«
train(DY*™), eval( fp, D'¢*!). In the Interset scenario, the models are trained on a source
domain and evaluated on a distinct target domain, making it possible to analyze their gen-
eralization capability in the presence of variations in data distribution, traffic patterns, and
threat types: fy < train(D4*"), eval(fg, D's*"). After applying the interventions, the

train,p test,p

training considers the modified dataset: fy < train(D, "), eval(fy, Dg3").

Figure 2 illustrates both scenarios. Initially, a partition of dataset A undergoes an
intervention and is used for model training. In the Intraset scenario, testing is performed
using another partition of the same dataset. In the Interset scenario, the model is evaluated
using dataset 3, which belongs to a different data domain and is subject to the constraints
defined for each intervention. Thus, the Interset baseline evaluates cross-domain general-
ization without access to target-domain data, whereas the intervention scenarios evaluate
whether controlled supervised adaptation reduces performance degradation in the target
domain.
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Figure 2. Model performance evaluation scenarios

4. Experiments and Results

The Intraset experiments confirmed that intrusion detection models perform well when
trained and tested within the same data domain. Therefore, due to space limitations, the
analysis focuses on the more challenging Interset scenarios, in which training and testing
use different network traffic datasets.
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The experiments were divided into three intervention groups. IN1 integrated be-
nign, malicious, or mixed flows; IN2 combined these integration strategies with dimen-
sionality reduction; and IN3 combined them with feature selection. The UNSW-NB15,
CIC-IDS2017, and CIC-IDS2018 datasets were used in different training and testing com-
binations to assess cross-domain generalization. Since only XGBoost was evaluated, the
conclusions are limited to this algorithm.

All datasets were standardized and preprocessed through normalization, encod-
ing, and manual labeling, following the guidelines presented in [Santos et al. 2024]. Ma-
licious flows were grouped into two classes: (D)DoS, which includes DoS and DDoS
attacks common to the three datasets, and Background, which comprises the remaining
heterogeneous attacks. This separation enabled the evaluation of both shared attack pat-
terns and attacks not directly integrated during the interventions.

Although NFStream provides a common feature space, the datasets remain distinct
domains because of differences in capture environments, applications, traffic composition,
temporal characteristics, and attack-generation procedures. The projections and centroid
distances presented in Figures 3, 4, and 5 illustrate scenario-specific changes in class
distribution and separability, but should be interpreted as exploratory evidence rather than
as statistical tests of distributional equivalence.

4.1. Experiments 1, 2, and 3 (Intervention IN1)

In Experiment 1, benign flows were exclusively integrated using a binary classification
approach. The results presented in Table 3 show that, although the integration increases
the AUC-ROC in some scenarios, degradation occurs in attack detection, as evidenced
by the low Recall values for the malicious class. This behavior indicates that integrating
benign flows reduces the separability between benign and anomalous behaviors, thereby
increasing performance degradation during generalization across data domains.

Figure 3 presents the bidimensional projection of the network flows and the dis-
tance between the class centroids in the scenario where the model is trained using CIC-
IDS2017 and tested on CIC-IDS2018, with the integration of 40% of benign flows, as
this scenario exhibits a pronounced degradation in attack detection after the intervention,
allowing its impacts on the model generalization capability to be more clearly observed.
In the baseline, Figure 3(a), partial overlap between benign and malicious flows can be
observed, indicating low separability between the classes. After the intervention, Figure
3(b), a reorganization of the flows is observed, with greater concentration in specific re-
gions and the presence of possible outliers. In addition, Figure 3(c) shows a reduction
in the distance between the centroids, indicating greater proximity between benign and
malicious behaviors. These results suggest that integrating benign flows reduces class
separability and degrades model performance during generalization across data domains.

In Experiment 2, priority was given to integrating malicious flows using a multi-
class approach, considering only the (D)DoS category. Due to the high dimensionality of
the results, only the obtained gains are presented. The results in Table 4 show a significant
increase in the Recall of this class, indicating a greater ability to identify the integrated
attacks. However, this gain is accompanied by degradation in the Background class, a re-
duction in the Macro F1-Score, and an increase in the FAR in some scenarios, indicating
a bias toward detecting specific attacks.
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Table 3. Comparison between the baseline and the integration of benign flows

.. Integration | Attack Macro .
Training Test Method | . centage | Recall | Fi-Score FAR AUC-ROC A (Gain)
Bascline - 857 | 4966 871 5237 -
20 000 | 46,10 0,00 8198 | 8.57/-3,56/8,717+29,61
UNSW-NBI5 | CIC-IDS2017 | INI 40 000 | 4589 000 7661 | -857/-3,77/-871/+24,24
(Benign) 60 000 | 4565 000 6517 | -857/-401/-871/+12,80
80 000 | 4539 000 7234 | -8,57/-427/-871/+19,97
Bascline - 024 | 4427 565 60,77 -
20 000 | 4507 0,00 5051 | -0247+0,807-5,65/-1026
UNSW-NBI5 | CIC-IDS2018 |  INI 40 000 | 4481 000 5840 | -024/+0,54/-565/-2,37
(Benign) 60 000 | 4452 000 6038 | -0.24/+025/-565/-039
80 000 | 4420 000 7224 | -024/-007/-565/+1147
Bascline - 000 | 4901 001 6521 -
20 000 | 48,77 0,00 87,60 | 0.007-0247-0,017+22,48
CIC-IDS2017 | UNSW-NBI5 |  INI 40 000 | 4837 000 9529 | 0.00/-0,64/-0,01/+30,08
(Benign) 60 000 | 4760 000 9529 | 000/-1,41/-0,01/+30,08
80 000 | 4541 000 9516 | 0.00/-3,60/-0,01/+29,95
Bascline - 5030 | 7910 1,54 89,26 -
20 000 | 4452 000 4452 | -5030/-34,58/-1,547 44,74
CIC-IDS2017 | CIC-IDS2018 | INI 40 000 | 4295 000 8544 | -5030/-36,15/-1,54/-3,82
(Benign) 60 000 | 40,12 000 8190 | -5030/-38.98/-1,54/-7,36
80 000 | 3351 000 8760 | -5030/-4559/-1,54/-1,66
Bascline - 000 | 4808 3,65 38,02 -
20 000 | 48,77 000 9446 | 0.007+0,697-3,65/+36,44
CIC-IDS2018 | UNSW-NBI5 |  INI 40 000 | 4837 000 9590 | 000/+0,29/-3,65/+37,88
(Benign) 60 000 | 4760 000 9489 | 000/-0.48/-3,65/+36,87
80 000 | 4541 000 9471 | 000/-2,67/-3,65/+36,69
Bascline - 055 | 4699 0,01 8051 -
20 000 | 4565 0,00 8888 | 0.55/-1347-0,11/+837
CIC-IDS2018 | CIC-IDS2017 | INI 40 000 | 4437 000 79,55 -0,551-2,62 1 -0,11/-0.96
(Benign) 60 000 | 4200 000 8631 20,514,991 -0,11 / +5,80
80 000 | 3621 000 7905 | -0.55/-10,78/-0,11/-146
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Figure 3. Class separation in benign flow integration

Figure 4 presents the bidimensional projection in the scenario where the model
was trained using the CIC-IDS2018 dataset and tested on CIC-IDS2017, using the inte-
gration of 60% malicious flows, as this scenario simultaneously presents high Recall for
(D)DoS attacks, partial recovery of the Background class, and improvements in the global
metrics. In the baseline, Figure 4(a), overlap between normal and (D)DoS flows can be
observed, in addition to the dispersion of the Background class, indicating low separabil-
ity among the patterns. After the intervention, Figure 4(b), a reorganization of the flows
in the projected space is observed, with more defined regions associated with (D)DoS
attacks and lower overlap with benign flows. Furthermore, Figure 4(c) shows an increase
in the distance between the centroids, indicating greater separability between benign and
malicious behaviors. These results suggest that integrating malicious flows enhances the
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Table 4. Comparison between the baseline and the Integration of malicious flows

Integration A (Gain)
Training Test Method Percentage (D)DoS Background Macro
F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC

20% +13,64  +100,00 -1,42 -6,18 -18,94 -8,61 -31,34

IN1 40% +10,49  +100,00 -1,42 -6,18 -20,70 -8,27 -31,42

UNSW-NBI5 | CIC-IDS2017 (Malicious) 60% +7,25  +100,00 | -1,42 -6,18 21,78 -8,27 231,15
80% +3,76  +100,00 -1,42 -6,18 -22,95 -8,27 -33,12

20% +14,63  +100,00 | -4999  -6386 | -4225 +11,52 -31,98

IN1 40% +11,35  +100,00 | -49.99  -63.86 | -43,61 +11,64 -32,60

UNSW-NBIS | CIC-IDS2018 (Malicious) 60% +7,86  +100,00 | -49,99  -63,86 | -44,77 +11,64 -31,99
80% +4,09  +100,00 | -49,99  -63,86 | -46,03 +11,64 -34,29

CIC-IDS2017 | UNSW-NB15 20% +0,97 +99,43 -0,02 -0,01 -27,05 -1,83 -6,96

IN1 40% +0,70 +99,96 -0,02 -0,01 -30,98 -2,00 -5,43

(Malicious) 60% +0,46  +100,00 -0,02 -0,01 -31,07 -0,01 -4,36

80% +0,23  +100,00 -0,02 -0,01 -31,16 0,00 -5,23
CIC-IDS2017 | CIC-IDS2018 20% +2,46 +86,27 -60,11 -63,63 -28,17 -0,13 -28,12
IN1 40% -3,99 +86,28 -60,14  -63,65 -31,44 +1,16 -28,26

(Malicious) 60% -1,66 +86,28 -60,13 -63,65 -23,71 -7,04 -32,51

80% -16,29 +86,28 -60,13 -63,65 -34,22 -0,67 -31,37
CIC-IDS2018 | UNSW-NBI15 20% +0,92  +100,00 0,00 0,00 -30,20 -1,41 +24,04
IN1 40% +0,70  +100,00 0,00 0,00 -30,29 -1,41 +22,56
(Malicious) 60% +0,46  +100,00 0,00 0,00 -30,37 -1,41 +22,01
80% +0,23  +100,00 0,00 0,00 -30,44 -1,41 +21,06

CIC-IDS2018 | CIC-IDS2017 20% +43,42  +100,00 +0,55 +0,29 +12,29  -14,38 +8,78
IN1 40% +36,29  +100,00 +2,77 +2,39 +9,93 -11,47 +5,27

(Malicious) 60% +25,34  +100,00 | +48,61 +86,20 | +20,60 -21,86 +4,83

80% +11,71  +100,00 | +48,33 +86,77 | +14,31  -20,00 +4,47

model’s discriminative capability and improves the detection of specific attacks.

a) Baseline b) Integration of Malicious Flows c) Distance between classes
7
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Figure 4. Class separation in malicious flow integration

In Experiment 3, the mixed integration of flows was evaluated while maintaining
the same multiclass approach adopted previously. The results presented in Table 5 indicate
an increase in the Recall of (D)DoS attacks. However, this improvement is accompanied
by degradation in the Background class, evidencing a trade-off between sensitivity and
overall class balance. Nevertheless, some scenarios presented simultaneous gains in the
Recall of (D)DoS attacks and global metrics, suggesting that the mixed integration of
flows partially increases the diversity of the patterns observed during training.

Figure 5 presents the bidimensional projection in the scenario where the model is
trained on CIC-IDS2018 and tested on CIC-IDS2017, with 20% mixed flow integration,
as this scenario provides better class balance and a better representation of different flow
types in the projected space. In the baseline, Figure 5(a), partial overlap among benign,
(D)DoS, and Background flows can be observed, indicating limited separability between
the classes. After the joint integration of mixed flows, Figure 5(b), a reorganization of
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Table 5. Comparison between the baseline and mixed flow integration

Integration A (Gain)
Training Test Method Per fe ntage (D)DoS Background Macro
8 F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC
NI 20% +1844  +100,00 | -142 6,18 | 0,18 -12,85 20,59
: 0% +1620 +100,00 | -142 6,18 | -1757 835  -35,08
UNSW-NBI5 | CIC-IDS2017 (11\34?11'151:) a‘?)d 60% 196,44 +9347 | -142 6,18 | +3922 2234 634
1CI0KS 80% +9529  +100,00 | -142 6,18 | +37,08 -17,86 27,89
NI 20% +7803 49996 | 4909 6386 | +11,34 -14,04  -11,39
: 0% +72,76 49998 | 4909 6386 | +939 -1259 5,15
UNSW-NBIS | CIC-IDS2018 ﬁ‘:\’ﬁfﬂ) zz)d 60% +99,98 49999 | 4999 63,86 | +1619 0,41  -10.23
80% +4707 49997 | 4999 6386 | -0.66  -610  -11,68
NI 20% +892  +8922 | 0,02 0,01 | +345 -I581  +20,02
: 0% 520 497,89 | +0,01 000 | +193 -1996  +18,61
CIC-IDS2017 | UNSW-NB1S (f;’;.lf.‘(‘) af‘)‘j 60% +448 497,97 | 002 001 | +0,37 14,02 +I7,71
HUCIOUS, 80% 4,60 49594 | 002 001 | 3,08 572  +17,62
NI 20% +5397 486,27 | 60,18 63,68 | -0.89 -10,61  -3,03
: 0% +48,66 486,27 | 60,18 63,68 | -2.86 9,16 2,08
CIC-IDS2017 | CIC-IDS2018 fﬁfg sz)d 60% +39,94  +86,5 | 60,18 6368 | 6,15  -692 3,50
80% +2301  +86,26 | 60,18 63,68 | -1200 2,66 4,8
. 20% +1830 +4548 | 000 000 | +6,68 5,62  +52,74
: 0% 1435 45243 | 000 0,00 | +4,75 603  +52,11
CIC-IDS2018 | UNSW-NBIS (11342’111151‘; zz)d 60% +11,52  +58,15 | 0,00 000 | +259 559  +51,23
80% +599  +43,60 | 000 000 | 248 416  +50,43
. 20% 71,90 +5843 | 000 0,00 | +24.66 -12,26  +11,08
: 0% 156,77  +4126 | 000 0,00 | +1902 7,54 45,32
CIC-IDS2018 | CIC-IDS2017 (11342’111151‘:) zz)d 60% +77,74  +64,85 | 0,00 0,00 | +2585 -10,03  +10,26
80% +91,92  +88,01 | 000 000 | +2921 -881  +5,78

the flows in the projected space is observed, with expansion of the regions occupied by
the integrated patterns and partial reduction of overlap between the classes, despite the
existence of isolated points associated with possible outliers. In addition, Figure 5(c)
shows an increase in the distance between the centroids, indicating greater separation.
The results suggest that mixed integration favors a more balanced distribution of patterns
and reduces performance degradation during generalization across data domains.

a) Baseline b) Integration of Mixed Flows c) Distance between classes

400{ ® Backgrouna Fiows . 500{ o 6 570
(©)DoS Flows

®  Bening Flows .
w00] ® ration

300 ®  (D)DoS Integration

300

Dimension 2
Dimension 2
N
8
8

100

)

Average Euciidean distance between centroids

-100

-100

Dimension 1 Dimension 1 Baseline Integration of Mixed Flows

Figure 5. Class separation in mixed flow integration

4.2. Experiments 4, 5, and 6 (Intervention IN2)

Experiments 4, 5, and 6 were conducted using simultaneous interventions at the feature
and instance levels. For this purpose, Intervention IN2 was defined, combining dimen-
sion reduction with network flow integration. The evaluated configurations considered:
integration of benign flows (Experiment 4), integration of malicious flows (Experiment
5), and mixed integration of benign and malicious flows (Experiment 6). For dimension
reduction, Principal Component Analysis (PCA) was applied to transform the features
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into a lower-dimensional representation, as illustrated in Figure 6. The reduction corre-
sponded to approximately 65% of the features, decreasing from 70 to 25 features while
preserving explained variances of approximately 99%, 96%, and 98% for the UNSW-
NB15, CIC-IDS2017, and CIC-IDS2018 datasets, respectively.

Explained Variance Clc-IDS2017 Explained Variance

UNSW-NB15 CIC-IDS2018 Explained Vanance

o
Components

Figure 6. Explained variance by PCA

In Experiment 4, Table 6 presents the results of combining dimension reduction
with the integration of benign flows in the CIC-IDS2017 — CIC-IDS2018 scenario, us-
ing 40% integration. It was observed that the strategy does not outperform the baseline,
resulting in losses in Recall and global metrics, which compromise attack detection capa-
bility. Although it offers slight improvements over isolated benign-flow integration, the
results indicate performance degradation during generalization to the target domain.

Table 6. Comparison of (IN2) benign flow integration with the baseline and IN1

.. Attack Macro .
Training Test | Method | gocall [ Fi-Score FAR AUC-ROC A (Gain)
Baseline | 50,30 79,10 1,54 89,26 -
CIC-IDS2017 | CIC-IDS2018 IN1 0,00 42,95 0,00 85,44 Basel%ne: -50,30/-36,15/-1,54/-3,82
IN2 15.65 57 45 0.02 31.84 Baseline: -34,65/-21,65/-1,52/-7,42
’ ’ i i IN1: +15,65 / +14,50 / +0,02 / -3,60

In Experiment 5, Table 7 presents the results of combining dimension reduction
with integration of malicious (D)DoS flows in the CIC-IDS2018 — CIC-IDS2017 sce-
nario, using 60% integration. The strategy achieved gains in the Recall and F1-Score of
the (D)DoS class compared with the baseline, indicating greater capability to detect this
attack. However, degradation in the Background class reveals a loss of class balance and
limited performance across different types of malicious traffic in the target domain.

Table 7. Comparison of (IN2) malicious flow integration with the baseline and IN1

A (Gain)
Training Test Method Comparison (D)DoS Background Macro
F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC
Baseline - 0,00 0,00 0,00 0,00 30,94 33,39 85,08
IN1 Baseline +25,35  +100,00 | +48,61 +86,20 | +20,60 -21,86 +4,83
CIC-IDS2018 | CIC-IDS2017 IN2 Baseline +31,48  +95,53 0,00 0,00 +9,03 -9,51 -10,74
IN1 +6,13 -4,74 -48,61 -86,20 -11,57 +12,35 -15,57

In Experiment 6, Table 8 presents the results of combining dimension reduc-
tion with mixed integration of benign and malicious flows in the CIC-IDS2018 — CIC-
IDS2017 scenario, using 20% integration. The results show gains in (D)DoS class met-
rics and global metrics compared with the baseline. Compared with isolated integration of
mixed flows, the strategy showed similar performance while reducing the false-alarm rate.
These results indicate that the combination of dimension reduction and mixed integration
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favors a more balanced representation, though it still has limitations in comprehensively
detecting different attack categories.

Table 8. Comparison of (IN2) mixed flow integration with the baseline and IN1

A (Gain)
Training Test Method Comparison (D)DoS Background Macro
F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC
Baseline - 0,00 0,00 0,00 0,00 30,94 33,39 85,08
IN1 Baseline +71,90 +58,43 0,00 0,00 +24,66  -12,26 +11,08
CIC-IDS2018 | CIC-IDS2017 N2 Baseline +70,13  +55,45 +0,02 +0,01 | +24,03 40,77 +11,24
IN1 -1,77 -2,39 +0,02 +0,01 -0,63 -11,49 +0,16

4.3. Experiments 7, 8, and 9 (Intervention IN3)

Experiments 7, 8, and 9 follow the same configuration adopted in interventions IN1 and
IN2, maintaining the training and testing scenarios, as well as the percentages and types
of flow integration. The main difference lies in replacing dimension reduction with fea-
ture selection, combined with the integration strategies of benign flows (Experiment 7),
malicious flows (Experiment 8), and mixed flows (Experiment 9). For feature selection,
the Chi-Square test was used to assess the dependence between each feature and the target
class, identifying the features most relevant to the classification task. Similar to dimension
reduction, the reduction was close to 65%, decreasing from 70 to 25 features.

In Experiment 7, Table 9 presents the results of combining feature selection with
the integration of benign flows, considering the same scenario adopted in Experiment
4. It was observed that the strategy neither outperforms the baseline nor presents relevant
gains compared with the previous interventions. The results indicate that the model retains
low attack detection capability, increasing performance degradation during generalization
across network traffic domains.

Table 9. Comparison of (IN3) benign flow integration with baseline, IN1, and IN2

Training Test Method I;t:::lll( Fi-Score %1[:1;1‘0 ATUC-ROC A (Gain)
Baseline | 50,30 79,10 1,54 89,26 -
IN1 0,00 42,95 0,00 85,44 Baseline: -50,30/-36,15 / -1,54 / -3,82
Baseline: -34,65/-21,65/-1,52/-7,42
IN2- 11565 | 5745 0,02 8L84 1INy 15,65 / +14,50 /40,02 /3,60
Baseline: -50,30/-36,15/-1,54/ -3,51
IN3 0,00 42,95 0,00 85,75 IN1: 0,00/0,00/0,00/+0,31
IN2: -15,65/-14,50/-0,02 / +3,91

CIC-IDS2017 | CIC-IDS2018

In Experiment 8, Table 10 presents the results of combining feature selection with
the integration of malicious (D)DoS flows, using the same scenarios as in Experiment 5.
The strategy proved effective at maximizing detection of this attack class, yielding gains
in metrics associated with (D)DoS compared with the baseline. However, an inability to
identify the Background class was observed, along with an increase in FAR and a reduc-
tion in global metrics compared with the previous interventions. These results indicate
specialization and limited performance during generalization in multiclass scenarios.

In Experiment 9, Table 11 presents the results of combining feature selection with
mixed integration of benign and malicious flows, considering the same scenario adopted
in Experiment 6. The best performance among the evaluated approaches was observed,
with significant gains in metrics associated with (D)DoS attacks and improvements in
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Table 10. Comparison of (IN3) malicious flow integration with baseline, IN1, IN2

A (Gain)
Training Test Method Comparison (D)DoS Background Macro
F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC
Baseline - 0,00 0,00 0,00 0,00 30,94 33,39 85,08
IN1 Baseline +25,35 +100,00 | +48,61 +86,20 | +20,60 -21,86 +4,83
N2 Baseline +31,48  +95,53 0,00 0,00 +9,03 -9,51 -10,74
CIC-IDS2018 | CIC-IDS2017 IN1 +6,13 -4,74 -48,61 -86,20 | -11,57  +12,35 -15,57
Baseline +26,72  +100,00 | +0,03 +0,02 +6,15  +42,19 -10,98
IN3 IN1 +1,37 0,00 -48,58  -86,18 | -14,45  +64,05 -15,81
IN2 -4,76 +4,47 +0,03 +0,02 -2,88 +51,70 -0,24

global metrics relative to the baseline and interventions IN1 and IN2. Although limita-
tions in identifying the Background class persist, combining feature selection with mixed
integration produces a more discriminative representation, greater class balance, and re-
duced performance degradation for specific attacks in the target domain.

Table 11. Comparison of (IN3) mixed flow integration with baseline, IN1, and IN2

A (Gain)
Training Test Method Comparison (D)DoS Background Macro
F1-Score Recall | F1-Score Recall | F1-Score FAR AUC-ROC

Baseline - 0,00 0,00 0,00 0,00 30,94 33,39 85,08
IN1 Baseline +71,90  +58,43 0,00 0,00 +24,66  -12,26 +11,08
N2 Baseline +70,13  +55,45 +0,02 +0,01 +24,03  +0,77 +11,24

CIC-IDS2018 | CIC-IDS2017 IN1 -1,77 -2,89 +0,02 +0,01 -0,63 -11,49 +0,16
Baseline +97,28  +99,58 0,00 0,00 +33,77  -20,83 +13,69

IN3 IN1 +25,38  +41,15 0,00 0,00 +9,11 -8,58 +2,61

N2 +27,15  +44,13 -0,02 -0,01 +9,74 -9,35 +2,45

4.4. Comparative Analysis of Network Flow Integration Interventions

Based on the results, Table 12 summarizes the intervention strategies (IN1, IN2, and
IN3), highlighting their predominant effects, main limitations, and performance out-
comes. Overall, model behavior varies according to the type of integrated flow, indicating
that data composition influences performance during generalization across data domains.

Table 12. Comparative summary of network flow integration strategies

Experiment Strategy Predominant Effect Limitation Highlight
1,4,and 7 Benign Flow Inte- | Greater representation | Low attack detection ca- | Improved representation of be-
gration. of  benign target- | pability. nign traffic, but with loss of class
domain patterns. separability.
2,5,and 8 Malicious Flow In- | Specialization in the | Loss of class balance and | Greater sensitivity to (D)DoS at-
tegration. detection of specific at- | increase in the FAR. tacks, with bias toward the mali-
tacks. cious class.
3,6,and 9 Mixed Integration | Greater metric balance | Limitations in identi- | Best overall performance among
of Benign and Ma- | and reduced general- | fying the Background | the evaluated strategies.
licious Flows. ization  performance | class.
degradation.

Strategies based solely on integrating benign flows tend to reduce class separa-
bility, compromising attack detection. In contrast, integrating only malicious flows fa-
vors identifying specific attacks, such as the (D)DoS class, but at the expense of balance
across the remaining classes and an increased false positive rate. In turn, mixed inte-
gration yielded the most balanced results, with simultaneous gains in class-specific and
global metrics in some target-domain scenarios. However, persistent limitations in detect-
ing the Background class show that these gains were not uniform across attack categories.
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Therefore, the interventions should be assessed jointly using class-specific F1-Score and
Recall and the Macro F1-Score, FAR, and AUC-ROC.

Figure 7 conceptually illustrates the effects of these strategies on data distribu-
tion and class separability. In Figure 7(a), the integration of benign flows brings normal
and malicious patterns closer together, reducing class separability. In Figure 7(b), the
integration of malicious flows increases the separability of the (D)DoS class, but reduces
the balance among the remaining classes. Meanwhile, Figure 7(c) shows that mixed in-
tegration promotes a more balanced data distribution, favoring overall separability and
reducing performance degradation during generalization. At the feature level, strategies
based on feature selection (IN3) showed greater sensitivity to the composition of the in-
tegrated flows, whereas dimension reduction approaches (IN2) exhibited more stable be-
havior. However, IN3 achieved the most promising results under mixed-flow integration,
suggesting that feature selection may produce more discriminative representations when
training includes greater pattern diversity.

(a) Integration of Benign Flows (b) Integration of Malicious Flows c) Integration of Mixed Flows

| Separability 1 (D)DoS Detection <> Balance

Benign Benign
P PPETLLEN -

Background Background

Benign

Greater proximity between classes, Improved detection of (D)DoS attacks, Better trade-off between sensitivity and
reducing (D)DoS attack Recall. but with loss of class balance. class balance.

Figure 7. Conceptual comparison between network flow integration strategies

5. Conclusion and Future Work

This work analyzed domain adaptation strategies using controlled integration of labeled
target-domain flows to increase training diversity and reduce performance degradation
in the generalization of machine learning-based IDS. Results showed that effectiveness
depends on the type of integrated flow. Benign-flow integration compromised attack de-
tection, whereas malicious-flow integration favored specialization in attacks. Mixed-flow
integration produced the most balanced results, particularly when combined with feature-
level interventions. However, persistent difficulty in detecting the Background class in-
dicates the performance gains were not uniform across attack categories. These findings
show that supervised integration can improve performance in specific target domains, but
should not be interpreted as generalization to completely unseen domains.

Despite its contributions, this work is limited by the use of a single learning algo-
rithm, the limited representation of some attack categories, and the exclusive use of public
datasets, which may not reflect real-world operational environments. Moreover, the re-
sults were not evaluated using confidence intervals or significance tests. Future work
will integrate real network traffic, evaluate additional learning algorithms and interven-
tion strategies, and apply statistical tests, confidence intervals, and distribution-distance
measures to assess the robustness of the results and quantify differences between domains.
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The supplementary materials of this paper, including source code, feature extracted us-
ing the NFStream tool, and additional experimental results (tables and figures), are
available in the following GitHub repository: https://github.com/kelsonc/
paper-sbseg2026.git
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