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Abstract. In this thesis, we propose a functionality-aware system to evaluate and 

recommend mobile applications with security and privacy awareness. The 

proposed system has a security layer that evaluates an application and classifies 

it as being malign or benign. In this way, only applications classified as benign 

are considered for the functionality-aware recommendation. Also, we employ a 

technique, called Logical Predicate Mapping (LPM), which allows users to 

understand the permissions and API calls requested by the app, as well as privacy 

risks. This information is grouped with other metrics retrieved such as popularity, 

usability and privacy and shown to users. This way they can decide what to do 

and understand what can happen. 

1. Motivation and objectives 

The number and usage of mobile devices has increased dramatically over the last 

decade and has changed the way users execute their daily tasks and do business and will 

continue to do so. The number of global smartphone users has already exceeded 2 

billion and is expected to reach 3 billion by 2020 [Edwards et al. 2016]. As a result, the 

number of applications developed to help users perform many tasks has also grown 

considerably. Such applications are used daily and provide various functionalities such 

as phone calls, e-mail sending, GPS service, and camera to list a few. 

 Due to the large number of apps, recommendation systems have been used by 

users to find applications that suit their needs and interests. For example, Google Play 

recommends applications based on aspects of the app being searched, such as store 

category and the name of the app developer(s). However, security and privacy aspects 

are not satisfactorily considered by the recommendation systems, both in official stores 

and in recommendation systems in general [Xu et al. 2018].This is a concern since 

applications frequently request users sensitive or private data such as logins, passwords, 

location and financial information to accomplish their objectives. Therefore, these 

applications became potential targets for malicious developers. 



  

 There are some recent studies about recommendation systems that consider some 

security and privacy aspects. However, these works also have several problems and 

limitations. First, most of them only check app permissions configuration. Permission use is 

an important feature for calculating application security risks. However, they are not 

sufficient to guarantee that an application is safe [Akhuseyinoglu and Akhuseyinoglu 2016], 

[Martín et al. 2018]. Some papers and security forums have already demonstrated attacks 

that can happen without any Android permission usage [Kywe et al. 2016], [Paloalto 2017]. 

Besides that, most users cannot understand how permissions work, what they do or do not 

pay attention when permissions are requested [Liu et al. 2016]. Such fact creates a gap 

between user expectations and application behavior [Wang et al. 2015]. Moreover, there is 

also a problem with over permission [Xu et al. 2018], [Wang and Chen 2014] when an app 

requests more permissions than necessary. This situation can lead to the appearance of 

attacks from permissions that are not even necessary by the apps. 

 Another limitation is related to the way application recommendations are made. 

Most of the time, these recommendations are based on a set of applications that belong to 

the same category as the official store. This may not satisfy the needs of a user who is 

looking for a specific functionality. For instance, when a user is searching for an application 

that is similar to WhatsApp, if the recommendation system returns Facebook application, as 

it happens in the Play Store, it would be unsatisfactory, although both belong to the same 

category. In mobile app recommendation, metrics should be calculated inside a 

functionality context and not by category. For instance, if a user wants to change the app 

that is used to order food, the recommendation system should consider only safe 

applications that can also order food. 

 Privacy must also be calculated inside a functionality context to detect the leak of 

sensitive information. In some cases, the permissions and API calls to access sensitive 

information that may be considered malicious in one app could be a feature in another app 

[Gorla et al. 2014]. For instance, calculating the privacy score using location permissions 

and API calls from an app that tracks current user location may be considered if it is an app 

with bank functionalities but should not be considered if it is a navigation app, because in 

this case the request is benign and the location information is necessary for the correct 

execution of its service. Moreover, most users are not aware of the data collected by apps 

[Shklovski et al. 2014]. 

 To overcome these problems, we propose a system to evaluate and recommend 

mobile applications, inside Android operational system environment, with security and 

privacy awareness. For that, some challenges had to be addressed. The first one is the 

capability to create a method that can evaluate a target application and classify it as being 

malign or benign before a recommendation is made. Second, the possibility to apply topic 

extraction techniques on applications descriptions to suggest only apps with the same 

functionality. Moreover, the system analyzes the information gathered from the target 

application and calculates metrics such as privacy, usability, popularity and checks the 

permissions and API calls to map all possible behaviour that could cause privacy and 

security risks or any behavior that is not aligned with the application description. To reach 

these goals this thesis has the following specific objectives:  

 

1. Creation of a method to download apps from an application store;  

2. Creation of a mechanism that extracts the features from the applications to 
create and train a model that classifies applications into benign or malign;  



  

3. Development of a functionality-based recommendation engine that is able to 
suggest apps. 
4. Development of functionality-based algorithms that can calculate usability, 
privacy and popularity metrics to build a ranking of applications to be suggested 
to the users;  

5. Creation of an understandable summary with the information gathered during 
the evaluation in a way that it is possible for technical and non-technical users to 
understand.  

 
From the objectives, this work offers the following contributions:  

 

•  A mobile application recommendation system with a machine learning security 
layer that evaluates apps and only suggests the ones classified as benign;  

•  A functionality-based app scoring system that was created to obtain 
functionality, privacy, usability and popularity metrics to later rank the apps that 
are suggested to the users. Since the scoring system is based on the purpose of 
the apps, all the metrics are calculated inside a functionality context. With that it 
is possible to only recommend applications that perform similar functionalities 
as the application being evaluated and also check the privacy, popularity and 
usability in different conditions. For instance, in relation to privacy, in some 
cases the permissions and API calls that may be considered malicious in one 
application could be a feature in another app [Gorla et al. 2014];  

•  Creation of a novel Logical Predicate Mapping (LPM) that aims to clarify the 
behavior that a given application can execute inside mobile devices so mitigation 
actions can be taken and problems such as overpermission can be detected and 
faced.  

2. Main Results 

Quantitative and qualitative experiments were carried out, due to space limitations not 

all will be shown. In quantitative experiments it is verified which classification model is 

more efficient in the identification of malicious applications and which parameters are best 

for the recommendation model. In qualitative experiments some malicious applications 

were chosen to be evaluated inside the prototype and in other frameworks to compare the 

results such as RSPSA [Jisha et al. 2018] and Google Play. RSPSA was selected because it 

has characteristics that are similar to the proposed system. 

 The metrics used for the quantitative experiments were Precision, Recall and F1-

Score for classification while coherence score is used to evaluate the recommendation 

model. Table 1 shows the classification model evaluation results with four algorithms. 

Table 1: Machine Learning Model Evaluation. 

Algorithm Precision Recall F1-Score 

J48 96,50% 96,50% 96,50% 

Logistic 95,60% 95,70% 95,70% 
SMO 94,20% 94,40% 94,42% 

Naïve Bayes 90,60% 84,60% 84,55% 

 Precision is related to the question “of all applications labelled as malware, how 

many applications actually were malware?” while Recall is related to “of all the 

applications that are really malware, how many did we label?” and F1-Score combines 



  

Recall and Precision to reach a ratio that measures the overall quality of the model. J48 was 

chosen because it had the best results. 

 The recommendation algorithm was created using Latent Dirichlet Allocation 

(LDA) and evaluated using the Coherence score because it takes a topic and measures the 

degree of semantic similarity between the words with the highest score in the topic [Stevens 

et al. 2012]. These calculations help differentiate between semantically interpretable topics 

and the ones that are only artifacts for statistical inference.  

 The evaluation was made with the list of descriptions from the Play Store 

communication category. Figure 1 shows an average of coherence values with a different 

number of generated topics. 

 

             Figure 1: Coherence Score Values by Number of Topics. 

 Since LDA training is non-deterministic each coherence value was obtained 

through an average of executions and the best model was the one with 10 topics with an 

average coherence score value of 0.49. In order to compare the created Prototype results 

with RSPSA, 10 malicious applications from different categories and with different 

objectives were selected. 

 Spam Guard was the first malware application evaluated, which is from the 

productivity category and its goals are described as an application that automatically detects 

and moves spam emails from the user inbox to the spam folder. However, the application 

accesses users’ sensitive information such as contacts and sends it through SMS messages. 

 The recommendation strategy used in RSPSA receives a list of applications from 

the same category (productivity in this case) and calculates user ratings and security scores 

based on permissions configuration. Then, these results are used in a clustering algorithm to 

perform the suggestions. Table 2 shows the top 3 applications related to Spam Guard after 

RSPSA evaluation and the top 3 applications suggested from the proposed prototype. 

 None of the applications from RSPSA results have the same goal as Spam Guard. 

For instance, Xodo PDF is a PDF reader and editor while Business Calendar 2 is a calendar. 

Meanwhile, the proposed prototype recommendation strategy discards the malicious app 

and suggests applications with similar functionalities. The Email Spam Filter application 

stands out as it is used to control and restrict which emails are added to a user inbox. 

 Email Spam Filter had a 2.6 user rating score and 11.0 privacy score. A low user 

rating score shows that the application is poorly accepted by users regarding features related 

to usability, such as user interface. However, the application has few revisions (193) and 

can improve this score over time through new user reviews and application updates. The 

privacy score shows that the app does not require many permissions, with seven normal 



  

permissions out of a total of 33 and three dangerous permissions (READ_PHONE_STATE, 

WRITE_EXTERNAL_STORAGE and READ_EXTERNAL_STORAGE) out of 27. 

       Table 2: Prototype Versus RSPSA Results with Spam Guard. 

 

Approach 
Application 

User 

Score 

Privacy 

Score 

 
Xodo PDF Reader & 

Editor 

4.72 7.0 

RSPSA 
Business Calendar 2 4.61 28.0 

 
Password Safe - Secure 

Password Manager 

4.61 4.0 

 
Email Spam Filter 2.60 11.0 

Prototype 
Email - Fast & Secure 

mail for Gmail Outlook 

& more 

4.60 18.0 

 
Microsoft Outlook 4.33 16.0 

 The first dangerous permission setting allows the application to retrieve information 

about the mobile device, such as network information and device number, while the other 

two permissions configuration allow the reading and writing to external storage. The 

privacy score value is not normalized because RSPSA has not done any normalization. 

Thus, the higher the privacy score is, the greater the risk of data leakage is. Figure 2 

provides a screenshot from the proposed prototype with results referring to Email Spam 

Filter showing the application name, category, developer, and scores. Regarding the LPM, 

access to IMEI and writing to external storage behaviors were found and mapped, which is 

important as the IMEI access is an uncommon behavior in the in the Email Spam Filter 

similar apps cluster. This information is grouped and passed on to users so they are aware 

that the app can access this confidential information and may cause potential data leakage.  

 

                                   Figure 2: Email Spam Filter Results. 

 Table 3 shows the results with the other 9 malicious applications. Banco do Brasil 

application is a repackaged version of the legitimate bank application with the goals to steal 

information and show adds. RSPSA top application recommendation was Canadian 

Mortgage App, while the prototype recommended the real version of Banco do Brasil 

application. The description provided from the malicious application caused the real and 

secure version of Banco do Brasil to be suggested because of the functionality score. 

 Since RSPSA gets the applications from a category and calculates the overall user 

rating and permission scores, it always returns the same top suggested application. For 

instance, for the Communication category it always returns Pleymojis application, while for 

the Finance category it always returns Canadian Mortgage App. On the other hand, the 

prototype considers the apps descriptions to check its functionalities. Therefore, it returns 

different results depending on the app being evaluated. For instance, in Table 3, inside the 



  

Communication category two different apps were suggested: Write Voice SMS: write SMS 

by voice for Voice SMS and the real Opera mini browser for Opera Mini 6.5. 

Table 3: Prototype Versus RSPSA Results with Malicious Applications. 
Malicious 

Apps 

Categor

y 
RSPSA        Prototype 

Cut The 

Rope 

Banco do 

Brasil 

Puzzle 

Finance 

I love Hue 

Canadian Mortgage 

App 

Cut The Rope 

(Benign) 

Banco do Brasil 

(Benign) 

Deal&Be 

Millionaire 

Trivia Millionaire Trivia: 

Who Wants To Be a 

Millionaire? 

Millionaire 2019 - 

Trivia Quis 

Fish 

Aquarium 

Live Lock 

Personali

zation 

New Year 2019 

countdown 

Fish Live Wallpaper 

2018 

Voice SMS Communi

cation 

Pleymojis Write Voice SMS 

Where is My 

Water? 

Puzzle I Love Hue Where's My Water? 2 

ClockPlus Tools Post Multi Timer 

StopWatch 

Sberbank Finance Canadian Mortgage 

App 

Sberbank Mobile 

Bank 

Opera Mini 

6.5 

Communi

cation 

Pleymojis Opera Mini - fast web 

browser 

 The last comparison is made with Google Play Store since it is the official Android 

store and most of the users download their applications or get suggestions from it. Table 4 

shows the related apps that are returned if a user searches for Viber, a famous messaging 

application, inside the store and also the results with the proposed system.  

 For Viber, Google Play suggests IMO free video call and IMO beta free call that are 

applications created from the same developer, as well a Mail.ru that is an email application. 

Meanwhile, the proposed system suggests Telegram, Messenger and GO SMS Pro - 

Messenger, Free Themes, Emoji, which are all messaging apps with similar functionalities 

as Viber. 

Table 4: Prototype Versus Google Play Results with Viber. 

Approach Application 

 

Google Play 

IMO free video call 

IMO beta free call 

Mail.ru  - Email App 

 

Prototype 

Telegram 

Messenger 

GO SMS Pro - Messenger, 

Free Themes, Emoji 

 Besides not considering any security aspects, Google Play apparently makes its 

recommendations by prioritizing the app developers over functionality. An improvement in 

the store would be adding filters for the users to choose how they want their 

recommendations.  

 In addition, Google Play categories could be broken down into more specific 

categories to prevent apps with different functionalities from falling into the same category. 

To prove that fact, the topics distribution generated from the communication Google Play 

category are show in Figure 3, each bubble represents a topic and the size of it measures 

how prevalent the topic is relative to the data. 

 There are certain topics such as 2, 4 and 9 that are far away from the position that 

concentrates most bubbles and could be a new category in Google Play Store while the 



  

overlapping bubbles could be analyzed and merged into a category that covers them. Figure 

4 shows the world clouds with the top 10 most frequent words in topics 5,6,7 and 1,8,3 

because these topics are overlapping and share worlds and from topics 4 and 9. All these 

topics suggest that the communication category could be broken into other smaller 

categories that could be more specific. 

 

                                  Figure 3: Topics Distance Mapping. 

  

 

              Figure 4: Top 10 Most Frequent Words in Topics 1,4,6 and 9.  
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