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Abstract. The bioeconomy, an industrial production model based on biological
resources and sustainable development, can be considered an emerging oppor-
tunity for biodiversity-abundant regions, such as the Amazon rainforest. How-
ever, existing genomic repositories lack data traceability and economic benefit-
sharing mechanisms, resulting in limited motivation for data providers to con-
tribute. To address this challenge, we present Amazon Biobank, a community-
driven genetic database. By leveraging blockchain and peer-to-peer (P2P) tech-
nologies, we enable distributed and transparent data sharing; meanwhile, by
using smart contracts directly registered in the system, we enforce fair benefit-
sharing among all system participants. Moreover, Amazon Biobank is designed
to be auditable by any user, reducing the need for trusted system managers. To
validate our approach, we implemented a prototype using Hyperledger Fabric
and BitTorrent and evaluated its performance. Our results show that the proto-
type can support at least 400 transactions per second in a small network and that
it can be further improved by adding new nodes or allocating additional com-
putational resources. We expect that Amazon Biobank will serve as a vital tool
for collaborative biotechnology research, fostering sustainable development in
high-biodiversity regions.

1. Introduction and Motivation
High-biodiversity regions have great potential to develop economic activities in a sustain-
able manner [Nobre and Nobre 2019, Nobre et al. 2016]. The Amazon rainforest alone,
for example, provides critical ecological services whose annual value is estimated to be
worth trillion dollars [Strand et al. 2018]. Moreover, the biodiversity in these regions,
built over millions of years of evolution [Hoorn et al. 2010], has the potential to stimulate
biotechnological development in several fields. Examples include biomimetic engineer-
ing, synthetic biology, and the development of new materials, chemical compounds, and
biofuels [Nobre and Nobre 2019, Rech 2011].

However, there are still significant challenges to fostering bioeconomic develop-
ment in high-biodiversity regions. One is the scale of effort necessary to survey millions
of species across extensive forest areas – e.g., the Amazon rainforest exceeds 5 million
square kilometers. Thus, the collaboration of local residents is of immense value, espe-
cially in critical activities such as identifying species with specific properties (e.g., medic-
inal). Nevertheless, there is not much incentive for such collaboration. After all, it is not
always obvious how to ensure fair compensation for these residents. In addition, this
collaboration is hindered by the practice of biopiracy in deprived areas [Mgbeoji 2007],
as had occurred in the field of genomic research [Li 2021]. Partly for this reason, the
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principle of benefit-sharing is one of the main objectives of the Convention on Biological
Diversity (CDB), a global agreement that aims at the conservation and the sustainable use
of biodiversity [Glowka et al. 1994]. This principle can thus be seen as a strong require-
ment to better promote data sharing and, ultimately, promote biotechnology initiatives.

One proposal in that direction is to build a collaborative and highly scalable ge-
nomic database. This database could be populated by any resident of areas of interest, who
would retain data ownership and receive appropriate compensation for their contribution.
This approach contrasts with (and also complements) the many genomic repositories that
currently support biotechnological research. For example, the US National Center for
Biotechnology Information (NCBI) maintains a genomic database, which is also done by
the European Bioinformatics Institute (EBI) in Europe, and the DNA Databank of Japan
(DDBJ). However, these repositories make data publicly available without any kind of
usage tracing. This model may facilitate data re-usage, but it does not contribute to an
adequate sharing of economic benefits. For example, even if a highly profitable medicine
is developed using genomic data from these repositories, their profits are usually not dis-
tributed to the corresponding data provider. Consequently, even people with easier access
to genomic data (e.g., residents of high-biodiversity regions) are not encouraged to con-
tribute. This results in less data variety and less development in the local bioeconomy.

To address these issues, recent works in the literature have suggested the deploy-
ment of collaborative technologies as an integral part of genomic repositories. For ex-
ample, many studies discuss the potential benefits of blockchain for healthcare genomics
[Ozercan et al. 2018, Alghazwi et al. 2022]. In this scenario, blockchain would not sim-
ply be an overhyped technology but could be used as a transparent and verifiable record of
transactions involving digital assets (e.g., DNA data). Moreover, with the development of
a special-purpose currency, blockchain could contribute to fair benefit-sharing among all
players of the system. Some of the opportunities created by the technology include data
integrity, data ownership (i.e., the owner controls the use of the data), and decentralization
(to avoid a single point of failure or to enable distributed data processing).

These characteristics of blockchains motivated us to develop the Amazon
Biobank, a community-based genetic database designed to better support biodiversity re-
search in high-biodiversity regions. This would result in (1) larger data variety, since
data providers would be compensated for their contribution; and (2) cost reduction, since
it is potentially cheaper to purchase genomic data from a database than to organize an
expedition to the remote places where that information is found. Amazon Biobank uses
blockchain to transparently trace biotechnology products and research to genomic data in
the repository. It also uses smart contracts to appropriately share the benefits among all the
participants that collect, insert, process, store, and validate genomic data. In addition, it
uses other peer-to-peer (P2P) technologies like BitTorrent [Cohen 2003] to build a highly
scalable and collaborative computing environment, in which users can contribute (and
be paid for) genomic data, computational, and bandwidth resources. Finally, it provides
auditability not only for internal system managers but also for any external users. Thus,
the correct operation of the system does not critically depend on system administrators,
making the architecture adherent to the zero-trust principle.
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2. Objective
This research seeks to enhance existing genetic databases, particularly in terms of equi-
table benefit-sharing resulting from biotechnology. This involves improving traceability
by linking each research project to the DNA data used and associating uploaded DNA
data with the identity of the uploader. The system must also be auditable, allowing for
independent verification of its correct operation without critically trusting administrators.

Therefore, this research seeks to answer the following research question: ”How
to build a genetic database with transparency, scalability, and benefit-sharing proper-
ties?”.

3. Contributions and Results
Our main contribution is the Amazon Biobank proposal, a community-based genetic
database supporting biotechnology research. We present its architecture, main modules,
and functionalities, and we also describe its main players, operations, and how to avoid
some common attacks. By using blockchain and peer-to-peer (P2P) technologies, Ama-
zon Biobank archives the following properties:

• Benefit-sharing: By combining blockchain and smart contract, Amazon Biobank
implements adequate benefit-sharing among participants who collect, insert, pro-
cess, store, and validate genomic data. These participants receive biocoins, our
internal currency, that can be converted into fiat currencies. The larger the amount
of data inserted into the system, the more the value of biocoins, according to sup-
ply and demand rules.

• Traceability: All operations are recorded in the blockchain to create a tempo-
ral and transparent log of events. Thus, products and research can be easily and
transparently traced back to the corresponding entry in Biobank. These features
are useful, for example, for providing certification of origin, and reproducibility,
or for solving disputes involving intellectual property protection.

• Auditability: Anyone can audit the blockchain to verify the correctness of the
operations registered. Thus, once data entry is registered in the system, its contents
or place in time cannot be modified without being detected. This transparency is
independent of the amount of trust in the system administration or in its users,
resulting in a zero-trust architecture.

• Scalability: By using collaborative distributed technologies, like P2P file sharing,
Amazon Biobank creates a highly scalable and collaborative computing environ-
ment where users can contribute with (and get remunerated for) genomic data and
computational, storage, and bandwidth capabilities.

We also assessed the feasibility of Amazon Biobank by building a prototype and
evaluating its performance. Our prototype included the main modules involving the
blockchain and BitTorrent layer and implements main operations over genetic data, in-
cluding data registration, purchase, and download1. Then, we analyzed its performance
(Figure 1). Our experiments showed that Amazon Biobank can handle 400 read and 50
write transactions per second even with a basic configuration. We showed also that its
performance can be significantly improved if necessary by increasing the computational
resources (vertical scaling) or the number of peers and organizations (horizontal scaling).

1The prototype and its documentation are available at https://github.com/amazon-biobank/biobank
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Figure 1. Blockchain prototype performance in: (a,b) base configuration; (c) im-
proving computing resources; (d) increasing the number of peers in each
organization.

In addition, we analyzed a hashchain-based micropayment scheme for P2P file
sharing [Shiraishi et al. 2021]. We integrated it with Amazon Biobank and evaluated its
performance, detecting the overhead of 10% on the download time compared to with-
out micropayments. Our experiments also showed that the addition of one extra seeder
reduces the download time by nearly 30%. Therefore, we concluded that the benefits
of financially encouraging new seeders are enough to compensate for the micropayment
overhead.

Finally, we explain how Amazon Biobank ensures blockchain correctness, allow-
ing independent auditors to detect attempts to manipulate the blockchain. For example,
inadequate endorsing attacks, in which some malicious endorsing peers approve an invalid
transaction, can be detected by re-executing the transactions stored in the blockchain. As
these attacks are not specific to Amazon Biobank, they can be also applied to other per-
missioned blockchain-based applications.

4. Overview of the Amazon Biobank
The main goal of Amazon Biobank is to promote the collaborative development of
biotechnology research in regions with rich ecosystems. Figure 2 describes the main
roles played by the entities that compose the system.

Collectors are responsible for one of the main operations of the system, the regis-
tration of raw DNA data. Typically, residents in regions of high-biodiversity extract raw
DNA data using a portable sequencing device and enter them into the Amazon Biobank
application. The application encrypts the genomic data and creates a “.torrent” file with
the corresponding magnet link. This magnet link is recorded in the blockchain with any
relevant metadata entered by the Collector (e.g., common name, place of extraction). Dis-
tributors can then use the magnet link to download (and later upload) the encrypted DNA
data via BitTorrent. Moreover, Collectors may allow Curators to access plaintext data and
metadata to assess and endorse its correctness, adding value to the corresponding records.

Raw DNA data typically require computational processing (e.g., assembling and
sequencing) to be more usable in biotechnology research. Collectors can therefore out-
source this task to Processors, players who offer their computing power in exchange for
a reward. Processors contact Distributors to download raw DNA data, and then submit
the processing results to the system as processed DNA. To avoid any misconduct (e.g.,
recording data that does not correspond to the raw DNA), these results are verified by the
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Figure 2. Amazon Biobank: overview and main operations

Validators, which are other Processors who have worked simultaneously or subsequently
on the same DNA sequences. Any malicious behavior is punished accordingly, either by
suspension of rewards, loss of reputation, or even eviction from the system.

Finally, Buyers gain access to DNA data by paying some biocoins, the Biobank’s
internal cryptocurrency. This purchase is registered in the blockchain, and the paid bio-
coins are distributed via smart contracts to all entities involved in the acquisition and
processing of DNA data (Collectors, Processors, Validators, and Curators). To help find
DNA data of interest, Amazon Biobank supports some searching procedures, based on
keywords matching the corresponding metadata, or on genomic sequences matching the
DNA data content.

5. Associated Scientific production
Resulting of the research carried out during this work, we produced the following publi-
cations:

• Journal Article:
– IEEE Access (2024) ”Amazon Biobank: Assessing the Implementation of

a Blockchain-based Genomic Database.” [Kimura et al. 2024]
– Functional & Integrative Genomics (2023) ”Amazon Biobank:

A collaborative genetic database for bioeconomy development.”
[Kimura et al. 2023]

• Conference Papers:
– XXI Brazilian Symposium on Information and Computational Sys-

tems Security (2021) ”Amazon Biobank - A community-based genetic
database.” [Kimura et al. 2021]

– XXI Brazilian Symposium on Information and Computational Systems
Security (2021) ”Torrente, a micropayment-based Bittorrent extension to
mitigate free riding”. [Shiraishi et al. 2021]

The complete master thesis is available in https://doi.org/10.11606/
D.3.2023.tde-26102023-100339
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Table 1. Some biobank properties relevant to biotechnology research

Property Description

Data validation Check the correctness of the data or metadata entered
Distributed processing Outsource the genetical data assembling and sequencing to other users
Sequence search Query genetic data based on similarity to a sequence of interest
Benefit sharing Distribute the economic benefits to all involved players
Owner association Associate each uploaded DNA sequence with its uploader

Table 2. Comparison between blockchain-related genetic projects

Data
Validation

Distributed
processing

Sequence
Search

Benefit
Sharing

Owner
Association

Encryptgen  - - - -
Zenome   - - -
Nebula Genomics    - -
Genesy    - -
Global ABS Tracker - - -   

Amazon Biobank      

 = provides property; - = does not provide property;

6. Related Works
Many blockchain-based genomic repositories aim to remove brokers and increase user
control over their data. Table 2 lists relevant examples, comparing some of their features
that are relevant to biodiversity research: support for data validation, distributed process-
ing, sequence search, benefit sharing, and an association between the data and its owner
(see Table 1).

For example, one of the analyzed genomic marketplaces, Nebula Genomics
[Grishin et al. 2018], is a platform in which users can provide their genetic data in ex-
change for cryptocurrency tokens. However, Nebula’s business model tends to decrease
user control over genomic data: once the data is registered in the system, users have little
visibility or oversight over how it is handled. In contrast, Amazon Biobank allows users to
better control their genomic data through configurable smart contracts, defining the price
and the conditions for its use.

Note that many of these biotechnology platforms provide limited support for intel-
lectual property protection or benefit sharing via royalty payments. This is because these
platforms prioritize human genetics, rather than focusing on biodiversity as an asset. In
addition, to safeguard user privacy, these platforms often restrict the identification of data
owners to the company or federation only. While this is appropriate in the context of
human genetics, in Amazon Biobank, the anonymization of data owners possibly hinders
the preservation of their intellectual property rights and restricts their fair compensation.

In the context of non-human genetic data, in 2021, the United Nations Develop-
ment Programme (UNDP) conducted a blockchain-based project to improve the trace-
ability of genomic resources and benefit-sharing [UNDP 2021]. With the major goal of
implementing the Nagoya Protocol [Buck and Hamilton 2011], the Global ABS Tracker
project is currently in the early stages, with a pilot prototype launched. The project,

Anais Estendidos do SBSeg 2024: CTDSeg

6



nonetheless, tries to handle all kinds of natural products, such as plants or natural sub-
stances, and does not focus solely on genetic data. Hence, the system does not support
collaborative and private storage of genomic data, nor the analysis, validation, and search
of DNA sequences. Also, one of the challenges of the project is that it requires global
coordination among countries, something that is still a work in progress.

7. Conclusion
In this work, we present the Amazon Biobank, a community-based genetic database that
implements monetary incentives for users who collaborate with data, knowledge, and
computational resources. The resulting system provides strong traceability and auditabil-
ity features, making it easier to link biotechnology assets to registered data and to verify
compliance with data usage and benefit-sharing agreements. In addition, by leveraging
collaborative technologies like BitTorrent and blockchain, the proposed architecture be-
comes highly scalable and less dependent on trust in any particular system player.

Our system serves as an alternative to several existing databases that register bio-
diversity genetic data, such as NCBI and EBI. Despite the relevance of those repositories,
they lack adequate sharing of economic benefits resulting from exploring genomes. In
our solution, people with easy access to high-biodiversity areas, such as local commu-
nity members, are encouraged to insert genetic data. This will increase the variability of
DNA data cataloged, especially in challenging and extensive areas such as the Amazon
Rainforest.

The next steps for Amazon Biobank include a broader test evaluation in collabora-
tion with other universities or non-profit organizations (such as the Amazon 4.0 Institute).
This deployment will result in a more mature specification that can be used to implement
a more definitive, production-ready version of the Amazon Biobank. If successful, the
Amazon Biobank will be an important tool for promoting biotechnology research and
unlocking the potential of high biodiversity regions, such as the Amazon Rainforest.
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