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1. INTRODUCTION

System integrity aims to detect/block unauthorized component modifications. In Linux,
Integrity Measurement Architecture and Extended Verification Module (IMA/EVM) en-
forces this through policies for measuring and appraising files. However, default poli-
cies [Linux M. 2008] can conflict with routine administration tasks when tools are un-
aware of IMA/EVM. We illustrate this with a Debian apt case study, analyzing root
causes and proposing practical workarounds. To the best of our knowledge, no publicly
available publication has reported the specific findings discussed in this paper.

2. BACKGROUND AND RELATED WORK

[Ozga et al. 2020] identifies software updates as a major challenge to maintaining in-
tegrity. [Cohen and Acharya 2012] notes the difficulty of deploying IMA/EVM. Over
a decade later, similar issues remain: [Yocto 2021] reports that package managers in IMA
appraisal enabled systems may install files without the required attributes, making them
unusable. This reflects a persistent gap between software maintenance workflows and
integrity policies. With IMA enabled, integrity checks ensure only trusted, verified files
are accessed or executed. IMA policies define which files are measured and the response
when accessing it; IMA maintains integrity by intercepting key file-related syscalls, hash-
ing file contents, and storing the hash value in security.ima for future verification.
EVM complements IMA by protecting i-node metadata against offline attacks, storing a
hash in security.evm and validating metadata on access.

3. SCENARIO AND ROOT-CAUSE ANALYSIS

When Debian 12 is using IMA’s appraise tcb policy, package installation with apt
fails. Neither apt’s nor Debian’s documentation mentions IMA/EVM. For example,
running apt install vim as root fails with “Permission denied” errors and audit
logs showing missing hashes in downloaded files as the cause. Understanding apt fail-
ures under the appraise tcb policy is critical, as misconfigured IMA/EVM can in-
troduce vulnerabilities or disrupt system operation. Our investigation revealed a limita-
tion in IMA/EVM’s interaction with package managers, raising the question of whether
this is a feature, bug, or vulnerability. By design, the appraise tcb policy ap-
praises only root-owned files [IBM 2023]; if a file is root-owned, valid security.ima
and security.evm attributes must be present, otherwise access is denied. During
an strace apt install, it was observed the failure occurs after a sequence of
lchown and openat calls. After further investigation the following sequence of
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events were identified: 1. A process owned by apt (UID 42) downloads the .deb
files; 2. No integrity attributes are created, as the policy does not require them for non-root
processes; 3. A root-owned process moves the files to their final location via rename;
4. File ownership is changed to root; 5. dpkg attempts installation, but access is de-
nied - attributes are absent; This shows that changing a directory entry or ownership does
not trigger (re)creation of security.ima and security.evm attributes. We repro-
duced the issue manually: 1. A non-root user created files without integrity attributes; 2.
As root, the file was moved to a new directory and ownership changed to root; attributes
were still missing, causing access denial.

4. SOLUTIONS

To enable package installation, the following solutions were identified: Solution 1-
FIX MODE: Set the system to appraise tcb=fix evm=fix mode and then install
the package; ”Solution” 2-ROOT USER: A less elegant solution, this method changes
the UID of the user apt to 0, effectively making it the root user; Solution 3-IMA APT:
Modify apt to detect an IMA/EVM enabled system and act accordingly; Solution 4-
APPRAISE TCB APT: Modify the policy appraise tcb to include the user apt in
apprasings list by inserting appraise fowner=42 in the policy. Resulting in apprais-
ing files owned by two different users. ▶ Solutions 1, 2, and 4 were successfully tested.
Solution 3 was simulated and can be directly adopted by apt: Copying (instead of
moving) a non-root-owned file as root recalculated attributes, changed ownership to root,
and granted access.

5. CONCLUSIONS

The Linux IMA/EVM provide runtime verification and enforcement of file integrity. We
observed a software installation failure under the appraise tcb policy, caused by an
unprivileged user ( apt) downloading files, changing ownership to root, and using
move instead of copy operations. The solutions in Section 4 can address such failures,
though the best approach depends on the scenario. Effective IMA/EVM deployment
requires carefully designed policies. Standard utilities often lack support for integrity
enforcement, limiting adoption. IMA/EVM use typically demands advanced systems ad-
ministration skills making integrity-enforced systems difficult for average users. Main-
tainers of tools like apt should improve them to deal appropriately with IMA.
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