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Abstract. Massive networks demand resilient critical infrastructures as a means
to achieve a safe operation against threats to their continuous and correct
functioning. As a novelty, this thesis argues that the application of multi-
opportunistic approaches can aid more robust information sharing on networks
in the face of anomalies, and time- and space-sensitive data, thus enhancing
overall resilience. To validate the hypothesis, we applied two opportunistic ap-
proaches jointly in a fixed environment on a collaborative network intrusion de-
tection system (C-NIDS) for IoT networks against distributed denial-of-service
(DDoS) attacks. Next, we employed two approaches on a location service in a
network of unmanned aerial vehicles (UAVs) against false data injection (FDI)
attacks. Thus, we evinced that a number of opportunistic approaches when em-
ployed jointly has great potential to provide resilient services across various
network critical structures.

1. Introduction

The environments of massive networks pursue to meet user and system needs by prop-
erties like high coverage extension, intense connectivity, higher data rates, lower latency,
and higher reliability [Mohsan et al. 2022]. The demand for robust infrastructure services,
particularly in handling anomalies, time- and space-sensitive data, and to support com-
putationally intensive applications depends on resilient and safety network operation that
makes up those integrated environments. Thus, ahead of fault tolerance due to attacks,
the property of resilience emerges as an essential requirement for seamless network in-
tegration. In this thesis, we assume the concept of resilience as “The ability to preserve
the dependability of a system in the face of disruptions, thus absorbing, adapting, or
recovering from damages”.

Robust critical infrastructure services require the application of dependability
techniques to attain resilient control information exchange in order to meet the need
for a fast, adaptive, and low-energy-consumption response time. These infrastruc-
ture services rely on information sharing, many of them real time, to support net-
works operation, while their exchanged control data are vulnerable to several threats,
whether malicious or stemming from the regular network functioning. Lately, ap-
plied strategies target data protection [Song et al. 2023, Pang et al. 2022] and reliability
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[Shen et al. 2013, Li and Shen 2009, Liu et al. 2022, Firdaus and Rhee 2021], but they
are often unsuited to deal with the constraints of massive network environments and its
low delay response time. Thus, the adoption of jointly opportunistic approaches (OP-
PAPPS) to provide resilience to information sharing emerge as a promising way to deal
with the pervasive operation of modern and future network environments.

Problem statement: Critical network infrastructure services are inherently vulnerable to
several threats, whether malicious or originating from node and link failures. Further,
issues like device connectivity, mobility, and energy depletion can reduce or even com-
promise network performance. Faced with these challenges, the countermeasures focused
on resilience generally pursue to apply techniques like data replication, redundancy, and
aggregation. Nevertheless, the approaches commonly disregard the instant of node inter-
actions to enhance data exchanges. Therefore, they become unsuitable for addressing the
dynamic nature of modern networks. Thus, the problem statement can be summarized as
“How to achieve resilient information sharing in networks against disturbances in their
continuous and correct operation, thus supporting the seamless integration of heteroge-
neous networks into massive networks”.

From the issues above and the challenges to provide resilience to information
sharing on current networks, the hypothesis investigated in this work is that combining
OPPAPPS to support information sharing on networks enhances overall resilience and
contributes to the seamless integration of heterogeneous networks into massive networks.
These approaches aim to establish network connectivity even without prior knowledge
of existing contacts and in an infrastructure-less environment [Spyropoulos et al. 2010].
OPPAPPS have been applied over the time to build network infrastructure, enable rout-
ing services, and address mobility issues, among other applications. However, the lone
application of these techniques is often unsuitable to achieve resilience in information
sharing in current networks. This hypothesis relies on the premise that information shar-
ing is crucial to network operation and enables the integration of networks by a resilient
information exchange. Hence, these issues and challenges raise these research questions:
RQ 1: Which opportunistic approaches provide resilience to information sharing on dy-
namic networks?; RQ 2: How opportunistic approaches can face disturbances on dy-
namic networks functioning to achieve resilient information sharing?; and, RQ 3: How
opportunistic approaches can work jointly to provide resilience in dynamic networks?.

Objectives and contributions: The main objective of the thesis was to investigate, clas-
sify, and propose the adoption of OPPAPPS jointly to achieve resilient information shar-
ing on dynamic networks to aid seamless heterogeneous network integration. In this way,
we defined the following specific objectives: (i) Investigate existing approaches that have
been applied to attain resilience in information sharing on dynamic networks; (ii) Clas-
sify those approaches and propose a taxonomy taking in account the faced threats, net-
work disruptions and performance issues; (iii) Identify the OPPAPPS suitable to dynamic
networks functioning, which may promote to resilient information sharing on dynamic
networks; and (iv) Analyze and design the adoption of OPPAPPS for critical infrastruc-
ture services in fixed and mobile networks to provide resilience to information sharing.

The development of the thesis resulted in the following scientific contributions in
the area of network security and communication, particularly on resilience to information
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sharing in dynamic networks towards massive network integration 1.

− A survey on resilience in information sharing on networks. This study presents a
taxonomy of the existing approaches capable of fostering resilience to information
sharing on networks, particularly according to the faced threats, network disruptions,
and performance issues. These techniques benefit society by enabling the establish-
ment of new resilient solutions for current and future networks. Furthermore, network
integration paves the way for building and maintaining increasingly massive networks
while meeting the decision-making requirements for secure, constant, accurate, and
fast operations [Batista and Santos 2024].

− A resilient IoT NIDS-information sharing service. This study investigated applying
jointly OPPAPPS in a fixed IoT network environment to foster information sharing
in an accurate and freshness way among NIDS belonging to a resilient collaborative
NIDS against threats such as distributed denial-of-service attacks (DDoS). Besides
improving overall security, such approaches enable the seamless integration of net-
works [Batista et al. 2025, Pedroso et al. 2024]2.

− A resilient UAVs location sharing service. This study investigated engaging OP-
PAPPS in a mobile Flying Ad Hoc Network (FANET) to improve information
sharing in an accurate and freshness way among UAVs against threats like Black
hole and false data injection (FDI) attacks. In addition to boosting the spatial
awareness of UAVs, these approaches advance to safe operation and network secu-
rity [Batista and Santos 2026, Batista and Santos 2025]2.

2. A Resilient NIDS in IoT networks

As the identification and mitigation of malicious actions on structural traffic services in
massive networks, such as a number of IoT networks, depend on greater resilience, we
developed the C-NIDS (Collaborative-Network IDS) system for IoT data traffic analysis
against DDoS attacks3. Unlike the approaches recently applied in the literature, C-NIDS
exploits first contact and direct delivery between NIDSs, and freshness and age of the
warning messages about existing attacks.

2.1. Environment model

Figure 1. Collaborative NIDS

We suppose a network environment com-
posed of a couple of IoT networks –
Net1, Net2, ..., Netn. Figure 1 illustrates a sce-
nario of an environment with three IoT net-
works, where a signature-based NIDS keeps
rules to meet the security requirements of the
IoT network domain. This NIDS runs on the
gateway to analyze all the data traffic traversing
it and protect the network. The NIDSs work
standalone and connect through the Internet or
another access control network to form the C-NIDS. Over the established network, NIDSs

1Scientific production and citations are available on Google Scholar.
2The in-depth assessment can be found in the thesis.
3Source code found at https://github.com/mentoredproject/WP3-IEEE-LAT-2025
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communicate with each other to exchange warning messages about the attacks, hereinafter
referred to as attack information.

Network model: Each IoT domain, referred to as an island model, corresponds to a set of
IoT devices, one data monitoring server (DMS), one NIDS, and one gateway. IoT devices
collect environmental data and send them to DMS for a given application, whereas the
DMS on each island frequently exchanges data to keep a complete view of the surveyed
environments. The NIDS runs on the gateway to monitor the data traffic traversing devices
from/to the island. Hence, C-NIDS establishes an overlay with NIDSs nodes to exchange
warning messages and update their rules database whenever a NIDS detects an intrusion.

NIDS model: Each NIDS runs standalone on an island gateway to monitor, detect, and
mitigate threats to this environment. It analyzes the traffic traversing the gateway and,
whenever it detects an attack, mitigates the threat while storing the attack information.
Next, it sends such information to other NIDS within the C-NIDS.

NIDS communication model: NIDSs within C-NIDS connect through a secure
and direct channel only when a NIDS is under attack. Each NIDS keeps other
NIDS updated about detected intrusions by warning messages, which carry a tuple
⟨Id, Anomaly, AplRule, FwdFlag⟩, where Id is the NIDS identification; Anomaly indicates
the type of detected intrusion; AplRule is the applied rule to mitigate the threat; and, Fwd-
Flag indicates to the receiver NIDS the need to forward such message to other NIDS. As a
NIDS under a DDoS attack may be overloaded, such a menace impairs its communication
with others, so we devised an opportunistic strategy to improve attack information deliv-
ery to help a NIDS under attack sends warning messages to others. Thus, it shares attack
information in two stages: sending and forwarding, according to the value of FwdFlag.
A NIDS under the DDoS attack ends collaboration when it shares attack information with
another NIDS, i.e., the sending stage. The first device that confirms receipt of the infor-
mation incorporates the applied rule into its rules database and becomes responsible for
forwarding it to other NIDS, whose reception acknowledge is required. Therefore, the
collaboration occurs in two steps, i.e., directly between the threatened NIDS and another
NIDS within C-NIDS, and between the latter NIDS and the other NIDSs not under attack.

Threat model: We focus on external threats like DDoS attacks aiming to compromise
the reliability and availability of DMS functioning. These attacks intend to overload the
communication channels between IoT devices and DMS, as well as among DMS, for
damaging the DMS operational state. We specially focused on volumetric DDoS attacks
performed by botnets that send a high volume of data traffic to the DMS of an IoT net-
work. They occur over UDP and ICMP protocols to target the transport and network
layers, respectively. Over the UDP protocol, the attack menaces communication between
IoT devices and DMS, while over the ICMP protocol, it significantly compromises com-
munication among DMSs.

2.2. Architecture

The C-NIDS architecture comprises a set of a standalone NIDS operating on the gate-
way of each island, as shown in Figure 1. Each island can represent distinct application
domains, such as smart homes, industries, and hospitals. The NIDS monitors and ana-
lyzes the data traffic traversing the gateway to mitigate detected attacks through suitable
countermeasures. Next, it shares with other NIDSs within C-NIDS the information about
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intrusion detection to form a collaborative system. Thus, the C-NIDS’ operation depends
on direct communication among NIDSs to improve overall network security.

The C-NIDS encompasses signature-based NIDSs connected through the Internet
or another access control network, as seen in Figure 1. Each NIDS protects a given IoT
network environment, named Net1, Net2, and Net3, by monitoring the data traffic travers-
ing the gateway. These NIDSs keep preconfigured rules to meet the network domain
security requirements. They establish connections to communicate and exchange attack
information, such as the time of the attack, its signature, and the applied rule. The commu-
nication occurs when a NIDS is under DDoS attack and does not impact communication
among IoT devices and DMSs. The operation of the C-NIDS relies on NIDSs config-
uration with specific rules according to the IoT application domain and its data traffic
pattern. Thus, each NIDS must have a distinct rules database suitable for addressing
potential threats to its network environment. Adding new NIDSs to C-NIDS means in-
creasing the base of rules available for the system as a whole, which enables C-NIDS to
face new threats and system scalability.

Net3

Internet

NIDS

NIDS Link

Net2

Net1

DMS

BotNet

DMS

DMS

NIDS

NIDS

Figure 2. C-NIDS under DDoS attack

C-NIDS operation carries out as illus-
trated in Figure 2, where one island –
Net1 – is under a DDoS attack from an
external entity, i.e., a botnet. For in-
stance, the attack over UDP protocol tar-
get the transport layer in the communica-
tion between IoT devices and DMS. Such
a threat causes DMS to deny receiving
data from IoT devices and jeopardizes

communication with other servers. Thus, the NIDS from Net1 (NIDS1) performs to detect
attacks from the botnet, and upon detection, it takes configured rules to mitigate the threat.
Next, it sends a warning message to the other NIDS within the C-NIDS carrying the attack
information. The NIDS under the DDoS attack stops sending warning messages when-
ever another NIDS acknowledges the receipt of this message. Supposing NIDS2 received
the message, it updates its events database with such information. Next, it forwards the
warning message to the NIDS on Net3 to finish information sharing started by NIDS1. As
a result, other NIDSs can apply the shared knowledge to address new threats within their
network environment.

Evaluation methodology and outcomes: We analyzed the C-NIDS system by emula-
tion in a virtualized environment. The achieved results pointed out that jointly OPPAPPS
support warning messages exchanges and fosters collaboration among NIDSs, thereby
enabling a C-NIDS resilient operation, which answers RQ 2. Moreover, the orderly em-
ployment of the OPPAPPS proved to be essential to lead network operation to a resilient
state, enhancing overall security against malicious disturbances, such as DDoS attacks,
thereby answering RQ 3.

3. A resilient location service in UAV networks
Mobile networks, as UAV ones, also make up the massive networks, and present greater
challenges due to the vulnerabilities raised by vehicles mobility and energy limitations,
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compromising the provision of critical structural services. We present a resilient UAV
location-sharing service – FlySafe4 – to make UAVs aware of others in their coverage
area to conduct proper flight coordination and avoid collisions. Unlike approaches often
adopted, FlySafe relies on opportunistic interactions between UAVs, their mobility, and
freshness and age of location information.

3.1. Setting model

FlySafe runs between network and application layers to enable UAVs to share their lo-
cation with others. Hence, they make distributed and autonomous decisions to report
their presence and mobility behavior. They operate in two phases: Neighbor discov-
ery and Neighbor maintenance. A network discovery protocol combined with OPPAPPS
epidemic and direct delivery perform for UAVs throughout both phases so that UAVs
can identify their neighborhood and keep them updated. UAVs dynamically adjust their
sensing scheme based on their mobility behavior to obtain accurate location information
from others. Therefore, vehicle sensing capabilities and interactions support epidemic
and direct delivery approaches, which carry out to the overall reliability and efficiency
of location sharing among UAVs. UAVs compute their location by GPS and proactively
interact with others to exchange such information. Thus, information exchange aids a
seamless neighbor discovery while disregard previous vehicle interactions to reduce loca-
tion perception errors. Direct delivery improves location-sharing efficiency since UAVs
already know their neighbors and can interact directly with them. Further, the operation
of the joined approaches enables resilient location information sharing and leads UAVs to
achieve spatial awareness.

Wi-Fi range

u4
HM

IM

TM

u5

u1 u2

u6

u3

u7

u8
u9

u10

Figure 3. UAVs Environment

FlySafe runs over a set
of UAVs interconnected by a
wireless communication network,
as depicted in Figure 3, de-
noted by U = {u1, u2, u3, ..., uj},
where uj ∈ U . We take all
UAVs have communication and
processing resources to dissem-
inate data, and each one owns
a unique address (Id) to identify it in all time slots t. The neighborhood
information of a UAV u in a slot t, W t

u, for instance, encompasses infor-
mation of others by a set of distinct tuples ⟨Id, t, Lt, qt, ht, at, dt, st⟩. Thus,
W t

u = {⟨Id1, t, Lt
1, q

t
1, h

t
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t
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t
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t
1⟩, ⟨Idt2, t, Lt
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t
2, h

t
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t
2, d
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2, s

t
2⟩, ..., ⟨Idj, t, Lt

j, q
t
j, h

t
j, a

t
j, d

t
j, s

t
j⟩}.

We denote the location of each UAV u, Lt
u, as a tuple ⟨xt

u, y
t
u, z

t
u⟩, meaning its

position in a 3D space. The quality flag qu value shows how fresh is the neighbor loca-
tion kept in a UAV u neighbor list (NL), i.e., it points out the update frequency of such
information. qu holds an integer value between 0 and 3, so that it compels NL updates
in a maximum of three time slots, thus ensuring UAVs maintain their spatial awareness.
The hop flag hu value indicates whether the neighbor is within a coverage area of a UAV,
hu = 1, or beyond it, hu > 1. Hence, it helps to extend UAV’s spatial awareness by
enabling knowledge about others outside the coverage area. The attitude flag au value

4Source code found at https://github.com/agnaldosb/flysafe-fdi
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represents a neighbor mobility behavior relative to a UAV, i.e., inbound, 1; outbound, 2;
or a static position, 0. The distance du equals the Euclidean distance between a UAV
and one neighbor. The state su value means whether the neighbor UAV is ordinary, 0, or
malicious, 1. We assume that a turned-off or a stationary UAV on the ground is out of the
network. Further, any UAV can act maliciously and make an FDI attack by sharing false
location to jeopardize the FlySafe operation.

As all UAVs move in time and space, they can simultaneously be a neighbor of
one or more UAVs according to their location. Each UAV operation starts with neighbor
discovery and shifts to neighborhood maintenance. Hence, it can establish ad hoc network
connections with others to exchange messages. Whenever a neighbor moves outbound
from a UAV coverage area, it eventually interrupts established connections. As displayed
in Figure 3, UAV u1 can establish ad hoc networks to connect with various neighbors,
like u2, u4, u5, whereas u2 also belongs to u6 neighborhood, W6 = {u2, u3}.

3.2. Malicious neighbors sensing

Whenever a UAV receives a message, it checks the coordinates sent by the neighbor UAV
and computes the distance between them. Whether the obtained distance is greater than
the coverage radius of the embedded communication technology, the component recog-
nizes the neighbor UAV injects false location data in the network, i.e., it performs an FDI
attack. In this sense, all UAVs start operating and create their Suspect List (SL) to hold in-
formation about malicious UAVs. Whenever a UAV u receives a message, its provenance
is first assessed to avoid processing messages from malicious UAVs already blocked by
the system. In the case of a false location received from an honest neighbor n, UAV u
turns it suspicious and puts it in SL. Next, UAV u notifies all its neighbors about n and
processes the received message. When the received message comes from a known mali-
cious UAV n, u increases this n recurrence by 1. Whether n achieves a threshold of 3 false
locations sent in a row, u blocks n in the SL and removes it from NL. Next, it notifies
others about the blocked UAV and drops the received message.

Wether a UAV n sends a false location due to a GPS failure, for instance, it be-
comes suspicious to its neighbors. Case n sends a true location in a row, the receiver UAV
decreases its recurrence by 1. When n recurrence reaches 0, it means n became honest.
Hence, the receiver UAV u changes the n state to honest and removes it from SL. Then,
the UAV u notifies others about n and processes the received message.

Evaluation methodology and outcomes: We analyzed the FlySafe system through sim-
ulations. The achieved results show that jointly OPPAPPS enable UAVs to share location
information in a secure, accurate, and fast way, leading them to keep spatial awareness al-
most during the entire flight, thereby answering RQ 2. Further, the ordered application of
the OPPAPPS verified pivotal to bring resilience to network regular operation, enhancing
security against malicious disturbances like FDI attacks, which answers RQ 3.

4. Conclusion

The thesis addressed resilience and security on networks from the application of oppor-
tunistic approaches jointly and orderly for the sake of their seamless integration toward
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building massive networks. We have studied and classified the resilience techniques iden-
tified through a systematic literature review and establish a taxonomy on resilience. To
enhance resilience to an IoT-NIDS information sharing service, we employed jointly two
OPPAPPS on a collaborative network intrusion detection system (C-NIDS) that share
warning alerts even in the face of disturbances, such as DDoS attacks. We also applied
combined OPPAPPS to bring resilience to a location service for UAV networks, thereby
overcoming the dynamic characteristics of such network environments. UAVs actively
share their location information with others to improve their spatial awareness even in
the face of FDI attacks. The achieved results showed the adoption of jointly OPPAPPS
improved information sharing resilience.
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