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Abstract. The Java Cryptography Architecture (JCA), the standard crypto-
graphic API for Java and Android, is notoriously difficult to use correctly,
making cryptographic API misuse a major source of software vulnerabilities.
Runtime verification (RV) can detect such misuses during execution, providing
concrete evidence of reachable vulnerabilities, but its effectiveness depends on
exercising the monitored code. Existing Android RV tooling is also outdated
and unable to instrument many contemporary applications. Here we present
RV4ANDROID, an end-to-end runtime verification framework for contemporary
Android applications. RV4ANDROID modernizes the instrumentation pipeline,
compiles JCA specifications into runtime monitors, injects them into APKs, and
automates execution with Android test-generation tools while measuring execu-
tion coverage. We evaluated RV4ANDROID on 33 official gov.br apps using
an Android test case generation tool (APE) under a one-hour execution budget.
We found that 90.9% of the apps (30 of 33) triggered at least one JCA violation
at runtime, with weak cryptographic hashing (SHA-1 or MD5) as the strongest
security signal. Moreover, 96% of all distinct violations were detected within
the first ten minutes of execution, indicating that RV4ANDROID can uncover
most runtime cryptographic misuses quickly while remaining applicable to con-
temporary Android applications.

1. Introduction
Applications entrust their security-critical operations to cryptographic APIs—in the Java
ecosystem, chiefly to the Java Cryptography Architecture (JCA). Using these APIs cor-
rectly, however, is far from trivial. The APIs impose low-level constraints (e.g., which
algorithm and mode to select, in which order to call which methods), and developers
often struggle to satisfy them, producing insecure code as a result [Nadi et al. 2016,
Krüger et al. 2017]. Consequently, cryptographic API misuses are among the main
sources of software vulnerabilities in Java and Android applications. A large-scale static
analysis has shown that such misuses are widespread in Android apps and within the
Maven ecosystem [Krüger et al. 2021]. Moreover, a misuse seldom announces itself: the
application continues to function while, for instance, encrypting data with an insecure
mode or using an improperly initialized cipher, allowing the problem to remain unnoticed
during functional testing.
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To mitigate this threat, previous work has proposed both static and dynamic analy-
sis techniques for detecting cryptographic API misuses. Static analysis tools such as Cog-
niCrypt and Cryptoguard [Krüger et al. 2017, Krüger et al. 2021, Rahaman et al. 2019]
check programs against a set of rules that describe either the correct or incorrect us-
age of cryptographic APIs. Since static analysis must approximate program behavior
to remain computationally tractable, it may report infeasible execution paths and con-
sequently produce false positives, flagging misuses that cannot actually occur at run-
time. Runtime verification (RV) approaches the same problem from a complementary
perspective. Monitors synthesized from formal specifications using, for instance, Moni-
toring Object Programming (MOP) and tools such as JavaMOP [Jin et al. 2012] and RV-
Monitor [Luo et al. 2014] observe concrete executions and report violations as they oc-
cur. Unlike static analysis, RV reports only misuses exercised during execution, thereby
providing concrete evidence that a reported misuse is actually reachable. This stronger
evidence comes at the cost of depending on execution coverage: code that is not executed
cannot be verified.

Applying runtime verification to Android applications presents several prac-
tical challenges. First, comprehensive developer-written test suites are often un-
available [Pecorelli et al. 2022], making it necessary to rely on automated test-
generation tools, such as Monkey [Patel et al. 2018], DroidBot [Li et al. 2017],
APE [Gu et al. 2019], and similar approaches, to achieve sufficient execution coverage.
Second, Android applications are distributed as APKs rather than source code, requiring
monitors to be woven directly into DEX bytecode.1 Third, existing runtime verifica-
tion tooling is outdated. RV-Android, which introduced parametric runtime verification
for Android as a userspace monitoring library built on RV-Monitor [Daian et al. 2015],
demonstrated the feasibility of runtime verification on the platform. However, the An-
droid ecosystem has evolved substantially since its introduction, while RV-Android has
remained largely unchanged for more than a decade. Contemporary Android applica-
tions rely on significantly different build, packaging, signing, and bytecode-processing
pipelines, preventing RV-Android from instrumenting many modern applications without
substantial modifications. Moreover, RV-Android provides no built-in integration with au-
tomated test-generation tools, requiring users to manually coordinate instrumentation and
test execution to exercise the monitored application. We present additional background
information in Section 2.

In this paper, we present RV4ANDROID, which addresses the aforementioned
challenges. It modernizes the instrumentation pipeline for contemporary Android appli-
cations while automating the entire runtime verification workflow, from monitor synthe-
sis and APK instrumentation to emulator deployment, automated execution with Android
test-generation tools, coverage measurement, and violation reporting (Section 3 presents
RV4ANDROID). We evaluated RV4ANDROID on 33 official gov.br apps, executing
each with the APE test generation tool under a one-hour execution budget. The evalua-
tion showed that 30 apps (90.9%) triggered at least one JCA MOP violation, that weak
hashing (SHA-1 or MD5) was the most recurring misuse, and that most distinct violations
were detected within the first ten minutes of execution (Section 4).

1Dalvik (DEX) bytecode format: https://source.android.com/docs/core/runtime/
dalvik-bytecode.
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Altogether, this paper makes two main contributions: (a) RV4ANDROID, an end-
to-end runtime verification pipeline for contemporary Android applications; and (b) an
empirical study demonstrating its effectiveness by characterizing the prevalence, nature,
and time to detection of JCA misuses in official gov.br apps.

2. Background

Modern software systems rely heavily on cryptographic APIs to implement security
mechanisms such as encryption, hashing, digital signatures, and secure communication.
Correct use of these APIs, however, is notoriously difficult [Nadi et al. 2016]. Develop-
ers must not only invoke methods in the proper order, but also select secure algorithms,
satisfy parameter constraints, and avoid deprecated or insecure configurations. Empirical
studies have shown that cryptographic API misuses are widespread and may introduce
security vulnerabilities [Nadi et al. 2016, Amann et al. 2019, Krüger et al. 2021]. To de-
tect such misuses, researchers have developed specification languages that capture correct
API usage patterns, together with analysis tools that use these specifications to distinguish
valid from invalid usage.

These specification-based tools typically rely on either static or dynamic anal-
ysis. Static analyzers inspect source code or bytecode without executing the pro-
gram, providing broad coverage but often reporting warnings along infeasible execu-
tion paths. Runtime verification is one form of dynamic analysis that checks API us-
age over concrete executions by monitoring the events that occur during program execu-
tion [Leucker and Schallhart 2009]. Although runtime verification cannot reason about
unexecuted paths, it naturally avoids false positives caused by infeasible paths and can
verify properties that depend on runtime values or dynamic program behavior.

Runtime verification is commonly implemented using Monitoring-Oriented Pro-
gramming (MOP) [Chen and Rosu 2007]. In MOP, developers specify the execution
events to observe, the properties relating those events—for example, a finite-state machine
describing valid method-call sequences—and the actions to perform when a property is
satisfied or violated. JavaMOP [Jin et al. 2012] implements this paradigm for Java. From
a specification, JavaMOP generates AspectJ [Kiczales et al. 2001] instrumentation that
intercepts the specified API calls and translates them into monitoring events, while RV-
Monitor [Luo et al. 2014] generates efficient runtime monitors that process these events
during program execution. Monitoring is parametric: independent monitor instances can
be maintained for distinct objects, such as individual Cipher or MessageDigest in-
stances.

The specifications used by RV4ANDROID are derived from CrySL
rules [Krüger et al. 2021], a specification language designed for cryptographic APIs.
CrySL enables security experts to define method-ordering constraints, parameter re-
strictions, and other usage requirements for each API. The CrySL rule set developed
for the Java Cryptography Architecture (JCA) is widely used by static analyzers such
as CogniCrypt [Krüger et al. 2017, Krüger et al. 2021]. RV4ANDROID consumes an
equivalent set of specifications translated into JavaMOP [Torres et al. 2023], allowing
cryptographic usage constraints traditionally checked through static analysis to be
verified over concrete executions of Android applications. These JavaMOP specifications
were previously validated on Java programs and benchmarks [Torres et al. 2023].
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3. RV4ANDROID: Architecture
RV4ANDROID, implemented in Java and Python, takes two inputs: formal specifications
of correct API usage—for the JCA, the ones translated from CrySL—and one or more
Android application packages (APKs). The framework supports two execution modes. In
audit mode, it analyzes a single APK by instrumenting it and executing it with a selected
test-generation tool for a user-defined time budget, reporting the detected API-usage vi-
olations. In batch mode, RV4ANDROID executes the same pipeline over a collection of
APKs, optionally varying the test-generation tool and execution budget across experimen-
tal units. Besides consolidating the detected violations, this mode also exports coverage
information and other execution statistics, making it suitable for large-scale empirical
studies. Regardless of the execution mode, a run proceeds in two stages: preprocess-
ing, which synthesizes the executable monitors and instruments the APKs, and execution,
which runs the instrumented applications and consolidates the observations produced by
the monitors. Figure 1 sketches this workflow and the modules that implement it; the
remainder of this section describes these modules in order.

Figure 1. Overview of the RV4ANDROID pipeline. A specification and an appli-
cation package (app.apk) enter a preprocessing stage—JavaMOP and RV-
Monitor synthesize the monitor, rv-instrumenter weaves it into the APK,
and rv-static-analysis computes the reachable methods—followed by
an execution stage in which rv-platform runs the instrumented app on
an emulator. The single output node is schematic: the execution stage
emits several result files (Section 3.2), of which errors.csv records the
detected violations.

3.1. Preprocessing: from specifications to an instrumented app

The preprocessing stage builds, from each specification, a monitor able to observe the
application at run time, and embeds that monitor into the APK.

Monitor synthesis falls to JavaMOP and RV-Monitor. JavaMOP is incorporated as
a vendored fork—the upstream project copied into the tool’s own source tree—patched
locally so that its output also includes a JSON descriptor of the events to be monitored (the
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descriptor.json of Figure 1). That descriptor is what the instrumenter consumes:
with it, the module identifies the method calls to intercept without parsing AspectJ point-
cuts. RV-Monitor, incorporated in the same way, synthesizes the Java monitor classes
from the .rvm specification. Together, the two modules produce the monitor and the
descriptor that rv-instrumenter weaves into the application.

The rv-instrumenter module rewrites the APK so that the monitored calls
report their events to the monitor at run time. It edits the application’s DEX bytecode in
place, using the dexlib2 library.2 Note that rewriting the DEX directly avoids the round
trip: disassembling the APK, weaving the monitor over an intermediate Java-bytecode
form, and recompiling back to DEX. That round trip fails on APKs optimized by R8,
because some idioms that R8 emits cannot be expressed in intermediate bytecode that
satisfies the type-consistency rules of the JVM specification. For this reason, the verifier
of the Android runtime then rejects the recompiled application at load time.

After instrumentation, the rv-static-analysis module computes a static
over-approximation of the application’s behavior; it runs only for the APKs whose instru-
mentation succeeded, and it analyzes the original APK, not the instrumented one. The
module builds on GATOR [Yang et al. 2015], a static-analysis framework for Android,
through a fork that integrates a client component (RvsecAnalysisClient) and runs
on Soot 4.7.1. Its starting point is the full method list of the application’s own package
(identified automatically, with the manifest as fallback), excluding the generated R, R$*,
and BuildConfig classes.

This list is the baseline for code coverage: its size is the denominator of the frac-
tion of the application’s code exercised at run time. A reachability analysis annotates
the list, marking, for each method, whether it is reachable from the application’s entry
points and whether it reaches a monitored operation. The entry points are the lifecycle
handlers and the public and protected methods of the components declared in the manifest
(activities, services, broadcast receivers, and content providers). The module writes the
annotated list as JSON (the analysis.json of Figure 1).

3.2. Execution: running the instrumented apps

The rv-platform module orchestrates the execution stage in both audit and batch
modes. It takes three inputs: the run configuration, the instrumented APKs produced dur-
ing preprocessing, and the static-analysis JSON generated by rv-static-analysis.
In audit mode, rv-platform executes a single instrumented APK with a selected test-
generation tool. In batch mode, it schedules multiple execution tasks across collections
of APKs, test-generation tools, execution budgets, and repetitions, enabling controlled
empirical evaluations. Each task consists of executing one instrumented APK with one
test-generation tool on an emulator for a fixed execution budget (a timeout). We have
successfully integrated different test generation tools into the RV4ANDROID pipeline, in-
cluding APE [Gu et al. 2019], DroidBot [Li et al. 2017], and Monkey [Patel et al. 2018].

From each execution task, rv-platform collects two kinds of information.
Coverage is computed by combining the events logged under the RVSEC-COV logcat

2dexlib2 is the Dalvik-bytecode manipulation library of the smali/baksmali project: https://
github.com/google/smali.
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tag with the annotated method list produced during static analysis. The subset of meth-
ods that directly reach a monitored operation defines the denominator of the monitored-
coverage metric. Violations—that is, API-usage misuses detected by the runtime monitor
rather than application crashes—are recovered from the RVSEC logcat tag and recorded
in errors.csv. Finally, rv-platform consolidates the collected information into
a set of result files. The single output node in Figure 1 represents this collection of out-
puts, among which errors.csv is the primary artifact used in the empirical analyses
reported in this paper.

3.3. Command Line Interface
We demonstrate RV4ANDROID by walking through a single run on one example ap-
plication, from the command line to the result files. The orchestration is handled by the
rv-experiment module, which ties the preprocessing and execution stages together
behind one command-line interface. This execution requires an Android emulator and the
Android SDK; two environment variables, RVSEC HOME and ANDROID HOME, point the
tool at its own resources and at the SDK.

The example is cryptoapp, a small Android app that exercises the JCA; we
analyze it against the JCA specification set. The run subcommand launches the analysis,
naming the test-generation tool (here, Monkey), the specification set, and the directory
holding the APKs:

uv run rv-experiment run --tools monkey \
--specification-set jca --apks-dir ./apks_examples

That one command covers both stages: the tool instruments the APK, drives it on
an emulator with Monkey, and logs what the monitors observe.

When the run finishes, the evaluator opens two of the result files. errors.csv
lists the JCA misuses the monitors detected during the run, one row per viola-
tion, naming the violated specification and the class and method where it occurred.
coverage.csv reports how much of the reachable-methods baseline the run exercised.
The RV4ANDROID assessment of Section 4 rests on runs of exactly this kind, repeated
over the gov.br apps, each driven by APE.

4. Empirical Assessment
We structure the RV4ANDROID evaluation around three research questions:

• RQ1 (prevalence). Does RV4ANDROID detect JCA misuse across a corpus of
official government apps under a single automated-exploration configuration?

• RQ2 (nature and defensibility of the detected misuses). What types of vio-
lation does it detect, and which represent a defensible signal rather than known
specification-modeling noise?

• RQ3 (time to detection). How much of the execution budget does
RV4ANDROID, driven by APE, actually need to expose the distinct violations
it detects?

We answer these questions by applying RV4ANDROID to 33 official gov.br
apps, executing each JCA-instrumented APK with the APE test generation tool un-
der a one-hour execution budget, using the Android API level 30 and the x86 64
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emulator,. We selected APE because a preliminary evaluation showed that it con-
sistently achieved the highest JCA-specific coverage among eleven test-generation
tools across multiple execution budgets. Although a comprehensive evaluation across
multiple test-generation tools and application corpora is beyond the scope of this
paper, official Brazilian government apps provide a representative deployment sce-
nario: they process citizens’ personal data under Brazil’s General Data Protection Law
(LGPD) [Brasil, Presidência da República 2018].

Out of the 33 apps, 30 (90.9%) triggered at least one JCA MOP violation, for
424 distinct violations (RQ1). Methods executed per app ranged from 176 to a median
of 4,529. Apps with no reported violations tend to lie at the low end of that range, sug-
gesting that the absence of findings should not be interpreted as evidence of correct JCA
usage. Overall, these results indicate that JCA misuse is prevalent among the analyzed
government applications. Table 1 breaks the violations down by JCA specification rather
than by violation type (RQ2), from MessageDigestSpec (224 distinct violations) to
MacSpec (1).

Table 1. JCA MOP violations detected across the 33 gov.br apps, by JCA speci-
fication: apps affected, distinct violations, and raw occurrences.

spec apps affected distinct raw occurrences

MessageDigestSpec 28 224 37,260
KeyStoreSpec 9 53 13,566
SSLContextSpec 17 51 10,671
TrustManagerFactorySpec 17 34 6,972
SecureRandomSpec 19 25 5,823
CipherSpec 6 36 5,581
MacSpec 1 1 12

Weak hashing is the strongest finding in Table 1: under MessageDigestSpec,
UnsafeAlgorithm violations (weak hashes such as SHA-1 or MD5) affect 28 of
the 33 apps, corresponding to 96 distinct violations. An in-depth analysis of some
warnings also reveals that existing JCA specifications require Android-specific adap-
tations rather than indicating security flaws in the analyzed applications. For exam-
ple, SSLContextSpec flags Android’s recommended use of TLS instead of explicit
TLSv1.2 or TLSv1.3 literals, while KeyStoreSpec flags the Android-specific
AndroidKeyStore implementation. Overall, the evaluation distinguishes actionable
security findings from specification mismatches, highlighting opportunities to adapt JCA
specifications to Android.

RQ3 asks how much of the one-hour budget RV4ANDROID actually needs. For
each of the 424 distinct violations across the 30 apps, we measure the elapsed execution
time to first detection. The median is 1s, and 63.9% of the distinct violations are already
detected within the first second of execution. Figure 2 plots the cumulative share of
distinct violations detected against elapsed time: the curve rises steeply at the start and
then flattens, with 96.0% of the 424 violations detected within the first ten minutes. The
last distinct violation is not detected until 3,274s (55 minutes) into its app’s execution,
still within the one-hour budget. Thus, while most violations are exposed quickly, the full

26º Simpósio Brasileiro de Cibersegurança (SBSeg 2026), Armação dos Búzios - RJ

Anais Estendidos: Salão de Ferramentas

7



execution budget is required to uncover the set of distinct violations found.

Figure 2. Cumulative share of the 424 distinct violations detected by
RV4ANDROID against elapsed execution time (log scale). The bold curve
aggregates across the 30 apps with at least one violation; the faint curves
trace each app on its own. The dashed line marks the one-hour execution
budget.

5. Final Remarks
This paper presented RV4ANDROID, an end-to-end framework for runtime verification of
contemporary Android applications. By modernizing the instrumentation pipeline and au-
tomating the complete runtime-verification workflow, RV4ANDROID enables API-usage
specifications to be checked directly on Android APKs using automated test-generation
tools. We evaluated RV4ANDROID on 33 official gov.br apps using JCA specifications.
30 applications (90.9%) triggered at least one runtime violation, with weak cryptographic
hashing emerging as the strongest security signal. Moreover, most distinct violations
were exposed within the first ten minutes of execution, suggesting that runtime verifica-
tion can provide actionable security evidence with modest execution budgets. Although
our empirical assessment focused on the Java Cryptography Architecture, the specifica-
tion set is an input to the framework rather than a built-in assumption. Consequently,
RV4ANDROID provides a general infrastructure for bringing specification-based runtime
verification to contemporary Android applications and can be readily extended to other
API-usage domains.

Data and Artifact Availability
Artifacts accompanying this paper are publicly available.

• demonstration video (YouTube): https://shorturl.at/5G2yW
• experimental package (GitHub): https://shorturl.at/MGmo2
• RV4ANDROID implementation (GitHub): https://shorturl.at/j3AZd
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