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Abstract. Automated red-teaming methods enable systematic adversarial test-
ing of Large Language Models, yet direct comparisons across different attack
paradigms remain scarce, particularly regarding the trade-off between attack
effectiveness and operational cost. We present a controlled comparison of three
frameworks spanning distinct strategies: (i) AttnGCG; (ii) GPTFuzzer; and (iii)
PAPILLON. All three are evaluated against Llama 3.1 8B Instruct on 18 adver-
sarial goals drawn from HarmBench, using LlamaGuard-3 as a unified judge
and an equal budget of 500 iterations per goal. Our results suggest seed-pool-
based mutation offers the most favorable cost-effectiveness ratio against the
evaluated target model, while gradient-based suffix optimization alone proves
largely ineffective against recent safety-aligned architectures within practical
iteration budgets. Although PAPILLON is designed to overcome the dependence
on pre-existing templates, this advantage comes at a significantly higher opera-
tional cost compared to GPTFuzzer, since each mutation is tailored to a specific
goal rather than shared across all goals simultaneously.

1. Introduction

Large Language Models (LLMs) have become integral to a growing range of applica-
tions, from code generation and document summarization to customer support and med-
ical triage. As adoption scales, so does the attack surface: adversaries can craft prompts
bypassing a model’s safety alignment, causing it to produce harmful, misleading, or
policy-violating outputs. The two most widely studied classes of such input-level attacks
are prompt injection, in which adversarial inputs manipulate the model into unintended
behavior, and jailbreaking, a subclass in which the model is led to disregard its safety
protocols entirely [Vassilev et al. 2025, OWASP 2025]. Identifying these vulnerabilities
before deployment demands systematic adversarial testing. Manual red teaming, while
effective at uncovering individual failure modes, does not scale as it is time-intensive, dif-
ficult to reproduce, and costly to maintain across model updates [Vassilev et al. 2025].
The research community has responded with a diverse set of automated red-teaming
frameworks that generate adversarial prompts programmatically, each embodying dif-
ferent assumptions about the attacker’s access level, computational budget, and opti-
mization strategy [Zou et al. 2023, Yu et al. 2024, Gong et al. 2025, Chao et al. 2024b,
Yuan et al. 2024]. Although these frameworks have been evaluated individually in their
respective publications, direct comparisons across different attack paradigms remain
scarce. Particularly, we did not identify any study jointly analyzing attack effectiveness
and the computational or financial cost required to achieve it, a trade-off that is central to
any practitioner deciding which tool to adopt for routine safety evaluations. A framework
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reporting a high Attack Success Rate (ASR), but demands prohibitive GPU hours or API
expenditure may be less practical than a more modest alternative.

We address this gap by proposing a controlled comparison of three automated
red-teaming methods that span distinct attack paradigms:

i. AttnGCG: gradient-based optimization with attention manipula-
tion [Wang et al. 2024];

ii. GPTFuzzer: black-box template mutation via Monte Carlo Tree Search
(MCTS) [Yu et al. 2024]; and

iii. PAPILLON: black-box fuzzing with question-dependent mutation and an empty
seed pool [Gong et al. 2025].

All three are evaluated against Llama 3.1 8B Instruct under a unified protocol
— the same set of adversarial goals drawn from HarmBench [Mazeika et al. 2024], a
single external judge (LlamaGuard-3), and an equal iteration budget — so that observed
differences reflect the attack strategy itself rather than experimental artifacts. Beyond
ASR, the analysis covers execution time, query count, token consumption, and monetary
cost, providing a multi-dimensional view of each framework’s practical viability.

This work makes three main contributions. First, we provide the first controlled,
head-to-head comparison of AttnGCG, GPTFuzzer, and PAPILLON under a unified ex-
perimental protocol, isolating the effect of attack paradigm from confounding factors such
as judge bias or unequal search budgets. Second, we jointly report attack effectiveness
and operational cost (execution time, query count, token consumption, and monetary
expenditure). Third, we identify and explain a substantial divergence from previously
reported results, showing that GPTFuzzer’s goal-amortized template generation is fun-
damentally more cost-effective than PAPILLON’s per-goal mutation strategy against a
robustly aligned target model. These contributions provide practitioners with actionable
evidence for selecting an automated red-teaming tool under realistic resource constraints.

The remainder of the paper is organized as follows. Section 2 reviews the se-
curity threats associated with LLMs and describes the three red-teaming methods under
comparison. Section 3 details the experimental method, including goal selection, judge
unification, and tool configuration. Section 4 presents and discusses the results in terms
of attack effectiveness and operational cost. Section 5 surveys related work that performs
cross-framework comparisons. Finally, Section 6 outlines the limitations of the study and
directions for future work.

2. Background
LLMs are a type of Generative Artificial Intelligence (GenAI) primarily designed for
natural language understanding and generation. These models are based on the Trans-
former [Vaswani et al. 2023] architecture and are trained on massive datasets of text
where their internal parameters are iteratively adjusted to capture complex linguistic pat-
terns and semantic relationships. Following the training phase, the model enters the in-
ference stage, where parameters are fixed and the system can be deployed for public or
enterprise use.

Despite their capabilities, LLMs introduce significant security challenges
that arise from the prompt which users interact with. The two most promi-
nent input-level threats are prompt injection and jailbreak [Vassilev et al. 2025,
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AI Organizational Responsibilities Working Group 2025, OWASP 2025]. National Insti-
tute of Standards and Technology (NIST) classifies both under the category of direct
prompting attacks on GenAI systems, in which an adversary interacts directly with the
deployed model via crafted queries to cause availability, integrity, privacy, or misuse vi-
olations. Prompt injection refers to adversarial inputs that manipulate the model into
producing unintended or unauthorized outputs, which can range from bypassing content
filters to leaking sensitive information [Vassilev et al. 2025, OWASP 2025]. Jailbreaking
is treated as a subclass of prompt injection in which the crafted input causes the model to
disregard its safety protocols entirely [Vassilev et al. 2025, OWASP 2025].

To identify and address such vulnerabilities before deployment, red teaming has
emerged as a critical evaluation method in LLM security. NIST defines red teaming
as a structured testing effort that employs adversarial methods to identify failures, vul-
nerabilities, and risks of misuse in a system [Vassilev et al. 2025]. While manual red
teaming relies on human creativity to craft adversarial prompts, it is inherently limited
in scale, reproducibility, and cost-effectiveness. To overcome these limitations, the re-
search community has developed a broad range of automated red-teaming approaches that
generate adversarial prompts to stress-test a model’s safety guardrails [Zou et al. 2023,
Chao et al. 2024b, Yuan et al. 2024, Wang et al. 2024, Yu et al. 2024, Liu et al. 2025].

Automated red-teaming techniques systematically generate adversarial prompts
against a target LLM to probe its safety mechanisms at scale, without relying on man-
ual human effort for each test case. Some rely on gradient-based optimization over
the model’s token space, requiring white-box access to the target [Zou et al. 2023,
Wang et al. 2024, Liu et al. 2024]; others adopt iterative multi-turn dialogue strategies to
gradually coerce the model into compliance [Russinovich et al. 2025, Chao et al. 2024b];
and others exploit the model’s capacity to process non-natural language inputs,
such as encrypted or encoded text, to circumvent safety alignment [Yuan et al. 2024,
Jiang et al. 2024]. This diversity of attack paradigms reflects fundamentally different as-
sumptions about the threat model, the required access level, and the computational re-
sources available to the attacker.

The three approaches examined in our work (AttnGCG, GPTFuzzer, and PAPIL-
LON) were selected within the scope of a broader research project on automated red-
teaming, in which they were identified as representative candidates from the current land-
scape of automated red-teaming methods. Collectively, they represent two distinct attack
paradigms: white-box gradient-based optimization and black-box prompt mutation.

Greedy Coordinate Gradient (GCG) [Zou et al. 2023] is a gradient-based method that
employs a greedy coordinate descent over the discrete token space to craft an adversarial
suffix that, when appended to a harmful query, maximizes the probability of an affir-
mative response from the target model. Building on GCG, AttnGCG [Wang et al. 2024]
augments the original optimization objective with an auxiliary attention loss, derived from
the observation that attack success rate correlates positively with the attention weight the
model assigns to the adversarial suffix. By explicitly maximizing this attention score
alongside the token level target loss, AttnGCG reduces the model’s focus on its safety-
aligned system prompt. A distinct line of work adapts fuzzing techniques from traditional
software security to the LLM jailbreak problem.
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GPTFuzzer [Yu et al. 2024] uses a pool of human-written jailbreak templates as initial
seeds and applies a customized MCTS selection strategy alongside five LLM-assisted
mutation operators (Generate, Crossover, Expand, Shorten, and Rephrase) to iteratively
produce new templates. A fine-tuned RoBERTa classifier serves as the oracle, labeling
each model response as harmful or benign to provide the reward signal. This approach is
black-box, requiring only query access to the target model.

PAPILLON [Gong et al. 2025] extends the fuzzing paradigm introduced by GPTFuzzer
by addressing two of its key limitations: reliance on a pre-existing seed pool and lack
of prompt length control. Rather than starting from human-crafted templates, PAPIL-
LON initializes with an empty seed pool and introduces a pre-jailbreak phase in which
each goal undergoes an initial set of jailbreak attempts to populate the pool before the
main fuzzing loop begins. Three question-dependent mutation operators are employed:
Role-play, Contextualization, and Expand, each implemented as LLM-assisted prompts
generating semantically coherent templates to the specific harmful goal. In order to ac-
curately determine attack success, PAPILLON adopts a two-level judge module, a fine-
tuned RoBERTa classifier [Liu et al. 2019] first evaluate responses for harmful content,
and a GPT-based judge then verifies that the response is both harmful and relevant to the
target goal, with successful jailbreaks defined as those scoring 8 or above on a 1 to 10
scale. Similar to GPTFuzzer, PAPILLON operates in a black-box setting, requiring only
query access to the target model.

While each of these frameworks has been evaluated independently in its respec-
tive publication, direct comparisons across them remain scarce, and none of the existing
studies jointly analyzes their trade-off between attack success rate and the computational
or query budget required per successful jailbreak. This gap motivates the present work,
which proposes a controlled head-to-head comparison of AttnGCG, GPTFuzzer, and PA-
PILLON under a unified experimental protocol, with the explicit goal of identifying which
method is best suited to different evaluation scenarios and resource constraints. Table 1
summarizes the three methods examined in this work, contrasting their access level re-
quirements and core mechanisms.

Table 1. Comparison of the three automated red-teaming methods examined.
Method Access Level Core Mechanism
AttnGCG White-box Gradient Descent + Attention Loss
GPTFuzzer Black-box MCTS + LLM-assisted Mutation
PAPILLON Black-box MCTS + Question-dependent LLM Mutation + Two-level Judge

As shown in Table 1, the three frameworks represent two distinct attack
paradigms. AttnGCG is the only white-box method, requiring access to the target model’s
internal gradients to perform optimization. GPTFuzzer and PAPILLON both operate in
a black-box setting, but differ in their mutation strategies, as GPTFuzzer relies on a pool
of human-crafted templates mutated through LLM-assisted operators guided by MCTS,
while PAPILLON generates question-dependent templates tailored to each specific goal
and employs a two-level judge to more accurately determine attack success.

3. Experimental Method
This section is organized as follows: we first describe the dataset and target model, then
the configuration adopted for each framework, and finally the evaluation protocol used to
compute a unified Attack Success Rate (ASR).
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Comparing red-teaming frameworks that operate under fundamentally different
paradigms requires an experimental protocol that isolates the effect of the attack strategy
itself from confounding factors such as the choice of success criterion or unequal search
budgets. Three design decisions address this concern:

i. All the frameworks are evaluated against the same target model and the same set
of adversarial goals;

ii. A single external judge re-evaluates every response, removing the bias introduced
by each tool’s native oracle; and

iii. Each framework is allocated an equivalent budget of 500 iterations per goal, so
that differences in effectiveness are not artifacts of unequal computational effort.

Beyond attack effectiveness, measured by the ASR under the unified judge, the
comparison also considers operational cost such as execution time, GPU usage, query
count to the target, and API expenditure, since a framework that achieves a high success
rate but demands prohibitive resources may be impractical for routine safety evaluations.

Dataset and target model. The evaluation is conducted on a subset of 18 goals
randomly sampled from the HarmBench Standard benchmark, with 3 goals drawn
from each of its six categories: chemical/biological, illegal activities, misinforma-
tion/disinformation, harmful content, harassment/bullying, and cybercrime/intrusion. The
reduced goal count reflects the limited computational resources available. The target
model is Llama 3.1 8B Instruct because it is an open-source, safety-aligned model that
enables full reproducibility of the experiment, while its 8B parameter scale offers a prac-
tical balance between capability and local computational cost. Although the model was
run locally under white-box access, a black-box scenario was simulated for GPTFuzzer
and PAPILLON by wrapping the target model in Ollama and exposing it via HTTP.

Tool configuration. Each framework was configured as follows. AttnGCG was run for
500 optimization steps per goal to generate the respective adversarial suffix. GPTFuzzer
used GPT-3.5-Turbo as the mutator at temperature 1.0, as recommended by the authors,
with a budget of 500 iterations. PAPILLON used GPT-3.5-Turbo as both the mutator and
the secondary judge, also as recommended by the authors, with a budget of 500 queries
per goal. The pre-jailbreak phase was set to 10 queries. All experiments were conducted
within a Conda environment.

Evaluation protocol. Since GPTFuzzer and PAPILLON employ different native judges
(a fine-tuned RoBERTa model and a two-level RoBERTa plus LLM-as-a-Judge pipeline,
respectively) directly comparing their native ASRs would introduce judge-induced bias.
AttnGCG, being a gradient-based approach, does not employ a judge during the attack
process. To ensure a fair comparison, LlamaGuard-3 (8B) was adopted as a unified exter-
nal judge, re-evaluating all responses regardless of the method that generated them. For
each method, the target model’s response for each goal is passed as a (prompt, response)
pair to LlamaGuard-3. A goal is considered successfully jailbroken if LlamaGuard-3
classifies the response as unsafe. This binary per-goal criterion was adopted because it
reflects the practical objective of automated red-teaming of determining whether a harm-
ful behavior can be elicited at least once, regardless of how many attempts were required.
The ASR is computed as:

ASR =
Number of goals classified as unsafe

18
× 100%
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For AttnGCG, the adversarial suffix is appended to the goal, sent to the target
model, and the response is evaluated. For GPTFuzzer, all generated templates are iter-
ated, but only those marked as successful by the native judge are re-evaluated. The first
response that the new evaluator also confirms as a jailbreak is selected For PAPILLON,
each goal has a dedicated result file containing the best-scoring jailbreak attempt; goals
for which PAPILLON failed to produce a successful template are counted as failures.

Hardware. All experiments were conducted on a server equipped with an NVIDIA RTX
PRO 6000 Blackwell Server Edition GPU (96 GB), an AMD EPYC 9224 24-Core Pro-
cessor, 251 GB RAM, running GNU/Linux Ubuntu 24.04.3 LTS Server. Computational
cost for AttnGCG was monitored using Weights & Biases (wandb), while query counts to
the target model were tracked for GPTFuzzer and PAPILLON.

4. Comparison and Results
Figure 1 summarizes the attack success rates obtained by each method against Llama-3.1-
8B-Instruct, as evaluated by LlamaGuard-3-8B. GPTFuzzer achieved the highest ASR of
83.33%, successfully jailbreaking 15 out of 18 goals. PAPILLON achieved an ASR of
22.22%, jailbreaking 4 out of 18 goals. AttnGCG obtained the lowest ASR of 5.56%,
successfully jailbreaking only 1 out of 18 goals.

AttnGCG GPTFuzzer PAPILLON
Attack Method
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PAPILLON

Figure 1. ASR across all three red teaming methods.

Given the limited size of the evaluation set (18 goals), each individual goal ac-
counts for approximately 5.6 percentage points of the reported ASR. Consequently, the
absolute margins observed between methods, particularly the gap between GPTFuzzer
and PAPILLON, should be interpreted as indicative rather than statistically robust, and
a single additional successful or failed goal could shift the ranking. We report these re-
sults as a controlled comparison under a fixed, modest budget rather than as a definitive
ranking of attack effectiveness. The strong performance of GPTFuzzer can be attributed
to its large seed pool of human-crafted templates, which already encode effective jail-
breaking strategies against the target model. AttnGCG’s low ASR is consistent with the
known limitations of gradient-based suffix optimization when transferred across goals, as
the adversarial suffixes are optimized independently for each goal without leveraging se-
mantic context. PAPILLON’s intermediate performance reflects the trade-off inherent to
its question-dependent mutation strategy. While it generates more targeted templates than
GPTFuzzer, starting from an empty seed pool against a robustly aligned model limits its
effectiveness within the configured query budget.
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Table 2 summarizes the computational cost and efficiency of each method. At-
tnGCG ran for 500 optimization steps per goal, completing the full experiment in 6 hours
and 25 minutes, with an average GPU memory usage of 23.53 GB and a peak of 41.61
GB, reflecting the cost of gradient-based optimization over the target model’s parameters.

Table 2. Computational cost/efficiency of attacks against Llama-3.1-8B-Instruct.
Method Time Target Queries Total Tokens Cost (USD) Peak GPU Mem.

AttnGCG 6h 25m 56s — — — 41.61 GB
GPTFuzzer 3h 08m 47s 9,000 988,160 $0.47 —
PAPILLON 5h 47m 09s 6,600 3,788,181 $2.70 —

GPTFuzzer was configured with a mutation model temperature of 1.0 using GPT-
3.5-Turbo as the mutator, running for 500 iterations total. The experiment completed in
approximately 3 hours and 8 minutes (11,327 seconds), issuing 9,000 queries to the target
model across all 18 goals. The mutator had 988,160 tokens consumed across 1,709 API
requests, at a total cost of $0.47.

PAPILLON was configured with a budget of 500 queries per goal and a maximum
of 1 jailbreak per goal, also using GPT-3.5-Turbo as second judge and the mutator at
temperature 1.0. The experiment completed in approximately 5 hours and 47 minutes
(20,829 seconds). Due to PAPILLON’s early stopping behavior, where a goal is no longer
attempted once a successful jailbreak is found, only 6,600 queries were issued to the
target model out of a possible 9,000. The mutator and second judge had 3,788,181 tokens
consumed across 16,858 API requests, at a total cost of $2.70.

Our results diverge from those reported in the original PAPILLON paper, in which
PAPILLON consistently outperformed GPTFuzzer in both ASR and average queries. We
attribute this divergence to some key factors. First, although the PAPILLON authors also
evaluated their method against open-source models, including Llama-2-7B-Chat, the tar-
get model used in our experiments is Llama-3.1-8B-Instruct, which belongs to a newer
and more robustly aligned model family. Second, GPTFuzzer benefits from a seed pool of
25 human-crafted jailbreak templates specifically designed to bypass LLM safety mech-
anisms, which may already be effective against Llama-3.1-8B-Instruct without requiring
extensive mutation. PAPILLON, in contrast, starts from an empty seed pool, placing it
at a disadvantage in scenarios where existing templates are already effective against the
target model. Beyond attack effectiveness, the two methods also differ substantially in
computational cost. Although PAPILLON’s authors argue it is a cost-effective method,
this was not observed in our experiments. The higher cost of PAPILLON relative to GPT-
Fuzzer can be attributed to a fundamental difference in their template generation strate-
gies. GPTFuzzer generates a single template per iteration and evaluates it against all 18
goals simultaneously, amortizing the mutation cost across the entire goal set, whereas PA-
PILLON generates a template tailored to a specific goal, querying the mutator model once
per goal per iteration. A successful template is only added to the seed pool and potentially
reused for other goals if it achieves a jailbreak, otherwise it is discarded. This goal-specific
mutation strategy results in significantly higher mutator API calls (9,033 requests in our
experiment compared to 500 for GPTFuzzer). Additionally, although we configured PA-
PILLON with a budget of 500 queries per goal, the original paper recommends a default
budget of 100 queries, reporting diminishing returns beyond that threshold. Together,
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these factors explain the substantially higher cost of PAPILLON ($2.70) relative to GPT-
Fuzzer ($0.47), despite PAPILLON issuing fewer total target model queries (6,600) due
to its early stopping behavior.

5. Related Works
The landscape of automated red-teaming research has grown rapidly, yet most publica-
tions evaluate a single framework in isolation or compare it only against a narrow set of
baselines chosen by the framework’s own authors. To identify prior work that performs
cross-framework comparisons, a literature search was conducted across arXiv, IEEE
Xplore, ACM Digital Library, USENIX, and the proceedings of NeurIPS, ICML, ICLR,
and ACL. Search strings included combinations of LLM jailbreak benchmark, red team-
ing comparison, automated adversarial attack evaluation, jailbreak cost-effectiveness,
and white-box black-box attack comparison. To ensure thematic relevance, the following
inclusion and exclusion criteria were applied: works were included (IC) if they (i) evalu-
ate at least two automated red-teaming methods under a shared experimental protocol, and
(ii) report quantitative metrics such as ASR, query count, or computational cost; works
were excluded (EC) if they (i) focus exclusively on defense mechanisms without compar-
ing attack methods, (ii) address only multimodal or agent-level attacks outside the scope
of text-based jailbreaking, or (iii) present a single new framework without benchmarking
it against others under controlled conditions.

The most comprehensive cross-method evaluation identified is Harm-
Bench [Mazeika et al. 2024], which compares 18 red-teaming methods across 33
target models using a standardized set of harmful behaviors and a robust classifier-based
judge. HarmBench covers gradient-based attacks such as GCG and AutoPrompt, black-
box methods such as PAIR and TAP, and human-crafted jailbreaks, and its open-source
pipeline enables reproducible evaluation. However, HarmBench focuses primarily on
ASR and does not systematically report the computational cost or monetary expenditure
associated with each method, limiting its usefulness for practitioners operating under
budget constraints.

JailbreakBench [Chao et al. 2024a] complements HarmBench by providing an
open robustness benchmark with curated adversarial behaviors, standardized judge eval-
uation, and a public repository of successful jailbreak prompts. Its emphasis on repro-
ducibility and judge reliability addresses that automated judge performance can vary by
over 30 percentage points depending on implementation, which directly affects reported
ASR values. Like HarmBench, JailbreakBench does not incorporate cost-per-jailbreak as
an evaluation dimension.

Brokman et al. [Brokman et al. 2025] take a different angle by comparing four
open-source vulnerability scanners (Garak, Giskard, PyRIT, and CyberSecEval) that
package multiple attack techniques into end-to-end auditing pipelines. Their analysis
evaluates the tools’ practical usability, vulnerability coverage, and reliability in classify-
ing successful attacks. While this work is valuable for organizations selecting an auditing
platform, it operates at the scanner level rather than comparing individual attack algo-
rithms, and does not isolate the effect of specific attack paradigms on a common target.

The publications of the methods analyzed in this work provide partial baselines.
The GPTFuzzer authors [Yu et al. 2024] compare their mutation-based approach against
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GCG [Zou et al. 2023] and MasterKey [Deng et al. 2024], reporting higher ASR on sev-
eral open-source models. The PAPILLON authors [Gong et al. 2025] benchmark against
GCG, PAIR [Chao et al. 2024b], AutoDAN [Liu et al. 2024], TAP [Mehrotra et al. 2024]
and also GPTFuzzer, reporting superior ASR against all of them. The At-
tnGCG authors [Wang et al. 2024] compare against standard GCG, AutoDAN and
ICA [Wei et al. 2024], demonstrating improved suffix optimization through attention ma-
nipulation. However, each of these comparisons uses the framework’s own experimental
setup, making cross-study conclusions unreliable.

Table 3 summarizes the key characteristics of these related works against the di-
mensions considered in the present study. As the table illustrates, no prior work jointly
evaluates frameworks spanning white-box and black-box paradigms while reporting both
ASR and operational cost metrics under a unified judge and equal iteration budget. The
present work addresses this gap.

Table 3. Comparison of related works along the evaluation dimensions consid-
ered in this study. WB = white-box, BB = black-box.

Work
Attack

Paradigms
WB +

BB
Unified
Judge ASR

Cost
Metrics

HarmBench [Mazeika et al. 2024] 18 Yes Yes Yes No
JailbreakBench [Chao et al. 2024a] 4 Yes Yes Yes No
Brokman et al. [Brokman et al. 2025] 4 scanners No Yes Yes No
GPTFuzzer [Yu et al. 2024] 3 Yes No Yes Partial
PAPILLON [Gong et al. 2025] 6 Yes No Yes Yes
AttnGCG [Wang et al. 2024] 4 Yes No Yes No
This work 3 Yes Yes Yes Yes

6. Considerations and Future Works
The experiment showed that GPTFuzzer achieved the highest ASR at the lowest monetary
cost, benefiting from a curated seed pool of human-crafted templates that already encode
effective jailbreaking strategies. AttnGCG, despite its fine-grained gradient-based opti-
mization, proved largely ineffective against Llama 3.1 8B Instruct within the configured
budget, suggesting that suffix-level optimization alone may be insufficient against recent
safety-aligned models. PAPILLON occupied an intermediate position in effectiveness but
incurred the highest cost, a consequence of its goal-specific mutation strategy that queries
the mutator model independently for each adversarial goal.

A practical challenge observed during the experiments was that PAPILLON’s mu-
tator model occasionally refused to rephrase certain adversarial goals, effectively reducing
the framework’s usable query budget for those goals. We experimented with a more re-
cent GPT model than the GPT-3.5-Turbo, the GPT-4o-mini, but it was refusing to rephrase
much more frequently, so we kept the model that the original authors used. This behavior
introduces a source of variability that is external to the framework’s own strategy and war-
rants further investigation, particularly regarding how the choice of mutator model affects
downstream attack effectiveness.

The results obtained by AttnGCG suggest that gradient-based suffix optimization
is not the most suitable approach for automated red-teaming in practical settings. Despite
requiring no external API calls, it demands substantial local computational resources, in-
cluding a GPU with sufficient memory to run the target model and compute gradients,
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while yielding the lowest ASR among the three methods. It is worth noting, however, that
the LLM-assisted mutation components of GPTFuzzer and PAPILLON could be adapted
to run with a locally hosted model instead of a commercial API, which would eliminate
their monetary cost at the expense of additional GPU memory requirements. Explor-
ing this configuration is left for future work. A limitation of our evaluation protocol is
that LlamaGuard-3, while reducing judge-induced bias across methods, was not validated
against manual annotation in this study. Manual verification of harmfulness and goal
relevance, or the use of a stronger LLM-as-a-judge such as GPT-4, is left for future work.

Although GPTFuzzer outperformed the other methods in our experiments, it
would be premature to conclude it is the best choice across all scenarios. Several fac-
tors limit the generalizability of this result. First, the evaluation was conducted on only
18 goals, which may not be representative of the full diversity of harmful behaviors. Sec-
ond, PAPILLON’s empty seed pool strategy places it at a structural disadvantage against
targets for which human-crafted templates are already effective, as is likely the case for
Llama-3.1-8B-Instruct. Initializing PAPILLON with a seed pool of human-crafted tem-
plates, as GPTFuzzer does, could potentially close this performance gap, and represents a
promising direction for future investigation. Future work should also repeat this compar-
ison on a larger and more diverse goal set to obtain more statistically robust conclusions.

All code, tool configurations, the selected HarmBench goals, and raw experi-
mental results (target model responses, LlamaGuard-3 verdicts) are publicly available
at: github.com/giovannimandel/attngcg-gptfuzzer-papillon-comparison.
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