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Abstract. RF jamming attacks compromise the availability of wireless indus-
trial systems regardless of the authentication and encryption state, representing
a cyberattack vector capable of inducing operational failures that are difficult
to detect. Existing approaches present limitations in complexity, cost, or inte-
gration that hinder their adoption in resource-constrained embedded systems.
In this context, this work presents a low-cost embedded device for jamming de-
tection, implemented for systems operating at 13.56 MHz or 433 MHz, with a
focus on IloT environments. The prototype was validated on a test bench with a
maximum detection latency of 10.24 ms, enabling its use in environments with
restricted operational budgets.

1. Introduction

Wireless systems are critical components of modern industrial environments
[National Institute of Standards and Technology (NIST) ||, and cyberattacks against these
technologies remain relevant in Industrial Internet of Things (IIoT) ecosystems
[Anthi et al. 2024} |Araujo et al. 2026, [Uribe et al. 2022]. Although mechanisms such
as encryption, digital signatures, and rolling code protect confidentiality and in-
tegrity, two of the three pillars of the CIA triad [ISO/IEC 2018]], the availabi-
lity of the radiofrequency (RF) channel remains exposed to interference at the
physical layer. In particular, RF jamming attacks interfere with the physi-
cal transmission medium, suppressing communication without triggering any cryp-
tographic or authentication mechanism, as shown by vulnerabilities cataloged in
CVE-2021-40171 [National Vulnerability Database (NVD) 2021]] and CVE-2025-65553
[National Vulnerability Database (NVD) 2026|] and experimentally demonstrated in Lo-
RaWAN networks [Perkovic et al. 2021, ISabic et al. 2025]]. In industrial environments,
bands such as 13.56 MHz, used in HF RFID for asset tracking and access control, and
433 MHz, present in wireless sensors and telemetry systems, are representative examples
of infrastructures exposed to this form of interference.

This attack vector is aggravated by the accessibility of the means required to exe-
cute it, since interference devices can be built using low-cost hardware and software-
defined radio (SDR) [Perkovi€ et al. 2021, Sabic et al. 2025, |Pirayesh and Zeng 2022,
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Uribe et al. 2022]], making this form of interference feasible even for adversaries with
limited resources. In industrial environments, this threat becomes critical because sup-
pression of the RF channel can interrupt telemetry, compromise remote actuation, and
cause immediate operational consequences [Anthi et al. 2024} Ma et al. 2023)]. In addi-
tion to the difficulty of detection, firmware or protocol modifications in systems under
continuous operation require formal validation procedures and planned maintenance win-
dows [Mugarza et al. 2020].

Despite the operational relevance of this threat, existing approaches for jamming
detection present practical limitations in industrial embedded devices, namely, machine
learning-based methods require computational capacity and training data beyond what
Internet of Things (IoT) devices typically provide [Zahra et al. 2023| [Lee et al. 2023,
and even embedded hardware implementations require extensive datasets for training
[Sormayli et al. 2025]); protocol-level strategies demand modifications to the communi-
cation stack [Letafati et al. 2020, |Ahmar et al. 2023]]; solutions based on additional in-
frastructure increase deployment cost and complexity [Bhamidipati and Gao 2019]; low-
cost approaches based on signal level, such as [Mittal and Shrivastava 2022]], have been
validated only in simulation and at different frequencies; and solutions that depend on de-
dicated external receivers [Kazim et al. 2025, Sormayli et al. 2025]] limit their adoption
as independent diagnostic instruments in the field.

In the absence of dedicated diagnostic tools, failures caused by jamming may
be confused with hardware defects, generating costly and unnecessary corrective mainte-
nance cycles, a limitation that motivated the development of the proposed solution. In this
context, this work presents a low-cost embedded device for RF jamming detection in IIoT
environments, implemented with deterministic bare-metal C firmware in the 13.56 MHz
or 433 MHz bands, using Commercial Off-The-Shelf (COTS) components and an archi-
tecture adaptable to other bands of industrial interest. The threat model considered in this
initial prototype comprises abrupt interference that produces a high channel-occupancy
level during the observation window. This model was selected to enable the validation of
a low-cost deterministic diagnostic architecture. More sophisticated scenarios, including
intermittent, low-duty-cycle, or randomly pulsed jamming, are outside the current scope
and will be investigated in future work. This work was developed within the CyberOT
Project, a collaboration between UNIFEI and Clavis Information Security, combining
academic research and industry expertise in applied cybersecurity.

2. Architecture Overview

The device proposed in this work monitors RF channel availability at the physical layer
independently of the main communication chain. Instead of inspecting payloads or pro-
tocol exchanges, signal levels are continuously analyzed within predefined observation
windows and compared with a threshold calibrated for the operating environment. The
architecture consists of four main stages, signal acquisition, analog conditioning, signal
level extraction, and deterministic classification, as illustrated in Figure m

2.1. Signal Acquisition

The device antenna captures RF signals in the 13.56 MHz or 433 MHz bands, which are
frequencies commonly found in wireless communication devices in IIoT environments.
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Figure 1. Block diagram of low-cost embedded hardware.

The captured signal is forwarded to a low-noise amplifier (LNA) based on a BF998 dual-
gate MOSFET transistor, whose function is to increase the level of the received signal
before processing by the subsequent stages. Because it is designed to introduce mini-
mal noise during amplification, the LNA ensures that low-power signals are amplified
without loss of quality, preserving the detection capability of the device even in industrial
environments with multiple sources of interference.

2.2. Analog Conditioning

After the initial amplification, the captured signal is analogically conditioned to isolate
the frequency range of interest and adjust its amplitude for the subsequent stages. For
this purpose, discrete LC bandpass filters centered at the operating frequencies are used
to attenuate components outside the monitored bands and reduce the influence of noise
and emissions from other radiofrequency sources present in the environment. Then, the
amplitude is adjusted through two cascaded BF518 transistor stages to avoid both insuffi-
cient levels for detection and excessive amplitudes that could saturate the circuit, ensuring
that the analyzed variations reflect the behavior of the channel rather than distortions in-
troduced by the acquisition chain.

The stage also integrates an analog automatic gain control (AGC) loop implemen-
ted with a 100 k{2 potentiometer for threshold adjustment, which feeds back the input
amplifier from the output voltage of the envelope detector, keeping the signal level stable
under natural variations in channel power. This mechanism operates entirely in hardware,
without software intervention, and is designed to compensate for gradual power fluctu-
ations caused by distance, obstruction, or reflections in the environment. The loop time
constant (7 ~ 3.3ms), adjusted for this variation profile, does not track abrupt high-power
events caused by intentional interference, so these events saturate the loop and raise the
output level above the calibrated threshold, being detected by the classification stage.

2.3. Signal Extraction

The signal extraction stage uses an envelope detector, a circuit that extracts the amplitude
variation of an RF signal, implemented by means of a signal diode detector (1N4148W)
that rectifies the amplified signal by eliminating the negative alternations. An RC filter
smooths the rectified pulses into a continuous voltage proportional to the signal intensity
in the monitored band. This voltage is then fed into an LM358 comparator, which converts
the analog envelope level into a logic-level digital signal, high when the carrier is present
and low otherwise, forwarded to the microcontroller GPIO pin.
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2.4. Digital Classification

Digital classification is performed by an STM32F103C8T6 microcontroller that monitors
the comparator output through a GPIO pin, eliminating the need for an analog-to-digital
converter. The architecture is compatible with other low-cost MCUs, such as the PIC
family, provided that the timing parameters are recalculated.

The sampling rate of 100 kHz was defined according to the Nyquist-Shannon cri-
terion, under which directly sampling the RF carriers would require 27.12 MHz and 866
MHz for 13.56 MHz and 433 MHz, respectively, rates that are impractical for low-cost
MCUs. Since the external demodulator already performs carrier detection, the maximum
relevant frequency becomes the data rate of the monitored protocol. For OOK signals at
433 MHz and 10 kbps, the output varies at a maximum of 10 kHz, requiring a minimum
sampling rate of 20 kHz. For 13.56 MHz, transitions occur on the millisecond scale, im-
posing even lower requirements. The adopted rate operates with a 5x margin above what
is required for both bands.

With this rate, the samples are grouped into 1024-point windows (10.24 ms). The
firmware calculates the percentage of samples at a high level and classifies the channel
based on configurable thresholds. Values above the upper threshold indicate Jamming;
values below the lower threshold indicate Fault; and values between the two correspond
to Normal, as illustrated in Figure This window was sized to avoid false alarms caused
by legitimate preambles, since a 100-byte preamble represents 78% of the window, below
the upper threshold, and is therefore classified as Normal.

Figure 2. Flowchart of the jamming detection method.

In addition to the classification criterion, the firmware was developed in bare-
metal C, without an operating system, RTOS, HAL layer, or external libraries, ex-
cept for minimal inline assembly used only for Cortex-M interrupt control and low-
power waiting. The circuit adopts a pull-down configuration at the microcontroller in-
put, ensuring fail-safe behavior, so that in the absence of a valid signal the system
assumes Fault rather than Normal. An independent watchdog ensures automatic re-
set in case of lockup. The complete firmware source code is publicly available at
https://github.com/patyrodriguesar/rf_dual _band-firmware.

2.5. Integration Interface and Operational Scope

The device operates autonomously, powered by battery, without relying on external in-
frastructure. The operational state is indicated in real time through an SSD1306 OLED
display (I2C) and audible alert under three conditions, Normal, Jamming, and Fault, al-
lowing immediate diagnosis without specialized training. Regarding the operating modes,
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the device can be used for field inspection or fixed monitoring, without modifications to
the monitored system. The use of COTS components enables deployment in environ-
ments with restricted budgets, and extension to other bands requires redesign of the RF
front-end and recalculation of the AGC loop time constants. The total bill of materials for
the prototype remains below USD 15, consistent with the low-cost deployment objective.
The released artifacts correspond to the current prototype stage. Accordingly, the cir-
cuit schematic is not included, as the hardware design remains under validation through
extended jamming test scenarios and IEC 62443-oriented assessment [ISA/IEC 2007].

3. Hardware Validation and Results

Preliminary validation experiments were conducted using a Keysight 33500B waveform
generator and a Rohde & Schwarz RTB2002 oscilloscope, as illustrated in Figure[3] The
classification thresholds are configurable in firmware and, for these experiments, the Jam-
ming threshold was set to 85%, a value compatible with the operating range of the avai-
lable generator. Since the STM32F103C8T6 operates exclusively on the digital output
of the comparator stage, the function generator replicates the exact signal seen by the
microcontroller under real RF conditions. This approach validates the classification crite-
rion, firmware behavior, and detection latency independently of the RF front-end, whose
validation with actual RF signals at 13.56 MHz or 433 MHz using an MG3710A vector
signal generator (Anritsu), following the methodology of [Araujo et al. 2025], is planned
as future work.

Figure 3. Experimental Setup.

The three operational states were validated on a test bench, as illustrated in Fi-
gure 4 The Normal state occurs when the channel exhibits activity compatible with
legitimate communication; the Jamming state, when the percentage of samples at a high
level exceeds the configured threshold, with simultaneous activation of the display and an
indicator LED used in place of the buzzer for visual validation; and the Fault state, when
the input signal is absent or invalid.

Classification was validated across multiple duty cycle values. Signals at 95%,
90%, 87%, 86% and 85%, all exceeding the configured threshold, were consistently de-
tected as Jamming with immediate activation of the indicator LED. Signals at 30%, 40%,
55%, 70%, and 84% were correctly classified as Normal. All tested cases produced the
expected classification, yielding a detection rate of 100% across the 10 evaluated test po-
ints. Figure [5] presents the oscilloscope captures for both scenarios, and the maximum
detection latency, analytically bounded, corresponds to the duration of one complete win-
dow, given by 1024 x (1/100kHz) = 10.24 ms.
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(b)
Figure 5. Duty cycle: (a) 95% at Jamming and (b) 55% at Normal.

These results demonstrate that the proposed deterministic classification method
reliably distinguishes Normal and Jamming conditions for the evaluated duty-cycle va-
lues, while maintaining a bounded detection latency of 10.24 ms. The experiments also
confirm the correct integration between the firmware, visual indication, and alarm output.
However, the present validation is limited to controlled signals applied to the comparator
output, and complete validation of the RF front-end with actual 13.56 MHz and 433 MHz
signals remains future work.

Table[T] presents a qualitative comparison among works related to jamming detec-
tion in embedded devices. Quantitative metrics are presented for reference only, as the
works operate in different frequency ranges and application domains.

Table 1. Qualitative comparison of related works.

Description Kazim et al. (2025) Sormayli et al. (2025) Mittal and Shrivastava (2022) This work
Frequency 1575.42 MHz (GPS L1) légzshzflxgié)(g:SIélT).;) 2.4 GHz 13.56 MHz / 433 MHz
Architecture Software AGC Software AGC No AGC Hardware AGC
Approach Deterministic Machine Leargmg * Deterministic Deterministic
Deep Learning
Training Data Not required 51,315 samples Not required Not required
Complexity High High Low Low
Detection Rate 17(;0;/:/;2?]\?3)/ 999 ézz,zsszl;;?;))/ N/A (simulation) 100% (embedded)
Cost High High Low Low
Jamming Type Chirp Suppression + Deception Continuous Continuous
Validation Physical prototype Physical prototype Simulation only Physical prototype
Detector AsteRx SBi3 receiver + Ublox-M8T receiver + Passive RSSI circuit Dedicated embedded
Computer STM32H7 + Computer hardware
Host-depend Host-dependent On-chip integration Battery-powered
Field Use Fixed Fixed Fixed Portable or Fixed
Context Railway GNSS Navigation Generic IoT IIoT

The analysis reveals three groups of solutions. [Kazim et al. 2025] and
[Sormayli et al. 2025]] present high cost and dependence on external receivers, limiting
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their adoption as independent field diagnostic instruments. [Sormayli et al. 2025] further
requires 51,315 training samples, making its application infeasible without historical data.
[Mittal and Shrivastava 2022]] propose a low-cost solution with a deterministic approach,
however validated only in simulation. The proposed device shares with Mittal the low cost
and deterministic approach, but is validated on a physical prototype with COTS compo-
nents and autonomous field operation.

4. Conclusion

This work presented a low-cost embedded device for RF jamming detection in 1IoT en-
vironments, implemented as bare-metal firmware for the 13.56 MHz or 433 MHz bands
using COTS components, requiring no training data and no modification of the monitored
systems. The solution was validated on a physical prototype with a maximum detection
latency of 10.24 ms, operating autonomously with immediate field diagnosis. Although
the device was developed for intentional and abrupt interference, sophisticated jamming
devices with random pulse generation that partially block communication may not be
detected, constituting a limitation of the adopted threat model. Future work includes the
fabrication of the printed circuit board with final RF front-end testing, formal firmware ve-
rification via model checking to ensure the absence of false positives and reliable real-time
detection, mitigation of the identified limitation, extension to other industrially relevant
frequency bands, and compliance evaluation with IEC 62443.
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