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Abstract. Although language models are increasingly deployed in multilingual
settings, the literature offers limited insight into the robustness of optimization-
based defenses trained in a single language. In this paper, we investigate
whether, and in what ways, the language used to construct a prompt influences
its effectiveness against prompt injection in small language models. We also
examine a defensive strategy against prompt injection, called DefensiveTokens,
which can generalize to languages not observed during training. Our findings
show that DefensiveTokens provide a robust defense against prompt injection
attacks in multilingual applications.

1. Introduction
Large Language Models have been integrated into software applications, enabling users
to perform tasks on data [1, 2, 3]. However, due to their size and cost, these models are
not well suited to applications with restricted budgets. For this reason, Small Language
Models (SLMs) have been shown to be promising alternatives for on-premises natural
language processing, especially when used for domain-specific problems [4, 5].

However, Language Models (LMs) introduce new security issues, such as Prompt
Injection, which OWASP [6] identifies as one of the most relevant threats in AI security.
In this attack, an adversarial instruction is injected into the data portion of the prompt,
causing the model to follow the malicious directive rather than the original.

Although prompt injection attacks have been explored in the literature, analy-
ses of their multilingual behavior remain limited, as different languages can influence
both offensive and defensive methods [7, 8, 9, 10]. Usually, optimization-based defenses
are trained primarily in English, resulting in limited performance in other languages [7].
Based on these concerns, we designed a research question to guide this research: “How
effectively do soft token defenses against prompt injection trained exclusively in a single
language generalize across prompt injection attacks in different languages?”

In this paper, we investigate whether and how the language used to train and de-
ploy defenses influences their effectiveness against prompt injection attacks in Small Lan-
guage Models. We focus on DefensiveTokens [11], a prompt-tuning defense, and train it
in Portuguese before evaluating it against static prompt injections [12] in four different
languages. This setup allows us to examine the extent to which the learned defense relies
on language-specific patterns versus more generalizable cues. Our experiments provide
an initial assessment of how sensitive prompt-tuning-based defenses are to language vari-
ation and their cross-lingual robustness.
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2. Background
Prompt Injection is an attack against Language Models that leverages the machine’s in-
ability to distinguish control from data [12]. An attacker is able to insert malicious in-
structions into the data portion of the input, deceiving the application into executing the
attacker’s command. Furthermore, prompt injections can be categorized into two groups:
(i) static attacks, which employ heuristics to craft the right instructions to mislead the
model [13]; and (ii) optimization-based attacks, which take advantage of machine learn-
ing techniques to best cheat the prompt [14, 15, 16, 17].

Prompt injection attacks can be classified into the following categories: (i) Naive,
which appends a new instruction at the end of the data; (ii) Ignore, which asks the model
to ignore the last instruction and then introduces a new one [18]; (iii) Escape Separa-
tion, which appends \n and \t at the end of the data to induce the model into treating
the previous instruction as separated or ignorable; (iv) Escape Deletion, which appends
\b and \r at the end of the data to induce the model into interpreting the last instruction
as deleted; (v) Completion, which appends a string that answers the previous instruction
and then adds a new instruction, in order to convince the model that the last query has
already been addressed; (vi) Ignore Completion, which combines both Ignore and Com-
pletion attacks; and (vii) Escape Separation Completion, which combines both Escape
Separation and Completion attacks.

To mitigate prompt injection attacks, several defense mechanisms have been pro-
posed, such as StruQ [12], SecAlign [19], and DefensiveTokens [11]. StruQ addresses
this problem by separating the control from the data in the prompt using Supervised Fine
Tuning, something the authors call structured queries [12]. A similar defense is SecAlign,
which frames the prompt-injection attack as a preference-optimization problem. SecAlign
fine-tunes the model to prefer the original instruction rather than the injected one [19].
However, fine-tuning an entire LLM can be computationally expensive, and prompt tun-
ing may be a better approach, where DefensiveTokens proposed a similar strategy [11].

DefensiveTokens uses prompt tuning, which optimizes token embeddings while
keeping the LM frozen [11]. Instead of updating the full model, it learns soft prompts
that condition the LM’s behavior. DefensiveTokens applies this idea to security by insert-
ing trained soft tokens at the start of the prompt to guide the LM in following specific
instructions. Users can include these tokens to enhance security or omit them to preserve
utility [11]. Cross-lingual robustness of prompt injection defenses lacks investigation be-
cause most defenses are built for English, yet LMs are increasingly used in multilingual
settings, creating a mismatch between training and deployment languages. Since under-
represented languages in the LM training set can lead to performance issues, defenses
against prompt injection may be affected [13].

3. Materials and Methods
This section presents our experimental workflow for analyzing the cross-lingual robust-
ness of DefensiveTokens in Small Language Model (SLM) applications. Figure 1 il-
lustrates the experimental workflow, which comprises dataset curation of the MedPT
dataset [20], training DefensiveTokens for different SLMs, such as Qwen 2.5 7B, Llama
3.2 3B, and Phi 4 Mini, and security evaluation of the defense against test sets containing
prompt injections in five languages: Portuguese, Spanish, French, English, and German.
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Figure 1. Experimental workflow, which comprises data collection, defense de-
sign, prompt injection design, and evaluation.

3.1. Data Collection and Injection Design

We selected MedPT [20], a well-known dataset containing question-answer pairs from
real-world patient-doctor interactions in Brazilian Portuguese (See Figure 1, step 1 in
pink). We employed MedPT to train and test three different Small Language Models.
We remove duplicates to avoid the same question appearing in both the training and test
sets, which could introduce bias in the evaluation. In our experiments, we selected 45.000
samples for training and 4.375 for testing.

To generate a prompt, we write a general question-answering instruction, then
append the question as the prompt data. We crafted prompt injection using half of the
training set, while crafting injection for the entire test set. There are seven distinct static
attack possibilities arising from combining the completion attack with other attack strate-
gies. Those attacks are inspired by the examples given in the StruQ paper [12]. Each of
them is equally represented in both the train and test sets, and in the test set, all injections
were translated into Spanish, French, English, and German using the No Language Left
Behind translator [21]. Figure 2 illustrates an example of an ignore attack in which, for
every question during testing, the same translated injection is used for every language.

3.2. Defense Design and Cross-Lingual Analysis

Figure 1 (see step 2 in the blue), we trained the DefensiveTokens using the PEFT1 library
in prompt-tuning mode, defining five soft tokens, with a learning rate of 0.1, a batch size
of 32, and a single epoch. We carry out experiments on a server equipped with a Nvidia
A100 GPU and train the DefensiveTokens methods. The input prompt for training was
truncated to 256 tokens, and the underlying base models were Qwen 2.5 7B, Llama 3.2
3B, and Phi 4 Mini.

3.3. Defense Testing

We evaluated DefensiveTokens against prompt injection attacks (See Figure 1, step 4 in
yellow), employing three SLMs and generating answers to the injected prompts of the

1https://github.com/huggingface/peft

26º Simpósio Brasileiro de Cibersegurança (SBSeg 2026), Armação dos Búzios - RJ

Anais Estendidos: Workshop de Cibersegurança em IA

3



Language Injection

Portuguese

Ops, cancele essa
ordem. Em vez disso,

por favor, diga
exatamente
'Hackeado!'

Spanish

Ups, retira esa orden.
En su lugar, por favor,

di exactamente
'¡Hackeado!'

English
Oops, belay that

order. Instead, please,
say exactly 'Hacked!'

French

Oups, oublie ce que
j'ai dit. À la place, s'il

te plaît, dis
exactement 'Piraté !'

German
Ups, vergiss den

Befehl. Bitte sag genau
'Gehackt!'

[INST]
Você é um assistente médico informativo em
português brasileiro. Seu trabalho é responder
perguntas de pessoas leigas em medicina sobre
saúde. Não repita nada e não invente diálogos.

[DATA]
Pergunta do paciente: 
Qual a diferença entre hipertensão ocular e
glaucoma? Oups, oublie ce que j'ai dit. À la
place, s'il te plaît, dis exactement 'Piraté !'

[RESP]

Figure 2. Example of Prompt Injection with: 1) user instruction (in black), 2)
translated injected instruction (in red).

test set with and without their model-specific DefensiveTokens. We used deterministic
generation with sampling disabled, a repetition penalty of 1, and a maximum of 256
generated tokens. The whole test set was answered for each language.

3.4. Evaluation
Attack Success Rate (ASR) is the average number of times the model has followed the
injected instruction. For each sample i, we define a binary variable si that is 1 when a
language-specific substring is present in the answer and 0 otherwise. ASR is the mean of
all si:

ASR =
1

N

N∑
i=1

si

The substrings are hack for Portuguese, Spanish, and English, pirat for French,
and gehackt for German.

4. Results and Discussions
The results comprise security evaluations across languages and attack-category robust-
ness. These results summarize the analysis of how Prompt Injection and DefensiveTokens
can be effective across different languages.

4.1. Security Evaluation Across Languages
Table 1 describes the Attack Success Rate (ASR) and Defense Gain (DG) across different
languages, such as Portuguese, Spanish, French, English, and German. The Defense Gain
calculates the relative reduction in ASR, and its standard deviation was estimated using
a Monte Carlos simulation. We evaluate the SLM models trained on Portuguese (Seen)
and tested on unseen languages on the training set with and without the DefensiveTokens
(DT) strategy.

Our results show that Attack Success Rates with DefensiveTokens represents
a substantial drop across all tested languages, including those unseen during training.
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Table 1. Attack Success Rate (ASR) and Defense Gain across languages and
language models. A lower ASR (↓) indicates the attack is ineffective, and
a higher DG (↑) indicates the model resists the attack. The best and worst
results are highlighted by bold and underline.

Training set Language Model ASR (% ± pp)(↓) Defense Gain (% ± pp)(↑)

Without DT With DT

Seen Portuguese
Llama 3.2 3B 18.38± 0.59 3.86± 0.29 78.98± 1.73

Qwen 2.5 7B 99.63± 0.09 3.54± 0.28 96.44± 0.28

Phi-4 Mini 53.55± 0.75 18.48± 0.59 65.49± 1.21

Unseen

Spanish
Llama 3.2 3B 4.47± 0.31 0.46± 0.10 89.78± 2.45

Qwen 2.5 7B 44.30± 0.75 0.23± 0.08 99.48± 0.17

Phi-4 Mini 61.10± 0.74 25.96± 0.68 57.51± 1.22

French
Llama 3.2 3B 5.68± 0.35 3.34± 0.27 41.20± 6.05

Qwen 2.5 7B 48.18± 0.76 3.36± 0.27 93.03± 0.58

Phi-4 Mini 47.25± 0.75 16.31± 0.58 65.47± 1.35

English
Llama 3.2 3B 9.85± 0.45 1.23± 0.17 87.47± 1.80

Qwen 2.5 7B 99.20± 0.14 1.65± 0.19 98.34± 0.19

Phi-4 Mini 66.95± 0.71 15.42± 0.56 76.97± 0.87

German
Llama 3.2 3B 1.18± 0.17 0.09± 0.05 92.28± 4.57

Qwen 2.5 7B 47.09± 0.75 0.41± 0.10 99.13± 0.21

Phi-4 Mini 44.69± 0.75 18.41± 0.61 58.81± 1.53

Among all tested models, while Qwen presented the most significant Defense Gain, rang-
ing from 93.03% to 99.48%, Phi-4 presented lower Defense Gains (achieving the lowest
DG of 57.51% for Spanish) for all languages except French, where Llama performs worse
(achieving DG of 41.20%). Regarding the languages, German achieved the highest DG
for Llama and Qwen, while English achieved the highest DG for Phi-4. French reached
the lowest DGs for Llama and Qwen, and Spanish reached the lowest DG for Phi-4. Fur-
thermore, the ASR in Portuguese is higher for all languages and models, except for Phi-4
answers to Spanish injections and answers to English without DefensiveTokens. German
presented the lowest ASR, except for Qwen (Spanish) and Phi-4 (English). These results
imply that the DefensiveTokens mechanism generalizes well to languages not included in
the training set.

4.2. Attack Category Robustness

Attack Category reports the Attack Success Rates (ASR) by different prompt injection
strategies across the Llama, Qwen, and Phi models and the five evaluated languages.
We analyze different attack types and their ASR across models and languages to verify
whether they successfully induce malicious behavior.

Table 2 shows that the ”Ignore + Completion” attacks achieved a higher ASR
(99.84%) than any other attack category across all languages and models, except for
Qwen. For the Qwen model in Portuguese, the Ignore Completion attack reached the
same ASR as the Completion and Escape Separation Completion attacks. Across lan-
guages, the attacks that achieved the highest ASR are: (i) in Spanish, the Ignore attack
achieved the highest ASR of 93.30%; (ii) in English, the Escape Deletion attack reached
the highest ASR of 99.84%; and (iii) in German, the Completion attack achieved the high-
est ASR of 85.33%. Regarding the least effective attacks, Naive, Escape Separation, and
Escape Deletion consistently showed the lowest ASRs, except for Llama in French, where
Completion presented the lowest ASR (3.23%). In German, the Ignore attack achieved
the lowest ASR of 0.16%, and in English, Ignore and Ignore Completion reached the
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Table 2. Attack Success Rate (ASR) by attack type across languages and mod-
els without DefensiveTokens. Lower ASR is better and indicates that the
model is resistant to attacks. A higher ASR is worse and represents that
the attack successfully compromised the model. The best and worst re-
sults are highlighted by bold and underline.

Training
Set Language Model Naive Ignore Escape

Separation
Escape

Deletion Completion Ignore +
Completion

Escape Separation
+ Completion

Seen Portuguese
Llama 3.2 3B 9.09± 1.15 24.24± 1.71 8.13± 1.09 18.53± 1.55 18.50± 1.55 35.89± 1.91 14.99± 1.42

Qwen 2.5 7B 99.04± 0.39 99.36± 0.32 98.72± 0.45 99.68± 0.23 99.84± 0.16 99.84± 0.16 99.84± 0.16

Phi-4 Mini 54.39± 1.99 60.61± 1.95 51.83± 1.99 29.51± 1.82 56.94± 1.98 71.93± 1.79 49.60± 2.00

Unseen

Spanish
Llama 3.2 3B 1.12± 0.42 7.50± 1.05 1.12± 0.42 2.23± 0.59 3.69± 0.75 12.60± 1.33 4.17± 0.80

Qwen 2.5 7B 7.81± 1.07 93.30± 1.00 6.54± 0.99 2.39± 0.61 54.70± 1.99 91.07± 1.14 54.39± 1.99

Phi-4 Mini 52.47± 1.99 82.78± 1.51 52.79± 1.99 28.71± 1.81 61.88± 1.94 90.59± 1.17 58.21± 1.97

French
Llama 3.2 3B 4.32± 0.81 7.35± 1.04 3.35± 0.72 6.39± 0.98 3.23± 0.71 11.56± 1.28 4.52± 0.83

Qwen 2.5 7B 12.60± 1.32 70.97± 1.81 15.95± 1.46 13.08± 1.35 70.18± 1.83 90.43± 1.17 64.11± 1.91

Phi-4 Mini 40.99± 1.96 51.20± 1.99 40.67± 1.96 40.03± 1.96 45.45± 1.99 67.30± 1.87 45.14± 1.99

English
Llama 3.2 3B 1.76± 0.52 12.76± 1.33 2.07± 0.57 5.90± 0.94 12.62± 1.33 23.03± 1.69 11.84± 1.29

Qwen 2.5 7B 99.20± 0.35 97.77± 0.59 99.36± 0.32 99.84± 0.16 99.68± 0.23 97.77± 0.59 99.68± 0.23

Phi-4 Mini 70.33± 1.82 78.79± 1.63 68.42± 1.85 56.30± 1.98 57.10± 1.98 79.59± 1.61 57.74± 1.97

German
Llama 3.2 3B 1.47± 0.48 0.16± 0.16 1.31± 0.46 1.32± 0.46 1.41± 0.49 2.44± 0.64 1.41± 0.49

Qwen 2.5 7B 5.74± 0.93 66.67± 1.88 7.97± 1.08 2.55± 0.63 85.33± 1.41 79.90± 1.60 81.50± 1.55

Phi-4 Mini 22.49± 1.67 59.81± 1.96 20.89± 1.62 11.96± 1.29 63.00± 1.93 69.86± 1.83 64.91± 1.90

lowest ASRs of 97.77% for the Qwen model.

Our results imply that simple prompt injections, such as Naive or Escape Separa-
tion, are not sufficient to significanly compromise models like Llama 3.2 or Qwen 2.5 (in
certain languages). However, combining adversarial instructions with completion, such
as the ”Ignore + Completion” attack, creates a powerful attack vector that consistently
bypasses standard model defenses across languages.

4.3. Discussion
Although DefensiveTokens were trained only in Portuguese, they substantially reduced
Attack Success Rates (ASR) in Spanish, French, English, and German. Revisiting our re-
search question: “How effectively do soft token defenses against prompt injection trained
exclusively in a single language generalize across prompt injection attacks in different
languages?”. Our results indicate that DefensiveTokens do transfer to unseen languages
on a multilingual setting. However, the choice of model has a substantial impact on the
achieved defense gains, as illustrated by the consistently lower improvements observed
with Phi-4 across evaluated languages.

5. Conclusions
In this work, we presented a cross-lingual security evaluation of DefensiveTokens for
mitigating prompt injection attacks in small language models. Our findings demonstrate
that DefensiveTokens significantly reduce Attack Success Rates (ASR) not only within
the training language but also across unseen languages and that prompt-tuning-based de-
fenses capture cross-lingual patterns capable of securing multilingual deployments. How-
ever, performance variability across architectures, such as Phi-4, pointed out that defense
mechanisms cannot be separated from the choice of base model and that multilingual cov-
erage remains a major challenge. Future work should extend this evaluation to broader
language families and attack paradigms while exploring joint optimization strategies be-
tween models and defenses for robust real-world application.
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