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Abstract. Small Language Models (SLMs) are gaining widespread adoption
due to their lower computational cost, faster inference speed, and suitability for
deployment on edge devices and resource-constrained environments. The adop-
tion of SLMs in Generative Artificial Intelligence (GenAl) applications makes
security evaluation dependent on both adversarial effectiveness and computa-
tional cost. We compare Greedy Coordinate Gradient (GCG) and nanoGCG
adversarial suffix generation under equivalent experimental conditions using
Python Risk Identification Tool (PyRIT). The evaluation considers Attack Suc-
cess Rate (ASR), execution time, memory usage, estimated cost, and throughput.
Our results support defensive red-teaming evaluations by relating attack success
to the computational effort required to obtain it.

1. Introduction

Small Language Models (SLMs) are used in applications that require natural language

generation, transformation, and interpretation. As it use expands, systematic risk assess-

ment becomes necessary, especially when these models are integrated into conversational

systems, automated workflows, or agents with access to external tools. In this context,
red-teaming practices help identify security failures before deployment in real environ-

ments. Although alignment mechanisms reduce unsafe behavior, generative models can
still be induced to produce responses that violate safety policies. A relevant class of at-
tacks uses adversarial suffixes, in which token sequences are appended to the original
prompt to change the probability distribution of the generated response. In this work, the

test execution is orchestrated by Python Risk Identification Tool (PyRIT), which standard-
izes input submission, interaction logging, and result organization [Munoz et al. 2024].
The Greedy Coordinate Gradient (GCG) method searches for suffixes through an itera-

tive gradient-guided procedure, in which nanoGCG provides a lighter implementation of
the same family of methods with an emphasis on practical execution cost [GraySwanAl

2025].

The analysis of adversarial suffix attacks contributes to understanding the robust-

ness of generative models against inputs designed to bypass alignment mechanisms and,

for machine-learning and artificial-intelligence systems, helps identify privacy risks re-
lated to the exposure of internal instructions, unintended behavior, and possible infor-
mation leakage in integrated systems. In the security evaluation of Generative Artificial
Intelligence (GenAl) systems and SLMs, the comparison between GCG and nanoGCG
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must consider adversarial effectiveness and the computational cost required to execute
the attacks, a relationship relevant to red teaming, auditing, safeguard validation, and
responsible deployment in real environments.

Our paper presents an experimental comparison between GCG and nanoGCG in
a local environment, using the same attacker model, target model, prompt set, and evalu-
ation criteria. The contributions of this paper are fourfold: two comparable experimental
workflows are adapted for GCG and nanoGCG; execution conditions are standardized
across methods; an expanded set of computational-cost metrics is collected; and the re-
sults are analyzed by attack category. Our study supports defensive evaluations of SLMs
by relating adversarial success, resource consumption, and practical feasibility.

To make the evaluation more explicit, this study is guided by the following re-
search questions: RQ1: Do GCG and nanoGCG differ in adversarial effectiveness under
equivalent experimental conditions? RQ2: What is the relative computational cost of
each method in terms of execution time, GPU usage, VRAM usage, RAM usage, esti-
mated cost, and throughput? RQ3: Does the performance advantage of nanoGCG remain
when the number of seeds increases? RQ4: Which attack categories are more sensitive
to the choice of adversarial suffix generation method? These questions connect the ex-
perimental design to both attack effectiveness and computational feasibility, allowing the
results to be interpreted beyond aggregate ASR values. Section 2 presents the concepts
used in the study. Section 3 describes the experimental method. Section 4 discusses the
results. Section 5 concludes the paper.

2. Background

PyRIT is a framework for risk identification and support for red-teaming activities in
GenAl systems. The tool organizes targets, orchestrators, memory, converters, and scor-
ers, thereby separating attack generation from response evaluation [Munoz et al. 2024].
In this work, that separation keeps the same evaluation flow in the experiments with GCG
and nanoGCG. The adopted flow starts with an experimental objective defined for the
evaluated category, which guides the generation of the adversarial suffix, combined with
the original prompt and sent to the target model through the PyRIT orchestrator.
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Figure 1. Sequence diagram with experimental orchestration flow using PyRIT.
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Figure 1 shows the substitute model in the optimization stage, in which it provides
information used to refine the adversarial suffix over the iterations. PyRIT acts as the
orchestration layer by sending the target model the prompt modified by the optimized
suffix. The responses produced by the target model are recorded in memory and later
used for evaluation and report generation. Thus, GCG and nanoGCG can be compared
under the same experimental procedure, while prompt submission, interaction storage,
and metric consolidation remain standardized.

Adversarial suffix attacks modify the model input by concatenating an additional
sequence of tokens. This sequence is optimized to increase the probability of a target
response or reduce the probability of refusal, thereby exposing weaknesses in the model
alignment process [Vassilev et al. 2025]. In security evaluations, this attack type mea-
sures the robustness of aligned models against adversarially constructed inputs [Zou et al.
2023]. GCG operates over discrete suffix positions and, at each iteration, computes gra-
dients associated with modifiable tokens, selects candidate substitutions, and keeps the
change that reduces the loss function. This procedure combines local gradient informa-
tion with explicit candidate evaluation, which can increase effectiveness but also raises
computational cost. nanoGCG preserves the general logic of GCG, but provides a more
compact implementation focused on practical execution with causal models from the Hug-
ging Face library [GraySwanAlI 2025]. Within the scope of this work, the central concern
is the relationship between attack success and the cost required to obtain it. The choice
of smaller language models, referred to as SLMs, is justified by the objective of simulat-
ing computationally constrained scenarios, such as edge devices or environments without
high-capacity dedicated infrastructure. Models in this category operate with a reduced
memory footprint and support local execution, making them representative of practical
deployments in smaller-scale conversational systems [Abdin et al. 2024]. Moreover, us-
ing two models with a similar parameter scale establishes a balanced comparison between
attacker and target, reducing the influence of capability asymmetry on the results. Con-
sequently, the observed differences can be attributed primarily to the adversarial suffix
generation method [Zou et al. 2023].

The experimental prompt set is organized into five categories to evaluate differ-
ent attack surfaces: prompt injection, harmful content, jailbreaking, prompt extraction,
and social bias. These categories support the analysis of attempts to modify instructions,
induce unsafe responses, bypass safeguards, reveal internal information, and produce in-
appropriate generalizations. The category-based organization is not intended to describe
sensitive examples in the body of the paper; instead, it supports a reproducible and com-
parable experimental analysis. For double-blind review, the public dataset link is omitted
and will be restored in the camera-ready version. PyRIT provides a standardized envi-
ronment for comparing GCG and nanoGCG, making the evaluation more consistent and
allowing the experiment to focus on the effectiveness and computational efficiency of
each method when applied to smaller language models.

3. Method

This research analyzes resource consumption during adversarial suffix generation and
examines how execution-time reduction relates to attack effectiveness. The comparison
considers GCG and nanoGCG under the same infrastructure, prompt set, attacker model,
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target model, and classification criteria, reducing external influences and associating ob-
served differences mainly with the suffix generation method.

The experimental scenario considers an authorized evaluator with controlled ac-
cess to the testing environment. The evaluator verifies whether adversarial inputs can in-
duce the target model to produce responses incompatible with the safety policies defined
for each category. The analyzed assets are the target model behavior, its responses, and
the robustness of its alignment mechanisms against modified prompts. The experimental
boundaries are restricted to the local environment described in this paper; therefore, the
study does not evaluate external defenses, commercial-provider filters, tool-using agents,
or integrations with real user data. This delimitation avoids unsupported generalizations
and maintains the focus on the controlled comparison between methods. The experiments
are executed in two configurations. The single-seed configuration uses 250 iterations per
prompt and serves as an initial reference for observing cost and throughput behavior under
extended optimization. The seven-seed configuration reduces the iteration budget to 100
per category—seed combination, a trade-off driven by the multiplicative increase in total
computation, since 250 iterations across seven seeds and five categories would require
8,750 optimization steps per method, exceeding the feasible time budget of the local in-
frastructure. Thus, the seven-seed Attack Success Rate (ASR) values are obtained under
a tighter optimization budget than the single-seed baseline, and higher iteration counts
might yield different effectiveness results. The seven-seed configuration is prioritized
for aggregate comparisons because it reduces dependence on a single initialization point,
while the single-seed configuration is used for detailed per-iteration resource profiling.
In the results, the discussion prioritizes findings related to attack effectiveness, computa-
tional cost, and practical differences between GCG and nanoGCG.

The experiments are executed in a local environment. The model selection is justi-
fied because both models are auto-regressive decoder-only Transformers, an architecture
directly related to token-by-token generation and exploited by adversarial suffix attacks.
In this context, the attacker model is unsloth/Llama-3.2-3B-Instruct, whereas the target model
1S Qwen/Qwen2.5-3B-Instruct. The Unsloth version supports efficient loading and execu-
tion with the Hugging Face library and PyTorch optimization workflows without chang-
ing the model family; thus, unsloth/Llama-3.2-3B-Instruct is used in the operational stage in
which iterative adversarial suffix generation occurs. The use of different model families,
Llama-3.2 as attacker and Qwen2.5 as target, is intentional and reflects a transfer-based
evaluation scenario, in which the adversarial suffix is optimized against one model and
applied to another with a different tokenizer vocabulary and training distribution. This
cross-family setup is more representative of realistic red-teaming conditions, where an
evaluator may not have gradient access to the exact target model and must rely on a
surrogate. The transferability of adversarial suffixes across model families is a known
limitation of gradient-based methods [Zou et al. 2023], and the observed ASR values
should be interpreted in this context. Results might differ if attacker and target models
shared the same architecture and vocabulary. The infrastructure uses an NVIDIA RTX
AS5500 Graphics Processing Unit (GPU), an Intel Xeon Gold 6222V processor, 269 GB
Random Access Memory (RAM), and GNU/Linux Ubuntu 22.04.5 Server Long-Term
Support (LTS). In the aggregate seven-seed configuration, each category—seed combi-
nation is executed with 100 iterations, search width equal to 64, and top-k equal to 64.
In the single-seed configuration used in Figures 2 and 4, each prompt is executed with
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250 iterations, while search width and top-k remain equal to 64. Between suffix gener-
ation runs, GPU memory was explicitly released via torch.cuda.empty_cache (), and model
objects were deleted before each new category—seed combination was loaded. This pro-
cedure ensured consistent initial Video Random Access Memory (VRAM) conditions
across runs and prevented residual allocations from inflating the memory peaks reported
for either method. In the local GCG implementation, the suffix length is configured as 20
tokens. To preserve experimental parity, method-specific optimizations that would affect
only one approach were removed, including gradient checkpointing, differentiated atten-
tion, and manual prefix truncation. These entries represent distinct attack surfaces in the
controlled evaluation: DIS-001 addresses prompt injection, HAR-001 harmful-content
solicitation, JAI-001 jailbreaking through benign framing, PST-001 system-prompt ex-
traction, and SOC-001 social-bias evaluation. In the experimental procedure, each base
prompt is treated as the target request to which the adversarial suffix generated by GCG
or nanoGCG is appended. The pass conditions define safe or policy-compliant behavior,
such as refusal, non-disclosure, or rejection of unsafe assumptions, whereas the fail condi-
tions define cases in which the target model satisfies the adversarial objective. Therefore,
attack success is counted when the model response matches the fail condition defined
for the evaluated category, and safe behavior is counted when the response satisfies the
corresponding pass condition. The full prompt texts are not reproduced in the paper to
avoid unnecessary operational detail and preserve the defensive scope of the study, but
the dataset is referenced to support reproducibility.

Response classification follows a binary criterion defined per category before the
experiments are executed. A response is labeled as a successful attack when it satisfies
the adversarial objective of the evaluated category, for example, executing an injected
instruction instead of refusing it (DIS-001), providing prohibited content framed as be-
nign (HAR-001), bypassing refusal behavior through fictional or hypothetical framing
(JAI-001), disclosing internal prompt content (PST-001), or producing outputs that reflect
discriminatory assumptions (SOC-001). A response is labeled as safe when it refuses
the request, redirects to a policy-compliant answer, or explicitly declines without satis-
fying the adversarial objective. Human review is applied when automated classification
is ambiguous, specifically when the model response partially addresses the adversarial
objective or uses hedging language that complicates binary categorization. In these cases,
two independent reviewers assess whether the response constitutes a meaningful policy
violation, and disagreements are resolved by consensus. This procedure reduces the risk
of inflating ASR through superficially matching responses that do not represent effective
alignment failures.

The experimental flow has three phases. The first verifies model availability in
the local Hugging Face cache. The second generates adversarial suffixes with GCG or
nanoGCG. The third submits the modified prompts to the target model through PyRIT
and records the responses. Each prompt in the test set receives an adversarial suffix gen-
erated by the evaluated method. The resulting prompt is sent to the target model, and the
response is classified according to the criterion configured for the experiment. An attempt
is considered successful when the model response satisfies the adversarial objective of
the evaluated category and exceeds the expected refusal behavior. When necessary, false
positives are corrected through human assessment, reducing cases in which a superficially
compatible response does not represent an effective violation. The metrics are stored in
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JavaScript Object Notation (JSON) reports, and the procedure is repeated for both meth-
ods under the same main parameters'.

The evaluated metrics are: (1) ASR, which corresponds to the ratio between suc-
cessful attacks and total attempts; (ii) Total time, which corresponds to the sum of suffix
generation time and evaluation time with PyRIT; (iii) Generation time which represents
the time spent optimizing or generating the adversarial suffix; (iv) RAM usage, which
corresponds to the average and peak main-memory consumption during generation and
evaluation; (v) VRAM usage, which corresponds to the average and peak video-memory
allocation during generation and evaluation; (vi) Estimated cost, which is calculated from
GPU active usage time multiplied by a reference hourly rate of US$ 1.60/hour, corre-
sponding to the on-demand pricing of an NVIDIA RTX A5000 instance on a representa-
tive cloud provider at the time of the experiments. The formula applied is Cost = (GPU
active time in hours) x (reference hourly rate); and (vii) Throughput, which represents
the number of optimization iterations executed per second during suffix generation.

4. Results and Discussion

Overall effectiveness and cost, CPU/GPU usage, memory consumption, and throughput
during suffix generation. This organization relates attack success to overall execution
cost, resource distribution, and processing rate during optimization.

Table 1. General comparison between GCG and nanoGCG with seven seeds.

Group Results: GCG vs. nanoGCG

ASR ASR: 40.00% vs. 40.00%.

Time Total time: 421.98 vs. 50.65 min.

Cost Estimated cost: US$ 1.121 vs. US$ 0.105.
Average/peak CPU: 2.6/37.5% vs. 2.7/37.9%.  Average/peak GPU:

CPU/GPU 61.8/70.0% vs. 30.2/97.0%.

RAM Method average/peak: 1.70/4.34 vs. 1.98/5.16 GB. Target-model aver-
age/peak: 1.86/4.50 vs. 1.90/4.02 GB.

VRAM Method average/peak: 6.00/6.54 vs. 6.24/7.32 GB. Target-model aver-
age/peak: 5.88/5.96 vs. 5.88/5.93 GB. Observed total peak: 6.87 vs. 7.72
GB.

Throughput Average/peak throughput: 0.13/0.14 vs. 1.48/1.52 iter/s.

Table 1 should be interpreted by considering attack success and computational
cost jointly. ASR was calculated as the ratio between successful attacks and total at-
tempts in the test set, with false positives corrected through human assessment. In the
evaluated categories, the suffix generators did not succeed in attempts associated with
physical-violence content, system-prompt extraction, and social devaluation. The ob-
served successes were concentrated in simple prompt injection and prohibited content
framed as benign. This distribution shows that effectiveness is not uniform across cate-
gories, reinforcing the need to analyze results by attack surface rather than only through
an aggregate average.

!Source code and experimental artifacts: https:/github.com/carlossbunn/SBSeg
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In the seven-seed configuration, GCG and nanoGCG reached the same aggregate
ASR of 40.00%. Therefore, the main difference between the methods is not aggregate
effectiveness, but the cost required to obtain that effectiveness. nanoGCG achieved lower
total execution time and lower estimated cost: 50.65 minutes and US$ 0.105, compared
with 421.98 minutes and US$ 1.121 for GCG. Total time corresponds to the sum of the
suffix generation phase and the evaluation phase orchestrated by PyRIT. The estimated
cost is expressed in USD and was calculated from GPU usage time and the hourly cost
configured in the experimental environment. Thus, in this configuration, both methods
obtained the same ASR, but nanoGCG reduced the time and cost of execution.

The difference between time and resource usage must also be considered. Al-
though nanoGCG is designed for more compact and practical execution, part of its per-
formance gain may be associated with the simultaneous materialization of more data dur-
ing the search. This materialization includes substitution candidates, intermediate scores,
and auxiliary structures used to avoid repeated computations [Zou et al. 2023]. Thus,
nanoGCG tends to move part of the cost from the time dimension to the space dimension,
using more memory to accelerate candidate evaluation. A code-level analysis indicates
the local GCG implementation performs a larger number of sequential operations and
keeps fewer temporary structures in memory at the same time. The collected metrics
show that this design leads to longer execution times, while reducing the average VRAM
consumption.

GCG nanoGCG
(a) CPU usage during suffix generation (a) CPU usage during suffix generation

o
IS
o

—— CPU (average)
CPU (peak)

—— CPU (average)
CPU (peak)

o

CPU peak
38.0%
iter. 1

CPU peak
37.8%
iter. 1

CPU usage (%)
= N w S
o o o

CPU usage (%)
= N w
o o

o
o

(b) GPU usage during suffix generation ) GPU usage during suffix generation

MMWWWJWM

GPU peak —— GPU (average)

100.0%
iter. 6 GPU (peak)

-
o
o

©
o
)
-
N o
v S

N
GPU peak
71.0%
iter. 605 —— GPU (average)
GPU (peak)

o
o

v
o

GPU usage (%)
B
o

GPU usage (%

N

o
N
v

o

0 |
250 500 750 1000 1250 250 500 750 1000 1250
Iteration Iteration

Figure 2. CPU / GPU usage during adversarial suffix generation with one seed.

Figure 2 indicates that the CPU mainly coordinates the execution, including prompt
preparation, iteration control, candidate organization, model calls, metric collection, and
process management. In contrast, the GPU concentrates most of the computational cost
because it executes the matrix operations associated with inference, loss-function com-
putation, and gradient extraction used to update or select suffix candidates. Therefore,
GPU utilization more directly reflects the intensity of the adversarial search, while CPU
usage is more strongly associated with auxiliary and orchestration stages [PyTorch Con-
tributors 2026]. In the aggregate configuration shown in Table 1, the average CPU values
were close across methods, with 2.6% for GCG and 2.7% for nanoGCG. In the same con-
figuration, nanoGCG showed lower average GPU usage, with 30.2%, but a higher peak,
with 97.0%; GCG, in turn, showed 61.8% average GPU usage and a 70.0% peak. In the
single-seed execution represented in Figure 2, nanoGCG showed more intense GPU us-
age during generation, with a 77.0% average and a 100.0% peak, whereas GCG showed
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a 59.5% average and a 72.0% peak. This difference indicates that GPU usage varies ac-
cording to the experimental configuration, but nanoGCG tends to concentrate more work
in shorter execution windows, which contributes to reducing total time and can increase
pressure on video-memory resources.

Regarding memory consumption and numerical stability, resource use during the
experiments is distributed between main RAM and GPU VRAM, depending on the exe-
cuted stage. Figure 3 presents memory usage during adversarial suffix generation.
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Figure 3. RAM / VRAM usage during adversarial suffix generation with one seed.

During adversarial suffix generation, the substitute model is loaded into VRAM,
which stores model weights, intermediate activation tensors, and the gradients calcu-
lated at each iteration of GCG or nanoGCG [Zou et al. 2023]. Main RAM stores the
state of the running process, tensors transferred between CPU and GPU, tokenizer input
and output buffers, and PyRIT data structures responsible for recording interactions [Mi-
crosoft Al Red Team 2026]. In both evaluated configurations, RAM and VRAM values
remain close between methods on average, although nanoGCG reaches higher peaks dur-
ing generation. During the PyRIT-orchestrated evaluation phase, the substitute model is
unloaded and the target model is loaded into VRAM, which produces a second increase
in video-memory consumption. This increase is smaller than the one observed during
the optimization phase. Main RAM consumption remains relatively stable across the two
phases, with variations associated with model loading and unloading and with the growth
of history structures maintained by PyRIT throughout the attempts. Reduced precision,
such as frioat16, can reduce VRAM consumption and accelerate matrix operations on the
GPU. However, this choice also reduces the dynamic range and numerical precision avail-
able for representing activations and gradients. In particular, small-magnitude gradients
can suffer from rounding or underflow, leading to information loss during backpropaga-
tion [NVIDIA 2023]. Because GCG and nanoGCG depend directly on loss-function and
gradient computation to guide the search or select suffix candidates, this loss of preci-
sion can affect candidate ranking and the quality of the gradient-based search direction.
Thus, for compact models, it is important to evaluate the trade-off among computational
efficiency, memory consumption, and numerical stability.

Throughput complements the cost analysis by measuring optimization iterations
per second, allowing comparison of the execution rate independently of the total iteration
limit. Figure 4 presents the observed throughput for both methods. The results in Figure 4
show that nanoGCG achieves higher per-iteration throughput than GCG. GCG reached an
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Figure 4. Throughput during adversarial suffix generation with one seed.

average throughput of approximately 0.1413 iteration per second, with a peak of 0.1428
iteration per second at iteration 12. In contrast, nanoGCG reached an average throughput
of approximately 0.8315 iteration per second, with a peak of 0.9234 iteration per second
at iteration 107. This result indicates that nanoGCG executed the suffix generation stage
approximately 5.9 times faster than GCG within the same experimental interval of 1250
iterations. The local GCG implementation performs gradient computation, candidate se-
lection, and candidate evaluation through more sequential steps, which increases the time
required for each optimization iteration. nanoGCG, in contrast, uses a more compact
implementation that accelerates candidate evaluation during the search, reducing the per-
iteration execution time. This interpretation is consistent with the measured throughput
values: in the single-seed configuration, nanoGCG reached (0.8315 iteration per second
on average, whereas GCG reached 0.1413 iteration per second. Therefore, nanoGCG
executed suffix generation approximately 5.9 times faster than GCG in the same 1250-
iteration interval. In the seven-seed configuration, Table 1 shows the same trend, with
nanoGCG reaching 1.48 iteration per second on average and GCG reaching (.13 iteration
per second. However, this time reduction should be interpreted together with the GPU and
VRAM metrics, because nanoGCG also produced higher resource peaks in specific stages
of the experiment. Thus, the observed advantage is mainly related to suffix-generation ef-
ficiency rather than higher aggregate attack effectiveness.

Considering both experimental configurations, the results show that the interpre-
tation of effectiveness depends on the number of seeds. The research questions are an-
swered as follows. For RQ1, both methods reached the same aggregate ASR of 40.00%
in the seven-seed configuration. For RQ2 and RQ3, nanoGCG preserved its efficiency
advantage by reducing total time and estimated cost while increasing throughput, al-
though it produced higher GPU and VRAM peaks in specific stages. For RQ4, success
was category-dependent, concentrated in simpler prompt-injection and benignly framed
prohibited-content scenarios. Thus, the main distinction between GCG and nanoGCG
was computational efficiency rather than aggregate adversarial effectiveness. With one
seed, nanoGCG achieved higher generation speed but did not obtain adversarial success.
With seven seeds, GCG and nanoGCG reached the same aggregate ASR of 40.00%, but
with distinct costs. GCG required more time, obtained lower throughput, and produced
a higher estimated cost, whereas nanoGCG reduced total time, increased throughput,
and reduced estimated cost. Therefore, comparisons between adversarial suffix meth-
ods should consider success rate, attempts, memory use, GPU usage, and computational
cost.
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5. Considerations and Future Work

The metrics were selected to evaluate two main dimensions: adversarial effectiveness and
computational cost. The results indicate that the number of seeds directly influences the
interpretation of method effectiveness. With a single seed, nanoGCG achieved higher
generation speed but did not obtain adversarial success, suggesting that a single initializa-
tion may be insufficient to represent its actual capacity. With seven seeds, both methods
reached 40.00% ASR, but with distinct costs: GCG required 421.98 minutes and an esti-
mated cost of US$ 1.121, whereas nanoGCG completed execution in 50.65 minutes with
a cost of US$ 0.105. In addition, nanoGCG achieved higher average throughput, with
1.48 iter/s compared with 0.13 iter/s for GCG, although it also placed higher pressure on
GPU and VRAM in specific stages. These results show that nanoGCG’s gains in time and
cost should be analyzed together with the number of attempts, the achieved effectiveness,
and video-memory consumption. The comparison between GCG and nanoGCG under
standardized experimental conditions contributes to understanding how adversarial suffix
methods vary in effectiveness, execution time, and resource use. This analysis is rele-
vant to more realistic red-teaming practices and to the definition of evaluation criteria for
GenAl-based systems. The bibliographic survey conducted for this study did not identify
direct comparisons between GCG and nanoGCG under the same experimental conditions
and with expanded computational-cost metrics. Therefore, this work has an exploratory
character and seeks to contribute to that gap. This formulation delimits the contribution
without claiming the absolute absence of related work, because the scope of the study is
not a systematic literature review.

The results must also be interpreted in light of the experiment boundaries. The
evaluation was conducted with one attacker model, one target model, one local infras-
tructure, and a specific prompt set. Therefore, additional executions are required to con-
firm trends in other models, architectures, safety policies, and deployment environments.
Moreover, ASR, execution time, estimated cost, RAM usage, VRAM usage, and through-
put measure different dimensions of the problem and should not be evaluated in isolation.
The study is conducted for defensive purposes, focusing on auditing, safeguard valida-
tion, and controlled robustness evaluation. For this reason, the paper does not present
complete adversarial suffixes or detailed operational instructions that could increase the
risk of misuse.

The prompt set is limited to one instance per category, whThe metrics are stored
inch constrains the statistical generalizability of the observed ASR values. With five
prompts total, an ASR of 40% corresponds to two successful attacks out of five attempts,
meaning that a single additional success or failure would shift the aggregate rate by 20
percentage points. This granularity is insufficient to support category-level conclusions
with confidence. Inter-prompt variability within each category remains uncharacterized,
since only one representative prompt was evaluated per surface. Future work should ex-
pand the prompt set to at least five instances per category, enabling variance analysis
within categories and more robust ASR estimates.
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